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Generic Security Service Application Programl|nterface (GSS-API)
Domai n- Based Service Nanes Mapping for the Kerberos V GSS Mechani sm

Status of This Meno

Thi s document specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.

Abst ract

Thi s docunent describes the mapping of Generic Security Service
Application ProgramlInterface (GSS-APlI) donai n-name-based service
princi pal nanes onto Kerberos V principal nanes.
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1. Dommi n-Based Nanes for the Kerberos V GSS-APlI Mechani sm

In accordance with [RFC5178], this docunent provides the nechani sm
specific details needed to inplenent GSS-APlI [ RFC2743] donmi n-based
service nanes with the Kerberos V GSS- APl nechani sm [ RFC4121] .

GSS_C_NT_DOVAI NBASED SERVI CE name SHOULD be mapped to Kerberos V
princi pal nanes as foll ows:

0 the <service> nane becones the first (0th) conponent of the
Ker beros V princi pal nane;

o the <hostnane> becones the second conponent of the Kerberos V
princi pal nane;

o0 the <donmmi n> nane becones the third conponent of the Kerberos V
princi pal nane;

o the realmof the resulting principal name is that which
corresponds to the domain name, treated as a hostnane.

The sane nane canonicalization considerations and nmethods as used
el sewhere in the Kerberos V GSS-API nechani sm [ RFC4121] and Ker ber os
V [ RFC4120] in general apply here.

| mpl enent ati ons SHOULD use a Kerberos V nane-type of
NTT- SRVT- HST- DOVAI N (whi ch has the value 12) but MAY use NT- UNKNOMN
i nst ead.

2. Conventions Used in This Document

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Internationalization Considerations

It is unclear, at this time, how best to address internationalization
of Kerberos V domai n-based principal names. This is because the
Kerberos V core protocol internationalization project is inconplete.

However, clearly the best way to interoperate when using Kerberos V
domai n- based principal nanmes is to use ACE-encoded internationalized
domai n nanes [ RFC3490] for the hostnane and domain nane slots of a
Ker beros V donumi n-based principal nane. Therefore Kerberos V GSS- API
mechani sm i npl enent ati ons MJUST do just that.
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4. Exampl es

o The domai n-based nane, of generic form
"| dap@ oo. exanpl e@lsl. f oo. exanpl e" nay map to a Kerberos V
principal nane |ike: "ldap/dsl.foo.exanple/
f 00. exanpl e@00. EXAMPLE"

o The donmai n-based nane, of generic form
"kadm n@ oo. exanpl e@dcl. f oo. exanpl e" may map to a Kerberos V
principal nane |ike: "kadm n/kdcl. foo.exanpl e/
f 00. exanpl e@00. EXAMPLE"

5. Security Considerations
See [ RFC5178].

It is inportant for the security of protocols using the Kerberos V
GSS- APl nmechani sm and donmi n-based nanes, that the real mof donmain-
based principal names be derived fromthe hostnane, rather than the
domai n nane slots of the input domain-based nanme string.

6. Normmtive References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119, March 1997.

[ RFC2743] Linn, J., "CGeneric Security Service Application Program
Interface Version 2, Update 1", RFC 2743, January 2000.

[ RFC3490] Faltstrom P., Hoffrman, P., and A. Costell o,
"Internationalizing Domain Names in Applications (IDNA)",
RFC 3490, March 2003.

[ RFC4120] Neuman, C., Yu, T., Hartman, S., and K Raeburn, "The
Ker beros Networ k Authentication Service (V5)", RFC 4120,
July 2005.

[ RFC4121] Zhu, L., Jaganathan, K., and S. Hartman, "The Kerberos
Version 5 Ceneric Security Service Application Program
Interface (GSS-API) Mechanism Version 2", RFC 4121,
July 2005.

[ RFC5178] WIliams, N and A Melnikov, "Generic Security Service
Application Program | nterface (GSS-API)
Internationalization and Domai n- Based Service Names and
Nanme Type", RFC 5178, May 2008.

WIlians St andards Track [ Page 3]



RFC 5179 Ker ber os Domai n- Based Nanes May 2008

Aut hor’ s Addr ess

Ni colas WIIlianms
Sun M crosyst ens
5300 Riata Trace Ct.
Austin, TX 78727
us

EMail: Nicolas. WIlliams@un. com

WIlians St andards Track [ Page 4]



RFC 5179 Ker ber os Domai n- Based Nanes May 2008

Ful I Copyright Statenent
Copyright (C) The IETF Trust (2008).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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