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Status of This Menp

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmeno is unlimted.

Abst ract

Thi s docunent describes a protocol for supporting Mbile Networks
between a Mobile Router and a Home Agent by extending the Mbile |Pv4
protocol. A Mbile Router is responsible for the nobility of one or
nore network segnents or subnets noving together. The Mobile Router
hides its nobility fromthe nodes on the Mbile Network. The nodes
on the Mbile Network may be fixed in relationship to the Mbile
Router and may not have any nobility function.

Extensions to Mbile I Pv4 are introduced to support Mbbile NetworKks.
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1. Introduction

Thi s docunent describes network nobility extensions to the Mbile

I Pv4 protocol. The goal of introducing these extensions is to
acconmodat e nobility scenarios where groups of hosts and routers nove
honogeneously (as a whole). It is required that all hosts and

routers in a Mobile Network be able to run applications connecting to
the Internet, and be reachable fromthe Internet.

For details regarding termnology related to network mobility (NEMO,
a quick read of RFC 4885 [ RFC4885] is suggest ed.

1.1. Exanples of Mobile Networks

A Mobile Network |inks together a set of hosts and routers.
Connecting this Mobile Network to the Internet is ensured at two
levels: first, a Mobile Router is connected on one side to the Mbile
Net work and on another side to a wirel ess access system second, a
Home Agent placed on the home |ink manages traffic between the
Correspondent Node and a Local Fixed Node (LFN, a node in the Mdbile
Net wor k) by means of encapsulating traffic.

A scenario of applicability for this Mbile Network is described
next. A Mbile Network is forned by a wirel ess-enabl ed Personal
Digital Assistant (PDA) and a portabl e photographic canera, |inked
together by Bluetooth wireless link-layer technology. This is
sometines referred to as a Personal Area Network (PAN). In the
illustration below, one can notice the PDA playing the role of a
Mobi | e Router and the canera the role of Local Fixed Node.
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The canera (Local Fixed Node) upl oads phot ographic content to a
Correspondent Node (CN) server. Wen the Mobile Network noves away,
the Mobile Router serving the Mobile Network changes its point of
attachnent fromone cellular access (Access Router) to another,
obt ai ning a new Care-of Address. The Hone Agent (HA) encapsul ates
application traffic for the CN and LFN

Whereas the illustration above is a very sinple instantiation of the
applicability of Mbile | P-based Mbile Networks, nore conpl ex Mbile
Net wor ks are easily accommodat ed by the Mobile | Pv4 extensions
presented in this document (NEMv4). For exanple, |aptop computers
used by passengers in a bus, train, ship, or plane should all be
considered as form ng Mbile Networks, as |long as they nove together
(honogeneousl y).
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1.2. Overview of Protocol

As introduced previously, this document presents extensions to the
Mobile I Pv4 protocol. The entities sending and receiving these
extensions are the Mbile Router and the Hone Agent. The Local Fixed
Node is relieved fromrunning Mbile IP software and, although it
moves (together with the Mbile Network), its IP stack is not seeing
any change in addressing.

Mobility for the entire Mdbile Network is supported by the Mbile
Router registering its current point of attachment (Care-of Address)
to its Hone Agent: the Mdbile Router sends an extended Registration
Request to the Home Agent, which returns an extended Registration
Reply. This signaling sets up the tunnel between the two entities,

| Encapsul at ed |
| Application Traffic |

as illustrated in the follow ng figure:

LFN MR HA CN
I I I I
| | Extended Registration | |
| [---mmmmmm e >| |
| | Request | |
I I I I
I I I I
| | Extended Registration | |
I | <--mmmmmmm e I I
| | Repl'y | |
I I I I
| Cemm o - - - ———=——=—=——=—=——=—=——=—=—=—===—===(Q----- - - - >|
I I
I I
I I

The prefix(es) used within a Mbile Network (either inplicitly
configured on the Home Agent or explicitly identified by the Mbile
Router in the Registration Request) is/are advertised by the Hone
Agent for route propagation in the hone network. Traffic to and from
nodes in the Mobile Network are tunneled by the Home Agent to the

Mobi |l e Router, and vice versa. Though packets froma Local Fixed
Node placed in the Mbile Network can be forwarded by the Mobile
Router directly without tunneling (if reverse tunneling were not
used), these packets will be dropped if ingress filtering is turned
on at the Access Router.

Extensively relating to Mobile | Pv4 [ RFC3344], this specification

addresses nmainly the co-located Care-of Address nbde. Foreign Agent
Care-of Address node (with 'l egacy’ Foreign Agents [ RFC3344]) is
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supported but wi thout optimization, and with doubl e encapsul ati on
bei ng used. For an optimization of this node, the gentle reader is
directed to an extension docunment [ NEMOv4-FA].

Conpared to Mbile I Pv4, this docunment specifies an additional tunnel
between a Mbile Router’s Home Address and the Home Agent. This
tunnel is encapsulated within the normal tunnel between the Care- of
Address (CoA) and Home Agent. In Foreign Agent CoA node, the tunnel
bet ween the Mbile Router and Home Agent is needed to allow the
Foreign Agent to direct the decapsul ated packet to the proper
visiting Mobile Router. However, in co-located CoA node, the

addi tional tunnel is not essential and could be elimnated because
the Mobile Router is the recipient of the encapsul ated packets for
the Mobile Network; a proposal for this feature is in the extending
docunent nentioned above [ NEMOv4- FA].

Al traffic between the nodes in the Mbile Network and the
Correspondent Nodes passes through the Hone Agent. This docunent
does not touch on aspects related to route optim zation of this
traffic.

A simlar protocol has been docunented in RFC 3963 [ RFC3963] for
supporting | Pv6 Mobile Networks with Mbile | Pv6 extensions.

Mul ti homing for Mobile Routers is outside the scope of this docunent.
2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

Term nol ogy for Mobile IPv4 mobility support is defined in RFC 3344
[ RFC3344]. Termnol ogy for network nobility support (NEMO), from an
| Pv6 perspective, is described in RFC 4885 [ RFC4885]. I n addition,
thi s docunent defines the following ternms for NEMOv4.

Mobi | e Rout er

RFC 3344 [ RFC3344] defines a Mobile Router as a nobile node
that can be a router that is responsible for the nobility of
one or nore entire networks noving together, perhaps on an
airplane, a ship, a train, an autonobile, a bicycle, or a
kayak.
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Mobi |l e Network Prefix

The network prefix of the subnet delegated to a Mbile Router
as the Mobile Network.

Prefi x Table

A list of Mbile Network Prefixes indexed by the Home Address
of a Mobile Router. The Hone Agent manages and uses the
Prefix Table to determ ne which Mbile Network Prefixes
belong to a particular Mbile Router.

Local Fi xed Node

RFC 4885 [ RFC4885] defines a Local Fixed Node (LFN) to be a
fi xed node belonging to the Mbile Network and unable to
change its point of attachnent. This definition should not
be confused with "Long, Fat Network, LFN' of RFC 1323

[ RFC1323], at |east because the latter is pronounced

"el ephan(t)" whereas a NEMO LFN i s distinctively pronounced
"el efen".

3. Requirenents

Al't hough the original Mbile | Pv4 specifications stated that Mbile
Net wor ks can be supported by the Mbile Router and Home Agent using
static configuration or running a routing protocol (see Section 4.5

of

RFC 3344 [RFC3344]), there is no solution for explicit

registration of the Mdbile Networks served by the Mobile Router. A

sol

ution needs to provide the Home Agent a means to ensure that a

Mobil e Router clainming a certain Mbile Network Prefix is authorized

to

do so. A solution would al so expose the Mbile Network Prefixes

(and potentially other subnet-relevant information) in the exchanged
messages, to aid in network debugging.

The foll owing requirenents for Mbile Network support are enunerated:

0

Leung,

A Mobil e Router should be able to operate in explicit or inplicit
mode. A Mbile Router may explicitly informthe Home Agent which
Mobi |l e Network(s) need to be propagated via a routing protocol. A
Mobi |l e Router may al so function in inplicit node, where the Hone
Agent may | earn the Mbile Networks through other means, such as
fromthe AAA server, via pre-configuration, or via a dynamic
routing protocol.

The Mobile Network shoul d be supported using Foreign Agents that

are conpliant to RFC 3344 [RFC3344] without any changes (’|egacy’
For ei gn Agents).
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o0 The Mobile Network should all ow Fi xed Nodes, Mbbile Nodes, or
Mobil e Routers to be on it.

0 The Local Fixed Nodes on a Mbile Network should be able to
execute their sessions wthout running Mbile IP stacks. The
Mobi | e Router managi ng the LFNs' Mbbile Network is ’hiding
mobility events like the changes of the Care-of Address fromthe
Local Fixed Nodes in that Nbbile Network.

4. Mobile Network Extensions
4.1. Mbbile Network Request Extension

For Explicit Mde, the Mbile Router inforns the Home Agent about the
Mobil e Network Prefixes during registration. The Registration
Request contains zero, one, or several Mbile Network Request
extensions in addition to any other extensions defined by or in the
context of RFC 3344 [RFC3344]. Wen several Mobile Networks need to
be registered, each is included in a separate Mbile Network Request
extension, with its own Type, Length, Sub-Type, Prefix Length, and
Prefix. A Mobile Network Request extension is encoded in Type-

Lengt h-Value (TLV) format and respects the follow ng ordering:

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Length | Sub- Type | Prefix Length |
i i i T i I S i e s o o i i
| Prefix |
R et e s i o e s i i

Type:

148 Mobi | e Net wor k Extension
Lengt h:

Deci mal 6.
Sub- Type:

0 (Mobi | e Networ k Request)
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Prefix Length:

8-bit unsigned integer indicating the nunber of
| eftnost bits covering the network part of the
address contained in the Prefix field.

Prefi x:

32-bit unsigned integer in network byte-order containing an
| Pv4 address whose | eftnost Prefix Length bits nake up the
Mobi | e Network Prefix.

4.2. Mbile Network Acknow edgenent Extension

The Registration Reply contains zero, one or several Mbile Network
Acknowl edgenent extensions in addition to any other extensions
defined by or in the context of RFC 3344 [RFC3344]. For Inplicit
Mode, the Mbil e Network Acknow edgenent infornms the Mobile Router
the prefixes for which the Hone Agent sets up forwarding with respect
to this Mobile Router. Policies such as permitting only traffic from
these Mobile Networks to be tunneled to the Home Agent nay be applied
by the Mobile Router. For Explicit Mde, when several Mobile

Net wor ks need to be acknow edged explicitly, each is included in a
separate Mbile Network Acknow edgenent extension, with its own Type,
Sub- Type, Length, Prefix, and Prefix Length fields. At |least one
Mobi | e Networ k Acknow edgenent extensi on MJST be in a successful

Regi stration Reply to indicate to the Mbile Router that the Mbile
Net wor k Request extension was processed, and therefore was not

ski pped by the Hone Agent.

A Registration Reply may contain any non-zero nunber of Explicit Mde
and Inplicit Mdde Acknow edgenments sub-types. Both sub-types can be
present in a single Registration Reply. A Mbile Network

Acknowl edgenent extension is encoded in Type-Length-Value (TLV)
format. When the registration is denied with Code HA MOBNET ERROR
(Code field in the Registration Reply), the Code field in the

i ncl uded Mobil e Network Extension provides the reason for the
failure.

0 1 2 3

01234567890123456789012345678901

I S i o T s S S S e s s T

| Type | Length | Sub- Type | Code |

B I i st ST S I S S S S S S S S e S S S S ik o S N S S S

| Prefix Length | Reserved | Prefix...

el i I e i it T e e e e i i T o S e e S e T R R
... Prefix |

R T i T i e s ik T e R T
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Type:
148 Mobi | e Networ k Extension
Lengt h:
Deci mal 8.
Sub- Type:
1 (Explicit Mdde Acknow edgenent)
2 (Implicit Mbde Acknow edgemnent)
Code:
Val ue indicating success or failure:
0 Success
1 Invalid prefix (MOBNET_I NVALI D_PREFI X _LEN)
2 Mobil e Router is not authorized for prefix
( MOBNET _UNAUTHOR!I ZED)
3 Forwar di ng setup failed (MOBNET_FWDI NG_SETUP_FAI LED)

Prefix Length:

8-bit unsigned integer indicating the nunber of

| eftmost bits covering the network part of
address contained in the Prefix field.

Reserved
Sent as zero; ignored on reception

Prefi x:

t he

32-bit unsigned integer in network byte-order containing an
| Pv4 address whose | eftnost Prefix Length bits nake up the

Mobi | e Networ k Prefix.

Leung, et al. St andards Track
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5.

Mobi | e Router Qperation

A Mobile Router’s operation is generally derived fromthe behavior of
a Mobil e Node, as set in RFC 3344 [RFC3344]. 1In addition to

mai ntaining nobility bindings for its Home Address, the Mbile
Router, together with the Hone Agent, maintains forwarding
information for the Mobile Network Prefix(es) assigned to the Mbile
Rout er .

A Mobile Router SHOULD set the T bit to 1 in all Registration
Request nessages it sends to indicate the need for reverse tunnels
for all traffic. Wthout reverse tunnels, all the traffic fromthe
Mobile Network will be subject to ingress filtering in the visited
networ ks. Upon reception of a successful Registration Reply, the
Mobi | e Router processes the registration in accordance to RFC 3344
[ RFC3344]. In addition, the followi ng steps are taken:

0 Check for Mbile Network Acknow edgement extension(s) in
Regi strati on Reply.

0 Create tunnel to the Home Agent if the Mbile Router is registered
in reverse tunneling node.

0 Set up default route via this tunnel or egress interface when the
Mobil e Router is registered with or w thout reverse tunneling,
respectively.

In accordance with this specification, a Mbile Router nay operate in
one of the followi ng two nodes: explicit and inplicit. 1In explicit
node, the Mbile Router includes Mbile Network Prefix information in
all Registration Requests (as Mbile Network Request extensions),
while in inplicit node it does not include this information in any
Regi stration Request. In the latter case, the Hone Agent obtains the
Mobil e Network Prefixes by other neans than Mbile IP. One exanple
of obtaining the Mobile Network Prefix is through static
configuration on the Home Agent.

A Mobile Router can obtain a co-located or Foreign Agent Care-of
Address while operating in explicit or inplicit nodes.

For deregistration, the Mbile Router sends a registration request
with lifetine set to zero without any Mobile Network Request
ext ensi ons.

Leung, et al. St andards Track [ Page 11]
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5.1. FError Processing

In a Mobile I P Registration Reply nessage, there may be two Code
fields: one proper to the Registration Reply header (the ’'proper’
Code) and one within the Mbile Network Acknow edgenent Extension
(sinply the "Code’). A Mbile Router interprets the values of the
Code field in the Mbile Network Acknow edgenent Extension of the
Regi stration Reply in order to identify any error related to managi ng
the Mobile Network Prefixes by the Hone Agent. It also interprets
the values of the Code field in the Registration Reply header (the
proper Code).

If the value of the Code field in the Registration Reply (the proper)
is set to HA_MOBNET_DI SALLONED, then the Mbile Router MJST stop
sendi ng Regi stration Requests with any Mobile Network Prefix
extensions to that Home Agent.

If the value of the Code field in the Registration Reply (the proper)
is set to HA MOBNET_ERROR, then the Mbile Router MJST stop sending
Regi stration Requests that contain any of the Mbile Network Prefixes
that are defined by the values of the fields Prefix and Prefix Length
in the Mobile Network Acknow edgenent extension. Note that the
registration is denied in this case, and no forwarding for any Mobile
Net work Prefixes would be set up by the Hone Agent for the Mbile
Rout er .

It is possible that the Mbile Router receives a Registration Reply
with no Mobile Network extensions if the registration was processed
by a Mobile | Pv4 Home Agent that does not support this specification
at all. |In that case, the absence of Mbile Network extensions nust
be interpreted by the Mbile Router as the case where the Home Agent
does not support Mbile NetworKks.

Al'l the error code val ues have been assigned by | ANA; see Section 11.
5.2. Mbbil e Router Managenent

Qperating a Mobile Router in a Mobile | Pv4d environment has certain
requi renents on the nmanagenment of the necessary initial configuration
and supervision of the ongoing status infornmation. Mobile Router

mai nt enance indicators nay need to be exposed in a manner consistent
with other Mbile |Pv4 indicators.

The objects for the Managenent |Information Base (MB) for Mbile | Pv4
are defined in RFC 2006 [ RFC2006]. The structure of the basic nodel
of Mbbile I P protocol describes three entities: Mbile Node, Hone
Agent, and Foreign Agent. 1In addition to these entities, this
docunent proposes a functional entity to be the Mbile Router.

Leung, et al. St andards Track [ Page 12]



RFC 5177 Mobi | e Rout er April 2008

The necessary initial configuration at a NEMOv/4-enabl ed Horme Agent
includes, but is not limted to, the contents of the Prefix Tabl e.
The Mobile Router MAY need to store the Mobile Network Prefixes as
the initial configuration.

The definition of MB objects related to the Mobile Router and to a
NEMOv4- enabl ed Horme Agent is outside the scope of this docunent.

6. Home Agent COperation
6.1. Sumary
A Home Agent MUST support all the operations specified in RFC 3344
[ RFC3344] for Mobile Node support. The Hone Agent MJST support both

inplicit and explicit nodes of operation for a Mbile Router.

The Hone Agent processes the registration in accordance to RFC 3344
[ RFC3344], which includes route setup to the Mbile Router’s Hone

Address via the tunnel to the Care-of Address. In addition, for a
Mobil e Router registering in explicit nmode, the follow ng steps are
t aken:

1. Check that the Mobile Network Prefix information is valid.

2. Ensure the Mobile Network Prefix(es) is/are authorized to be on
the Mobile Router.

3. Create a tunnel to the Mbile Router if it does not already
exi st.

4. Set up route for the Mobile Network Prefix via this tunnel.

5. Propagate Mbile Network Prefix routes via routing protocol if
necessary.

6. Send the Registration Reply with the Mbile Network
Acknowl edgenent extension(s).

If there are any subnet routes via the tunnel to the Mbile Router
that are not specified in the Mbile Network extensions, these routes
are renoved.

In the case where the Mbile Node is not permitted to act as a Mobile
Rout er, the Home Agent sends a Registration Reply nmessage whose Code
field is HA_ MOBNET DI SALLOAED (the proper Code field of the

Regi stration Reply).

Leung, et al. St andards Track [ Page 13]
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For a Mobile Router registering in inplicit node, the Home Agent
performs steps 3-6 above, once the registration request is processed
successful ly.

For deregistration, the Hone Agent renpves the tunnel to the Mbile
Router and all routes using this tunnel. The Mbile Network
ext ensi ons are ignored.

6.2. Data Structures
6.2.1. Registration Table

The Regi stration Table in the Home Agent, in accordance with RFC 3344
[ RFC3344], contains binding information for every Mobil e Node
registered with it. RFC 3344 [RFC3344] defines the format of a

Regi stration Table. 1In addition to all the paraneters specified by
RFC 3344 [ RFC3344], the Hone Agent MJST store the Mobile Network
Prefixes associated with the Mbile Router in the corresponding
registration entry, when the correspondi ng regi strati on was performed
in explicit node. When the Hone Agent is advertising reachability to
Mobil e Network Prefixes served by a Mdbile Router, the information
stored in the Registration Table can be used.

6.2. 2. Prefi x Table

The Hone Agent must be able to authorize a Mobile Router for use of
Mobi |l e Network Prefixes when the Mbile Router is operating in
explicit node. Also, when the Mobile Router operates in inplicit
node, the Hone Agent nust be able to | ocate the Mbile Network
Prefixes associated with that Mbile Router. The Hone Agent may
store the Home Address of the Mbile Router along with the Mbile
Net wor k prefixes associated with that Mbile Router. |[If the Mbile
Rout er does not have a Honme Address assigned, this table nmay store
the Network Access ldentifier (NAI) [RFC2794] of the Modbil e Router
that will be used in dynam c Honme Address assignnent.

6.3. Mbile Network Prefix Registration

The Hone Agent must process Registration Requests comng from Mbile
Routers in accordance with this section. RFC 3344 [ RFC3344]
specifies that the Home Address of a nobile node registering with a
Hone Agent must belong to a prefix advertised on the hone networKk.

In accordance with this specification, however, the Home Address nust
be configured froma prefix that is served by the Home Agent, not
necessarily the one on the home networKk.

Leung, et al. St andards Track [ Page 14]
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If the Registration Request is valid, the Hone Agent checks to see if
there are any Mobile Network Prefix extensions included in the
Regi strati on Request.

If so, the Mobile Network Prefix information is obtained fromthe

i ncl uded extensions, and the Honme Address fromthe Honme Address field
of the Registration Request. For every Mbile Network Prefix
extension included in the registration request, the Home Agent MJUST
performa check against the Prefix Table. |[If the Prefix Tabl e does
not contain at |east one entry pairing that Hone Address to that
Mobil e Network Prefix, then the check fails; otherw se, it succeeds.

Fol l owi ng this check against the Prefix Table, the Home Agent MJST
construct a Registration Reply containing Mbile Network

Acknowl edgenent extensions. For a Mbile Network Prefix for which
the check was unsuccessful, the Code field in the correspondi ng
Mobi | e Networ k Acknow edgenent extension should be set to
MOBNET_UNAUTHORI ZED.

For a Mobile Network Prefix for which the check was successful, the
Code field in the respective Mbile Network Acknow edgenent
ext ensi ons should be set to O.

The Hone Agent MJST attenpt to set up forwarding for each Mbile
Networ k Prefix extension for which the Prefix Tabl e check was
successful. |If the forwarding setup fails for a particular Mbile
Network Prefix (for reasons such as not enough nenory avail abl e or
not enough devices available), the Code field in the respective
Mobi | e Networ k Acknow edgenent extension should be set to

MOBNET _FWDI NG_SETUP_FAI LED.

If forwarding and setup was successful for at |east one Mbile
Network Prefix, then the Code field (the proper) of the Registration
Reply nessage should be set to 0. Oherw se, when forwardi ng and
setup was unsuccessful for each and every Mobile Network Prefixes,
that Code (the proper) should be HA MOBNET ERROR

If the Registration Request is sent in inmplicit node, i.e., wthout
any Modbile Network Request extension, the Home Agent may use pre-
configured Mbile Network prefix information for the Mdbile Router to
set up forwarding.

If the Home Agent is updating an existing binding entry for the
Mobil e Router, it MJST check all the prefixes in the Registration
Tabl e against the prefixes included in the Registration Request. |If
one or nore Mdbile Network prefixes are mssing fromthe included
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information in the registration request, the Home Agent MJUST del ete
those prefixes fromthe registration table. Also, the Home Agent
MJUST di sabl e forwardi ng for those prefixes.

If all checks are successful, the Hone Agent either creates a new
entry for the Mobile Router or updates an existing binding entry for
it and returns a successful registration reply back to the Mbile
Router or the Foreign Agent (if the Registrati on Request was received
froma Foreign Agent).

I n accordance with RFC 3344 [ RFC3344], the Hone Agent does proxy
Addr ess Resol ution Protocol (ARP) for the Mbile Router Hone Address
when the Mobile Router Home Address is derived fromthe hone network.

If the T bit is set, the Home Agent creates a bi-directional tunnel
for the correspondi ng Mobile Network prefixes or updates the existing
bi-directional tunnel. This tunnel is maintained i ndependent of the
reverse tunnel for the Mbile Router honme address itself.

6.4. Advertising Mbile Network Reachability

If the Mobile Network prefixes served by the Home Agent are
aggregated with the hone network prefix and if the Hone Agent is the
default router on the honme network, the Honme Agent does not have to
advertise the Mbile Network Prefixes. The routes for the Mbile
Network Prefix are automatically aggregated into the home network
prefix (it is assumed that the Mobile Network Prefixes are
automatically aggregated into the hone network prefix). [If the

Mobi | e Router updates the Mbile Network prefix routes via a dynamc
routing protocol, the Home Agent SHOULD propagate the routes on the
appropri ate networks.

6.5. Est abl i shnment of Bi-directional Tunnel

The Hone Agent creates and naintains a bi-directional tunnel for the
Mobil e Network prefixes of a Mbile Router registered with it. A
Honme Agent supporting | Pv4 Mbile Router operation MJST be able to
forward packets destined to the Mobile Network prefixes served by the
Mobil e Router to its Care-of Address. Also, the Home Agent MJST be
abl e to accept packets tunneled by the Mobile Router with the source
address of the outer header set to the Care-of Address of the Mbile
Router and that of the inner header set to the Mbile Router’s Home
Address or an address fromone of the registered Mbile Network
prefixes.
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6.6. Sending Registration Replies

The Hone Agent MJST set the status code in the registration reply to
0 to indicate successful processing of the Registration Request and
successful setup of forwarding for at |east one Mbile Network prefix
served by the Mbile Router. The Registration Reply MJST contain at
| east one Mobile Network Acknow edgenent extension.

If the Home Agent is unable to set up forwarding for one or nore
Mobil e Network prefixes served by the Mbile Router, it MJST set the
Mobi | e Networ k Acknow edgenent Extension status Code in the

Regi stration Reply to MOBNET_FWDI NG SETUP_FAI LED. When the prefix
length is zero or greater than decinmal 32, the status Code MUST be
set to MOBNET_I NVALI D_PREFI X_LEN.

If the Mobile Router is not authorized to forward packets to a Mdbile
Net work prefix included in the request, the Hone Agent MJST set the
Code to MOBNET_UNAUTHORI ZED.

6.7. Mobile Network Prefix Deregistration

If the received Registration Request is for deregistration of the
Car e- of Address, the Hone Agent, upon successful processing of it,
MUST delete the entry (or entries) fromits Registration Table. The
Home Agent tears down the bi-directional tunnel and stops forwarding
any packets to/fromthe Mbile Router. The Honme Agent MJST ignore
any included Mbile Network Request extension in a deregistration
request.

7. Data Forwardi ng Operation

For traffic to the nodes in the Mbile Network, the Home Agent MJST
perform doubl e tunneling of the packet, if the Mbile Router had
registered with a Foreign Agent Care-of Address. |In this case, the
Hone Agent MJST encapsul ate the packet with the tunnel header (source
| P address set to Honme Agent, and destination |P address set to

Mobil e Router’s Hone Address) and then encapsul ate one nore time with
the tunnel header (source |IP address set to Home Agent, and
destination I P address set to CoA).

For optinization, the Home Agent SHOULD only encapsul ate the packet
with the tunnel header (source |P address set to Home Agent, and
destination |IP address set to CoA) for co-located CoA node.

VWhen a Home Agent receives a packet fromthe Mbile Network prefix in

the bi-directional tunnel, it MJST de-encapsul ate the packet and
route it as a normal | P packet. It MJST verify that the incom ng

Leung, et al. St andards Track [ Page 17]



RFC 5177 Mobi | e Rout er April 2008

packet has the source |P address set to the Care-of Address of the
Mobil e Router. The packet MJST be dropped if the source address is
not set to the Care-of Address of the Mbile Router

For traffic fromthe nodes in the Mbile Network, the Mbile Router
encapsul ates the packet with a tunnel header (source |IP address set
to Mobile Router’s Hone Address, and destination |IP address set to
Honme Agent) if reverse tunnel is enabled. Oherw se, the packet is
routed directly to the Foreign Agent or access router

In co-1ocated CoA nbde, the Mbile Router MAY encapsul ate one nore
time with a tunnel header (source |IP address set to the CoA and
destination | P address set to Home Agent).

8. Nest ed Mobil e Networ ks

Nested Network Mobility is a scenario where a Mbile Router allows
anot her Mobile Router to attach to its Mbile Network. There could
be arbitrary levels of nested nobility. The operation of each Mbile
Router remains the sane whether the Mbile Router attaches to another
Mobil e Router or to a fixed Access Router on the Internet. The

sol ution described here does not place any restriction on the nunber
of levels for nested nobility. Two issues should be noted though
First, whenever physical |oops occur in a nested aggregation of
Mobi |l e Networks, this protocol neither detects nor solves them--

dat agram forwardi ng may be bl ocked. Second, Mbile Routers in a deep
nest ed aggregati on of Mbile Networks m ght introduce significant
overhead on the data packets as each | evel of nesting introduces

anot her tunnel header encapsul ation. Applications that do not
support MIU di scovery are adversely affected by the additional header
encapsul ati ons because the usable MU is reduced with each | evel of
nesti ng.

9. Routing Protocol between Mbile Router and Hone Agent

There are several benefits of running a dynamic routing protoco

bet ween the Mbile Router and the Hone Agent. |If the Mbile Network
is relatively large, including several wireless subnets, then the
topol ogy changes within the noving network can be exposed fromthe
Mobil e Router to the Hone Agent by using a dynami c routing protocol
The purpose of the NEMOv4 protocol extensions to Mbile |Pv4, as
defined in previous sections, is not to informthe Home Agent about
these topol ogy changes, but to manage the nobility of the Mdbile
Rout er .

Simlarly, topology changes in the hone network can be exposed to the

Mobi |l e Router by using a dynamic routing protocol. This may be
necessary when new fixed networks are added in the honme networKk.
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10.

Here too, the purpose of NEMOv4 extensions is not to informthe
Mobi | e Router about topol ogy changes at hone.

Exanmpl es of dynam c routing protocols include, but are not linted
to, OSPF Version 2 [ RFC2328], BGP [ RFC4271], and RI P [ RFC2453].

The recomendations are related to how the routing protocol and the
Mobile I Pv4 inplenmentation work in tandem on the Mbile Router and on
the Honme Agent (1) without creating incoherent states in the
forwardi ng i nformati on bases at hone and on the Mdbile Router, (2)

wi t hout introducing topologically incorrect addressing information in
the visited domain, and (3) w thout duplicating sent data or over-
provi sioning security.

The informati on exchanged between the Mbile Router and the Home
Agent is sent over the bi-directional tunnel established by the
Mobi | e | Pv4 exchange Regi stration Request - Registration Reply (see
Section 6.5). |If a network address and prefix of a subnet in the
nmovi ng network is sent by the Mobile Router within a routing protoco
message, then they SHOULD NOT be sent in the Mbile I Pv4d Registration
Request too. This avoids incoherencies in the forwarding information
bases. The Mbile Router SHOULD use NEMOv4 inplicit nmode in this
case (see Section 3).

The Mobil e Router SHOULD NOT send routing protocol information
updates in the foreign network. The subnet addresses and prefixes
valid in the noving network are topologically incorrect in the
visited network

If the Mobile Router and the Hone Agent use a dynanmic routing
protocol over the tunnel interface, and if that protocol offers
security nechanisns to protect that protocol’s nmessages, then the
security recomendations in Section 10.1 apply.

Security Considerations

The Mobile Network extension is protected by the sane rules as for
Mobile I P extensions in registration messages. See the Security
Consi derations section in RFC 3344 [ RFC3344].

The Hone Agent MJST be able to verify that the Mbile Router is

aut horized to provide nobility service for the Mbile Networks in the
Regi strati on Request, before anchoring these Mbile Network Prefixes
on behalf of the Mdbile Router. Forwarding for prefixes MJST NOT be
set up without successful authorization of the Mbile Router for
those prefixes. The Mbile Router MJST be notified when there is a
registration failure because it cannot be successfully authorized for
prefixes it requested.
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10.

11.

Al Registration Requests and replies MJST be authenticated by the
M\- HA Aut henti cation Extension as specified in RFC 3344 [ RFC3344].
When the registration request is sent in explicit node, i.e., with
one or nore Mobile Network Prefix extensions, all the Mbile Network
Prefi x extensions MJST be included before the M\-HA Aut hentication
extension. Also, these extensions MJST be included in the

cal cul ation of the M\-HA aut henticator val ue.

The Mobile Router should performingress filtering on all the packets
received on the Mobile Network prior to reverse tunneling themto the
Hone Agent. The Mobile Router MUST drop any packets that do not have
a source address belonging to the Mbile Network.

The Mobile Router MJST al so ensure that the source address of packets
arriving on the Mbile Network is not the same as the Mobile Router’s
I P address on any interface. These checks will protect agai nst nodes
attenpting to | aunch | P spoofing attacks through the bi-directional
tunnel .

The Hone Agent, upon receiving packets through the bi-directional
tunnel, MUST verify that the source addresses of the outer |P header
of the packets are set to the Mobile Router’s Care-of Address. Also,
it MUST ensure that the source address of the inner |IP header is a
topol ogically correct address on the Mbile Network. This wll
prevent nodes fromusing the Home Agent to | aunch attacks inside the
prot ect ed network.

1. Security when Dynanmic Routing Protocol |Is Used

If a dynamic routing protocol is used between the Mbile Router and
the Hone Agent to propagate the Mobile Network information into the
honme network, the routing updates SHOULD be protected with | Psec ESP
confidentiality between the Mbile Router and Hone Agent, to prevent
i nformati on about hone network topology frombeing visible to
eavesdr oppers.

| ANA Consi der ati ons

I ANA has assigned rules for the existing registry "Mbile |IPv4d
nunbers - per RFC 3344". The nunbering space for Extensions that may
appear in Mbile IP control nmessages (those sent to and from UDP port
nunber 434) shoul d be nodifi ed.
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The new Val ues and Names for the Type for Extensions appearing in
Mobile I P control nessages are the foll ow ng:

AR, o e m e e e e e oo +
| Value | Nane |
Fomm o - o e e e e e e e e oo s +
| 148 | Mobil e Network Extension |
N o e e e e e e oo o +

Tabl e 1: New Val ues and Nanes for Extensions in Mbile I P Control
Messages

A new nunber space has been created for the Values and Nanmes for the
Sub- Type for Mobile Network Extensions. This nunber space is
initially defined to hold the following entries, allocated by this
docunent :

0 | Mobile Network Request Extension |
| 1| Explicit Mdde Acknow edgenment Extension |
2| Implicit Mode Acknow edgenent Extension |

Tabl e 2: New Val ues and Nanes for the Sub-Type for Mbile Network
Ext ensi ons

The policy of future assignnents to this nunber space is follow ng
St andards Action or | ESG Approval (see [RFC2434]).

The new Code Values for Mbile | P Registration Reply nessages are the
following (for a registration denied by the Home Agent):

| 147 | Mobile Network Prefix operation error (HA MOBNET ERROR) |
| 148 | Mobile Router operation is not permtted |
| | (HA_MOBNET_DI SALLOVED) |

Tabl e 3: New Code Values for Mbile | P Registration Reply
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12.

A new nunber space has been created for the Code Values for the
Mobi | e Networ k Acknow edgenent Extension. This number space is
initially defined to hold the following entries, allocated by this
docunent (result of registration, as sent by the Home Agent):

e m e e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeao o +
| O] Success |
| 2] I'nvalid prefix Iength (MOBNET_I NVALI D_PREFI X _LEN) |
| 2 | Mbile Router is not authorized for prefix |
| | ( MOBNET_UNAUTHORI ZED) |
| 3| Forwarding setup failed (MOBNET_FWDI NG SETUP_FAI LED) |
e m e e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeao o +

Tabl e 4: New Code Val ues for Mbbile Network Acknow edgenment Extension

The policy of future assignnents to this nunber space is follow ng
St andards Action or | ESG Approval (see [RFC2434]).
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