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Status of This Meno

This menmo provides information for the Internet community. It does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Abst ract

Thi s docunent describes a currently depl oyed extension to the Renote
Aut hentication Dial In User Service (RAD US) protocol, allow ng
dynanmi ¢ changes to a user session, as inplenented by network access
server products. This includes support for disconnecting users and
changi ng authori zati ons applicable to a user session.

Chi ba, et al. I nf or mati onal [ Page 1]



RFC 51

Tabl e

1.

o0k

9.

App
1. I'n

The

uns
Acc

76 Dynam c Aut hori zation Extensions to RADIUS January 2008
of Contents

INtroducti ON .. ... 2
1.1. Applicability ... 3
1.2. Requirements Language ............ i, 4
1.3, Termnol ogy . ..ot 4
OV VI BW .o 4
2.1. Disconnect Messages (DMVB) . ... 5
2.2. Change-of-Authorization (CoA) Messages ..................... 5
2.3. Packet Format . ..... ... . 6
ALt ri DUt eSS L 10
3.1, Proxy State .. ... 12
3.2, Authorize OnNly ... 13
3. 3. St Al e .. 14
3.4. Message-Authenticator .......... .. ... 15
3.5, Error-CaUsSe ... 16
3.6. Table of Attributes ..... ... .. . . . . . 20
Diameter Considerati ONS .. ...... .. i e 24
IANA Considerati ONS . ... ... . 26
Security Considerati ONS . ... ... .. 26
6.1. Authorization ISSUES .. ... ... ... e 26
6.2. IPsec Usage Quidelines ......... ... .. ... 27
6.3. Replay Protection ........... . . .. 28
Exanmpl @ Traces ... ... 28
Ref r eNCesS . .. e 29
8.1. Normative References ......... . . . . . . 29
8.2. Informative References ....... ... .. . . . . . i 30
AcCknow edgmENt S ... .. e 30
BNl X A 31
troduction

RADI US protocol, defined in [ RFC2865], does not support
olicited nessages sent fromthe RADI US server to the Network
ess Server (NAS).

However, there are many instances in which it is desirable for
changes to be nade to session characteristics, without requiring the
NAS to initiate the exchange. For exanple, it may be desirable for
adm nistrators to be able to term nate user session(s) in progress.

Alt
req
ses

To
add
be
D s

Chi ba,

ernatively, if the user changes authorization | evel, this may
uire that authorization attributes be added/ del eted from user
sion(s).

overcone these linmtations, several vendors have inpl enented
itional RADIUS commands in order to enable unsolicited nessages to
sent to the NAS. These extended commands provi de support for
connect and Change- of - Aut hori zati on (CoA) packets. Disconnect
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packets cause user session(s) to be term nated i medi ately, whereas
CoA packets nodify session authorization attributes such as data
filters.

1.1. Applicability

This protocol is being recomended for publication as an

I nformational RFC rather than as a standards-track RFC because of
probl ens that cannot be fixed without creating inconpatibilities with
depl oyed i npl enentations. This includes security vulnerabilities, as
well as semantic anbiguities resulting fromthe design of the
Change- of - Aut hori zati on (CoA) comrands. While fixes are recomended,
they cannot be made mandatory since this would be inconpatible with
exi sting inplenentations.

Exi sting inplenentations of this protocol do not support

aut hori zati on checks, so that an ISP sharing a NAS with anot her ISP
coul d di sconnect or change authorizations for another |SP' s users.

In order to renmedy this problem a "Reverse Path Forwardi ng" check is
descri bed; see Section 6.1 for details.

Exi sting inplenentations utilize per-packet authentication and
integrity protection algorithns with known weaknesses [ MD5Att ack].
To provi de stronger per-packet authentication and integrity
protection, the use of IPsec is reconmended. See Section 6.2 for
details.

Exi sting inplenentations |ack replay protection. 1In order to support
replay detection, it is reconmended that an Event-Timestanp Attribute
be added to all packets in situations where |Psec replay protection
is not enployed. See Section 6.3 for details.

The approach taken with CoA conmands in existing inplenentations
results in a senantic anbiguity. Existing inplenentations of the
CoA- Request identify the affected session, as well as supply the
aut hori zati on changes. Since RADIUS Attributes included wthin

exi sting inplenentations of the CoA-Request can be used for session
identification or authorization change, it may not be clear which
function a given attribute is serving.

The probl em does not exist within the Diameter protocol [RFC3588], in
whi ch server-initiated authorization change is initiated using a

Re- Aut h- Request (RAR) conmand identifying the session via User-Nanme
and Session-1d Attribute Value Pairs (AVPs) and containing a

Re- Aut h- Request - Type AVP with val ue "AUTHORI ZE ONLY". This results
ininitiation of a standard Request/Response sequence where

aut hori zati on changes are supplied. As a result, in no command can
Di aneter AVPs have nultiple potential meanings.

Chi ba, et al. I nf or mat i onal [ Page 3]



RFC 5176 Dynam c Aut hori zation Extensions to RADIUS January 2008

1.2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

1.3. Termi nol ogy
Thi s docunent frequently uses the follow ng terns:

Dynam ¢ Aut horization dient (DAC
The entity originating Change of Authorization (CoA) Requests or
D sconnect - Requests. Wiile it is possible that the DACis
co-resident with a RADI US aut hentication or accounting server,
this need not necessarily be the case.

Dynam ¢ Aut hori zation Server (DAS)
The entity receiving CoA Request or D sconnect-Request packets.
The DAS may be a NAS or a RADI US proxy.

Net wor k Access Server (NAS)
The devi ce providing access to the network

service
The NAS provides a service to the user, such as | EEE 802 or
Poi nt -t o- Poi nt Protocol (PPP)

sessi on
Each service provided by the NAS to a user constitutes a
session, with the beginning of the session defined as the point
where service is first provided and the end of the session
defined as the point where service is ended. A user may have
multiple sessions in parallel or series if the NAS supports
t hat .

silently discard
This means the inplenmentation discards the packet w thout
further processing. The inplementation SHOULD provide the
capability of logging the error, including the contents of the
silently discarded packet, and SHOULD record the event in a
statistics counter.

2. Overview

Thi s section describes the nost comonly inpl enented features of
Di sconnect and Change-of - Aut hori zati on (CoA) packets.
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2.1. Disconnect Messages (DMs)

A Di sconnect - Request packet is sent by the Dynam c Authorization
Client in order to term nate user session(s) on a NAS and discard all
associ ated session context. The Disconnect-Request packet is sent to
UDP port 3799, and identifies the NAS as well as the user session(s)
to be term nated by inclusion of the identification attributes
described in Section 3.

TS + TS +
| | Di sconnect - Request | |
| | S | |
| NAS | | DAC |
| | Di sconnect - ACK/ NAK | |
| | > | |
TS + TS +

The NAS responds to a Di sconnect- Request packet sent by a Dynanic

Aut horization Client with a Disconnect-ACK if all associ ated session
context is discarded and the user session(s) are no |onger connected,
or a Disconnect-NAK, if the NAS was unabl e to di sconnect one or npre
sessions and discard all associ ated session context. A D sconnect-
ACK MAY contain the Acct-Term nate-Cause (49) Attribute [ RFC2866]
with the value set to 6 for Adn n-Reset.

2.2. Change-of-Authorization (CoA) Messages

CoA- Request packets contain information for dynam cally changing
session authorizations. Typically, this is used to change data
filters. The data filters can be of either the ingress or egress
kind, and are sent in addition to the identification attributes as
described in Section 3. The port used and packet format (described
in Section 2.3) are the same as those for D sconnect-Request packets.

The followi ng attributes MAY be sent in a CoA-Request:

Filter-1D (11) - Indicates the nane of a data filter |ist
to be applied for the session(s) that the
identification attributes map to.

NAS-Filter-Rule (92) - Provides a filter list to be applied for

the session(s) that the identification
attributes map to [ RFC4849].
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The NAS responds to a CoA-Request sent by a Dynam c Aut horization
Client with a CoOA-ACK if the NAS is able to successfully change the
aut hori zations for the user session(s), or a CoA-NAK if the CoA-
Request is unsuccessful. A NAS MJST respond to a CoA- Request
including a Service-Type Attribute with an unsupported value with a
CoA- NAK; an Error-Cause Attribute with value "Unsupported Service"
SHOULD be i ncl uded.

2.3. Packet Format

For either Disconnect-Request or CoA-Request packets UDP port 3799 is
used as the destination port. For responses, the source and
destination ports are reversed. Exactly one RADI US packet is
encapsul ated in the UDP Data fi el d.

A summary of the data format is shown below. The fields are
transmtted fromleft to right.

The packet format consists of the follow ng fields: Code, Identifier,
Length, Authenticator, and Attributes in Type-Length-Value (TLV)
format. Al fields hold the sane neaning as those described in
RADI US [ RFC2865]. The Authenticator field MJST be calculated in the
sane way as is specified for an Accounti ng- Request in [ RFC2866] .

0 1 2 3
01234567890123456789012345678901
R e s T o T S R El ok i R e e S S e o o s
Code | Identifier | Lengt h |
R s i e R i e oI S e S e S R i Tk T S S R S R i S

Aut henti cat or

R s i o e i ol S e S e T ik ik T S e T S T S
Attributes ...

I
+-
I
I
I
I
+-
I
S N N s S S
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Code

The Code field is one octet, and identifies the type of RAD US
packet. Packets received with an invalid Code field MJST be
silently discarded. RADIUS codes (decinmal) for this extension are
assigned as follows:

40 - Di sconnect - Request [ RFC3575]
41 - Di sconnect - ACK [ RFC3575]

42 - Di sconnect-NAK [ RFC3575]

43 - CoA- Request [ RFC3575]

44 - CoA- ACK [ RFC3575]

45 - CoA- NAK [ RFC3575]

Identifier

The ldentifier field is one octet, and aids in matching requests
and replies. A Dynanic Authorization Server inplenenting this
speci ficati on MUST be capabl e of detecting a duplicate request if
it has the same source | P address, source UDP port, and ldentifier
within a short span of tine.

The responsibility for retransni ssion of D sconnect-Request and
CoA- Request packets lies with the Dynam ¢ Authorization dient.

If after sending these packets, the Dynam c Authorization Cient
does not receive a response, it will retransmt.

The ldentifier field MUST be changed whenever the content of the
Attributes field changes, or whenever a valid reply has been
received for a previous request. For retransm ssions where the
contents are identical, the lIdentifier MJST remai n unchanged.

If the Dynam c Authorization Client is retransmtting a

Di sconnect - Request or CoA- Request to the sane Dynamc

Aut hori zation Server as before, and the attributes haven’'t
changed, the same Request Authenticator, Identifier, and source
port MJST be used. |If any attributes have changed, a new

Aut henti cator and ldentifier MJST be used.

If the Request to a primary Dynam c Authorization Server fails, a
secondary Dynam ¢ Aut horization Server nust be queried, if

avail abl e; issues relating to failover algorithns are described in
[ RFC3539]. Since this represents a new request, a new Request

Aut henticator and ldentifier MJST be used. However, where the
Dynam c Authorization Client is sending directly to the NAS,
failover typically does not nmake sense, since CoA-Request or

Di sconnect - Request packets need to be delivered to the NAS where
the session resides.
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Lengt h

The Length field is two octets. It indicates the length of the
packet including the Code, ldentifier, Length, Authenticator, and
Attribute fields. Octets outside the range of the Length field
MJST be treated as padding and ignored on reception. |If the
packet is shorter than the Length field indicates, it MJST be
silently discarded. The nminimumlength is 20 and maxi mum | ength
is 4096.

Aut hent i cat or

The Authenticator field is sixteen (16) octets. The nost
significant octet is transmitted first. This value is used to
aut henti cate packets between the Dynami c Authorization Cdient and
the Dynam ¢ Authorization Server

Request Aut henti cat or

I n Request packets, the Authenticator value is a 16-octet M5
[ RFC1321] checksum called the Request Authenticator. The
Request Authenticator is calculated the same way as for an
Account i ng- Request, specified in [ RFC2866] .

Not e that the Request Authenticator of a CoA-Request or

D sconnect - Request cannot be conputed the sane way as the
Request Authenticator of a RADI US Access- Request, because there
is no User-Password Attribute in a CoA- Request or Disconnect-
Request .

Response Aut henti cat or

The Authenticator field in a Response packet (e.g.,

Di sconnect - ACK, Di sconnect-NAK, CoA-ACK, or CoA-NAK) is called
the Response Authenticator, and contains a one-way MD5 hash
cal cul ated over a stream of octets consisting of the Code,
Identifier, Length, the Request Authenticator field fromthe
packet being replied to, and the response attributes if any,
foll owed by the shared secret. The resulting 16-octet MD5 hash
value is stored in the Authenticator field of the Response
packet .

Admini strative note: As noted in [RFC2865], Section 3, the secret
(password shared between the Dynam c Aut horization Cient and the
Dynam ¢ Aut horization Server) SHOULD be at |east as |arge and

unguessabl e as a wel |l -chosen password. The Dynam c Authori zation
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Server MUST use the source | P address of the RADIUS UDP packet to
deci de which shared secret to use, so that requests can be
pr oxi ed.

Attributes

I n CoA- Request and Di sconnect - Request packets, all attributes MJST
be treated as mandatory. |If one or nore authorization changes
specified in a CoA-Request cannot be carried out, the NAS MJST
send a CoA-NAK. A NAS MIST respond to a CoA- Request containing
one or nore unsupported attributes or Attribute values with a
CoA- NAK; an Error-Cause Attribute with value 401 (Unsupported
Attribute) or 407 (lnvalid Attribute Value) MAY be included. A
NAS MUST respond to a Di sconnect-Request containing one or nore
unsupported attributes or Attribute values with a D sconnect - NAK;
an Error-Cause Attribute with value 401 (Unsupported Attribute) or
407 (lnvalid Attribute Value) MAY be incl uded.

State changes resulting froma CoA-Request MJST be atomic: if the
CoA- Request is successful for all matching sessions, the NAS MUST
send a CoA-ACK in reply, and all requested authorization changes
MUST be nmade. |If the CoA-Request is unsuccessful for any matching
sessions, the NAS MJUST send a CoA-NAK in reply, and the requested
aut hori zati on changes MUST NOT be nade for any of the natching
sessions. Simlarly, a state change MJST NOT occur as a result of
a Di sconnect-Request that is unsuccessful with respect to any of
the mat chi ng sessions; a NAS MJUST send a Di sconnect-NAK in reply
if any of the matching sessions cannot be successfully term nated.
A NAS t hat does not support dynanic authorizati on changes applying
to nmultiple sessions MIST send a CoA-NAK or Di sconnect-NAK in
reply; an Error-Cause Attribute with value 508 (Miltiple Session
Sel ection Unsupported) SHOULD be incl uded.

Wthin this specification, attributes can be used for
identification, authorization, or other purposes. RAD US
Attribute specifications created after publication of this
docunent SHOULD state whether an attribute can be included in CoA
or Di sconnect nessages, and if so, which nmessages it can be
included in and whether it serves as an identification or

aut hori zation attribute.

Even if a NAS inplenments an attribute for use with RADI US
aut henti cation and accounting, it is possible that it will not
support inclusion of that attribute wthin CoA-Request and
Di sconnect - Request packets, given the difference in attribute
semantics. This is true even for attributes specified as
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al | owabl e within Access-Accept packets (such as those defined
wi t hi n [ RFC2865], [RFC2868], [RFC2869], [RFC3162], [RFC3579],
[ RFC4372], [RFC4675], [RFC4818], and [ RFC4849]).

3. Attributes

I n Di sconnect - Request and CoA- Request packets, certain attributes are
used to uniquely identify the NAS as well as user session(s) on the
NAS. The conbi nation of NAS and session identification attributes
included in a CoA-Request or Disconnect-Request packet MJST match at

| east one session in order for a Request to be successful; otherw se
a Di sconnect - NAK or CoA-NAK MJUST be sent. If all NAS identification
attributes match, and nore than one session matches all of the
session identification attributes, then a CoA- Request or Di sconnect-
Request MJUST apply to all matching sessions.

Identification attributes include NAS and session identification
attributes, as described bel ow.

NAS identification attributes

Attribute # Ref erence Description

NAS- | P- Addr ess 4 [ RFC2865] The | Pv4 address of the NAS
NAS- | denti fier 32 [ RFC2865] String identifying the NAS
NAS- | Pv6- Addr ess 95 [ RFC3162] The I Pv6 address of the NAS

Session identification attributes
Attribute # Reference Description
User - Nare 1 [ RFC2865] The nane of the user

associ ated with one or
nore sessi ons.

NAS- Por t 5 [ RFC2865] The port on which a
session is term nated.

Fr amed- | P- Addr ess 8 [ RFC2865] The | Pv4 address associ ated
wWith a session.

Vendor - Speci fic 26 [ RFC2865] ©One or nore vendor-specific
identification attributes.

Called-Station-1d 30 [ RFC2865] The link address to which

a session is connected.
Calling-Station-1d 31 [ RFC2865] The |ink address from which
one or nobre sessions are

connect ed.

Acct - Session-1d 44 [ RFC2866] The identifier uniquely
i dentifying a session
on the NAS.
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Acct-Milti-Session-1d 50 [ RFC2866] The identifier uniquely
identifying related sessions.

NAS- Port-1d 87 [ RFC2869] String identifying the port
where a session is.

Char geabl e- User - 89 [ RFC4372] The CU associated with one

I dentity or nore sessions. Needed

where a privacy Network
Access ldentifier (NAl) is
used, since in this case the
User-Nanme (e.g., "anonynous")
may hot identify sessions
bel onging to a given user.
Framed- I nterface-1d 96 [ RFC3162] The IPv6 Interface ldentifier
associated with a session,
al ways sent with
Franmed- | Pv6- Prefi x.
Framed- | Pv6- Prefi x 97 [ RFC3162] The I Pv6 prefix associated
with a session, always sent
with Franed-Interface-1d.

To address security concerns described in Section 6.1, either the
User - Nane or Chargeabl e-User-ldentity attribute SHOULD be present in
D sconnect - Request and CoA- Request packets.

Where a Dianeter client utilizes the same Session-Id for both

aut hori zati on and accounting, inclusion of an Acct- Session-1d
Attribute in a Disconnect-Request or CoA-Request can assist with
Di aneter/ RADI US transl ation, since D aneter RAR and ASR comrands
include a Session-1d AVP. An Acct-Session-Id Attribute SHOULD be
i ncluded i n Di sconnect - Request and CoA- Request packets.

A NAS inplenenting this specification SHOULD send an Acct-Session-I1d
or Acct-Milti-Session-1d Attribute within an Access-Request. \Were
an Acct-Session-l1d or Acct-Milti-Session-Id Attribute is not included
within an Access- Request, the Dynamic Authorization Client will not
know the Acct-Session-Id or Acct-Milti-Session-1d of the session it
is attenpting to target, unless it also has access to the accounting
data for that session.

Wiere an Acct-Session-1d or Acct-Milti-Session-l1d Attribute is not
present in a CoA-Request or Disconnect-Request, it is possible that
the User-Nane or Chargeabl e-User-ldentity attributes will not be

sufficient to uniquely identify a single session (e.g., if the sane
user has multiple sessions on the NAS, or if the privacy NAl is
used). In this case, if it is desired to identify a single session,

session identification MAY be performed by using one or nore of the
Framed- | P- Addr ess, Franed-| Pv6- Prefix/Framed-Interface-1d, Called-
Station-1d, Calling-Station-1d, NAS-Port, and NAS-Port-1d attributes.
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To assist RADIUS proxies in routing Request packets to their
destination, one or nmore of the NAS-1P-Address or NAS-1Pv6- Address
attributes SHOULD be present in CoA-Request and Di sconnect - Request
packets; the NAS-Identifier Attribute MAY be present. |npersonation
i ssues with NAS Identification attributes are discussed in [ RFC3579],
Section 4.3.7.

A Di sconnect - Request MUST contain only NAS and session identification
attributes. |If other attributes are included in a D sconnect-
Request, inplenentations MIST send a Di sconnect-NAK; an Error-Cause
Attribute with value "Unsupported Attribute" MAY be incl uded.

The DAC may require access to data from RADI US aut henti cation or
accounting packets. It uses this data to conpose conpliant CoA-
Request or Disconnect-Request packets. For exanple, as described in
Section 3.3, a CoA-Request packet containing a Service-Type Attribute
with a value of "Authorize Only" is required to contain a State
Attribute. The NAS will subsequently transmt this attribute to the
RADI US server in an Access-Request. |In order for the DAC to include
a State Attribute that the RADI US server will subsequently accept,
some coordi nati on between the two parties may be required.

Thi s coordi nation can be achieved in multiple ways. The DAC may be
co-located with a RADIUS server, in which case it is presuned to have
access to the necessary data. The RADI US server may al so store that
information in a common dat abase. The DAC can then be separated from
the RADI US server, so long as it has access to that common dat abase.

Wiere the DAC is not co-located with a RADI US server, and does not
have access to a common dat abase, the DAC SHOULD send CoA- Request or
Di sconnect - Request packets to a RADIUS server acting as a proxy,

rat her than sending themdirectly to the NAS.

A RADI US server receiving a CoA Request or D sconnect-Request packet
fromthe DAC MAY then add or update attributes (such as addi ng NAS or
session identification attributes or appending a State Attribute),
prior to forwardi ng the packet. Having CoA/ D sconnect - Requests
forwarded by a RADIUS server can al so enabl e upstream RADI US proxi es
to performa Reverse Path Forwardi ng (RPF) check (see Section 6.1).

3.1. Proxy State
If there are any Proxy-State attributes in a D sconnect-Request or
CoA- Request received fromthe Dynam c Authorization Client, the

Dynam ¢ Aut horization Server MJST include those Proxy-State
attributes in its response to the Dynami ¢ Authorization Cient.
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A forwardi ng proxy or NAS MJUST NOT nodify existing Proxy-State,

State, or Class attributes present in the packet. The forwarding
proxy or NAS MJST treat any Proxy-State attributes already in the
packet as opaque data. |Its operation MJUST NOT depend on the content
of Proxy-State attributes added by previous proxies. The forwarding
proxy MJST NOT nodify any other Proxy-State attributes that were in
the packet; it may choose not to forward them but it MJST NOT change

their contents. |If the forwarding proxy omts the Proxy-State
attributes in the request, it MJST attach themto the response before
sending it.

When the proxy forwards a Di sconnect-Request or CoA-Request, it MAY
add a Proxy-State Attribute, but it MJST NOT add nore than one. |If a
Proxy-State Attribute is added to a packet when forwarding the
packet, the Proxy-State Attribute MIJST be added after any existing
Proxy-State attributes. The forwardi ng proxy MJST NOT change the
order of any attributes of the same type, including Proxy-State.

QO her attributes can be placed before, after, or even between the
Proxy-State attributes.

When the proxy receives a response to a CoA-Request or Di sconnect -
Request, it MJST renpve its own Proxy-State Attribute (the |ast
Proxy-State in the packet) before forwarding the response. Since

D sconnect and CoA responses are authenticated on the entire packet
contents, the stripping of the Proxy-State Attribute invalidates the
integrity check, so the proxy MJIST reconmpute it.

3.2. Authorize Only

To sinplify translati on between RADI US and Di aneter, Dynanic

Aut hori zation Clients can include a Service-Type Attribute with val ue
"Aut horize Only" within a CoA-Request; see Section 4 for details on

D amet er considerations. Support for a CoA-Request including a

Servi ce-Type Attribute with value "Authorize Only" is OPTIONAL on the
NAS and Dynamic Authorization Cient. A Service-Type Attribute MJST

NOT be included within a Disconnect-Request.

A NAS MUST respond to a CoA-Request including a Service-Type
Attribute with value "Authorize Only" with a CoA-NAK; a CoA- ACK MJST
NOT be sent. |f the NAS does not support a Service-Type val ue of
"Aut horize Only", then it MJST respond with a CoA-NAK; an Error-Cause
Attribute with a value of 405 (Unsupported Service) SHOULD be

i ncl uded.

A CoA- Request containing a Service-Type Attribute with val ue

"Aut horize Only" MJST in addition contain only NAS or session
identification attributes, as well as a State Attribute. |If other
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attributes are included in such a CoA-Request, a CoA- NAK MJST be
sent; an Error-Cause Attribute with value 401 (Unsupported Attri bute)
SHOULD be i ncl uded.

I f a CoA-Request packet including a Service-Type val ue of "Authorize
Only" is successfully processed, the NAS MUST respond with a CoA- NAK
containing a Service-Type Attribute with value "Authorize Only", and
an Error-Cause Attribute with value 507 (Request Initiated). The NAS
then MUST send an Access-Request to the RADI US server including a
Servi ce-Type Attribute with value "Authorize Only", along with a
State Attribute. This Access-Request SHOULD contain the NAS
identification attributes fromthe CoA-Request, as well as the
session identification attributes fromthe CoA-Request permitted in
an Access-Request; it also MAY contain other attributes permtted in
an Access- Request.

As noted in [RFC2869], Section 5.19, a Message- Aut henti cator
attribute SHOULD be included in an Access-Request that does not
contain a User-Password, CHAP-Password, ARAP-Password, or EAP-Message
Attribute. The RADI US server then will respond to the Access-Request
with an Access-Accept to (re-)authorize the session or an Access-
Reject to refuse to (re-)authorize it.

3.3. State

The State Attribute is available to be sent by the Dynanic

Aut hori zation Client to the NAS in a CoA-Request packet and MJUST be
sent unnodified fromthe NAS to the Dynami ¢ Authorization Cient in a
subsequent ACK or NAK packet.

[ RFC2865], Section 5.44 states:

An Access- Request MJST contain either a User-Password or a

CHAP- Password or State. An Access-Request MJST NOT contain both a
User-Password and a CHAP-Password. |If future extensions allow

ot her kinds of authentication information to be conveyed, the
attribute for that can be used in an Access-Request instead of
User - Password or CHAP- Password.

In order to satisfy the requirenents of [RFC2865], Section 5.44, an
Access- Request with Service-Type Attribute with value "Authorize
Only" MJST contain a State Attribute.

In order to provide a State Attribute to the NAS, a Dynamic

Aut hori zation Client sending a CoA-Request with a Service-Type
Attribute with a value of "Authorize Only" MJST include a State
Attribute, and the NAS MJUST send the State Attribute unnodified to
the RADI US server in the resulting Access-Request, if any. A NAS
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recei ving a CoA-Request containing a Service-Type Attribute with a
val ue of "Authorize Only" but lacking a State Attribute MJST send a
CoA- NAK and SHOULD include an Error-Cause Attribute with a val ue of
402 (M ssing Attribute).

The State Attribute is also available to be sent by the Dynanic

Aut hori zation Client to the NAS in a CoA-Request that also includes a
Term nation-Action Attribute with the value of RAD US-Request. |If
the NAS perfornms the Term nation-Action by sending a new Access-
Request upon term nation of the current session, it MJST include the
State Attribute unchanged in that Access-Request. In either usage,
the Dynamic Authorization Server MJUST NOT interpret the Attribute
locally. A CoA-Request packet MJUST have only zero or one State
Attribute. Usage of the State Attribute is inplenmentati on dependent.

3.4. Message- Aut henti cat or

The Message- Aut henticator Attribute MAY be used to authenticate and
integrity-protect CoA-Request, CoA-ACK, CoA-NAK, Di sconnect-Request,
Di sconnect - ACK, and Di sconnect - NAK packets in order to prevent
spoof i ng.

A Dynani ¢ Aut horization Server receiving a CoA-Request or

Di sconnect - Request with a Message- Aut henticator Attribute present
MUST cal cul ate the correct value of the Message-Aut henticator and
silently discard the packet if it does not match the value sent. A
Dynam c Authorization Cient receiving a CoAl D sconnect-ACK or

CoA/ Di sconnect-NAK with a Message-Aut henticator Attribute present
MUST cal cul ate the correct val ue of the Message- Aut henticator and
silently discard the packet if it does not match the val ue sent.

When a Message- Authenticator Attribute is included within a CoA-
Request or Disconnect-Request, it is calculated as foll ows:

Message- Aut henti cator = HVAC- MD5 (Type, ldentifier, Length,
Request Authenticator, Attributes)

When the HVAC- MD5 nessage integrity check is cal cul ated the
Request Authenticator field and Message-Aut henticator Attribute
MUST each be considered to be sixteen octets of zero. The
Message- Aut henticator Attribute is calculated and inserted in the
packet before the Request Authenticator is calcul ated.
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3.

5.

When a Message- Authenticator Attribute is included within a CoA-
ACK, CoA- NAK, Di sconnect-ACK, or Disconnect-NAK, it is calcul ated
as foll ows:

Message- Aut henti cator = HVAC- MD5 (Type, ldentifier, Length,
Request Authenticator, Attributes)

When t he HVAC- MD5 nmessage integrity check is cal cul ated, the
Message- Aut henti cator Attribute MJST be considered to be sixteen
octets of zero. The Request Authenticator is taken fromthe
correspondi ng CoA/ Di sconnect - Request. The Message- Aut henti cat or
is calculated and inserted in the packet before the Response

Aut henti cator is cal cul at ed.

Type

Length

Error - Cause

Description
It is possible that a Dynam ¢ Authorization Server cannot honor
Di sconnect - Request or CoA- Request packets for some reason. The
Error-Cause Attribute provides nore detail on the cause of the
problem It MAY be included w thin CoA-NAK and Di sconnect - NAK
packets.
A summary of the Error-Cause Attribute format is shown bel ow. The
fields are transmitted fromleft to right.
0 1 2 3
01234567890123456789012345678901
i R L s e T e R h th s i S SR N S
| Type | Length | Val ue
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Val ue (cont) |

B i S S ik s S N S S
101 for Error-Cause
6

Val ue

The Value field is four octets, containing an integer specifying
the cause of the error. Values 0-199 and 300-399 are reserved.
Val ues 200-299 represent successful conpletion, so that these

Chi ba, et al. I nf or mat i onal [ Page 16]



RFC 5176 Dynam c Aut hori zation Extensions to RADIUS January 2008

val ues may only be sent within CoA-ACK or Disconnect-ACK packets
and MUST NOT be sent within a CoA-NAK or Disconnect-NAK packet.
Val ues 400-499 represent fatal errors committed by the Dynamic
Aut hori zation Client, so that they MAY be sent within CoA-NAK or
Di sconnect - NAK packets, and MJST NOT be sent within CoA-ACK or

Di sconnect - ACK packets. Val ues 500-599 represent fatal errors
occurring on a Dynam ¢ Authorization Server, so that they MAY be
sent w thin CoA-NAK and Di sconnect - NAK packets, and MJUST NOT be
sent within CoA-ACK or Disconnect-ACK packets. FError-Cause val ues
SHOULD be | ogged by the Dynamic Authorization Cient. Error-Code
val ues (expressed in decinal) include:

# Val ue
201 Resi dual Session Context Renoved
202 I nvalid EAP Packet (Ignored)
401 Unsupported Attribute
402 M ssing Attribute
403 NAS | dentification M smatch
404 I nvalid Request
405 Unsupported Service
406 Unsupport ed Extension
407 Invalid Attribute Val ue
501 Admi ni stratively Prohibited
502 Request Not Routabl e (Proxy)
503 Sessi on Context Not Found
504 Sessi on Context Not Renovabl e
505 O her Proxy Processing Error
506 Resour ces Unavail abl e
507 Request Initiated
508 Mul tipl e Session Selection Unsupported

"Resi dual Session Context Rempved"” is sent in response to a

Di sconnect - Request if one or nore user sessions are no | onger
active, but residual session context was found and successfully
renoved. This value is only sent within a Di sconnect-ACK and MJST
NOT be sent within a CoA-ACK, Disconnect-NAK, or CoA- NAK

"Invalid EAP Packet (lgnored)" is a non-fatal error that MJST NOT
be sent by inplenentations of this specification.

"Unsupported Attribute" is a fatal error sent if a Request
contains an attribute (such as a Vendor-Specific or EAP-Message
Attribute) that is not supported.

"Mssing Attribute" is a fatal error sent if critical attributes

(such as NAS or session identification attributes) are mi ssing
froma Request.
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"NAS Identification Msmatch" is a fatal error sent if one or nore
NAS identification attributes (see Section 3) do not match the
identity of the NAS receiving the Request.

"Invalid Request" is a fatal error sent if sone other aspect of
the Request is invalid, such as if one or nore attributes (such as
EAP- Message Attribute(s)) are not formatted properly.

"Unsupported Service" is a fatal error sent if a Service-Type
Attribute included with the Request is sent with an invalid or
unsupported value. This error cannot be sent in response to a
Di sconnect - Request .

"Unsupported Extension" is a fatal error sent due to | ack of
support for an extension such as Disconnect and/or CoA packets.
This will typically be sent by a proxy receiving an | CMP port
unreachabl e nessage after attenpting to forward a CoA- Request or
Di sconnect - Request to the NAS.

"Invalid Attribute Value" is a fatal error sent if a CoA- Request
or Di sconnect - Request contains an attribute with an unsupported
val ue.

"Administratively Prohibited" is a fatal error sent if the NAS is
configured to prohibit honoring of CoA-Request or Disconnect-
Request packets for the specified session.

"Request Not Routable" is a fatal error that MAY be sent by a
proxy and MJUST NOT be sent by a NAS. It indicates that the proxy
was unabl e to deternine howto route a CoA-Request or Di sconnect -
Request to the NAS. For exanple, this can occur if the required
entries are not present in the proxy's realmrouting table.

"Session Context Not Found" is a fatal error sent if the session
context identified in the CoA-Request or Disconnect-Request does
not exi st on the NAS.

"Session Context Not Rempvable" is a fatal error sent in response
to a Di sconnect-Request if the NAS was able to | ocate the session
context, but could not renove it for some reason. |t MJST NOT be
sent within a CoA-ACK, CoA-NAK, or Disconnect-ACK, only within a
Di sconnect - NAK.

"Gt her Proxy Processing Error" is a fatal error sent in response

to a CoA or Disconnect-Request that could not be processed by a
proxy, for reasons other than routing.
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"Resources Unavail able" is a fatal error sent when a CoA or
Di sconnect - Request coul d not be honored due to | ack of available
NAS resources (nenory, non-volatile storage, etc.).

"Request Initiated" is a fatal error sent by a NAS in response to
a CoA- Request including a Service-Type Attribute with a val ue of
"Aut horize Only". It indicates that the CoA-Request has not been
honored, but that the NAS is sending one or nore RADI US Access-
Requests including a Service-Type Attribute with value "Authorize
Only" to the RADI US server.

"Mul tiple Session Selection Unsupported" is a fatal error sent by
a NAS in response to a CoA-Request or Disconnect-Request whose
session identification attributes match nultiple sessions, where
the NAS does not support Requests applying to multiple sessions.
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3.6. Table of Attributes

The followi ng table provides a guide to which attributes may be found
in which packets, and in what quantity.

Change- of - Aut hori zati on Messages

Attribute
User-Nanme (Note 1)
NAS- | P- Address (Note 1)

Request ACK NAK  #
1
4
5 NAS- Port (Note 1)
6
7
8
9

0-1

[
=

Servi ce- Type

Fr amed- Prot ocol (Note 3)
Framed- | P- Address (Notes 1, 6)
Framed- | P- Net mask (Note 3)
10 Framed- Routing (Note 3)

11 Filter-1D (Note 3)

Framed- MTU (Note 3)

13 Fr amed- Conpr essi on (Note 3)
14 Logi n-1P-Host (Note 3)

15 Logi n- Servi ce (Note 3)

16 Logi n- TCP-Port (Note 3)

18 Repl y- Message (Note 2)

19 Cal | back- Nunmber (Note 3)

20 Cal I back-1d (Note 3)

22 Framed- Route (Note 3)

23 Framed- | PX- Net wor k (Note 3)

1
RPRRPRRRPRR

FETF
|

1 1
N

+ v
e

N
lofololoNoNolololoRoNoleloNoRoNoNoNoNoNo)
'—\
N

[cNeoNololololololoNolololololololololoNoloNoNeNel
cNeoololoNololololololoNololololololoNoloNoNoleNo)

- -1 -1 24 State

+ 0 25 Class (Note 3)

+ 0 26 Vendor - Specific (Note 7)

-1 0 27 Sessi on-Ti neout (Note 3)

-1 0 28 I dl e-Ti meout (Note 3)

-1 0 29 Term nation-Action (Note 3)
Request ACK NAK #  Attribute
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Request ACK NAK #  Attribute

0-1 0 0 30 Called-Station-1d (Note 1)

0-1 0 0 31 Calling-Station-1d (Note 1)
0-1 0 0 32 NAS- I dentifier (Note 1)

0+ 0+ 0+ 33 Proxy- State

0-1 0 0 34 Logi n- LAT- Servi ce (Note 3)

0-1 0 0 35 Logi n- LAT- Node (Note 3)

0-1 0 0 36 Logi n- LAT-Group (Note 3)

0-1 0 0 37 Framed- Appl eTal k- Li nk (Note 3)
0+ 0 0 38 Fr amed- Appl eTal k- Net work (Note 3)
0-1 0 0 39 Fr amed- Appl eTal k- Zone (Note 3)
0-1 0 0 44  Acct-Session-1d (Note 1)

0-1 0 0 50 Acct-Milti-Session-1d (Note 1)
0-1 0-1 0-1 55 Event - Ti nest anp

0+ 0 0 56 Egress- VLANI D (Note 3)

0-1 0 0 57 Ingress-Filters (Note 3)

0+ 0 0 58 Egr ess- VLAN- Nane (Note 3)

0-1 0 0 59 User-Priority-Table (Note 3)
0-1 0 0 61 NAS- Port - Type (Note 3)

0-1 0 0 62 Port-Limt (Note 3)

0-1 0 0 63 Logi n- LAT-Port (Note 3)

0+ 0 0 64 Tunnel - Type (Note 5)

0+ 0 0 65 Tunnel - Medi um Type (Note 5)

0+ 0 0 66 Tunnel - C i ent - Endpoi nt (Note 5)
0+ 0 0 67 Tunnel - Ser ver - Endpoi nt (Note 5)
0+ 0 0 69 Tunnel - Password (Note 5)

0-1 0 0 71 ARAP- Feat ures (Note 3)

0-1 0 0 72 ARAP- Zone- Access (Note 3)

0+ 0 0 78 Configuration-Token (Note 3)

0+ 0-1 0 79 EAP- Message (Note 2)

0-1 0-1 0-1 80 Message- Aut hent i cat or

0+ 0 0 81 Tunnel - Private-Goup-1D (Note 5)
0+ 0 0 82 Tunnel - Assi gnnment-1D (Note 5)
0+ 0 0 83 Tunnel - Preference (Note 5)

0-1 0 0 85 Acct-Interiminterval (Note 3)
0-1 0 0 87 NAS- Port-1d (Note 1)

0-1 0 0 88 Framed- Pool (Note 3)

0-1 0 0 89 Char geabl e-User-ldentity (Note 1)
0+ 0 0 90 Tunnel -Client-Auth-1D (Note 5)
0+ 0 0 91 Tunnel - Server-Auth-1D (Note 5)
0-1 0 0 92 NAS-Filter-Rule (Note 3)

0 0 0 94 Originating-Line-Info

0-1 0 0 95 NAS- | Pv6- Address (Note 1)

0-1 0 0 96 Framed-Interface-1d (Notes 1, 6)
0+ 0 0 97 Framed- | Pv6-Prefix (Notes 1, 6)
0+ 0 0 98 Logi n-1 Pv6- Host (Note 3)

0+ 0 0 99 Framed- | Pv6- Route (Note 3)
Request ACK NAK  #  Attribute
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Request ACK NAK #  Attribute

0-1 0 0 100 Framed- | Pv6- Pool (Note 3)

0 0 0+ 101 Error - Cause

0+ 0 0 123 Del egat ed- |1 Pv6-Prefi x (Note 3)
Request ACK NAK #  Attribute

Di sconnect Messages

Request ACK NAK #  Attribute

0-1 0 0 1 User-Nane (Note 1)

0-1 0 0 4 NAS- | P- Address (Note 1)

0-1 0 0 5 NAS- Port (Note 1)

0 0 0 6 Servi ce- Type

0 0 0 8 Framed- | P- Address (Note 1)
0+ 0 0 18 Repl y- Message (Note 2)

0 0 0 24 State

0+ 0 0 25 Class (Note 4)

0+ 0 0 26 Vendor - Specific (Note 7)

0-1 0 0 30 Cal l ed-Station-1d (Note 1)
0-1 0 0 31 Calling-Station-1d (Note 1)
0-1 0 0 32 NAS- I dentifier (Note 1)

0+ 0+ 0+ 33 Proxy-State

0-1 0 0 44  Acct-Session-1d (Note 1)

0-1 0-1 0 49  Acct - Ter mi nat e- Cause

0-1 0 0 50 Acct-Milti-Session-1d (Note 1)
0-1 0-1 0-1 55 Event - Ti nest anp

0 0 0 61 NAS- Por t - Type

0+ 0-1 0 79 EAP- Message (Note 2)

0-1 0-1 0-1 80 Message- Aut hent i cat or

0-1 0 0 87 NAS- Port-1d (Note 1)

0-1 0 0 89 Char geabl e- User-ldentity (Note 1)
0-1 0 0 95 NAS- | Pv6- Address (Note 1)

0 0 0 96 Framed-Interface-1d (Note 1)
0 0 0 97 Framed- | Pv6-Prefix (Note 1)
0 0 0+ 101 Error - Cause

Request ACK NAK  #  Attribute

The foll owi ng defines the meaning of the above table entries:

0 This attribute MJUST NOT be present in packet.
0+ Zero or nore instances of this attribute MAY be present in

packet .
0-1 Zero or one instance of this attribute MAY be present in packet.
1 Exactly one instance of this attribute MJUST be present in
packet .
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(Note 1) Where NAS or session identification attributes are included
i n Di sconnect - Request or CoA- Request packets, they are used for
identification purposes only. These attributes MJST NOT be used for
pur poses other than identification (e.g., wthin CoA-Request packets
to request authorization changes).

(Note 2) The Reply-Message Attribute is used to present a displayable
message to the user. The message is only displayed as a result of a
successful Di sconnect-Request or CoA-Request (where a Disconnect-ACK
or CoA-ACK is subsequently sent). Were Extension Authentication
Protocol (EAP) is used for authentication, an EAP-

Message/ Noti fication-Request Attribute is sent instead, and

Di sconnect - ACK or CoA- ACK packets contain an EAP-

Message/ Noti fi cati on- Response Attribute.

(Note 3) When included within a CoA-Request, these attributes
represent an authorization change request. Wen one of these
attributes is omtted froma CoA- Request, the NAS assunes that the
attribute value is to remain unchanged. Attributes included in a
CoA- Request replace all existing values of the sane attribute(s).

(Note 4) When included within a successful Disconnect-Request (where
a Disconnect-ACK is subsequently sent), the Cass Attribute SHOULD be
sent unnodified by the NAS to the RADIUS accounting server in the
Accounting Stop packet. |If the Disconnect-Request is unsuccessful,
then the Class Attribute is not processed.

(Note 5) When included within a CoA-Request, these attributes
represent an authorization change request. Were tunnel attributes
are included within a successful CoA-Request, all existing tunnel
attributes are renoved and replaced by the new attribute(s).

(Note 6) Since the Franed-I|P-Address, Franed-I|Pv6-Prefix, and
Framed-Interface-1d attributes are used for session identification,
renunberi ng cannot be acconplished by including values of these
attributes within a CoA-Request. Instead, a CoA-Request including a
Servi ce-Type Attribute with a value of "Authorize Only" is sent; new
val ues can be supplied in an Access-Accept sent in response to the
ensui ng Access-Request. Note that renunmbering will not be possible
in all situations. For exanple, in order to change an | P address,

| PCP or |1 Pv6CP re-negotiation could be required, which is not
supported by all PPP inplenentations.

(Note 7) Wthin Disconnect-Request packets, Vendor-Specific
Attributes (VSAs) MAY be used for session identification. Wthin
CoA- Request packets, VSAs MAY be used for either session
identification or authorization change. However, the sane Attribute
MUST NOT be used for both purposes sinultaneously.
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4.

Di anet er Consi derati ons

Due to differences in handling change-of-authorization requests in
RADI US and Dianeter, it may be difficult or inpossible for a

Di amet er/ RADI US gateway to successfully translate a D aneter

Re- Aut h- Request (RAR) to a CoA- Request and vice versa. For exanple,
since a CoA-Request only initiates an authorization change but does
not initiate re-authentication, a RAR command containing a

Re- Aut h- Request - Type AVP with val ue "AUTHORI ZE_AUTHENTI CATE" cannot
be directly translated to a CoA-Request. A Dianeter/RADI US gat eway
recei ving a CoA-Request containing authorization changes will need to
translate this into two Di ameter exchanges. First, the

D amet er/ RADI US gateway will issue a RAR command including a
Session-1d AVP and a Re- Aut h- Request - Type AVP with val ue "AUTHORI ZE
ONLY". Then the Di aneter/RADI US gateway will respond to the ensuing
access request with a response including the authorization attributes
gl eaned fromthe CoA-Request. To enable translation, the CoA- Request
SHOULD i nclude a Acct-Session-Id Attribute. |f the Dianeter client
uses the sane Session-Id for both authorization and accounting, then
the Di amet er/RADI US gateway can copy the contents of the Acct-
Session-1d Attribute into the Session-1d AVP;, otherwise, it wll
need to map the Acct-Session-1d value to an equival ent Session-ld for
use within a RAR conmand.

Where an Acct-Session-1d Attribute is not present in a CoA- Request or
Di sconnect - Request, a Dianmeter/RADI US gateway will either need to
determne the appropriate Acct-Session-1d or, if it cannot do so, it
can send a CoA-NAK or Disconnect-NAK in reply, possibly including an
Error-Cause Attribute with a value of 508 (Miultiple Session Sel ection
Unsupport ed).

To sinplify translati on between RADI US and Di anmeter, Dynanmic

Aut hori zation Clients can include a Service-Type Attribute with val ue
"Authorize Only" within a CoA-Request, as described in Section 3.2.

A Di aneter/ RADI US gat eway receiving a CoA-Request containing a

Servi ce-Type Attribute with a value "Authorize Only" translates this
to a RAR with Re-Aut h- Request-Type AVP with val ue "AUTHORI ZE ONLY".
The received RAA is then translated to a CoA-NAK with a Service-Type
Attribute with value "Authorize Only". |If the Result-Code AVP in the
RAA has a value in the success category, then an Error-Cause
Attribute with value "Request Initiated" is included in the CoA- NAK
If the Result-Code AVP in the RAA has a value indicating a Protocol
Error or a Transient or Permanent Failure, then an alternate Error-
Cause Attribute is returned as suggested bel ow.

Wthin Dianmeter, a server can request that a session be aborted by
sendi ng an Abort - Sessi on- Request (ASR), identifying the session to be
term nated using Session-1D and User-Nane AVPs. The ASR comand is
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translated to a Di sconnect-Request containing Acct-Session-1d and
User-Name attributes. |If the Diameter client utilizes the same
Session-1d in both authorization and accounting, then the val ue of
the Session-1D AVP nmay be placed in the Acct-Session-1d Attribute;

ot herw se the value of the Session-I1D AVP will need to be mapped to
an appropriate Acct-Session-1d Attribute. To enable translation of a
Di sconnect - Request to an ASR, an Acct-Session-ld Attribute SHOULD be
present.

If the Dianmeter client utilizes the same Session-1d in both

aut hori zati on and accounting, then the value of the Acct-Session-Id
Attribute may be placed into the Session-1D AVP within the ASR
otherw se the value of the Acct-Session-Id Attribute will need to be
mapped to an appropriate Session-1D AVP.

An Abort - Sessi on- Answer (ASA) conmand is sent in response to an ASR
in order to indicate the disposition of the request. A

Di anmet er/ RADI US gat eway receiving a Di sconnect-ACK translates this to
an ASA command with a Result-Code AVP of "Dl AMETER SUCCESS'. A

Di sconnect-NAK received fromthe NAS is translated to an ASA conmrmand
with a Result-Code AVP that depends on the value of the Error-Cause
Attribute. Suggested translations between Error-Cause Attribute

val ues and Result-Code AVP val ues are included bel ow

# Error-Cause Attri bute Val ue Resul t - Code AVP

201 Resi dual Sessi on Cont ext DI AVETER SUCCESS
Renpved
202 Invalid EAP Packet DI AMETER LI M TED_SUCCESS
(I'gnored)
401 Unsupported Attribute DI AMETER_AVP_UNSUPPORTED
402 M ssing Attribute DI AVETER_M SSI NG_AVP
403 NAS I dentification DI AVMETER_REALM NOT_SERVED
M smat ch
404 I nval i d Request DI AMETER_UNABLE TO COWPLY
405 Unsupported Service DI AMETER COMVAND UNSUPPORTED
406 Unsupport ed Extension DI AMETER_APPLI CATI ON_UNSUPPORTED
407 Invalid Attribute Val ue DI AMETER | NVALI D_AVP_VALUE
501 Administratively DI AVETER_AUTHORI ZATI ON_REJECTED
Prohi bi ted

502 Request Not Routable (Proxy) DI AMETER UNABLE TO DELI VER
503 Sessi on Context Not Found DI AVETER_UNKNOWN_SESSI ON_I D

504  Session Context Not DI AVETER_AUTHORI ZATI ON_REJECTED
Renovabl e

505 O her Proxy Processing DI AVETER_UNABLE TO COWVPLY
Error

506 Resour ces Unavail abl e DI AMETER RESOURCES EXCEEDED

507 Request Initiated DI AMETER_SUCCESS

Chi ba, et al. I nf or mat i onal [ Page 25]



RFC 5176 Dynam c Aut hori zation Extensions to RADIUS January 2008

Si nce both the ASR/ ASA and Di sconnect - Request/ Di sconnect -

NAK/ Di sconnect - ACK exchanges invol ve just a request and response,
inclusion of an "Authorize Only" Service-Type within a D sconnect-
Request is not needed to assist in Dianeter/RADI US translation, and
may nake translation nore difficult. As a result, as noted in
Section 3.2, the Service-Type Attribute MJST NOT be used within a
Di sconnect - Request .

5. | ANA Consi der ations

Thi s docunent uses the RADI US [ RFC2865] nanespace; see
<http://ww.iana. org/assi gnments/radi us-types> In addition to the
al l ocations already made in [RFC3575] and [ RFC3576], this
specification allocates additional values of the Error-Cause
Attribute (101):

# Val ue
407 Invalid Attribute Val ue
508 Mul tiple Session Selection Unsupported

6. Security Considerations
6.1. Authorization |Issues

VWhere a NAS is shared by multiple providers, it is undesirable for
one provider to be able to send Di sconnect-Requests or CoA- Requests
af fecting the sessions of another provider.

A Dynami ¢ Aut horization Server MJIST silently discard Di sconnect -
Request or CoA- Request packets fromuntrusted sources. |In situations
where the Dynamic Authorization Client is co-resident with a RAD US
aut henti cation or accounting server, a proxy MAY performa "reverse
pat h forwardi ng" (RPF) check to verify that a Di sconnect-Request or
CoA- Request originates froman authorized Dynam ¢ Authorization
Client. In addition, it SHOULD be possible to explicitly authorize
addi ti onal sources of Di sconnect-Request or CoA- Request packets
relating to certain classes of sessions. For exanple, a particular
source can be explicitly authorized to send CoA- Request packets
relating to users within a set of realns.

To performthe RPF check, the Dynami c Authorization Server uses the
session identification attributes included in Disconnect-Request or
CoA- Request packets, in order to determ ne the RAD US server(s) to
whi ch an equi val ent Access- Request could be routed. |If the source
address of the Disconnect-Request or CoA-Request is within this set,
then the CoA- Request or Disconnect-Request is forwarded; otherwi se it
MUST be silently discarded.
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Typi cally, the Dynamic Authorization Server will extract the realm
fromthe Network Access ldentifier [RFC4282] included within the
User - Name or Chargeabl e-User-ldentity Attribute, and determ ne the
correspondi ng RADI US servers in the realmrouting tables. If the
Dynam ¢ Aut horization Server maintains |ong-termsession state, it
MAY performthe authorization check based on the session
identification attributes in the CoA-Request. The session
identification attributes can be used to tie a session to a
particul ar proxy or set of proxies, as with the NAl realm

Where no proxy is present, the RPF check can only be performed by the
NAS if it maintains its own a realmrouting table. |If the NAS does
not maintain a realmrouting table (e.g., it selects forwarding
proxi es based on prinmary/secondary configuration and/or |iveness
checks), then an RPF check cannot be perforned.

Since authorization to send a Di sconnect-Request or CoA-Request is
det ermi ned based on the source address and the correspondi ng shared
secret, the Dynanic Authorization Server SHOULD configure a different
shared secret for each Dynam c Authorization Cdient.

6.2. |Psec Usage Guidelines

In addition to security vulnerabilities unique to D sconnect or CoA
packets, the protocol exchanges described in this docunent are
susceptible to the same vulnerabilities as RADIUS [ RFC2865]. It is
RECOMVENDED t hat | Psec be enployed to afford better security,
utilizing the profile described in [ RFC3579], Section 4. 2.

For Dynam ¢ Authorization Servers inplenenting this specification,
the I Psec policy would be "Require IPsec, fromany to nme, destination
port UDP 3799". This causes the Dynamic Authorization Server to
require use of IPsec. |If sone Dynam c Authorization Cients do not
support | Psec, then a nore granular policy will be required: "Require
| Psec, from | Psec-Capabl e-DAC to ne".

For Dynami c Authorization Cients inplenenting this specification,
the I Psec policy would be "lInitiate |Psec, fromme to any,
destination port UDP 3799". This causes the Dynam c Authorization
Client to initiate | Psec when sending Dynam c Authorization traffic
to any Dynami ¢ Authorization Server. |f some Dynam ¢ Authorization
Servers contacted by the Dynamic Authorization Cient do not support
| Psec, then a nore granular policy will be required, such as
"Initiate I Psec, fromne to |Psec-Capabl e-DAS, destination port UDP
3799".
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6.3. Replay Protection

VWere | Psec replay protection is not used, an Event-Ti mestanp (55)

[ RFC2869] Attribute SHOULD be included within CoA Request and

Di sconnect - Request packets, and MAY be included w thin CoA-ACK, CoA-
NAK, Di sconnect-ACK, and Di sconnect - NAK packets.

VWhen the Event-Timestanp Attribute is present, both the Dynam c

Aut hori zation Server and the Dynam c Authorization Cient MJIST check
that the Event-Tinmestanp Attribute is current within an acceptable
time window If the Event-Tinestanp Attribute is not current, then
the packet MJST be silently discarded. This inplies the need for

| oose time synchronization within the network, which can be achieved
by a variety of means, including Sinple Network Time Protocol (SNTP),
as described in [RFC4330]. Inplementations SHOULD be configurable to
di scard CoA- Request or Disconnect-Request packets not containing an
Event - Ti nestanp Attri bute.

If the Event-Tinmestanp Attribute is included, it represents the tine
at which the original packet was sent, and therefore it SHOULD NOT be
updat ed when the packet is retransmtted. |[|f the Event-Ti mestanp
Attribute is not updated, this inplies that the Identifier is not
changed in retransnmitted packets. As a result, the ability to detect
replay within the tine window is dependent on support for duplicate
detection within that sane window. As noted in Section 2.3,
duplicate detection is REQU RED for Dynam c Authorization Servers

i mpl ementing this specification.

The tinme wi ndow used for duplicate detection MJST be the sane as the
wi ndow used to detect a stale Event-Tinmestanp Attribute. Since the
RADI US I dentifier cannot be repeated within the selected tinme w ndow,
no nore than 256 Requests can be accepted within the time w ndow. As
a result, the chosen time wi ndow will depend on the expected naximum
vol unme of CoA/ Di sconnect-Requests, so that unnecessary discards can
be avoided. A default tine wi ndow of 300 seconds shoul d be adequate
in many circunstances.

7. Exanple Traces
D sconnect Request with User- Nane:
0: XXXX XXXX XXXX XXXX XXxX 2801 001lc 1b23 B..... $. - ( L H#

16: 624c 3543 ceba 55f1 be55 a714 ca5e 0108  bL5C..U..U...A. .
32: 6d63 6869 6261
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D sconnect Request with Acct- Session-1D:

0: XXXX XXXX XXXX XXXX Xxxx 2801 00le adOd .B..... ~ (...
16: 8e53 55b6 bd02 alOch ace6 4e38 77bd 2cOa LSUL L NSw. , .
32: 3930 3233 3435 3637 90234567

D sconnect Request with Framed-| P- Address:
0: XXXX XXXX XXXX XXXX Xxxx 2801 00la Obda .B..... "2.(.. ...
16: 33fe 765b 05f0 fd9c c32a 2f6b 5182 0806 3.v[..... *IkQ ..
32: 0a00 0203
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Appendi x A.  Changes from RFC 3576

Thi s Appendi x |ists the major changes between [ RFC3576] and this
docunent. M nor changes, including style, granmar, spelling, and
editorial changes, are not nentioned here.

0 The term "Dynamic Authorization Cient" is used instead of RAD US
server where it applies to the originator of CoA- Request and

Di sconnect - Request packets. The term "Dynam c Authorization Server”
is used instead of NAS where it applies to the receiver of CoA-
Request and Di sconnect - Request packets. Definitions of these terns
have been added (Section 1.3).

0 Added requirenment for duplicate detection on the Dynanic
Aut hori zation Server (Section 2.3).

0o Cdarified expected behavior when session identification attributes
mat ch nore than one session (Sections 2.3, 3, 3.5, 4).

0 Added Chargeabl e-User-ldentity as a session identification
attribute. Renoved NAS-Port-Type as a session identification
attribute (Section 3).

0 Added recommendation that an Acct-Session-Id or Acct-Milti-
Session-1d Attribute be included in an Access-Request (Section 3).

0 Added discussion of scenarios in which the "Dynam c Authorization
Client" and RADI US server are not co-located (Section 3).

0 Added details relating to handling of the Proxy-State Attribute
(Section 3.1).

0 Added clarification that support for a Service-Type Attribute with
val ue "Authorize Only" is optional on both the NAS and Dynanic
Aut hori zation Client (Section 3.2). Use of the Service-Type
Attribute within a D sconnect-Request is prohibited (Sections 3.2,
3.6).

0 Added requirenment for inclusion of the State Attribute in CoA-
Request packets including a Service-Type Attribute with a val ue of
"Aut hori ze Only" (Section 3.3).

0 Added clarification on the calcul ati on of the Message-
Aut henticator Attribute (Section 3.4).

0o Additional Error-Cause Attribute values are allocated for Invalid

Attribute Value (407) and Miultiple Session Sel ection
Identification (508) (Sections 3.5, 4).
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0 Updated the CoA-Request Attribute Table to include Filter-Rule,
Del egat ed- | Pv6- Prefi x, Egress-VLANID, Ingress-Filters, Egress-
VLAN- Nane, and User-Priority attributes (Section 3.6).

0 Added the Chargeabl e-User-ldentity Attribute to both the CoA-
Request and Di sconnect-Request Attribute table (Section 3.6).

o Use of Vendor-Specific Attributes (VSAs) for session
identification and authorizati on change has been clarified
(Section 3.6).

0 Added Note 6 on the use of the CoA- Request for renunbering, and
Note 7 on the use of Vendor-Specific attributes (Section 3.6).

0 Added D aneter Considerations (Section 4).

0 Event-Tinestanp Attribute should not be recal cul ated on
retransm ssion. The inplications for replay and duplicate
detection are discussed (Section 6. 3).

0 Operation of the Reverse Path Forwardi ng (RPF) check has been
clarified. Use of the RPF check is optional rather than
recomended by default (Section 6.1).

0 Text on inpersonation (included in [RFC3579], Section 4.3.7) and

| Psec operation (included in [RFC3579], Section 4.2) has been
removed, and is now referenced.
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