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Mobility Services Transport: Problem Statenent
Status of This Menp

This menmo provides information for the Internet community. |t does
not specify an Internet standard of any kind. Distribution of this
meno i s unlimted.

Abst r act

There are ongoing activities in the networking community to devel op
solutions that aid in | P handover mechani sms bet ween het er ogeneous

wi red and wirel ess access systenms including, but not limted to, |EEE
802.21. Intelligent access selection, taking into account |ink-Iayer
attributes, requires the delivery of a variety of different
information types to the terninal fromdifferent sources within the
network and vice-versa. The protocol requirenents for this
signal i ng have both transport and security issues that nust be
considered. The signalling must not be constrained to specific link
types, so there is at | east a conmon conponent to the signalling
problem which is within the scope of the IETF. This docunent
presents a problemstatenent for this core probl em
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1. Introduction

Thi s docunent provides a problem statenent for the exchange of
informati on to support handover in heterogeneous |ink environments
[1]. This mobility support service allows nore sophisticated
handover operations by naking avail abl e information about network
characteristics, neighboring networks and associ ated characteristics,
i ndi cations that a handover should take place, and suggestions for
suitabl e target networks to which to handover. The nobility support
services are conmplenentary to IP nobility mechanisms [4], [5], [6],
[7], [8], [9] to enhance the overall performance and usability
percepti on.

There are two key attributes to the handover support service problem
for inter-technol ogy handovers:

1. The Information: the information el enents bei ng exchanged. The
messages could be of a different nature, such as information,
commands to performan action, or events inform ng of a change,
potentially being defined followi ng a cormbn structure.
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Mel

2. The Underlying Transport: the transport nechanismto support
exchange of the information el ements nentioned above. This
transport mechani smincludes information transport, discovery of
peers, and the securing of this information over the network

The initial requirement for this protocol comes fromthe need to
provide a transport for the Media |Independent Handover (M H) protoco
bei ng defined by | EEE 802.21 [1], which is not bound to any specific
link |ayer and can operate over nore that one network-Ilayer hop. The
sol ution should be flexible to accormpdate evolution in the MH
standard, and should also be applicable for other new nmobility

signal ling protocols that have simlar nmessage patterns and di scovery
and transport requirenents.

The structure of this docunent is as follows. Section 3 defines
Mobility Services. Section 4 provides a sinple nodel for the
protocol entities involved in the signalling and their possible

rel ationships. Section 5 describes a deconposition of the signalling
probleminto service-specific parts and a generic transport part.
Section 5.2 describes nore detailed requirenents for the transport
component. Section 6 provides security considerations. Section 7
sunmari zes the concl usi ons and open i ssues.

Ter mi nol ogy

The foll owi ng abbreviations are used in the docunent:
M H:. Medi a | ndependent Handover
MN: Mbobi | e Node
NN: Network Node, intended to represent sone device in the network
(the location of the node, e.g., in the access network, the hone
network is not specified, and for the nonent it is assunmed that
they can reside anywhere).
EP: Endpoint, intended to represent the termnating endpoints of
the transport protocol used to support the signalling exchanges
bet ween nodes.
Requi renent s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [2].
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3. Definition of Mbility Services

As nentioned in the Introduction, nobility (handover) support in
het er ogeneous wirel ess environnents requires functional conponents
| ocated either in the nobile terminal or in the network to exchange
informati on and eventually to make decisions upon this information
exchange. For instance, traditional host-based handover sol utions
coul d be conplemented with nore sophisticated network-centric
solutions. Also, neighborhood discovery, potentially a conplex
operation in heterogeneous wi rel ess scenarios, can result in a
sinmpler step if inplemented with a unified interface towards the
access networKk.

In this docunment, the different supporting functions for Mdia

I ndependent Handover (M H) managenent are generally referred to as
Mobility Services (MS) that have different requirenents for the
transport protocol. These requirenents and associ ated
functionalities are the focus of this document. Speaking 802.21
term nol ogy, MbS can be regarded as Information Services (1S), Event
Services (ES), and Command Service (CS).

4. Depl oynent Scenarios for MS
The depl oynent scenarios are outlined in the follow ng sections.

Note: while M\-to-MN signalling exchanges are theoretically
possi bl e, these are not currently being considered.

The foll owi ng scenari os are di scussed for understanding the overal
probl em of transporting MH protocol. Although these are all
possi bl e scenarios and M H services can be delivered through
Iink-1ayer specific solutions and/or through a "layer 3 or above"
protocol, this problem statenent focuses on the delivery of
information for Mbility Services only for the latter case.
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4.1. End-to-End Signalling and Transport over |P

In this case, the end-to-end signalling used to exchange the handover
informati on el enents (the Information Exchange) runs end-to-end
between MN and NN. The underlying transport is also end-to-end.

S + S +
| MN | | NN
| (EP) | | (EP) |
F--- - - - + F--- - - - +
I nf ormati on Exchange
Qo m e e e e e e e e e e e e e e e >
R e \
< Transport over |P >
L e /

Figure 1. End-to-End Signalling and Transport
4.2. End-to-End Signalling and Partial Transport over I|P

As before, the Information Exchange runs end-to-end between the MN
and the second NN. However, in this scenario, sone transport neans
other than IP are used fromthe MNto the first NN, and the transport
over IP is used only between NNs. This is anal ogous to the use of
EAP end-to-end between Supplicant and Authentication Server, with an
upper-layer nultihop protocol, such as Renpote Authentication Dial-In
User Service (RADIUS), used as a backhaul transport protocol between
an Access Point and the Authentication Server

S + S + S +
| M| | NN | | NN
| | | (EP) | | (EP) |
+o- - - - + +o- - - - + +o- - - - +
I nf ormati on Exchange
o oo e >
(Transport over [------------------ \
R >< Transport over IP >
e.g. L2) L /

Figure 2: Partial Transport
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4.3. End-to-End Network-to-Network Signalling

In this case, NNto NN signalling is envisioned. Such a nodel should
all ow different network conponents to gather information from each
other. This is useful for instance in conditions where network
conmponents need to nake decisions and instruct nobile term nals of
operations to be executed.

R + R +
NN | | NN |
| (EP) | | (EP) |
Fommmo- + Fommmo- +
I nf ormati on Exchange
................... >
<
R R \
< Transport >
L T /

Figure 3: Informati on Exchange between Different NNs

Net wor k nodes exchange information about the status of connected
term nal s.
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5.

MoS Transport Protocol Splitting

Figure 4 shows a nodel where the Information Exchanges are

i mpl emented by a signalling protocol specific to a particular
mobility service, and these are rel ayed over a generic transport
| ayer (the Mobility Service Transport Layer).

oo o - + N
| Mobility Support| |
| Service 2 | |
R LR + | | | Mobility Service
| Mobility Support| +---------------- + | Si gnal i ng
| Service 1 | e + | Layer
| | | Mobility Support | |
T + | Service 3 | |
I I I
Fom e + \Y;
e + A Mobility Service
| Mobility Service Transport Protocol | | Transport
R R R R + \% Layer
o m o oo +
I P I
o m o e e ieeiaaoo-- +

Fi gure 4: Handover Services over IP

The Mobility Service Transport Layer provides certain functionality
(outlined in Section 5.2) to the higher-layer nobility support
services in order to support the exchange of information between
communi cating Mobility Service functions. The transport |ayer
effectively provides a container capability to nobility support
services, as well as any required transport and security operations
required to provide comruni cation, without regard to the protocol
semantics and data carried in the specific Mbility Services.

The Mobility Support Services thenselves may al so define certain

prot ocol exchanges to support the exchange of service-specific
information el enents. It is likely that the responsibility for
defining the contents and significance of the infornmation elenents is
the responsibility of standards bodies other than the | ETF. Exanple
Mobility Services include the Information Services, Event Services,
and Conmmand Servi ces.

Melia, et al. I nf or mat i onal [ Page 7]



RFC 5164 Mobility Services Transport March 2008

5.1. Payload Formats and Extensibility Considerations

The format of the Mbility Service Transport Protocol (MSTP) is as

fol | ows:
. I +
| Mobility Service| Opaque Payl oad |
| Transport Header | (Mobility Support Service) |
o e oo e m e e e e e e e e e e e e e e e e e ma o - +

Figure 5: Protocol Structure

This figure shows the case for an MH nessage that is smaller than
the MIU of the path to the destination. A larger payload may require
the transport protocol to transparently fragment and reassenble the
M H nessage.

The opaque payl oad enconpasses the Mbility Support Service (MSTP)
information that is to be transported. The definition of the
Mobility Service Transport Header is sonething that is best addressed
within the | ETF. MSTP does not inspect the payl oad, and any required
information will be provided by the MSTP users.

5.2. Requirenments on the Mbility Service Transport Layer

The foll owi ng section outlines some of the general transport
requi renents that should be supported by the Mbility Service
Transport Protocol. Analysis has suggested that at |east the
followi ng need to be taken into account:

Di scovery: MN\s need the ability to either discover nodes that
support certain services or discover services provided by a
certain node. The service discovery can be dealt with using
messages as defined in [1]. This section refers to node-di scovery
in either scenario. There are no assunptions about the | ocation
of these Mbility Service nodes within the network. Therefore,
the di scovery nechani sm needs to operate across adm nistrative
boundaries. |ssues such as speed of discovery, protection against
spoofing, when discovery needs to take place, and the | ength of
time over which the discovery information may remain valid; al
need to be considered. Approaches include:

* Hard coding information into the M\, indicating either the IP
address of the NN, or information about the NN that can be
resolved onto an I P address. The configuration information
coul d be nanaged dynami cally, but assunes that the NN is
i ndependent of the access network to which the MNis currently
att ached.
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* Pushing information to the M\, where the information is
delivered to the MN as part of other configuration operations,
for exanple, via DHCP or Router Discovery exchange. The
benefit of this approach is that no additional exchanges wth
the network would be required, but the linmitations associated
with nmodi fying these protocols may limt applicability of the
sol uti on.

* M dynam cally requesting information about a node, which may
require both MN and NN support for a particular service
di scovery nechanism This may require additional support by
the access network (e.g., multicast or anycast) even when it
may not be supporting the service directly itself.

Nunerous directory and configuration services already exist, and
reuse of these nechani sns may be appropriate. There is an open
question about whether mnultiple nethods of discovery would be
needed, and whether NNs would al so need to di scover other NNs.

The definition of a service also needs to be determ ned, including
the granularity of the description. For exanple, |EEE 802.21
specifies three different types of Mbility Services (Information
Servi ces, Command Services, and Event Services) that can be

| ocated in different portions of the network. An M could
therefore run a di scovery procedure of any service running in the
(home or visited) network or could run a discovery procedure for a
specific service

Information froma trusted source: The MN uses the Mbility Service
informati on to nake decisions about what steps to take next. It
is essential that there is sonme way to ensure that the information
received is froma trustworthy source. This requirenment should
reuse trust relationships that have already been established in
the network, for exanple, on the relationships established by the
Aut henti cation, Authorization, and Accounting (AAA) infrastructure
after a nutual authentication, or on the certificate
infrastructure required to support SEND [10]. Section 6 provides
a nore conpl ete anal ysi s.

Security associati on managenent: A conmbn security association
negoti ati on net hod, independent of any specific MSTP user, should
be i npl enmented between the endpoints of the MSTP. The solution
must al so work in the case of MN nobility.

Secure delivery: The Mbility Service information nust be delivered
securely (integrity and confidentiality) between trusted peers,
where the transport nmay pass though untrusted internedi ate nodes
and networks. The Mbility Service information should al so be
protected agai nst replay attacks and deni al -of -servi ce attacks.
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Low |l atency: Some of the Mobility Services generate tine-sensitive

Re

information. Therefore, there is a need to deliver the
informati on over quite short tinmescales, and the required lifetine
of a connection might be quite short-lived. As an exanple, the
frequency of nessages defined in [1] varies according to the MH
service type. It is expected that Events and Commands nessages
arrive at an interval of hundreds of milliseconds in order to
capture qui ck changes in the environment and/or process handover
commands. On the other hand, Information Service nessages are
mai nl y exchanged each tinme a new network is visited that may be in
the order of hours or days. For reliable delivery, short-lived
connections could be set up as needed, although there is a
connection setup | atency associated with this approach

Al ternatively, a long-lived connection could be used, but this
requi res advanced warni ng of bei ng needed and sone way to maintain
the state associated with the connection. It also assunes that
the rel ati onshi ps between devices supporting the nmobility service
are fairly stable. Another alternative is connectionless
operation, but this has interactions with other requirements, such
as reliable delivery.

iability: Reliable delivery for sone of the Mbility Services my
be essential, but it is difficult to trade this off against the
low latency requirenent. It is also quite difficult to design a
robust, high-performance nechani smthat can operate in

het er ogeneous environnents, especially one where the Iink
characteristics can vary quite dramatically. There are two main
approaches that coul d be adopt ed:

1. Assune the transport cannot be guaranteed to support reliable
delivery. In this case, the Mbility Support Service itself
will have to provide a reliability mechanism (at the MH Ievel)
to all ow conmuni cati ng endpoints to acknow edge recei pt of
i nformation.

2. Assune the underlying transport will provide reliable delivery.
There is no need in this case to provide reliability at the MH
| evel

Gui delines provided in [3] are being considered while witing this
docunent .

Congestion Control: A Mbility Service may wish to transfer small or

| arge anpbunts of data, placing different requirenments for
congestion control in the transport. As an exanple, the MH
message [1] size varies widely fromabout 30 bytes (for a
broadcast capability discovery request) to be nornally | ess than
64 KB, but rmay be greater than 64KB (for an IS MH Get _Information
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response primtive). A typical MH nessage size for the Events
and Commands Services service ranges between 50 to 100 bytes. The
sol ution should consider different congestion control nechani sns
dependi ng on the anount of data generated by the application (MH)
as suggested in [3].

Fragnmentati on and reassenbly: ES and CS nessages are snmall in
nature, are sent frequently, and nay wi sh trade reliability in
order to satisfy the tight latency requirenments. On the other
hand, |S nessages are nore resilient in terns of |atency
constraints, and sone long IS nessages could exceed the MIU of the
path to the destination. Depending on the choice of the transport
protocol, different fragnmentation and reassenbly strategies are
required.

Mul ti homi ng: For sone Information Services exchanged with the M\,
there is a possibility that the request and response nessages
could be carried over two different Iinks. For exanple, a
handover command request is on the current link while the response

could be delivered on the newlink. It is expected that the
transport protocol is capable of receiving information via
multiple links. It is also expected that the MSTP user conbi nes

i nformati on bel onging to the same session/transaction. Wen
mobility is applied, the underlying IP nobility mechani sm shoul d
provi de session continuity when required.

I Pv4 and | Pv6 support: The MSTP nmust support both |IPv4 and | Pv6
i ncluding NAT traversal for |1Pv4 networks and firewal
pass-through for IPv4 and | Pv6 networks.

6. Security Considerations

Net wor k- supported Mbility Services aimat inproving decision making
and nanagenent of dynam cally connected hosts.

Information Services may not require authorization of the client, but
bot h Event and Command Services may authenticate nessage sources,
particularly if they are nobile. Network-side service entities will
typically need to provide proof of authority to serve visiting
devices. Wiere signalling or radi o operations can result from

recei ved nessages, significant disruption may result from processing
bogus or nodified nmessages. The effect of processing bogus nmessages
depends | argely upon the content of the nessage payl oad, which is
handl ed by the handover services application. Regardless of the
variation in effect, nessage delivery mechani snms need to provide
protection agai nst tanpering, spoofing, and replay attacks.
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Sensitive and identifying informati on about a nobile device may be
exchanged during handover-service nmessage exchange. Since handover
decisions are to be made based upon nmessage exchanges, it may be
possible to trace a user’s novenent between cells, or predict future
nmovenents, by inspecting handover service nessages. |n order to
prevent such tracking, nessage confidentiality and nessage integrity
shoul d be available. This is particularly inmportant because nany
mobi | e devices are associated with only one user, since divul ging of
such information may violate the user’s privacy. Additionally,
identifying informati on may be exchanged during security association
construction. As this information nay be used to trace users across
cell boundaries, identity protection should be available, if
possi bl e, when establishing source addresses (SAs).

In addition, the user should not have to disclose its identity to the
network (anynore than it needed to during authentication) in order to
access the Mbility Support Services. For exanple, if the loca
network is just aware that an anonynous user with a subscription to
"exanpl e. com' is accessing the network, the user should not have to
divulge their true identity in order to access the Mbility Support
Servi ces avail able locally.

Finally, the NNs thenselves will potentially be subject to

deni al - of -service attacks from M\s, and these problens will be
exacerbated if operation of the Mbility Service protocols inposes a
heavy conputational |load on the NNs. The overall design has to
consi der at what stage (e.g., discovery, transport |ayer
establ i shnent, and service-specific protocol exchange) deni al -of -
service prevention or mtigation should be built in.

7. Concl usi ons

Thi s docunent outlined a broad problem statenment for the signalling
of information elenents across a network to support Mobility
Services. |In order to enable this type of signalling service, a need
for a generic transport solution with certain transport and security
properties was outlined. Wilst the notivation for considering this
probl em has come fromwork within | EEE 802.21, a desirable goal is to
ensure that solutions to this problemare applicable to a wi der range
of Mobility Services.

It would be valuable to establish realistic performance goals for the
solution to this common problem (i.e., transport and security
aspects) using experience fromprevious | ETF work in this area and
know edge about feasible depl oynent scenarios. This information
could then be used as an input to other standards bodies in assisting
themto design Mbility Services with feasible performance
requirenents.
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9.

9.

9.

Much of the functionality required for this problemis available from
exi sting | ETF protocols or conbination thereof. This docunent takes
no position on whether an existing protocol can be adapted for the
solution or whether new protocol developnent is required. 1In either
case, we believe that the appropriate skills for devel opnent of
protocols in this area lie in the | ETF.
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