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Mobility Header Hone Agent Switch Message
Status of This Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmeno is unlimted.

Abst r act
Thi s docunent specifies a new Mobility Header message type that can

be used between a hone agent and nobile node to signal to a nobile
node that it should acquire a new home agent.
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1. Introduction
RFC 3775 [ RFC3775] contains no provision to allow a home agent to
informa nobile node that it needs to stop acting as the hone agent
for the nobile node. For exanple, a home agent may wi sh to handof f
some of its nobile nodes to another hone agent because it has becone
overloaded or it is going offline.
Thi s protocol describes a signaling nmessage, called the Home Agent
Switch nessage, that can be used to send a handoff notification

bet ween a hone agent and nobil e node.

The
pr ob
part

0

Hal ey,

Honme Agent Switch nessage does not attenpt to solve all genera
|l ens related to changing the home agent of a nobile node. In
icular, this protocol does not attenpt to solve

The case where the Home Address of a nobil e node must change in

order to switch to a new hone agent. This operation should be
avoi ded using this nessage.
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0 Determ ning when a hone agent should actively nove nobil e nodes
to anot her hone agent. This decision should be nmade by a
backend protocol, for exanple, as described in [hareliability].

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

3. Scenarios

Here are some exanpl e scenari os where a hone agent signaling nessage
woul d be useful

3.1. Overl oaded

There are a nunber of reasons a honme agent night be considered
overloaded. One night be that it is at, or near, its limt on the

nunber of hone bindings it is willing to accept. Another is that it
has reached a pre-determ ned | evel of systemresource usage --

menory, cpu cycles, etc. 1In either case, it would be desirable for a
hone agent to reduce the nunber of hone bindings before a failure
occurs.

3.2. Load Bal anci ng

A honme agent m ght know of other honme agents that are not as heavily
| oaded as itself, |earned through sone other nechani smoutside the
scope of this docunent. An operator may wish to try and bal ance this
|l oad so that a failure would disrupt a smaller percentage of nobile
nodes.

3.3. Mintenance

Most operators do periodic nmaintenance in order to maintain
reliability. |If a home agent is being shutdown for maintenance, it
woul d be desirable to i nformnobile nodes so they do not |ose
mobility service

3.4. Functional Load Bal anci ng

A Mobile I Pv6 hone agent provides nobile nodes with two basic

servi ces. It acts as a rendezvous server where correspondent nodes
can find the current care-of address for the nobil e node, and as an
overlay router to tunnel traffic to/fromthe nobile node at its
current care-of address.
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A nmobility service provider could have two sets of honme agents to
handl e the two functions. The rendezvous function could be handl ed
by a machi ne specialized for high-speed transaction processing, while
the overlay router function could be handl ed by a machine with high
data t hroughput.

A nobil e node woul d start on the rendezvous server hone agent and
stay there if it does route optimzation. However, if the original
hone agent detects that the nobile node is not doing route

optim zation, but instead reverse-tunneling traffic, it could
redirect the nobile node to a honme agent with better data throughput.

3.5. Honme Agent Renunbering

Periodically, a mobility service provider may want to shut-down home
agent services at a set of |Pv6 addresses and bring service back up
at a new set of addresses. Note that this may not involve anything
as conpl ex as | Pv6 network renunbering [ RFC4192]; it may just involve
changi ng the addresses of the hone agents. Wth a signaling nessage,
the service provider could informnobile nodes to | ook for a new home
agent .

4. Hone Agent Switch Message

The Hone Agent Switch nessage is used by the honme agent to signal to
the mobile node that it needs to stop acting as the home agent for
the mobil e node, and that it should acquire a new honme agent. Hone
Agent Switch nessages are sent as described in Section 5.

The nmessage described below follows the Mbility Header format
specified in Section 6.1 of [RFC3775]:

B i s T T i i o S o T Ji I
| Payload Proto | Header Len | MH Type | Reserved |
R e s T o T S R El ok i R e e S S e o o s
+-

Checksum | |
T T o I R e i T S R R |
I

Message Dat a

I T S S S e S S S S S Sup S Sup S S S
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The Hone Agent Switch Message uses the MH Type value (12). Wen this
value is indicated in the MH Type field, the format of the Message
Data field in the Mbility Header is as follows:

0 1 2 3

01234567890123456789012345678901
e T e ik o oI S R B T
| # of Addresses | Reserved |

B i s T T i i o S o T Ji I

+ +

Hone Agent Addresses

T

+— +— +
+— +— +

Mobility Options
+ +
B i s sl o S S S S N i e ik T SEIE TR e Sl R R i S S e e i e i

# of Addresses

An 8-bit unsigned integer indicating the nunber of |Pv6 hone agent
addresses in the nessage. |If set to zero, the nobile node MJST
perform hone agent discovery.

Reserved
An 8-bit field reserved for future use. The value MJST be
initialized to zero by the sender, and MJST be ignored by the
receiver.

Hone Agent Addresses
A list of alternate home agent addresses for the nobile node. The

nunmber of addresses present in the list is indicated by the "# of
Addresses" field in the Home Agent Switch message.
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Mobility Options

A Variable-length field of such Iength that the conplete Mbility
Header is an integer nultiple of 8 octets long. This field
contains zero or nore TLV-encoded nobility options. The encoding
and format of defined options MJST follow the format specified in
Section 6.2 of [RFC3775]. The receiver MJST ignore and skip any
options that it does not understand.

The Bi nding Refresh Advice nobility option defined in Section
6.2.4 of [RFC3775] is valid for the Hone Agent Switch nessage

If no hone agent addresses and no options are present in this
message, no padding is necessary and the Header Len field in the
Mobility Header will be set to zero.

5. Hone Agent Qperation
5.1. Sending Home Agent Switch Messages

When sendi ng a Home Agent Switch nessage, the sending node constructs
the packet as it would any other Mobility Header, except:

o0 The MH Type field MIST be set to (12).

o If alternative home agent addresses are known, the sendi ng hone
agent SHOULD include themin the Iist of suggested alternate
honme agents. The hone agent addresses field should be
constructed as described in Section 10.5.1 of [RFC3775], which
wi || random ze addresses of the sane preference in the list.

o The "# of Addresses" field MJUST be filled-in corresponding to
the nunber of hone agent addresses included in the nmessage. |If
no addresses are present, the field MIUST be set to zero,
forcing the nobile node to perform hone agent di scovery by sone
ot her neans.

o If the honme agent is able to continue offering services to the
mobi | e node for some period of tine, it MAY include a Binding
Refresh Advice nobility option indicating the time (in units of
4 seconds) until the binding will be del eted.

The Hone Agent Switch nessage MJUST use the honme agent to nobil e node

| Psec ESP (Encapsul ating Security Payl oad) authentication SA
(Security Association) for integrity protection
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A home agent SHOULD send a Hone Agent Switch nessage when a known
period of unavailability is pending so the nobil e node has sufficient
time to find another suitable hone agent.

The sendi ng node does not need to be the current hone agent for the
mobi | e node, for exanple as described in [hareliability], but it MJST
have a security association with the nmobile node so the nessage is
not rejected. 1In this case, the Hone Agent Switch nessage SHOULD
only contain the address of the home agent sending the nessage in the
Hone Agent Addresses field, which inplies that the nobile node should
switch to using the sender as its new hone agent.

5.2. Retransm ssions

If the home agent does not receive a response fromthe nobile node --
either a Binding Update nessage to delete its hone binding if it is
the current honme agent, or a Binding Update nessage to create a hone
binding if it is not the current hone agent -- then it SHOULD
retransmt the nessage until a response is received. The initia
value for the retransm ssion timer is | N TIAL-HA- SWTCH TI MEOUT.

The retransm ssions by the honme agent MUST use an exponential back-
of f mechanism in which the tineout period is doubl ed upon each
retransm ssion, until either the hone agent gets a response fromthe
mobil e node to delete its binding, or the timeout period reaches the
val ue MAX- HA- SW TCH- TI MEQUT. The home agent MAY continue to send
these nessages at this slower rate indefinitely.

If the honme agent included a Binding Refresh Advice nobility option,
then it SHOULD del ay any retransmissions until at |east one half of

the tine period has expired, or | N TlIAL-HA-SW TCH TI MEQUT, whi chever
val ue is |ess.

5.3. Mbbile Node Errors

If a nobile node does not understand how to process a Honme Agent
Switch nessage, it will send a Binding Error nmessage as described in
Section 6.1.

If a nobile node is unreachable, in other words, it still has a hone
binding with the honme agent after reaching the tineout period of MAX-
HA- SW TCH TI MEQUT, the home agent SHOULD NOT make any concl usi ons
about its status.

In either case, the honme agent SHOULD attenpt to continue providing
services until the lifetinme of the binding expires.
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6

6

Attenpts by the nobile node to extend the binding lifetime with a
Bi ndi ng Update nessage SHOULD be rejected, and a Binding

Acknowl edgenent SHOULD be returned with status value 129
(Administratively prohibited) as specified in Section 6.1.8 of

[ RFC3775] .

Mobi | e Node Operation
1. Receiving Honme Agent Switch Messages

Upon receiving a Home Agent Switch nessage, the Mobility Header MJST
be verified as specified in [RFC3775], specifically:

o0 The Checksum WMH type, Payload Proto, and Header Len fields
MJST neet the requirenents of Section 9.2 of [RFC3775].

0 The packet MJUST be covered by the hone agent to nobil e node
| Psec ESP authentication SA for integrity protection

If the packet is dropped due to the above tests, the receiving node
MJST foll ow the processing rules as Section 9.2 of [RFC3775] defines.
For exanple, it MJST send a Binding Error nmessage with the Status
field set to 2 (unrecognized MH Type value) if it does not support
the nmessage type

Upon recei pt of a Home Agent Switch nessage, the nobile node MJST
stop using its current home agent for services and MJST delete its
hone bi ndi ng by sending a Bi nding Update nessage as described in
Section 11.7.1 of [RFC3775]. This acts as an acknow edgenment of the
Hone Agent Switch nessage. Alternately, if the sender of the nessage
is not the current home agent, sending a Binding Update nmessage to
create a hone binding will act as an acknow edgenent of the Home
Agent Switch nessage. Retransm ssions of Binding Update nessages
MUST use the procedures described in Section 11.8 of [RFC3775].

If a Binding Refresh Advice nobility option is present, the nobile
node MAY delay the deletion of its home binding and continue to use
its current home agent until the calculated tine period has expired.

If the Home Agent Switch nessage contains a |ist of alternate hone
agent addresses, the nobile node SHOULD sel ect a new hone agent as
described in Section 6.2, and establish the necessary |Psec security
associations with the new home agent by whatever neans required as
part of the nobile node/ home agent bootstrapping protocol for the
hone agent’s nobility service provider. |If no alternate honme agent
addresses are included in the list, the nobile node MJIST first
perform hone agent discovery.
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6.2. Selecting a Hone Agent

In nost cases, the hone agent addresses in the Hone Agent Switch
message will be of other hone agents on the hone Iink of the nobile
node (the conputed prefix is the sanme). In this case, the nobile
node SHOULD sel ect a new hone agent fromthe addresses as they are
ordered in the list. |If the first address in the list is unable to
provi de service, then the subsequent addresses in the list should be
tried in-order.

In the case that the hone agent addresses in the Home Agent Switch
message are not all hone agents on the hone |ink of the nobile node
(the conputed prefix is different), the nobile node SHOULD sel ect one
with its hone network prefix first, if available, followed by home
agents with other prefixes. Choosing a honme agent with a different
prefix mght require a change of the home address for the nobile
node, which could cause a | oss of connectivity for any connections
usi ng the current hone address.

7. Operational Considerations

Thi s docunent does not specify how an operator m ght use the Hone
Agent Switch nessage in its network. However, the follow ng
requirenents are placed on its usage

o0 The use of this nessage needs to take into account possible
si gnal i ng overhead, congestion, |oad fromthe mechanismitself,
and the resulting registration to another home agent. A hone
agent may provide service for thousands, if not nmllions, of
mobi | e nodes. Carel ess application of the Home Agent Switch
message may cause the new hone agent, or sone other parts of
the network, to suffer. As a result, it is REQUJ RED t hat
applications of this nmessage either enploy a feedback | oop
bet ween resources of the new home agent and the sendi ng of
addi ti onal Home Agent Switch nessages, or apply a maxi numrate
at which nobil e nodes can be inforned of the switch that is far
bel ow t he desi gnated capacity of new registrations that the set
of home agents can process. |If no other information is
avail able, this maxi mumrate should default to MAX- HA- SW TCH
TRANSM T- RATE

o In general, swtching the home agent of a nobile node shoul d
only be done when absolutely necessary, since it mght cause a
service disruption if the switch to a new honme agent fails, the
new honme agent is itself under an overload condition, or the
net wor k connection of the new honme agent is congested.
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8.

10.

Similarly, the path characteristics via the new home agent may
be different, which nmay cause tenporary difficulties for end-
to-end transport | ayer operation.

o |If this nessage is being used for |oad-bal anci ng between a set
of home agents, they should all be configured with the sanme set
of prefixes so a hone agent switch does not require a change of
the hone address for a nobile node. That operation is NOT
RECOMVENDED and shoul d be avoi ded.

Pr ot ocol Constants

I NI TI AL- HA- SW TCH- TI MEQUT 5 seconds
MAX- HA- SW TCH- TI MEQUT 20 seconds
MAX- HA- SW TCH- TRANSM T- RATE 1 per second

| ANA Consi der ati ons

| ANA has assigned a new Mobility Header type for the foll owi ng new
message described in Section 4:

(12) Hone Agent Switch nessage
Security Considerations

As with other messages in [ RFC3775], the Home Agent Switch nmessage
MJST use the hone agent to nobile node ESP encryption SA for
confidentiality protection, and MJST use the hone agent to nobile
node ESP authentication SA for integrity protection.

The Hone Agent Switch nessage MAY use the | Psec ESP SA in place for
Bi ndi ng Updates and Acknow edgenents, as specified in Section 5.1 of
[ RFC3775], in order to reduce the nunber of configured security

associations. This also gives the nessage authenticity protection.

Sone operators nay not want to reveal the list of home agents to on-
path listeners. In such a case, the Home Agent Switch nmessage shoul d
use the hone agent to nobile node | Psec ESP encryption SA for
confidentiality protection.
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