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I nformati on Base (M B)

it describes objects used for managi ng mul ticast
i ndependent of the specific nulticast protocol (s) in use.
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1. Introduction

This M B describes objects used for managing IP nulticast function,
including IP nmulticast routing. These objects are independent of the
specific nulticast routing protocol in use. Mnaged objects specific
to particular multicast protocols are defined el sewhere.

1.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. History

Thi s docunent obsol etes [ RFC2932]. The M B nodul e defined by this
docunent is a re-working of the MB nodule from[RFC2932], with
changes that include the follow ng:

o This MB nodul e includes support for |Pv6 addressing and the | Pv6
scoped address architecture. [RFC2932] supported only I|Pv4.

o This MB nodule allows several multicast protocols to perform
routing on a single interface, where [ RFC2932] assuned each
interface supported at nost one multicast routing protocol
Mul ticast routing protocols are now per-route, see
i pMcast Rout ePr ot ocol .

o This MB nodul e includes objects that are not specific to
mul ticast routing. It allows managenent of nulticast function on
systens that do not performrouting, whereas [ RFC2932] was
restricted to multicast routing.

o This MB nodule includes a table of Source-Specific Milticast
(SSM address ranges to which SSM senmantics [ RFC3569] shoul d be
appl i ed.

o This MB nodule includes a table of |ocal applications that are
recei ving mul ti cast dat a.

o This MB nodul e includes a table of multicast scope zones.
3. The Internet-Standard Managenment Franmewor k
For a detail ed overview of the docunents that describe the current

I nt ernet - Standard Managenent Framework, please refer to section 7 of
[ RFC3410] .
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Managed objects are accessed via a virtual information store, terned
the Managenent Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenment Protocol (SNWVP).
ohjects in the MB are defined using the nechanisns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
modul e that is conpliant to the SMv2, which is described in STD 58,
([ RFC2578], [RFC2579] and [ RFC2580]).

4. OQverview

This M B nodul e contains two scalars and ei ght tables. The tables
are:

1. The IP Multicast Interface Table, which contains nulticast
information specific to interfaces.

2. The IP Miulticast SSM Range Tabl e, which contains one row per
range of nulticast group addresses to which Source- Specific
Mul ticast semantics [ RFC3569] shoul d be appli ed.

3. The IP Milticast Route Table, which contains multicast routing
information for | P datagrans sent by particular sources to the IP
mul ticast groups known to a system

4. The IP Milticast Routing Next Hop Tabl e, which contains
i nformati on about next-hops for the routing of IP multicast
datagranms. Each entry is one of a |list of next-hops on outgoing
interfaces for particular sources sending to a particular
mul ticast group address.

5. The IP Milticast Scope Boundary Tabl e, which contains the
boundaries configured for multicast scopes [ RFC2365].

6. The IP Miulticast Scope Nane Tabl e, which contains human-readabl e
nanes for nulticast scopes.

7. The IP Multicast Local Listener Table, which contains identifiers
for local applications that are receiving nulticast data.

8. The IP Milticast Zone Table, which contains an entry for each
scope zone known to a system and nmaps each zone to the nulticast
address range that is the correspondi ng scope.

This M B npodul e uses textual conventions defined in the |IF-MB
[ RFC2863], the | NET- ADDRESS-M B [ RFC4001] and the | ANA- RTPROTO M B.
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5.

6.

| MPORTed M B Modul es and REFERENCE Cl auses

The M B nodul es defined in this docunent | MPORTs definitions
normatively fromthe followi ng MB nodul es, beyond [ RFC2578],

[ RFC2579], and [ RFC2580]: HCNUM TC [ RFC2856], |F-M B [ RFC2863], | ANA-
RTPROTO- M B, SNWP- FRAMEWORK- M B [ RFC3411], | NET- ADDRESS- M B

[ RFC4001], and LANGTAG TC-M B [ RFC5131].

This M B nodul e al so i ncl udes REFERENCE cl auses that nmake normative
references to Administratively Scoped IP Milticast [ RFC2365],

Uni cast - Prefi x-based | Pv6 Milticast Addresses [RFC3306], |Pv6 Scoped
Address Architecture [ RFC4007], and | Pv6 Addressing Architecture

[ RFC4291] .

Finally, this MB nodul e makes informative references to several RFCs
in the text of DESCRI PTION cl auses, including sysAppl M B [ RFC2287],

| P-M B [ RFC4293], Source-Specific Milticast [ RFC3569], Protocol

I ndependent Ml ti cast-Sparse Mdde version 2 (PIM SW2) Protocol

Speci fication [ RFC4601], Bidirectional Protocol |ndependent Milticast
(BIDIR-PIM [RFC5015], and Tags for ldentifying Languages [ RFC4646].

Definitions

| PMCAST-M B DEFINITIONS ::= BEG N

I MPORTS

MODULE- | DENTI TY, OBJECT- TYPE,
m b-2, Unsigned32, Counter64,

Gauge32, Ti nmeTicks FROM SNWPv2- SM -- [ RFC2578]
RowSt at us, Trut hVal ue,

St orageType, Ti neStanp FROM SNVPv2- TC -- [ RFC2579]
MODUL E- COVPLI ANCE, OBJECT- GROUP FROM SNWVPv2- CONF -- [ RFC2580]
Count er BasedGauge64 FROM HCNUM TC -- [ RFC2856]
I nterfacel ndexOr Zer o,

I nterfacel ndex FROM | F-M B -- [ RFC2863]
| ANAI pRout ePr ot ocol ,

I ANAi pMRout ePr ot ocol FROM | ANA- RTPROTO- M B

SnpAdmi nStri ng FROM SNWVP- FRAMEWORK- M B -- [ RFC3411]

I net Addr ess, | net AddressType,

I net Addr essPrefi xLengt h,

I net Zonel ndex, | net Versi on FROM | NET- ADDRESS-M B -- [ RFC4001]
LangTag FROM LANGTAG TC- M B; -- [ RFC5131]

i pMcast M B MODULE- | DENTI TY

LAST- UPDATED "200711090000Z" -- 9 Novenber 2007
ORGANI ZATI ON " | ETF MBONE Depl oynent (MBONED) Worki ng G oup”
CONTACT- | NFO "Davi d MWl ter

Data Connection Limted
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DESCRI PTI ON
"The M B nodul e for managenent of |P Milticast, including
mul ticast routing, data forwarding, and data reception.

| P MCAST M B Decenber 2007

100 Church Street
Enfield, EN2 6BQ

UK

Phone: +44 208 366 1177

EMai | : dncw@lat aconnecti on. com
Dave Thal er

M crosoft Corporation
One M crosoft Wy
Rednmond, WA 98052- 6399
us

Phone: +1 425 703 8835
EMai | : dt hal er @t hal er. m crosoft.com

Andr ew Kessl er
Cisco Systens

425 E. Tasnman Drive
San Jose, CA 95134
us

Phone: +1 408 526 5139
EMai | : kessl er @i sco. cont'

Copyright (C The IETF Trust (2007). This version of this

M B nodule is part of RFC 5132;
| egal

REVI SI ON
DESCRI PTI ON

Mewal ter,

et al.

see the RFC itself for full
notices."

"200711090000Z" -- 9 Novenber 2007

"Initial version, published as RFC 5132.

This M B npdul e obsol etes | PMROUTE- STD-M B defi ned by
[ RFC2932]. Changes include the foll ow ng:

o This MB nodul e includes support for |IPv6 addressing

and the I Pv6 scoped address architecture. [RFC2932]
supported only | Pv4,

o This MB nodule allows several multicast protocols
to performrouting on a single interface, where
[ RFC2932] assuned each interface supported at nost
one nulticast routing protocol. Milticast routing
protocol s are now per-route, see
i pMcast Rout ePr ot ocol .
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o This MB nodul e includes objects that are not
specific to nmulticast routing. It allows managenent
of multicast function on systens that do not perform
routing, whereas [ RFC2932] was restricted to
mul ticast routing.

o This MB nodul e includes a table of Source-Specific
Mul ticast (SSM address ranges to which SSM
semanti cs [ RFC3569] shoul d be appli ed.

o This MB nodule includes a table of |ocal
applications that are receiving nulticast data.

o This MB nodule includes a table of multicast scope
zones. "
::={ mb-2 168 }

-- Top-level structure of the MB

i pMcast OBJECT IDENTIFIER ::={ ipMastMB 1 }
i pMcast Enabl ed OBJECT- TYPE
SYNTAX Tr ut hVval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"The enabl ed status of IP Miulticast function on this
system

The storage type of this object is determ ned by
i pMcast Devi ceConfi gSt or ageType. "
;= { ipMast 1}

i pMcast Rout eEnt r yCount OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The nunber of rows in the ipMastRouteTable. This can be
used to check for multicast routing activity, and to nonitor
the multicast routing table size."

:={ ipMast 2}

i pMcast Devi ceConfi gSt orageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-wite
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STATUS current

DESCRI PTI ON
"The storage type used for the global IP multicast
configuration of this device, conprised of the objects
|listed below. If this storage type takes the val ue
"permanent’, wite-access to the |isted objects need not be
al | owned.

The obj ects described by this storage type are:
i pMcast Enabl ed. "

DEFVAL { nonVol atile }
o= { ipMast 11 }

-- The Multicast Interface Tabl e

i pMcast I nterfaceTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | pMastinterfaceEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The (conceptual) table used to manage the nulticast
protocol active on an interface."
:={ ipMast 3}

i pMcastInterfaceEntry OBJECT- TYPE
SYNTAX | pMcastInterfaceEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry (conceptual row) containing the multicast protocol
information for a particular interface.

Per-interface nulticast forwarding statistics are al so
available in iplfStatsTable."
REFERENCE " RFC 4293 i pl f St at sTabl e"
I NDEX { ipMastlInterfacel PVersion,
i pMcast I nterfacel flndex }
::={ ipMastinterfaceTable 1 }

| pMcastInterfaceEntry ::= SEQUENCE {
i pMcast I nterfacel PVersion | net Ver si on,
i pMcast I nterfacel flndex I nt erfacel ndex,
i pMcastInterfaceTtl Unsi gned32,
i pMcastInterfaceRateLimt Unsi gned32,
i pMcast I nterfaceSt orageType St or ageType
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i pMcast I nt erfacel PVersi on OBJECT- TYPE
SYNTAX | net Ver si on
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The | P version of this row"
::={ ipMastinterfaceEntry 1 }

i pMcast I nterfacel fl ndex OBJECT- TYPE

SYNTAX I nterfacel ndex
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"The index value that uniquely identifies the interface to
which this entry is applicable. The interface identified by
a particular value of this index is the sane interface as
identified by the sane value of the IFFMB s iflndex."

.= { ipMastinterfaceEntry 2 }

i pMcastInterfaceTt] OBJECT- TYPE

SYNTAX Unsi gned32 (0..256)

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"The datagram Tinme to Live (TTL) threshold for the
interface. Any IP nmulticast datagrans with a TTL (I Pv4) or
Hop Limt (1Pv6) less than this threshold will not be
forwarded out the interface. The default value of 0 neans
all nulticast packets are forwarded out the interface. A
val ue of 256 neans that no nulticast packets are forwarded
out the interface."

DEFVAL { 0}

::={ ipMastinterfaceEntry 3 }

i pMcast I nterfaceRateLi mt OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"The rate-limt, in kilobits per second, of forwarded
mul ticast traffic on the interface. A rate-limt of O
indicates that no rate linmting is done."

DEFVAL {0}

::={ ipMastinterfaceEntry 4 }

i pMcast I nterfaceSt orageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-wite
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STATUS current
DESCRI PTI ON
"The storage type for this row Rows having the val ue
"permanent’ need not allow wite-access to any col umar
objects in the row"
DEFVAL { nonVol atile }
::={ ipMastinterfaceEntry 5 }

-- The SSM Range Tabl e

i pMcast SsmRangeTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | pMcast SsnmRangeEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table is used to create and rmanage the range(s) of
group addresses to which SSM semantics shoul d be applied.”
REFERENCE " RFC 3569"
:={ ipMast 4}

i pMcast SsnRangeEntry OBJECT- TYPE
SYNTAX | pMcast SsnRangeEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry (conceptual row) containing a range of group
addresses to which SSM senantics shoul d be appli ed.

oject Identifiers (ODs) are limted to 128
sub-identifiers, but this limt is not enforced by the
syntax of this entry. |In practice, this does not present
a problem because | P address types allowed by confornmance
statements do not exceed this linmt."
REFERENCE " RFC 3569"
I NDEX { i pMast SsnRangeAddr essType,
i pMcast SsmRangeAddr ess,
i pMcast SsnRangePr efi xLengt h }
::={ ipMast SsnRangeTable 1 }

| pMcast SsnmRangeEntry :: = SEQUENCE ({
i pMcast SsmRangeAddr essType | net Addr essType,
i pMcast SsmRangeAddr ess | net Addr ess,
i pMcast SsnmRangePr efi xLength | net Addr essPrefi xLengt h,
i pMcast SsnmRangeRowsSt at us RowSt at us,

i pMcast SsnmRangeSt or ageType St or ageType
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i pMcast SsmRangeAddr essType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The address type of the nulticast group prefix."
::={ ipMast SsnRangeEntry 1 }

i pMcast SsmRangeAddr ess OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The mul ticast group address which, when conbined with

i pMcast SsnRangePr ef i xLength, gives the group prefix for this

SSM range. The | net AddressType i s given by
i pMcast SsnRangeAddr essType.

Thi s address object is only significant up to
i pMcast SsnmRangePrefi xLength bits. The renai ni ng address

bits are set to zero. This is especially inportant for this
index field, which is part of the index of this entry. Any

non-zero bits would signify an entirely different entry.

For | Pv6 SSM address ranges, only ranges prefixed by

FF3x::/16 are permitted, where 'x’ is a valid IPv6 RFC 4291
mul ti cast address scope. The syntax of the address range is

gi ven by RFC 3306, Sections 4 and 7

For addresses of type ipvdz or ipv6z, the appended zone
index is significant even though it lies beyond the prefix
Il ength. The use of these address types indicate that this
SSM range entry applies only within the given zone. Zone
index zero is not valid in this table.

If non-gl obal scope SSMrange entries are present, then
consi stent ipMastBoundaryTable entries are required on
routers at the zone boundary."

REFERENCE " RFC 2365, RFC 4291 Section 2.7, RFC 3306 Sections 4, 6,
and 7"

::={ ipMast SsnRangeEntry 2 }

i pMcast SsmRangePr ef i xLengt h OBJECT- TYPE
SYNTAX I net Addr essPrefi xLength
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The length in bits of the mask which, when conbined with

McWal ter, et al. St andards Track [ Page 10]
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i pMcast SsnRangeAddr ess, gives the group prefix for this SSM
range.

The 1 net AddressType is given by i pMast SsnRangeAddr essType.
For values 'ipv4' and 'ipv4z', this object nust be in the
range 4..32. For values 'ipv6' and 'ipv6z', this object
must be in the range 8..128."

REFERENCE " RFC 2365, RFC 4291 Section 2.7, RFC 3306 Sections 4, 6,
and 7"

::={ ipMast SsnRangeEntry 3 }

i pMcast SsnRangeRowSt at us OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The status of this row, by which rows in this table can
be created and destroyed.

This status object can be set to active(l) wi thout setting
any other colummar objects in this entry.

Al witeable objects in this entry can be nodified when the
status of this entry is active(1)."
::={ ipMast SsnRangeEntry 4 }

i pMcast SsmRangeSt or ageType OBJECT- TYPE

SYNTAX St or ageType

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The storage type for this row Rows having the val ue
"permanent’ need not allow wite-access to any col umar
objects in the row"

DEFVAL { nonVol atile }
.= { ipMast SsnRangeEntry 5 }

-- The IP Milticast Routing Table

i pMcast Rout eTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | pMcast Rout eEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The (conceptual) table containing nmulticast routing
information for | P datagrans sent by particul ar sources
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| pMcast Rout eEntry ::

Mewal ter,

| P MCAST M B

to the IP multicast groups known to this router."

:={ ipMast 5}

i pMcast Rout eEntry OBJECT- TYPE

row) containing the nulticast
| P datagrans froma particul ar source and

Decenber 2007

routing

I P multicast group address.

but this limt
In practi ce,
this does not present a problem because |IP address types

al | oned by confornance statenments do not exceed this limt."

SYNTAX | pMcast Rout eEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry (conceptual
i nformation for
addressed to a particul ar
ODs are limted to 128 sub-identifiers,
is not enforced by the syntax of this entry.
I NDEX { i pMast Rout eG oupAddr essType,

i pMcast Rout eG oup,

i pMcast Rout eG- oupPr ef i xLengt h,
i pMcast Rout eSour ceAddr essType,

i pMcast Rout eSour ce,

i pMcast Rout eSour cePrefi xLength }

::={ ipMastRouteTable 1}

= SEQUENCE {

i pMcast Rout eG oupAddr essType

i pMcast Rout eG oup

i pMcast Rout eGr oupPr efi xLength

i pMcast Rout eSour ceAddr essType

i pMcast Rout eSour ce

i pMcast Rout eSour cePr efi xLengt h

i pMcast Rout eUpst r eamNei ghbor Type
i pMcast Rout eUpst r eamNei ghbor

i pMcast Rout el nl f | ndex

i pMcast Rout eTi neSt anp

i pMcast Rout eExpi ryTi ne

i pMcast Rout ePr ot ocol

i pMcast Rout eRt Pr ot ocol

i pMcast Rout eRt Addr essType

i pMcast Rout eRt Addr ess

i pMcast Rout eRt Prefi xLengt h

i pMcast Rout eRt Type

i pMcast Rout eCct et s

i pMcast Rout ePkt s

i pMcast Rout eTt | DropCct et s

i pMcast Rout eTt | Dr opPacket s

i pMcast RouteDi fferentlnlfCctets
i pMcast Rout eDi fferent | nl fPackets

et al. St andar ds

| net Addr essType,

I net Addr ess,

I net Addr essPrefi xLengt h,
| net Addr essType,

| net Addr ess,

I net Addr essPrefi xLengt h,
| net Addr essType,

I net Addr ess,

I nterfacel ndexOr Zer o,

Ti meSt anp,

Ti meTi cks,

I ANAi pMRout ePr ot ocol

I ANAI pRout ePr ot ocol

I net Addr essType,

| net Addr ess,

I net Addr essPrefi xLengt h,
| NTEGER

Count er 64,

Count er 64,

Count er 64,

Count er 64,

Count er 64,

Count er 64,

Tr ack
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i pMcast Rout eBps Count er BasedGauge64
}

i pMcast Rout eG oupAddr essType OBJECT- TYPE

SYNTAX | net Addr essType

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"A value indicating the address famly of the address
contained in i pMcast Rout eGoup. Legal val ues correspond to
the subset of address families for which nulticast
forwarding is supported."

::={ ipMastRouteEntry 1 }

i pMcast Rout eG oup OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The I P multicast group address which, when conbined with
the correspondi ng val ue specified in
i pMcast Rout eGr oupPrefi xLength, identifies the groups for
which this entry contains nulticast routing information.

Thi s address object is only significant up to

i pMcast Rout eG oupPrefi xLength bits. The renai ni ng address
bits are set to zero. This is especially inportant for this
index field, which is part of the index of this entry. Any
non-zero bits would signify an entirely different entry.

For addresses of type ipv4z or ipv6z, the appended zone
index is significant even though it |ies beyond the prefix
Il ength. The use of these address types indicate that this
forwarding state applies only within the given zone. Zone
index zero is not valid in this table."

::={ ipMastRouteEntry 2 }

i pMcast Rout eG oupPr ef i xLengt h OBJECT- TYPE

SYNTAX I net Addr essPrefi xLength

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The length in bits of the mask which, when conbined with
the correspondi ng val ue of ipMastRouteG oup, identifies the
groups for which this entry contains nulticast routing
i nfornation.

The | net AddressType is given by

McWal ter, et al. St andards Track [ Page 13]
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i pMcast Rout eG oupAddr essType. For val ues 'ipv4 and
"ipvdz', this object must be in the range 4..32. For val ues
"ipve’ and 'ipv6z’, this object nust be in the range
8..128."

::={ ipMastRouteEntry 3}

i pMcast Rout eSour ceAddr essType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A value indicating the address fanm |y of the address
contai ned in i pMcast Rout eSour ce.

A val ue of unknown(0) indicates a non-source-specific entry,
corresponding to all sources in the group. Oherw se, the
val ue MUST be the sane as the val ue of
i pMcast Rout eGr oupType. "

::={ ipMastRouteEntry 4 }

i pMcast Rout eSour ce OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The network address which, when conbined with the
correspondi ng val ue of i pMastRout eSourcePrefixLength,
identifies the sources for which this entry contains
mul ticast routing infornation.

This address object is only significant up to

i pMcast Rout eSour cePrefi xLength bits. The remaini ng address
bits are set to zero. This is especially inportant for this
index field, which is part of the index of this entry. Any
non-zero bits would signify an entirely different entry.

For addresses of type ipv4z or ipv6z, the appended zone
index is significant even though it |ies beyond the prefix
Il ength. The use of these address types indicate that this
source address applies only within the given zone. Zone
index zero is not valid in this table."

::={ ipMastRouteEntry 5 }

i pMcast Rout eSour cePr ef i xLengt h OBJECT- TYPE
SYNTAX I net Addr essPrefi xLength
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

McWal ter, et al. St andards Track [ Page 14]



RFC 5132 | P MCAST M B Decenber 2007

"The length in bits of the mask which, when conbined with
the correspondi ng val ue of ipMastRouteSource, identifies
the sources for which this entry contains nulticast routing
i nfornation.

The | net AddressType is given by

i pMcast Rout eSour ceAddr essType. For the val ue 'unknown’,

this object nmust be zero. For values 'ipv4 and ’ipvdz',

this object nmust be in the range 4..32. For values ’ipv6’

and 'ipv6z', this object nust be in the range 8..128."
::={ ipMastRouteEntry 6 }

i pMcast Rout eUpst r eamNei ghbor Type OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"A value indicating the address fanm |y of the address
contai ned i n i pMcast Rout eUpst reanNei ghbor .

An address type of unknown(0) indicates that the upstream
nei ghbor is unknown, for exanple in BIDDR-PIM"

REFERENCE " RFC 5015"

::={ ipMastRouteEntry 7 }

i pMcast Rout eUpst r eamNei ghbor OBJECT- TYPE

SYNTAX I net Addr ess

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"The address of the upstream nei ghbor (for exanple, RPF
nei ghbor) from which I P datagranms fromthese sources to
this multicast address are received."”

::={ ipMastRouteEntry 8 }

i pMcast Rout el nl f I ndex OBJECT- TYPE

SYNTAX I nterfacel ndexOr Zer o

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The value of iflndex for the interface on which IP
dat agranms sent by these sources to this nulticast address
are received. A value of 0 indicates that datagrans are not
subject to an incomng interface check, but may be accepted
on multiple interfaces (for exanple, in BIBDRPIM."

REFERENCE " RFC 5015"

::={ ipMastRouteEntry 9 }

McWal ter, et al. St andards Track [ Page 15]



RFC 5132 | P MCAST M B Decenber 2007

i pMcast Rout eTi meSt anp OBJECT- TYPE

SYNTAX Ti meSt anmp

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The val ue of sysUpTinme at which the nulticast routing
i nformati on represented by this entry was | earned by the
router.

If this infornmati on was present at the nbst recent re-
initialization of the |ocal nanagenent subsystem then this
obj ect contains a zero value."

::={ ipMastRouteEntry 10 }

i pMcast Rout eExpi ryTi ne OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The m ni num anount of time remaining before this entry wll
be aged out. The value O indicates that the entry is not
subject to aging. |If ipMastRouteNextHopState is pruned(1),
this object represents the renmaining tine until the prune
expires. |If this timer expires, state reverts to
forwarding(2). Oherwi se, this object represents the tine
until this entry is renmoved fromthe table.”

:={ ipMastRouteEntry 11 }

i pMcast Rout ePr ot ocol OBJECT- TYPE

SYNTAX I ANAi pMRout ePr ot ocol

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The nmulticast routing protocol via which this multicast
forwarding entry was | earned.”

.= { ipMastRouteEntry 12 }

i pMcast Rout eRt Pr ot ocol OBJECT- TYPE

SYNTAX I ANAI pRout ePr ot ocol

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"The routing mechani smvia which the route used to find the
upstream or parent interface for this nmulticast forwarding
entry was | earned.”

::={ ipMastRouteEntry 13 }

i pMcast Rout eRt Addr essType OBJECT- TYPE
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SYNTAX | net Addr essType

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"A value indicating the address famly of the address
contained in i pMast Rout eRt Addr ess. "

:={ ipMastRouteEntry 14 }

i pMcast Rout eRt Addr ess OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The address portion of the route used to find the upstream
or parent interface for this nmulticast forwarding entry.

This address object is only significant up to
i pMcast Rout eRt Prefi xLength bits. The remai ning address bits
are set to zero.

For addresses of type ipv4z or ipv6z, the appended zone
index is significant even though it |ies beyond the prefix
I ength. The use of these address types indicate that this
forwarding state applies only within the given zone. Zone
index zero is not valid in this table.”

:={ ipMastRouteEntry 15 }

i pMcast Rout eRt Pref i xLengt h OBJECT- TYPE

SYNTAX I net Addr essPrefi xLength

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The length in bits of the nask associated with the route
used to find the upstreamor parent interface for this
mul ticast forwarding entry.

The | net AddressType is given by ipMast Rout eRt Addr essType.
For values 'ipv4’ and 'ipv4z', this object nmust be in the
range 4..32. For values ’ipv6’ and 'ipv6z', this object
must be in the range 8..128."

::={ ipMastRouteEntry 16 }

i pMcast Rout eRt Type OBJECT- TYPE

SYNTAX | NTEGER {
uni cast (1), ~-- Unicast route used in nulticast RIB
multicast (2) -- Miulticast route

}
MAX- ACCESS r ead- onl y
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STATUS current

DESCRI PTI ON
"The reason the given route was placed in the (logical)
mul ticast Routing Information Base (RIB). A value of
uni cast neans that the route would nornmally be placed only
in the unicast RIB, but was placed in the nulticast R B
due (instead or in addition) to |ocal configuration, such as
when running PIMover RIP. A value of multicast nmeans that
the route was explicitly added to the nmulticast RIB by the
routing protocol, such as the Distance Vector Milticast
Routing Protocol (DVMRP) or Miltiprotocol BGP."

.= { ipMastRouteEntry 17 }

i pMcast Rout eCct et s OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of octets contained in | P datagrans that were
received fromthese sources and addressed to this multicast
group address, and which were forwarded by this router.

Di scontinuities in this nonotonically increasing val ue
occur at re-initialization of the managenent system
Di scontinuities can al so occur as a result of routes being
renoved and replaced, which can be detected by observing
the val ue of ipMastRouteTi neStanp. "

::={ ipMastRouteEntry 18 }

i pMcast Rout ePkt s OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of packets routed using this nulticast route
entry.

Di scontinuities in this nmonotonically increasing val ue
occur at re-initialization of the managenent system
Di scontinuities can also occur as a result of routes being
renoved and replaced, which can be detected by observing
the val ue of ipMastRouteTi meStanp."

:={ ipMastRouteEntry 19 }

i pMcast Rout eTt | Dr opCct et s OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS r ead- onl y
STATUS current
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DESCRI PTI ON
"The nunber of octets contained in |IP datagranms that this
router has received fromthese sources and addressed to this
mul ti cast group address, which were dropped because the TTL
(I'Pv4) or Hop Limt (l1Pv6) was decrenented to zero, or to a
val ue less than i pMastinterfaceTtl for all next hops.

Di scontinuities in this nmonotonically increasing val ue
occur at re-initialization of the managenent system
Di scontinuities can also occur as a result of routes being
renoved and replaced, which can be detected by observing
the val ue of ipMastRouteTi neStanp."

::={ ipMastRouteEntry 20 }

i pMcast Rout eTt | Dr opPacket s OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The nunber of packets that this router has received from
these sources and addressed to this multicast group address,
whi ch were dropped because the TTL (I Pv4) or Hop Limt
(I Pv6) was decrenented to zero, or to a value |ess than
i pMcastInterfaceTtl for all next hops.

Di scontinuities in this nmonotonically increasing val ue
occur at re-initialization of the managenent system
Di scontinuities can also occur as a result of routes being
renoved and replaced, which can be detected by observing
the val ue of ipMastRouteTi neStanp."

:={ ipMastRouteEntry 21 }

i pMcast Rout eDi fferentl nlfCctets OBIJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"The nunber of octets contained in |IP datagranms that this
router has received fromthese sources and addressed to this
mul ticast group address, which were dropped because they
were received on an unexpected interface.

For RPF checking protocols (such as PIMSM, these packets
arrived on interfaces other than ipMastRoutelnlflndex, and
wer e dropped because of this failed RPF check. (RPF paths
are 'Reverse Path Forwardi ng’ paths; the unicast routes to
the expected origin of multicast data flows).
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O her protocols may drop packets on an incomng interface
check for different reasons (for exanple, BID R PIMperforns
a DF check on receipt of packets). Al packets dropped as a
result of an incomng interface check are counted here.

If this counter increases rapidly, this indicates a problem
A significant quantity of multicast data is arriving at this
router on unexpected interfaces, and is not being forwarded.

For guidance, if the rate of increase of this counter
exceeds 1% of the rate of increase of ipMastRouteCctets,
then there are multicast routing problens that require

i nvestigation.

Di scontinuities in this nmonotonically increasing val ue
occur at re-initialization of the managenent system
Di scontinuities can also occur as a result of routes being
removed and replaced, which can be detected by observing
the val ue of ipMastRouteTi neStanp."

REFERENCE " RFC 4601 and RFC 5015"

2= { ipMastRouteEntry 22 }

i pMcast Rout eDi f f erent | nl f Packet s OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The nunber of packets which this router has received from
these sources and addressed to this multicast group address,
whi ch were dropped because they were received on an
unexpected interface.

For RPF checking protocols (such as PIMSM, these packets
arrived on interfaces other than ipMastRoutelnlflndex, and
wer e dropped because of this failed RPF check. (RPF paths
are 'Reverse Path Forwarding’ path; the unicast routes to
the expected origin of multicast data flows).

O her protocols may drop packets on an incomng interface
check for different reasons (for exanple, BID R PIMperforns
a DF check on receipt of packets). Al packets dropped as a
result of an incomng interface check are counted here.

If this counter increases rapidly, this indicates a problem
A significant quantity of nmulticast data is arriving at this
router on unexpected interfaces, and is not being forwarded.

For guidance, if the rate of increase of this counter
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exceeds 1% of the rate of increase of ipMastRoutePkts, then
there are multicast routing problens that require
i nvestigation.

Di scontinuities in this nonotonically increasing val ue
occur at re-initialization of the managenent system
Di scontinuities can al so occur as a result of routes being
renoved and repl aced, which can be detected by observing
the val ue of ipMastRouteTi neStanp. "

REFERENCE " RFC 4601 and RFC 5015"

::={ ipMastRouteEntry 23 }

i pMcast Rout eBps OBJECT- TYPE

SYNTAX Count er BasedGauge64

UNI TS "bits per second”

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"Bits per second forwarded by this router using this
mul ticast routing entry.

This value is a sanple; it is the nunber of bits forwarded
during the last whole 1 second sanpling period. The val ue
during the current 1 second sanpling period is not nade
availabl e until the period is conpleted.

The quantity being sanpled is the same as that measured by
i pMcast Rout eCctets. The units and the sanpling nethod are
different."

.= { ipMastRouteEntry 24 }

-- The IP Multicast Routing Next Hop Tabl e

i pMcast Rout eNext HopTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | pMcast Rout eNext HopEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The (conceptual) table containing information on the
next - hops on outgoing interfaces for routing I P multicast
datagrans. Each entry is one of a list of next-hops on
outgoing interfaces for particular sources sending to a
particul ar multicast group address.”

:={ ipMast 6 }

i pMcast Rout eNext HopEntry OBJECT- TYPE
SYNTAX | pMcast Rout eNext HopEnt ry
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MAX- ACCESS not - accessi bl e

STATUS

current

DESCRI PTI ON

I NDEX

"An entry (conceptual row) in the list of next-hops on
outgoing interfaces to which IP nulticast datagranms from
particul ar sources to an I P nulticast group address are
rout ed.

ODs are limted to 128 sub-identifiers, but this limt
is not enforced by the syntax of this entry. In practice,
this does not present a problem because |P address types
al | oned by confornance statenments do not exceed this limt."
{ i pMast Rout eNext HopG- oupAddr essType,

i pMcast Rout eNext HopGr oup,

i pMcast Rout eNext HopGr oupPr ef i xLengt h,

i pMcast Rout eNext HopSour ceAddr essType,

i pMcast Rout eNext HopSour ce,

i pMcast Rout eNext HopSour cePr ef i xLengt h,

i pMcast Rout eNext Hopl f | ndex,

i pMcast Rout eNext HopAddr essType,

i pMcast Rout eNext HopAddr ess }

{ i pMast Rout eNext HopTable 1 }

| pMcast Rout eNext HopEntry :: = SEQUENCE {
i pMcast Rout eNext HopGr oupAddr essType
i pMcast Rout eNext HopGr oup
i pMcast Rout eNext HopGr oupPr ef i xLengt h
i pMcast Rout eNext HopSour ceAddr essType
i pMcast Rout eNext HopSour ce
i pMcast Rout eNext HopSour cePr ef i xLengt h
i pMcast Rout eNext Hopl f | ndex
i pMcast Rout eNext HopAddr essType
i pMcast Rout eNext HopAddr ess
i pMcast Rout eNext HopSt at e
i pMcast Rout eNext HopTi neSt anp
i pMcast Rout eNext HopExpi ryTi e
i pMcast Rout eNext HopCl osest Menber Hops
i pMcast Rout eNext HopPr ot ocol
i pMcast Rout eNext HopCct et s
i pMcast Rout eNext HopPkt s

}

i pMcast Rout eNext HopGr oupAddr essType OBJECT-
SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A val ue indicating the address
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| net Addr essType,

| net Addr ess,

I net Addr essPrefi xLengt h,
I net Addr essType,

| net Addr ess,

I net Addr essPrefi xLengt h,
I nt erfacel ndex,

| net Addr essType,

I net Addr ess,

I NTEGER

Ti meSt anp,

Ti meTi cks,

Unsi ghed32,

I ANAi pMRout ePr ot ocol
Count er 64,

Count er 64

TYPE

fam |y of the address
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contai ned in i pMcast Rout eNext HopG-oup. Legal val ues
correspond to the subset of address famlies for which
mul ticast forwarding is supported.”

::= { ipMast Rout eNext HopEntry 1 }

i pMcast Rout eNext HopGr oup OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The I P multicast group address which, when conbined with
the correspondi ng val ue specified in
i pMcast Rout eNext HopGr oupPr ef i xLength, identifies the groups
for which this entry contains multicast forwarding
i nformati on.

This address object is only significant up to

i pMcast Rout eNext HopGr oupPr efi xLength bits. The renmi ning
address bits are set to zero. This is especially inportant
for this index field, which is part of the index of this
entry. Any non-zero bits would signify an entirely
different entry.

For addresses of type ipvdz or ipv6z, the appended zone
index is significant even though it lies beyond the prefix
Il ength. The use of these address types indicate that this
forwarding state applies only within the given zone. Zone
index zero is not valid in this table."

::={ ipMast Rout eNext HopEntry 2 }

i pMcast Rout eNext HopGr oupPr ef i xLengt h OBJECT- TYPE

SYNTAX I net Addr essPrefi xLength

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The length in bits of the mask which, when conbined with
the correspondi ng val ue of ipMastRouteG oup, identifies the
groups for which this entry contains nulticast routing
i nformati on.

The | net AddressType is given by
i pMcast Rout eNext HopGr oupAddr essType. For values 'ipv4' and
"ipv4z’, this object nust be in the range 4..32. For val ues
"ipve’ and 'ipv6z’', this object nust be in the range
8..128."

;.= { ipMast Rout eNext HopEntry 3 }

i pMcast Rout eNext HopSour ceAddr essType OBJECT- TYPE
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| net Addr essType

MAX- ACCESS not - accessi bl e

STATUS

current

DESCRI PTI ON

"A value indicating the address famly of the address
contai ned i n i pMcast Rout eNext HopSour ce.

A val ue of unknown(0) indicates a non-source-specific entry,
corresponding to all sources in the group. Oherw se, the
val ue MUST be the sanme as the val ue of

i pMcast Rout eNext HopGr oupType. "

.= { ipMastRout eNext HopEntry 4 }

i pMcast Rout eNext HopSour ce OBJECT- TYPE

SYNTAX

| net Addr ess

MAX- ACCESS not - accessi bl e

STATUS

current

DESCRI PTI ON

"The network address which, when combined with the
correspondi ng val ue of the nmask specified in

i pMcast Rout eNext HopSour cePref i xLength, identifies the
sources for which this entry specifies a next-hop on an
out goi ng interface.

Thi s address object is only significant up to

i pMcast Rout eNext HopSour cePref i xLength bits. The remaining
address bits are set to zero. This is especially inportant
for this index field, which is part of the index of this
entry. Any non-zero bits would signify an entirely
different entry.

For addresses of type ipvd4z or ipv6z, the appended zone
index is significant even though it |ies beyond the prefix
|l ength. The use of these address types indicate that this
source address applies only within the given zone. Zone
index zero is not valid in this table."

::={ ipMast Rout eNext HopEntry 5 }

i pMcast Rout eNext HopSour cePr ef i xLengt h OBJECT- TYPE

SYNTAX

I net Addr essPrefi xLength

MAX- ACCESS not - accessi bl e

STATUS

current

DESCRI PTI ON

"The length in bits of the mask which, when conbined with
the correspondi ng val ue specified in

i pMcast Rout eNext HopSource, identifies the sources for which
this entry specifies a next-hop on an outgoing interface.
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The | net AddressType is given by
i pMcast Rout eNext HopSour ceAddr essType. For the val ue
"unknown’ , this object nmust be zero. For values ’'ipv4 and
"ipvdz', this object nust be in the range 4..32. For val ues
"ipve’ and 'ipv6z', this object nust be in the range
8..128."

::={ ipMast Rout eNext HopEntry 6 }

i pMcast Rout eNext Hopl f I ndex OBJECT- TYPE

SYNTAX I nterfacel ndex
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"The iflndex value of the interface for the outgoing
interface for this next-hop."
;.= { ipMast Rout eNext HopEntry 7 }

i pMcast Rout eNext HopAddr essType OBJECT- TYPE

SYNTAX I net Addr essType

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"A value indicating the address famly of the address
contai ned in i pMast Rout eNext HopAddr ess. "

::={ ipMast Rout eNext HopEntry 8 }

i pMcast Rout eNext HopAddr ess OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The address of the next-hop specific to this entry. For
most interfaces, this is identical to
i pMcast Rout eNext HopGroup.  Non- Broadcast Ml ti-Access
(NBMA) interfaces, however, nay
have nmul tipl e next-hop addresses out a single outgoing
interface."

::={ ipMast Rout eNext HopEntry 9 }

i pMcast Rout eNext HopSt at e OBJECT- TYPE

SYNTAX | NTEGCER { pruned(1), forwarding(2) }

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"An indication of whether the outgoing interface and next-
hop represented by this entry is currently being used to
forward | P datagrans. The value 'forwarding indicates it
is currently being used; the value 'pruned’ indicates it is
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not . "
::={ ipMast Rout eNext HopEntry 10 }

i pMcast Rout eNext HopTi meSt anp OBJECT- TYPE

SYNTAX Ti meSt anp

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The val ue of sysUpTinme at which the nulticast routing
information represented by this entry was | earned by the
router.

If this informati on was present at the npbst recent re-
initialization of the |ocal nmanagement subsystem then this
obj ect contains a zero value."

::= { ipMast Rout eNext HopEntry 11 }

i pMcast Rout eNext HopExpi ryTi me OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The m ni num anount of time renmaining before this entry wll
be aged out. |f ipMastRouteNextHopState is pruned(1l), the
remaining tine until the prune expires and the state reverts
to forwarding(2). Oherwise, the remaining time until this
entry is renoved fromthe table. The tine remaining may be
copied fromipMast RouteExpiryTine if the protocol in use
for this entry does not specify next-hop tinmers. The val ue
0 indicates that the entry is not subject to aging."

::={ ipMast Rout eNext HopEntry 12 }

i pMcast Rout eNext HopCl osest Menber Hops OBJECT- TYPE

SYNTAX Unsi gned32 (0..256)

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"The m ni num nunber of hops between this router and any
menber of this IP nmulticast group reached via this next-hop
on this outgoing interface. Any IP nulticast datagrans for
the group that have a TTL (I1Pv4) or Hop Count (IPv6) I|ess
than this nunber of hops will not be forwarded to this
next - hop.

A value of 0 neans all mnulticast datagrans are forwarded out
the interface. A value of 256 neans that no nulticast
datagrans are forwarded out the interface.
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This is an optim zation applied by nulticast routing

protocols that explicitly track hop counts to downstream

listeners. Milticast protocols that are not aware of hop

counts to downstream |listeners set this object to 0."
::={ ipMast Rout eNext HopEntry 13 }

i pMcast Rout eNext HopPr ot ocol OBJECT- TYPE
SYNTAX I ANAi pMRout ePr ot ocol
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The routing mechani smvia which this next-hop was |earned."
::={ ipMast Rout eNext HopEntry 14 }

i pMcast Rout eNext HopCct et s OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The number of octets of nulticast packets that have been
forwarded using this route.

Di scontinuities in this nonotonically increasing val ue
occur at re-initialization of the managenent system
Di scontinuities can al so occur as a result of routes being
renoved and replaced, which can be detected by observing
the val ue of i pMast Rout eNext HopTi neSt anp. "

::= { ipMast Rout eNext HopEntry 15 }

i pMcast Rout eNext HopPkt s OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of packets which have been forwarded using this
route.

Di scontinuities in this nmonotonically increasing val ue
occur at re-initialization of the managenent system
Di scontinuities can also occur as a result of routes being
renoved and replaced, which can be detected by observing
the val ue of ipMast Rout eNext HopTi neStanp. "

::={ ipMast Rout eNext HopEntry 16 }

-- The IP Milticast Scope Boundary Tabl e
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i pMcast Boundar yTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | pMcast Boundar yEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The (conceptual) table listing the system s multicast scope
zone boundaries."

REFERENCE " RFC 4007 Section 5"

:={ ipMast 7}

i pMcast Boundar yEntry OBJECT- TYPE
SYNTAX | pMcast Boundar yEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry (conceptual row) describing one of this device's
mul ti cast scope zone boundari es.

ODs are limted to 128 sub-identifiers, but this lint
is not enforced by the syntax of this entry. In practice,
this does not present a problem because |IP address types
al | oned by confornance statenments do not exceed this limt."
REFERENCE " RFC 2365 Section 5, RFC 4007 Section 5"
| NDEX { i pMcast Boundaryl f | ndex,
i pMcast Boundar yAddr essType,
i pMcast Boundar yAddr ess,
i pMcast Boundar yAddr essPrefi xLength }
::={ ipMastBoundaryTable 1 }

| pMcast BoundaryEntry ::= SEQUENCE {
i pMcast Boundaryl f | ndex I nt erfacel ndex,
i pMcast Boundar yAddr essType | net Addr essType,
i pMcast Boundar yAddr ess I net Addr ess,
i pMcast Boundar yAddr essPrefi xLength | net AddressPrefi xLength,
i pMcast Boundar yTi neSt anp Ti meSt anp,
i pMcast Boundar yDr oppedMcast Cct et s Count er 64,
i pMcast Boundar yDr oppedMcast Pkt s Count er 64,
i pMcast Boundar ySt at us RowSt at us,
i pMcast Boundar ySt or ageType St or ageType
}
i pMcast Boundaryl f | ndex OBJECT- TYPE
SYNTAX I nterfacel ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The I flndex value for the interface to which this boundary
applies. Packets with a destination address in the
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associ at ed address/ nmask range will not be forwarded over
this interface.

For | Pv4, zone boundaries cut through links. Therefore,
this is an external interface. This nmay be either a
physical or virtual interface (tunnel, encapsul ation, and
so forth.)

For 1Pv6, zone boundaries cut through nodes. Therefore,
this is a virtual interface within the node. This is not
an external interface, either real or virtual. Packets
crossing this interface neither arrive at nor |eave the
node, but only nove between zones within the node."
REFERENCE " RFC 2365 Section 5, RFC 4007 Section 5"
::={ ipMastBoundaryEntry 1 }

i pMcast Boundar yAddr essType OBJECT- TYPE

SYNTAX | net Addr essType

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"A value indicating the address famly of the address
contai ned in i pMcast Boundar yAddress. Legal val ues
correspond to the subset of address families for which
mul ticast forwarding is supported."”

::={ ipMastBoundaryEntry 2 }

i pMcast Boundar yAddr ess OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The group address which, when conbined with the
correspondi ng val ue of ipMastBoundaryAddressPrefi xLengt h,
identifies the group range for which the scoped boundary
exi sts. Scoped |Pv4 multicast address ranges nust be
prefixed by 239.0.0.0/8. Scoped |IPv6 nulticast address
ranges are FFOx::/16, where x is a valid RFC 4291 mul ti cast
scope.

An | Pv6 address prefixed by FF1x::/16 is a non-pernanently-
assigned address. An | Pv6 address prefixed by FF3x::/16 is
a uni cast-prefix-based multicast addresses. A zone boundary
for FFOx::/16 inplies an identical boundary for these other
prefixes. No separate FF1x::/16 or FF3x::/16 entries exist
in this table.

Thi s address object is only significant up to
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i pMcast Boundar yAddr essPrefi xLength bits. The remaining
address bits are set to zero. This is especially inportant
for this index field, which is part of the index of this
entry. Any non-zero bits would signify an entirely
different entry."

::={ ipMastBoundaryEntry 3 }

i pMcast Boundar yAddr essPref i xLengt h OBJECT- TYPE

SYNTAX I net Addr essPrefi xLength

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The length in bits of the mask which when, conbined with
the correspondi ng val ue of i pMastBoundaryAddress,
identifies the group range for which the scoped boundary
exi sts.

The | net AddressType is given by ipMast Boundar yAddr essType.
For values 'ipv4' and 'ipv4z', this object nmust be in the
range 4..32. For values 'ipv6’ and 'ipv6z', this object
must be set to 16."

::={ ipMastBoundaryEntry 4 }

i pMcast Boundar yTi neSt anp OBJECT- TYPE

SYNTAX Ti meSt anp

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The val ue of sysUpTinme at which the nulticast boundary
informati on represented by this entry was | earned by the
router.

If this informati on was present at the nobst recent re-
initialization of the |ocal nanagenent subsystem then this
obj ect contains a zero value."

::={ ipMastBoundaryEntry 5 }

i pMcast Boundar yDr oppedMcast Cct et s OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"The nunber of octets of nulticast packets that have been
dropped as a result of this zone boundary configuration.

Di scontinuities in this nonotonically increasing val ue

occur at re-initialization of the managenent system
Di scontinuities can also occur as a result of boundary
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configuration being renoved and repl aced, which can be
det ected by observing the val ue of
i pMcast Boundar yTi neSt anp. "

::={ ipMastBoundaryEntry 6 }

i pMcast Boundar yDr oppedMcast Pkt s OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
"The nunber of mnulticast packets that have been dropped as a
result of this zone boundary configuration.

Di scontinuities in this nmonotonically increasing val ue
occur at re-initialization of the managenent system
Di scontinuities can also occur as a result of boundary
configuration being renpoved and repl aced, which can be
detected by observing the val ue of
i pMcast Boundar yTi meSt anp. "

::={ ipMastBoundaryEntry 7 }

i pMcast Boundar ySt at us OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The status of this row, by which rows in this table can
be created and destroyed.

This status object can be set to active(l) wi thout setting
any other colummar objects in this entry.

Al witeable objects in this entry can be nodified when the
status of this entry is active(l)."
::={ ipMastBoundaryEntry 8 }

i pMcast Boundar ySt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this row Rows having the val ue
"permanent’ need not allow wite-access to any col ummar
objects in the row"
DEFVAL { nonVol atile }
::={ ipMastBoundaryEntry 9 }
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-- The IP Milticast Scope Nanme Tabl e

i pMcast ScopeNaneTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | pMcast ScopeNaneEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The (conceptual) table listing multicast scope nanes."
REFERENCE " RFC 4007 Section 4"
;= { ipMast 8}

i pMcast ScopeNaneEnt ry OBJECT- TYPE
SYNTAX | pMcast ScopeNanmeEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry (conceptual row) that names a nulticast address
scope.

ODs are limted to 128 sub-identifiers, but this limt
is not enforced by the syntax of this entry. In practice,
this does not present a problem because |P address types
al | oned by confornance statenments do not exceed this linmt.
REFERENCE " RFC 4007 Section 4"
I NDEX { i pMast ScopeNaneAddr essType,
i pMcast ScopeNaneAddr ess,
i pMcast ScopeNaneAddr essPrefi xLengt h,
i pMcast ScopeNaneLanguage }
::={ ipMast ScopeNaneTable 1 }

| pMcast ScopeNameEntry :: = SEQUENCE {
i pMcast ScopeNaneAddr essType I net Addr essType,
i pMcast ScopeNaneAddr ess | net Addr ess,
i pMcast ScopeNanmeAddr essPrefi xLength | net Addr essPrefi xLengt h,
i pMcast ScopeNaneLanguage LangTag,
i pMcast ScopeNameStri ng SnnpAdmi nStri ng,
i pMcast ScopeNaneDef aul t Trut hVal ue,
i pMcast ScopeNaneSt at us RowSt at us,
i pMcast ScopeNaneSt or ageType St or ageType
}
i pMcast ScopeNaneAddr essType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"A value indicating the address fanm |y of the address
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contai ned in i pMcast ScopeNaneAddress. Legal val ues
correspond to the subset of address famlies for which
mul ticast forwarding is supported.”

::={ ipMast ScopeNaneEntry 1 }

i pMcast ScopeNaneAddr ess OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The group address which, when conbined with the
correspondi ng val ue of ipMast ScopeNaneAddr essPrefi xLength,
identifies the group range associated with the multicast
scope. Scoped |IPv4 multicast address ranges nust be
prefixed by 239.0.0.0/8. Scoped IPv6 nulticast address
ranges are FFOx::/16, where x is a valid RFC 4291 mul ti cast
scope.

An | Pv6 address prefixed by FF1x::/16 is a non-pernanently-
assigned address. An |Pv6 address prefixed by FF3x::/16 is
a uni cast-prefix-based nmulticast addresses. A scope
FFOx::/16 inplies an identical scope nane for these other
prefixes. No separate FFlx::/16 or FF3x::/16 entries exist
inthis table.

Thi s address object is only significant up to
i pMcast ScopeNaneAddr essPrefi xLength bits. The remaining
address bits are set to zero. This is especially inportant
for this index field, which is part of the index of this
entry. Any non-zero bits would signify an entirely
different entry."

::={ ipMast ScopeNaneEntry 2 }

i pMcast ScopeNaneAddr essPrefi xLengt h OBJECT- TYPE

SYNTAX I net Addr essPrefi xLength

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The length in bits of the mask which, when conbined with
the correspondi ng val ue of i pMast ScopeNaneAddress,
identifies the group range associated with the multicast
scope.

The | net AddressType i s given by ipMast ScopeNameAddr essType.
For values 'ipv4’ and 'ipv4z', this object nust be in the
range 4..32. For values 'ipv6e’ and 'ipv6z', this object
nust be set to 16."

::={ ipMast ScopeNaneEntry 3 }
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i pMcast ScopeNaneLanguage OBJECT- TYPE
SYNTAX LangTag
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Language tag associated with the scope nane."
REFERENCE " RFC 4646"
::={ ipMast ScopeNaneEntry 4 }

i pMcast ScopeNaneStri ng OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The textual name associated with the nulticast scope. The
val ue of this object should be suitable for displaying to
end-users, such as when allocating a nulticast address in
thi s scope.

When no nane is specified, the default value of this object
for 1Pv4 should be the string 239.x.x.x/y with x and y
replaced with deci mal values to describe the address and
mask | ength associated with the scope.

When no name is specified, the default value of this object
for 1Pv6 should be the string FFOx::/16, with x repl aced by
the hexadeci mal value for the RFC 4291 nulticast scope.

An | Pv6 address prefixed by FF1lx::/16 is a non-pernanently-
assigned address. An |IPv6 address prefixed by FF3x::/16 is
a uni cast-prefix-based nmulticast addresses. A scope
FFOx::/16 inmplies an identical scope nane for these other
prefixes. No separate FF1x::/16 or FF3x::/16 entries exist
inthis table."

REFERENCE " RFC 2365, RFC 3306 Section 4, RFC 4291 Section 2.7"

::={ ipMast ScopeNaneEntry 5 }

i pMcast ScopeNaneDef aul t OBJECT- TYPE

SYNTAX Trut hval ue

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"If true, indicates a preference that the name in the
foll owi ng | anguage shoul d be used by applications if no nane
is available in a desired | anguage.”

DEFVAL { false }

::={ ipMast ScopeNaneEntry 6 }
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i pMcast ScopeNaneSt at us OBJECT- TYPE

SYNTAX RowsSt at us

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The status of this row, by which rows in this table can
be created and destroyed. Before the row can be activated,
the object ipMastScopeNaneString nust be set to a valid
value. Al witeable objects in this entry can be nodified
when the status is active(1)."

::={ ipMast ScopeNaneEntry 7 }

i pMcast ScopeNanmeSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this row Rows having the val ue
"permanent’ need not allow wite-access to any col ummar
objects in the row"
DEFVAL { nonVol atile }
::={ ipMast ScopeNaneEntry 8 }

-- The Multicast Listeners Table

i pMcast Local Li st ener Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | pMast Local Li stenerEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The (conceptual) table listing |ocal applications or
services that have joined multicast groups as |isteners.

Entries exist for all addresses in the nulticast range for
all applications and services as they are classified on this
device. "

:={ ipMast 9}

i pMcast Local Li st enerEntry OBJECT- TYPE
SYNTAX | pMcast Local Li stenerEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry (conceptual row) identifying a | ocal application
or service that has joined a multicast group as a listener.
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128 sub-identifiers, but this lint
the syntax of this entry. |In practice,
nt a problem because | P address types

al | oned by confornance statenments do not exceed this limt."

RFC 5132 I
ODs are limted to
is not enforced by
this does not prese

I NDEX { ipMast Local Li

i pMcast Local Li
i pMcast Local Li
i pMcast Local Li
i pMcast Local Li
i pMcast Local Li
i pMcast Local Li

| pMcast Local Li stenerEntry ::
i pMcast Local Li st ener G oupAd
i pMcast Local Li
i pMcast Local Li
i pMcast Local Li

st ener G oupAd

st ener Sour ceAddr essType
st ener Sour ceAddr ess

st ener G oupAddr essType,
st ener G oupAddr ess,

st ener Sour ceAddr essType,
st ener Sour ceAddr ess,

st ener Sour cePr ef i xLengt h,
stener| fl ndex,

st ener Runl ndex }

{ i pMcastLocal Li stenerTable 1 }

SEQUENCE {
dressType I net Addr essType,
dress | net Addr ess,
| net Addr essType,

| net Addr ess,

i pMcast Local Li
i pMcast Local Li
i pMcast Local Li

st ener Sour cePr ef i xLengt h
stener | f | ndex
st ener Runl ndex

I net Addr essPrefi xLengt h,
I nt erfacel ndex,
Unsi gned32

}

i pMcast Local Li st ener Gr oupAddr essType OBJECT- TYPE
SYNTAX I net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A value indicating the address famly of the address
contai ned in ipMastLocal Li stener G oupAddress. Legal
correspond to the subset of address families for which
mul ticast is supported.”

{ ipMastLocal Li stenerEntry 1 }

i pMcast Local Li st ener G- oupAddr ess OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The I P rmulticast group for which this entry specifies
| ocally joined applications or services."
{ ipMastLocal Li stenerEntry 2 }

i pMcast Local Li st ener Sour ceAddr essType OBJECT- TYPE
SYNTAX I net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
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"A value indicating the address fanmly of the address
contai ned in ipMastLocal Li st ener Sour ce.

A val ue of unknown(0) indicates a non-source-specific entry,
corresponding to all sources in the group. Oherw se, the
val ue MUST be the sane as the val ue of

i pMcast Local Li st ener G oupAddr essType. "

::={ ipMastLocal ListenerEntry 3 }

i pMcast Local Li st ener Sour ceAddr ess OBJECT- TYPE

SYNTAX

| net Addr ess

MAX- ACCESS not - accessi bl e

STATUS

current

DESCRI PTI ON

"The network address which, when conbined with the
correspondi ng val ue of the nmask specified in

i pMcast Local Li st ener Sour cePrefi xLength, identifies the
sources for which this entry specifies a local listener

This address object is only significant up to

i pMcast Local Li st ener Sour cePrefi xLength bits. The remaining
address bits are set to zero. This is especially inportant
for this index field, which is part of the index of this
entry. Any non-zero bits would signify an entirely
different entry.

For addresses of type ipv4z or ipv6z, the appended zone
index is significant even though it |ies beyond the prefix
I ength. The use of these address types indicate that this
|istener address applies only within the given zone. Zone
index zero is not valid in this table.”

::={ ipMastLocal ListenerEntry 4 }

i pMcast Local Li st ener Sour cePr efi xLengt h OBJECT- TYPE

SYNTAX

I net Addr essPrefi xLength

MAX- ACCESS not - accessi bl e

STATUS

current

DESCRI PTI ON

Mewal ter,

"The length in bits of the mask which, when conbined with
the correspondi ng val ue specified in

i pMcast Local Li st ener Source, identifies the sources for which
this entry specifies a local |istener

The | net AddressType is given by

i pMcast Local Li st ener Sour ceAddr essType. For the val ue
"unknown’, this object nust be zero. For values 'ipv4 and
"ipvdz', this object nmust be in the range 4..32. For val ues
"ipve’ and 'ipv6z', this object must be in the range
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8..128."
::={ ipMastLocal ListenerEntry 5 }

i pMcast Local Li st ener | fI ndex OBJECT- TYPE

SYNTAX I nterfacel ndex

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The Iflndex value of the interface for which this entry
specifies a local listener."

::={ ipMastLocal ListenerEntry 6 }

i pMcast Local Li st ener Runl ndex OBJECT- TYPE

SYNTAX Unsi gned32 (0..2147483647)

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"A uni que val ue corresponding to a piece of software running
on this router or host system \Were possible, this should
be the systenis native, unique identification nunber.

This identifier is platformspecific. It may correspond to
a process I D or application instance nunber.

A value of zero indicates that the application instance(s)
cannot be identified. A value of zero indicates that one or
nmore unidentified applications have joined the specified
mul ticast groups (for the specified sources) as listeners."”
REFERENCE " RFC 2287 sysAppl Runl ndex"
::={ ipMastLocal ListenerEntry 7 }

-- The Mul ticast Zone Tabl e

i pMcast ZoneTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | pMcast ZoneEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The (conceptual) table listing scope zones on this device."
REFERENCE " RFC 4007 Section 5"
:={ ipMast 10 }

i pMcast ZoneEntry OBJECT- TYPE

SYNTAX | pMcast ZoneEntry
MAX- ACCESS not - accessi bl e
STATUS current
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DESCRI PTI ON
"An entry (conceptual
devi ce. "
REFERENCE " RFC 4007 Section 5"
I NDEX { i pMast Zonel ndex }
::={ ipMastZoneTable 1 }

| pMcast ZoneEntry :: =
i pMcast Zonel ndex
i pMcast ZoneScopeDef aul t Zonel ndex
i pMcast ZoneScopeAddr essType
i pMcast ZoneScopeAddr ess
i pMcast ZoneScopeAddr essPrefi xLengt h

SEQUENCE {

Decenber 2007

row) describing a scope zone on this

| net Zonel ndex,

I net Zonel ndex,

| net Addr essType,

| net Addr ess,

I net Addr essPrefi xLength

}

i pMcast Zonel ndex OBJECT- TYPE
SYNTAX I net Zonel ndex (1..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This zone index uniquely identifies a zone on a devi ce.

Each zone is for a given scope. Scope-level information in
this table is for the unique scope that corresponds to this
zone.

Zero is a special value used to request the default zone for
a given scope. Zero is not a valid value for this object.

To test whether ipMastZonelndex is the default zone for
this scope, test whether ipMastZonelndex is equal to
i pMcast ZoneScopeDef aul t Zonel ndex. "

::={ ipMastZoneEntry 1 }

i pMcast ZoneScopeDef aul t Zonel ndex OBJECT- TYPE

SYNTAX I net Zonel ndex (1..4294967295)

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The default zone index for this scope. This is the zone
that this device will use if the default (zero) zone is
requested for this scope.

Zero is not a valid value for this object.”
::={ ipMastZoneEntry 2 }

i pMcast ZoneScopeAddr essType OBJECT- TYPE
SYNTAX | net Addr essType
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MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The | P address type for which this scope zone exists."
::={ ipMastZoneEntry 3 }

i pMcast ZoneScopeAddr ess OBJECT- TYPE

SYNTAX I net Addr ess

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The mul ticast group address which, when conbined with
i pMcast ZoneScopeAddr essPrefi xLength, gives the nulticast
address range for this scope. The InetAddressType is given
by i pMcast ZoneScopeAddr essType.

Scoped I Pv4 nulticast address ranges are prefixed by
239.0.0.0/8. Scoped IPv6 nmulticast address ranges are
FFOx::/16, where x is a valid RFC 4291 nul ti cast scope.

An | Pv6 address prefixed by FF1x::/16 is a non-pernmanently-
assi gned address. An |IPv6 address prefixed by FF3x::/16 is
a uni cast-prefix-based nulticast addresses. A scope
FFOx::/16 inmplies an identical scope for these other
prefixes. No separate FFlx::/16 or FF3x::/16 entries exist
in this table.

This address object is only significant up to
i pMcast ZoneScopeAddr essPrefi xLength bits. The renaining
address bits are set to zero."
REFERENCE " RFC 2365, RFC 3306 Section 4, RFC 4291 Section 2.7"
::={ ipMastZoneEntry 4 }

i pMcast ZoneScopeAddr essPrefi xLengt h OBJECT- TYPE

SYNTAX I net Addr essPrefi xLength

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The length in bits of the mask which, when conbi ned
wi th i pMcast ZoneScopeAddress, gives the nulticast address
prefix for this scope.

The | net AddressType i s given by ipMastZoneScopeAddr essType.
For values 'ipv4’ and 'ipv4z', this object nmust be in the
range 4..32. For values 'ipv6’ and 'ipv6z', this object
must be set to 16."

::={ ipMastZoneEntry 5 }
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-- Conformance i nfornmation

i pMcast M BConf or mance

OBJECT | DENTI FI ER : :
i pMcast M BConpl i ances

OBJECT | DENTI FI ER : :
i pMcast M BG oups OBJECT | DENTI FI ER : :

{ ipMastMB 2 }

{ ipMast M BConf ormance 1 }
{ ipMast M BConf or mance 2 }

-- Conpliance statenents

i pMcast M BConpl i anceHost MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for hosts supporting | PMCAST-M B.

Support for either |netAddressType ipv4 or ipv6 is
mandat ory; support for both Inet AddressTypes ipv4 and ipv6

is optional. Support for types ipvdz and ipv6z is

optional .

-- OBJECT i pMcast Local Li st ener G oupAddr essType

-- SYNTAX I net Addr essType {unknown(0), ipv4(1l), ipv6(2),
-- i pvd4z(3), ipv6z(4)}

-- DESCRI PTI ON

-- Thi s conpliance requires support for ipv4 or ipvé.

-- OBJECT i pMcast Local Li st ener Gr oupAddr ess

- - SYNTAX I net Address (Sl ZE (0| 4] 8] 16| 20))

-- DESCRI PTI ON

-- This conpliance requires support for ipv4 or ipve.

-- OBJECT i pMcast Local Li st ener Sour ceAddr essType

-- SYNTAX I net Addr essType {unknown(0), ipv4(1l), ipv6(2),
-- i pvdz(3), ipv6z(4)}

-- DESCRI PTI ON

-- This conpliance requires support for ipv4 or ipvé.

-- OBJECT i pMcast Local Li st ener Sour ceAddr ess

-- SYNTAX | net Address (S| ZE (0] 4] 8] 16] 20))

-- DESCRI PTI ON

-- This compliance requires support for ipv4 or ipv6."

MODULE -- this nodul e
MANDATORY- GROUPS { i pMcast M BLocal Li st ener Gr oup,
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i pMcast M BBasi cG oup }

OBJECT i pMcast Enabl ed
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required."

OBJECT i pMcast Devi ceConfi gSt or ageType
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.”

GROUP i pMcast M BSsnix oup
DESCRI PTI ON
"This group is optional."

GROUP i pMcast M BRout eGr oup
DESCRI PTI ON
"This group is optional."

GROUP i pMcast M BRout eDi agnosti csG oup
DESCRI PTI ON
"This group is optional."

GROUP i pMcast M BBoundar yl f G- oup
DESCRI PTI ON
"This group is optional."

GROUP i pMcast M BScopeNaneG oup
DESCRI PTI ON
"This group is optional."

::={ ipMast M BConpl i ances 1 }

i pMcast M BConpl i anceRout er MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The compliance statement for routers supporting
| PMCAST- M B.

Support for either |netAddressType ipv4d or ipv6 is

mandat ory; support for both |net AddressTypes ipv4 and ipv6

is optional. Support for types ipvdz and ipv6z is

optional .
-- OBJECT i pMcast SsmRangeAddr essType
-- SYNTAX I net Addr essType {ipv4(1l), ipv6(2), ipvdz(3),
-- i pv6z(4)}
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-- DESCRI PTI ON
-- Thi s compliance requires support for ipv4 or ipve6.

-- OBJECT i pMcast SsmRangeAddr ess

-- SYNTAX I net Address (S| ZE (4| 8| 16| 20))

-- DESCRI PTI ON

-- Thi s conpliance requires support for ipv4 or ipve6.

-- OBJECT i pMcast Rout eG oupAddr essType

-- SYNTAX I net Addr essType {unknown(0), ipv4(1l), ipv6(2),
-- i pvdz(3), ipv6z(4)}

-- DESCRI PTI ON

-- This conpliance requires support for unknown and

-- ei ther ipv4 or ipv6.

-- OBJECT i pMcast Rout eGr oup
-- SYNTAX I net Address (Sl ZE (0| 4| 8] 16| 20))
-- DESCRI PTI ON

-- Thi s conpliance requires support for unknown and
-- ei ther ipv4 or ipv6.

-- OBJECT i pMcast Rout eSour ceAddr essType

-- SYNTAX I net Addr essType {unknown(0), ipv4(1l), ipv6(2),
-- i pv4z(3), ipv6z(4)}

-- DESCRI PTI ON

-- Thi s compliance requires support for unknown and

-- ei ther ipv4 or ipv6.

-- OBJECT i pMcast Rout eSour ce
-- SYNTAX I net Address (Sl ZE (0| 4] 8] 16| 20))
-- DESCRI PTI ON

-- Thi s compliance requires support for unknown and
-- ei ther ipv4 or ipv6.

-- OBJECT i pMcast Rout eNext HopGr oupAddr essType

- - SYNTAX I net Addr essType {unknown(0), ipv4(1l), ipv6(2),
-- i pv4z(3), ipv6z(4)}

-- DESCRI PTI ON

-- Thi s compliance requires support for unknown and

-- either ipv4 or ipv6.

-- OBJECT i pMcast Rout eNext HopGr oup
-- SYNTAX | net Address (S| ZE (0] 4] 8] 16] 20))
-- DESCRI PTI ON

-- Thi s compliance requires support for unknown and
-- either ipv4 or ipv6.

-- OBJECT i pMcast Rout eNext HopSour ceAddr essType
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| P MCAST M B Dece

SYNTAX I net Addr essType {unknown(0), ipv4(1),
i pvdz(3), ipv6z(4)}
DESCRI PTI ON
This conpliance requires support for unknown
either ipv4d or ipv6.

OBJECT i pMcast Rout eNext HopSour ce
SYNTAX I net Address (Sl ZE (0] 4| 8] 16| 20))
DESCRI PTI ON

This conpliance requires support for unknown
either ipv4d or ipv6.

OBJECT i pMcast Rout eNext HopAddr essType
SYNTAX I net Addr essType {unknown(0), ipv4(1l),
i pvd4z(3), ipv6z(4)}
DESCRI PTI ON
Thi s conpliance requires support for unknown
either ipv4d or ipvé6.

OBJECT i pMcast Rout eNext HopAddr ess
SYNTAX | net Address (SI ZE (0] 4| 8] 16] 20))
DESCRI PTI ON

Thi s conpliance requires support for unknown
either ipv4d or ipv6."

this nmodul e

MANDATORY- GROUPS { i pMcast M BRout ePr ot oG oup,

OBJECT

i pMcast M BBasi cGr oup,
i pMcast M BSsnta oup,
i pMcast M BRout eGroup }

i pMcast Enabl ed

M N- ACCESS r ead-only
DESCRI PTI ON

OBJECT

"Wite access is not required."

i pMcast Devi ceConfi gSt or ageType

M N- ACCESS r ead-only
DESCRI PTI ON

OBJECT

"Wite access is not required.”

i pMcastInterfaceTtl|

M N- ACCESS r ead-only
DESCRI PTI ON

OBJECT

"Wite access is not required.”

i pMcastInterfaceRateLimt

M N- ACCESS read-only

Mewal ter,
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DESCRI PTI ON
"Wite access is not required."

OBJECT i pMcast I nterfaceSt orageType
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required."

OBJECT i pMcast Rout eUpst r eamNei ghbor Type
SYNTAX I net Addr essType { unknown(0), ipv4(1l), ipv6(2),
i pvdz(3), ipv6z(4) }
DESCRI PTI ON
"Thi s conpliance requires support for unknown and either ipv4d
or ipvé6."

OBJECT i pMcast Rout eUpst r eamNei ghbor

SYNTAX I net Address (Sl ZE (0| 4| 8] 16| 20))

DESCRI PTI ON
"Thi s conpliance requires support for unknown and either ipv4d
or ipvé6."

OBJECT i pMcast Rout eRt Addr essType
SYNTAX I net Addr essType { unknown(0), ipv4(1l), ipv6(2),
i pvdz(3), ipv6z(4) }
DESCRI PTI ON
"This conpliance requires support for unknown and either ipv4d
or ipv6."

OBJECT i pMcast Rout eRt Addr ess

SYNTAX I net Address (Sl ZE (0| 4] 8] 16| 20))

DESCRI PTI ON
"This conpliance requires support for unknown and either ipv4d
or ipv6."

OBJECT i pMcast SsnRangeRowsSt at us
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."

OBJECT i pMcast SsnmRangeSt or ageType
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required."

GROUP i pMcast M BRout eDi agnhosti csG oup

DESCRI PTI ON
"This group is not nandatory, but SHOULD be supported where
hardware permts."
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GROUP i pMcast M BPkt sCQut G- oup
DESCRI PTI ON

"This group is optional."
GROUP i pMcast M BHopCount Gr oup
DESCRI PTI ON

"This group is optional."
GROUP i pMcast M BRout eCct et sG oup
DESCRI PTI ON

"This group is optional."
GROUP i pMcast M BRout eBpsG oup
DESCRI PTI ON

"This group is optional."
GROUP i pMcast M BLocal Li st ener G oup
DESCRI PTI ON

"This group is optional."
GROUP i pMcast M BBoundar yl f G oup
DESCRI PTI ON

"This group is optional."
GROUP i pMcast M BScopeNaneG oup
DESCRI PTI ON

"This group is optional."
::={ ipMast M BConpliances 2 }

i pMcast M BConpl i anceBor der Rout er MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for routers on scope
boundari es supporting | PMCAST- M B.

Support for either |netAddressType ipv4z or ipv6z is
mandat ory; support for both Inet AddressTypes ipv4z and
i pv6z is optional.

-- OBJECT i pMcast SsmRangeAddr essType

-- SYNTAX I net AddressType {ipv4(1), ipv6(2), ipvdz(3),
-- i pv6z(4)}

-- DESCRI PTI ON

-- Thi s compliance requires support for ipv4 or ipve6.
-- OBJECT i pMcast SsmRangeAddr ess

-- SYNTAX I net Address (S| ZE (4| 8| 16| 20))
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-- DESCRI PTI ON

-- Thi s compliance requires support for ipv4 or ipve6.

-- OBJECT i pMcast Rout eGr oupAddr essType

-- SYNTAX I net Addr essType {unknown(0), ipv4(1l), ipv6(2),

-- i pv4z(3), ipv6z(4)}

-- DESCRI PTI ON

-- Thi s compliance requires support for unknown and
-- either ipv4 or ipv6.

-- OBJECT i pMcast Rout eGr oup
-- SYNTAX I net Address (Sl ZE (0| 4] 8] 16| 20))
-- DESCRI PTI ON

-- Thi s compliance requires support for unknown and
-- either ipv4 and ipv4z or ipv6 and ipv6z.

-- OBJECT i pMcast Rout eSour ceAddr essType

-- SYNTAX I net Addr essType {unknown(0), ipv4(1l), ipv6(2),
-- i pv4z(3), ipv6z(4)}

-- DESCRI PTI ON

-- Thi s compliance requires support for unknown and

-- either ipvd and ipv4z or ipv6 and ipv6z.

-- OBJECT i pMcast Rout eSour ce
-- SYNTAX | net Address (S| ZE (0] 4] 8] 16] 20))
-- DESCRI PTI ON

-- Thi s compliance requires support for unknown and
-- either ipvd and ipv4z or ipv6 and ipv6z.

-- OBJECT i pMcast Rout eNext HopGr oupAddr essType

-- SYNTAX I net Addr essType {unknown(0), ipv4(1l), ipv6(2),
-- i pvdz(3), ipv6z(4)}

-- DESCRI PTI ON

-- This conpliance requires support for unknown and

-- either ipvd and ipv4z or ipv6 and ipv6z.

-- OBJECT i pMcast Rout eNext HopGr oup
- - SYNTAX | net Address (S| ZE (0] 4| 8] 16| 20))
-- DESCRI PTI ON

-- This conpliance requires support for unknown and
-- either ipvd and ipv4z or ipv6 and ipv6z.

-- OBJECT i pMcast Rout eNext HopSour ceAddr essType

-- SYNTAX I net Addr essType {unknown(0), ipv4(1l), ipv6(2),
-- i pvd4z(3), ipv6z(4)}

-- DESCRI PTI ON

-- This conpliance requires support for unknown and

-- either ipv4 and ipv4dz or ipv6 and ipv6z.
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-- OBJECT i pMcast Rout eNext HopSour ce
-- SYNTAX | net Address (Sl ZE (0] 4| 8] 16] 20))
-- DESCRI PTI ON

-- Thi s conmpliance requires support for unknown and
-- either ipv4 and ipv4dz or ipv6 and ipv6z.

-- OBJECT i pMcast Rout eNext HopAddr essType

-- SYNTAX I net Addr essType {unknown(O0), ipv4(1l), ipv6(2),
-- i pvdz(3), ipv6z(4)}

-- DESCRI PTI ON

-- Thi s conpliance requires support for unknown and

-- either ipv4 and ipv4dz or ipv6 and ipv6z.

-- OBJECT i pMcast Rout eNext HopAddr ess
- - SYNTAX I net Address (SI ZE (0] 4| 8] 16| 20))
-- DESCRI PTI ON

-- Thi s conpliance requires support for unknown and
-- either ipv4 and ipv4dz or ipv6 and ipv6z.

-- OBJECT i pMcast Boundar yAddr essType

-- SYNTAX I net Addr essType {ipv4(1l), ipv6(2)}

-- DESCRI PTI ON

-- Thi s conpliance requires support for ipv4 or ipve.

-- OBJECT i pMcast Boundar yAddr ess

-- SYNTAX I net Address (Sl ZE (4| 16)

-- DESCRI PTI ON

-- Thi s conpliance requires support for ipv4 or ipvé.

-- OBJECT i pMcast ScopeNanmeAddr essType

-- SYNTAX I net Addr essType {ipv4(1l), ipv6(2)}

-- DESCRI PTI ON

-- This conpliance requires support for ipv4 or ipve.

-- OBJECT i pMcast ScopeNaneAddr ess

-- SYNTAX I net Address (Sl ZE (4] 16)

-- DESCRI PTI ON

-- This compliance requires support for ipv4 or ipv6."

MODULE -- this nodul e

MANDATORY- GROUPS { i pMcast M BRout ePr ot oG oup,
i pMcast M BBasi cG oup,
i pMcast M BSsn(z oup,
i pMcast M BRout eG oup,
i pMcast M BBoundar yl f G oup,
i pMcast M BScopeNaneG oup }
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OBJECT i pMcast Enabl ed
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT i pMcast Devi ceConfi gSt or ageType
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT i pMcast I nterfaceTtl
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT i pMcastInterfaceRateLimt
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required."
OBJECT i pMcast I nterfaceSt orageType
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required."
OBJECT i pMcast Rout eUpst r eamNei ghbor Type
SYNTAX I net Addr essType { unknown(0), ipv4(1l), ipv6(2),

i pvdz(3), ipv6z(4) }
DESCRI PTI ON
"This conpliance requires support for unknown and either ipv4d
and ipv4z, or ipv6 and ipv6z."

OBJECT i pMcast Rout eUpst r eamNei ghbor
SYNTAX I net Address (Sl ZE (0] 4| 8] 16| 20))
DESCRI PTI ON

"This conpliance requires support for unknown and either ipv4d
and ipv4z, or ipv6 and ipv6z."

OBJECT i pMcast Rout eRt Addr essType
SYNTAX I net Addr essType { unknown(0), ipv4(1l), ipv6(2),
i pvdz(3), ipv6z(4) }
DESCRI PTI ON
"This conpliance requires support for unknown and either ipv4d
and ipv4z, or ipv6é and ipv6z."

OBJECT i pMcast Rout eRt Addr ess
SYNTAX I net Address (Sl ZE (0| 4| 8] 16| 20))
DESCRI PTI ON
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"Thi s conpliance requires support for unknown and either ipv4d
and ipv4z, or ipv6é and ipv6z."

OBJECT i pMcast SsmRangeRowst at us
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required."

OBJECT i pMcast SsmRangeSt or ageType
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required."

GROUP i pMcast M BRout eDi agnhosti csG oup

DESCRI PTI ON
"This group is not mandatory, but SHOULD be supported where
hardware permts."

GROUP i pMcast M BPkt sCQut G- oup
DESCRI PTI ON

"This group is optional."
GROUP i pMcast M BHopCount Gr oup
DESCRI PTI ON

"This group is optional."
GROUP i pMcast M BRout eCct et sG oup
DESCRI PTI ON

"This group is optional."
GROUP i pMcast M BRout eBpsG oup
DESCRI PTI ON

"This group is optional."
GROUP i pMcast M BLocal Li st ener G oup
DESCRI PTI ON

"This group is optional."
OBJECT i pMcast ZoneScopeAddr essType
SYNTAX I net AddressType { ipv4(1l), ipv6(2) }
DESCRI PTI ON

"This conpliance requires support for ipv4 or ipv6."
OBJECT i pMcast ZoneScopeAddr ess
SYNTAX I net Address (Sl ZE (4| 16))
DESCRI PTI ON

"Thi s conpliance requires support for ipv4 or ipv6."
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1= { ipMast M BConpliances 3 }

-- Units of conformance
i pMcast M BBasi cG oup OBJECT- GROUP
OBJECTS { i pMast Enabl ed,
i pMcast Rout eEnt r yCount ,
i pMcast Devi ceConfi gSt or ageType

}

STATUS current

DESCRI PTI ON
"A collection of objects to support basic managenent of |IP
Mul ticast protocols.”

:={ ipMcastM BG oups 1}

i pMcast M BSsntar oup OBJECT- GROUP
OBJECTS { i pMast SsmRangeRowst at us,
i pMcast SsnRangeSt or ageType }
STATUS current
DESCRI PTI ON
"A collection of objects to support nmanagenent of Source-
Specific Miulticast routing.”
.= { ipMastM BG oups 2 }

i pMcast M BRout eG oup OBJECT- GROUP
OBJECTS { ipMastinterfaceTtl,

i pMcastInterfaceRateLimt,
i pMcast I nterfaceSt orageType,
i pMcast Rout eUpst r eamNei ghbor Type,
i pMcast Rout eUpst r eamNei ghbor,
i pMcast Rout el nl f | ndex,
i pMcast Rout eTi meSt anp,
i pMcast Rout eExpi ryTi ne,
i pMcast Rout eNext HopSt at e,
i pMcast Rout eNext HopTi neSt anp,
i pMcast Rout eNext HopExpi ryTi me

}

STATUS current

DESCRI PTI ON
"A collection of objects to support basic managenent of |IP
Mul ticast routing."

:={ ipMastM BG oups 3}

i pMcast M BRout eDi agnhosti csG oup OBJECT- GROUP
OBJECTS { i pMast Rout ePkt s,
i pMcast Rout eTt | Dr opPacket s,
i pMcast Rout eDi fferent | nl f Packets
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}
STATUS current
DESCRI PTI ON

"A collection of routing diagnostic packet counters."
::={ ipMastM BG oups 4 }

i pMcast M BPkt sCut Group OBJECT- GROUP
OBJECTS { i pMcast Rout eNext HopTi neSt anp,
i pMcast Rout eNext HopPkt s }
STATUS current
DESCRI PTI ON
"A collection of objects to support managenent of packet
counters for each outgoing interface entry of a route."
:={ ipMastM BG oups 5 }

i pMcast M BHopCount G- oup OBJECT- GROUP
OBJECTS { i pMcast Rout eNext HopCl osest Menber Hops }
STATUS current
DESCRI PTI ON
"A collection of objects to support managenent of the use of
hop counts in IP Milticast routing."
::={ ipMastM BG oups 6 }

i pMcast M BRout eCct et sGroup OBJECT- GROUP
OBJECTS { i pMast Rout eTi meSt anp,
i pMcast Rout eCct et s,
i pMcast Rout eTt | Dr opCct et s,
i pMcast Rout eDi fferentlnlfCctets,
i pMcast Rout eNext HopTi neSt anp,
i pMcast Rout eNext HopCctets }
STATUS current
DESCRI PTI ON
"A collection of objects to support managenent of octet
counters for each forwarding entry."
.= { ipMastM BG oups 7 }

i pMcast M BRout eBpsG oup OBJECT- GROUP
OBJECTS { i pMast Rout eBps }
STATUS current
DESCRI PTI ON
"A collection of objects to support sanpling of data rate
in bits per second for each forwarding entry."
:={ ipMastM BG oups 8 }

i pMcast M BRout ePr ot 0G oup OBJECT- GROUP
OBJECTS { i pMast Rout eProtocol, ipMastRouteRt Protocol,
i pMcast Rout eRt Addr essType, i pMast Rout eRt Addr ess,
i pMcast Rout eRt Prefi xLength, i pMastRout eRt Type,

McWal ter, et al. St andards Track [ Page 52]



RFC 5132 | P MCAST M B Decenber 2007

i pMcast Rout eNext HopPr ot ocol '}
STATUS current
DESCRI PTI ON
"A collection of objects providing information on the
rel ati onship between nmulticast routing information and the
| P Forwarding Table."
:={ ipMastM BG oups 9 }

i pMcast M BLocal Li st ener G oup OBJECT- GROUP
OBJECTS { i pMastLocal Li st ener Runl ndex }
STATUS current
DESCRI PTI ON
"A collection of objects to support managerment of | ocal
|isteners on hosts or routers."
::={ ipMastM BG oups 10 }

i pMcast M BBoundar yl f G oup OBJECT- GROUP
OBJECTS { i pMast BoundaryTi mneSt anp,

i pMcast Boundar yDr oppedMcast Cct et s,
i pMcast Boundar yDr oppedMcast Pkt s,
i pMcast Boundar ySt at us,
i pMcast Boundar ySt or ageType,
i pMcast ZoneScopeDef aul t Zonel ndex,
i pMcast ZoneScopeAddr essType,
i pMcast ZoneScopeAddr ess,
i pMcast ZoneScopeAddr essPrefi xLengt h

}

STATUS current

DESCRI PTI ON
"A collection of objects to support managenent of rmulticast
scope zone boundaries."

::={ ipMastM BG oups 11 }

i pMcast M BScopeNaneG oup OBJECT- GROUP
OBJECTS { i pMast ScopeNaneString, ipMastScopeNaneDefault,
i pMcast ScopeNaneSt at us, i pMcast ScopeNaneSt or ageType }
STATUS current
DESCRI PTI ON
"A collection of objects to support managenent of rmulticast
addr ess scope nanes. "
::={ ipMastM BG oups 12 }

END
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7. Security Considerations
7.1. SNWPv3

SNWVP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using |IPsec),
even then, there is no control as to who on the secure network is

all oned to access and GET/ SET (read/change/create/del ete) the objects
in this MB nodul e.

It is RECOVWENDED t hat inplenenters consider the security features as
provi ded by the SNMPv3 framework (see [ RFC3410], section 8),
including full support for the SNMPv3 cryptographic nechani sns (for
aut henti cation and privacy).

Further, deploynent of SNWP versions prior to SNVMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a customner/operator
responsibility to ensure that the SNWMP entity giving access to an
instance of this MB nmodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to access (read/change/create/del ete) them

7.2. Witeable njects

There are a nunber of nanagenment objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. This
section discusses and |lists these el enents.

Such objects may be considered sensitive or vulnerable in sone
networ k environnents. The support for SET operations in a non-secure
envi ronment w t hout proper protection can have a negative effect on
net wor k operati ons.

In this MB nodul e, possible effects that can be induced by SET
operations on witeable objects include:

o Mdifications to nmulticast routing behavior that prevent or
di srupt services provided by the network, including (but not
limted to) nulticast data traffic delivery.

0o Mdifications to nmulticast routing behavior that allow
i nterception or subversion of information that is carried by the
networ k. For exanple, attacks can be envi saged that woul d pass
nom nated nulticast data streans through a nom nated | ocation,
wi t hout the sources or listeners beconing aware of this
subver si on.
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The following are the read-wite and read-create objects defined in
this M B nodul e.

i pMcast Enabl ed i pMcast Devi ceConfi gSt orageType i pMcastinterfaceTtl|

i pMcastInterfaceRateLimt ipMastinterfaceStorageType

i pMcast SsmRangeRowSt at us i pMcast SsmRangeSt or ageType

i pMcast Boundar ySt at us i pMcast Boundar ySt or ageType

i pMcast ScopeNanmeString i pMcast ScopeNanmeDef ault i pMcast ScopeNaneSt at us
i pMcast ScopeNaneSt or ageType

7.3. Readable Objects

As well as the witeabl e objects discussed above, there are a numnber
of readable objects (i.e., objects with a MAX- ACCESS ot her than not -
accessi ble) that may be considered sensitive or vulnerable in sone
network environnents. It is thus inportant to control even GET
and/ or NOTI FY access to these objects and possibly to even encrypt
the val ues of these objects when sending themover the network via
SNIVP.

In this MB nodul e, possible effects that can be induced by GET
and/ or NOTI FY operations incl ude:

0 Determination of the topol ogy, disposition, and conposition of the
network. This information may be conmercially sensitive, and nmay
al so be used in preparation for attacks, including any of the
attacks descri bed above.

0 Determnion of whether nulticast data is flowing in the network,
or has flowed recently, as well as the locations of senders and
recipients. An attacker can apply 'traffic analysis’ to this
data. In sonme cases, the information revealed by traffic anal yses
can be as damaging as full know edge of the data being
transport ed.

8. | ANA Consi derati ons

| PMCAST-M B is rooted under the mb-2 subtree. |ANA has assigned {
mb-2 168 } to the | PMCAST-M B nodul e specified in this docunent.
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Joshi for input and several corrections.

The authors also wish to thank John Flick, Bert Wjnen, and Stig

Venaas for their review ng and comments.
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