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Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this neno is unlimted.

Abstract

Thi s docunent describes an extension to the 1S-1S protocol to add
operational capabilities that allow for ease of nanagenent and
control over |IP prefix distribution within an 1S-1S domain. This
docunent enhances the IS 1S protocol by extending the information
that an Internediate System (IS) router can place in Link State
Protocol (LSP) Data Units for policy use. This extension wll

provi de operators with a nechanismto control IP prefix distribution
t hroughout nulti-level IS-IS domains.
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1. Introduction

As defined in [RFC1195] and extended in [RFC3784], the IS-1S protoco
[1S010589] may be used to distribute IPv4 prefix reachability

i nformati on throughout an 1S-1S domain. In addition, thanks to
extensions made in [ RFC5120] and [ISIS-1Pv6], IS 1S may be used to
distribute 1 Pv6 reachability information.

The 1 Pv4 prefix information is encoded as TLV type 128 and 130 in

[ RFC1195], with additional information carried in TLV 135 as
specified in [RFC3784] and TLV 235 as defined in [RFC5120]. In
particular, the extended | P Reachability TLV (TLV 135) contains
support for a larger nmetric space, an up/down bit to indicate
redistribution between different levels in the hierarchy, an IP
prefix, and one or nore sub-TLVs that can be used to carry specific

i nformati on about the prefix. TLV 235 is a derivative of TLV 135,
with the addition of Milti-Topol ogy nmenbership information [ RFC5120].
The 1 Pv6 prefix information is encoded as TLV 236 in [ISIS-1Pv6], and
TLV 237 in [ RFC5120].

Thi s docunent defines 2 new sub-TLVs for TLV 135, TLV 235, TLV 236
and TLV 237 that nay be used to carry adm nistrative information
about an I P prefix.

2. Conventions Used in This Document

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, [RFC2119].

3. Sub-TLV Additions

Thi s docunent creates 2 new "Admi nistrative Tag" sub-TLVs to be added
to TLV 135, TLV 235, TLV 236 and TLV 237. These TLVs specify one or

nmore 32- or 64-bit unsigned integers that nmay be associated with an

I P prefix. Exanple uses of these tags include carrying BGP standard
(or extended) communities and controlling redistribution between

| evel s and areas, different routing protocols, or multiple instances

of I'S-1S running on the sanme router.

The nethods for which their use is enployed is beyond the scope of
this docunent and left to the inplenmenter and/or operator

The encoding of the sub-TLV(s) is discussed in the follow ng
subsecti ons.
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3.1. 32-bit Adnministrative Tag Sub-TLV 1

The Adm nistrative Tag SHALL be encoded as one or nore 4-octet
unsi gned integers using Sub-TLV 1 in TLV 135 [RFC3784], TLV 235
[ RFC5120], TLV 236 [ISIS-I1Pv6], and TLV 237 [RFC5120]. The
Admi ni strative Tag Sub-TLV has foll owi ng structure:

0 1 octet of type (value: 1)
0 1 octet of length (value: multiple of 4)
0 one or nore instances of 4 octets of administrative tag

On receipt, an inplenentati on MAY consider only one encoded tag, in
whi ch case, the first encoded tag MJST be consi dered and any
additional tags ignored. A tag value of zero is reserved and SHOULD
be treated as "no tag".

3.2. 64-bit Adnministrative Tag Sub-TLV 2

The Adm nistrative Tag SHALL be encoded as one or nore 8-octet
unsi gned integers using Sub-TLV 2 in TLV 135 [RFC3784], TLV 235

[ RFC5120], TLV 236 [ISIS-1Pv6], and TLV 237 [RFC5120]. The 64-bit
Admi ni strative Tag Sub-TLV has foll owi ng structure:

0 1 octet of type (value: 2)
0 1 octet of length (value: multiple of 8)
0 one or nore instances of 8 octets of administrative tag

On receipt, an inplenentati on MAY consider only one encoded tag; in
whi ch case, the first encoded tag MJST be consi dered and any
additional tags ignored. A tag value of zero is reserved and SHOULD
be treated as "no tag".

4. Odering of Tags

The semantics of the tag order are inplenentation-dependent. That
is, there is no inplied neaning to the ordering of the tags that
indicates a certain operation or set of operations need be perforned
based on the order of the tags. Each tag SHOULD be treated as an
aut ononous identifier that MAY be used in policy to performa policy
action. \Wether or not tag A precedes or succeeds tag B SHOULD not
change the neaning of the tag set. However, when propagating TLVs
that contain nultiple tags between | evels, an inplenmentati on SHOULD
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preserve the ordering such that the first tag remains the first tag,
so that inplenmentations that only recognize a single tag will have a
consi stent view across |evels.

Each IS that receives an LSP with TLV(s) 135 and/or 235 and/or 236
and/ or 237, that have associated sub-TLV(s) 1 and/or 2, MAY operate
on the tag values as warranted by the inplenentation. |f an

i npl ement ati on needs to change tag val ues, for exanple, when
propagati ng TLVs between | evels at an area boundary, then the TLV(S)
SHOULD be copied to the newy generated Level-1 or Level-2 LSP. At
that point, the contents of the sub-TLV(s) MAY change as dictated by
the policy action. In the event that no change is required, the sub-
TLV(s) SHOULD be copied in order into the new LSP, such that ordering
is preserved.

5. Conpliance

A compliant 1S-1S inplenmentation MJST be able to assign one tag to
any IP prefix in any of the following TLVs: TLV 135, TLV 235, TLV
236, TLV 237. 1t MJST be able to interpret a single tag present in
the sub-TLV, or the first tag where there is nore than one tag
present in the sub-TLV.

A conpliant 1S-1S inplenmentation MAY be able to assign nore than one
tag to any IP prefix in any of the follow ng TLVs: TLV 135, TLV 235,
TLV 236, TLV 237. It MAY be able to interpret the second and
subsequent tags where nore than one tag is present in the sub-TLV.

When propagating TLVs between |l evels, a conpliant IS 1S

i npl ementati on MAY be able to rewite or renove one or nore tags
associated with a prefix in any of the follow ng TLVs: TLV 135, TLV
235, TLV 236, TLV 237.

6. Operations

An admi ni strator associates an Administrative Tag value with sone
interesting property. When IS 1S advertises reachability for sonme IP
prefix that has that property, it adds the Administrative Tag to the
I P reachability information TLV for that prefix, and the tag "sticks"
to the prefix as it is flooded throughout the routing donmain.

Consi der the network in Figure 1. W wish to "leak" L1 prefixes
[ RFC2966] with some property, A fromlL2 to the L1 router R1.

W thout policy groups, there is no way for R2 to know property A
prefixes fromproperty B prefixes
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Rl----1.1.1.0/24 (A RS

1.1.2.0/24 (B)
Figure 1. Exanple of usage

We associate Administrative Tag 100 with property A, and have R5
attach that value to the IP extended reachability information TLV for
prefix 1.1.2.0/24. R2 has a policy in place to "match prefixes with
Adm ni strative Tag 100, and leak to L1".

The previous exanple is rather sinplistic; it seens that it would be
just as easy for R2 sinply to match the prefix 1.1.2.0/24. However,
if there are a large nunber of routers that need to apply some policy
according to property A and a | arge nunber of "A" prefixes, this
mechani sm can be quite hel pful

I npl enent ati ons that support only a single tag and those that support
multiple tags may coexist in the same IS 1S donmain. An

i npl ementation supporting multiple tags SHOULD t herefore assign any
tag that is required to be interpreted by all systems as the first
tag in any set of multiple tags.

7. Security Considerations

Thi s docunent raises no new security issues for 1S 1S, as any
annotations to I P prefixes should not pass outside the administrative
control of the network operator of the IS-1S domain. Such an

al | onance would violate the spirit of Interior Gateway Protocols in
general and 1S-1Sin particular.

8. | ANA Consi derati ons
| ANA has assigned "1" as the type code of the 32-bit Adm nistrative
Tag Sub-TLV and "2" as the type code of the 64-bit Adm nistrative Tag
Sub- TLV.

9. Manageabi lity Considerations
These extensions have been desi gned, devel oped, and depl oyed for many

years and do not have any new i nmpact on nanagenent and operation of
the 1S-1S protocol via this standardi zation process.
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