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Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this neno is unlimted.

Abst ract
Thi s docunent defines the use of Internationalized Resource
Identifiers (IRIs) and Uniform Resource Identifiers (URIS) in
identifying or interacting with entities that can conmuni cate via the
Ext ensi bl e Messagi ng and Presence Protocol (XWVPP).

Thi s docunent obsol etes RFC 4622.

Sai nt - Andr e St andards Track [ Page 1]



RFC 5122

XMPP | Rl s/ URI's

Tabl e of Contents

February 2008

1. Introduction . 3
1.1. Term nol ogy . 3
2. Use of XMPP IRI's and URIs 4
2.1. Rationale 4
2.2. Form. . . 5
2.3. Authority Cbnponent 6
2.4. Path Component 7
2.5. Query Conponent 8
2.6. Fragnent ldentifier Cbnponent 9
2.7. Ceneration of XMPP IRIs/URIs . 10
2.8. Processing of XMPP IRIs/URI's . 13
2.9. Internationalization . . . 16
3. 1 ANA Registration of xmpp URI Scherre . 16
3.1. URl Schene Name . . 16
3.2. Status . . 16
3.3. URI Schene Syntax 17
3.4. URl Schene Senantics . 17
3.5. Encoding Considerations . . A V4
3.6. Applications/Protocols That Use ThIS URI Schene hbne .. . 18
3.7. Interoperability Considerations . . . . . . . . . . . . . 18
3.8. Security Considerations 18
3.9. Contact . . 18
3. 10. Author/Change Cbntroller 18
3.11. References . . . 18
4. |1 ANA Consi derations 18
5. Security Considerations . 19
5.1. Reliability and Cbn3|stency 19
5.2. Malicious Construction . 20
5.3. Back-End Transcodi ng . 20
5.4. Sensitive Information 20
5.5. Semantic Attacks . 21
5.6. Spoofing . 21
6. Acknow edgenents . 21
7. References . . 21
7.1. Normative References . 21
7.2. Informative References . . . 22
Appendi x A. Differences from RFC 4622 . 25
Appendi x B. Copyi ng Conditions 25

Sai nt - Andr e

St andards Track

[ Page 2]



RFC 5122 XMPP | Rl s/ URI's February 2008

1.

.1

I nt roducti on

The Extensible Messaging and Presence Protocol (XMPP) is a streamni ng
XM. technol ogy that enables any two entities on a network to exchange
wel | -defined but extensible XM. el enments (called "XM. stanzas") at a
rate close to real tine.

As specified in [ XMPP-CORE], entity addresses as used in

communi cati ons over an XMPP networ k must not be prepended with a

Uni form Resource ldentifier (URI) schenme (as specified in [URI]).
However, applications external to an XMPP network may need to
identify XMPP entities either as URIs or, in a nore nodern fashion,
as Internationalized Resource ldentifiers (IRIs; see [IR]).

Exanpl es of such external applications include databases that need to
store XMPP addresses and non-native user agents such as web browsers
and cal endaring applications that provide interfaces to XWPP

servi ces.

The format for an XMPP address is defined in [ XMPP-CORE]. Such an
address may contain nearly any Uni code character [UN CODE] and nust
adhere to various profiles of stringprep [STRINGPREP]. The result is
that an XMPP address is fully internationalizable and is very cl ose
to being an IRl without a schenme. However, given that there is no
freestanding registry of IRl schenes, it is necessary to define XWMPP
identifiers primarily as URIs rather than as IRIs, and to register an
XMPP URI scherne instead of an IRl scheme. Therefore, this docunent
does the foll ow ng:

0 Specifies howto identify XMPP entities as IRIs or URls.

0 Specifies howto interact with XMPP entities as IRIs or URISs.
o Formally defines the syntax for XMPP IRIs and URIs.

0 Specifies howto transform XMPP IRI's into URIs and vice versa.
0 Registers the xmpp URI schene.

Ter mi nol ogy

Thi s docunent inherits termnology from[IR], [URI], and
[ XMPP- CORE] .

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ TERMVS].

Sai nt - Andre St andards Track [ Page 3]



RFC 5122 XMPP | Rl s/ URI's February 2008

2. Use of XMPP IRIs and URI s
2.1. Rationale

As described in [ XMPP-1M, instant nmessagi ng and presence
applications of XMPP nmust handle im and pres: URIs (as specified by
[CPIM and [CPP]). However, there are nany other applications of
XMPP (i ncludi ng network managenent, workfl ow systens, generic

publ i sh-subscri be, rempte procedure calls, content syndication,

gam ng, and niddl eware), and these applications do not inplenent

i nstant nessagi ng and presence senantics. Furthernore, a generic
XMPP entity does not inplenent the semantics of any existing UR
schene, such as the http:, ftp:, or mailto: schene. Therefore, it is
appropriate to define a new URI scheme that makes it possible to
identify or interact with any XMPP entity (not just instant messagi ng
and presence entities) as an IRl or URI.

XMPP |RIs and URI's are defined for use by non-native interfaces and
applications. |In order to ensure interoperability on XMPP networks,
when data is routed to an XMPP entity (e.g., when an XMPP address is
contained in the "to’ or 'from attribute of an XM. stanza) or an
XMPP entity is otherwise identified in standard XMPP protoco

el ements, the entity MJST be addressed as <[ node@ donmi n[/resource] >
(i.e., without a prepended schene), where the "node identifier",
"domain identifier", and "resource identifier" portions of an XMPP
address conformto the definitions provided in Section 3 of

[ X\VPP- CORE] .

Note: For historical reasons, the term"resource identifier" is used
in XMPP to refer to the optional portion of an XMPP address that
follows the domain identifier and the "/" separator character (for
details, refer to Section 3.4 of [XMPP-CORE]); this use of the term
"resource identifier" is not to be confused with the neani ngs of
"resource" and "identifier" provided in Section 1.1 of [URI].

XMPP |RIs and URIs are defined primarily for the purpose of
identification rather than of interaction (regarding this
distinction, see Section 1.2.2 of [URI]). The "Internet resource"
identified by an XMPP IRl or URlI is an entity that can conmunicate
via XMPP over a network. An XMPP IRl or URI can contain additiona

i nformati on above and beyond the identified resource; in particular,
as described under Section 2.5 a query conponent can be included to
speci fy suggested semantics for an interaction with the identified
resource. It is envisioned that when an XMPP application resolves an
XMPP I RI or URI containing suggested interaction semantics, the
application will generate an XMPP stanza and send it to the
identified resource, where the generated stanza may i nclude user or
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application inputs that are consistent with the suggested interaction
semantics (for details, see Section 2.8.1).

2. 2. Form

As described in [ XMPP-CORE], an XMPP address used natively on an XWPP
network is a string of Unicode characters that (1) conforms to a
certain set of stringprep [ STRINGPREP] profiles and I DNA restrictions
[IDNA], (2) follows a certain set of syntax rules, and (3) is encoded
as UTF-8 [UTF-8]. The formof such an address can be represented
usi ng Augnent ed Backus- Naur Form [ ABNF] as:

[ node "@ ] domain [ "/" resource ]

In this context, the "node" and "resource"” rules rely on distinct
profiles of stringprep [STRINGPREP], and the "domain" rule relies on
the concept of an internationalized donmain nane as described in
[IDNA]. (Note: There is no need to refer to punycode in the IR
syntax itself, since any punycode representati on woul d occur only
inside an XMPP application in order to represent internationalized
domai n nanes. However, it is the responsibility of the processing
application to convert IR syntax [IRI] into I DNA syntax [| DNA]

bef ore addressing XML stanzas to the specified entity on an XMPP
net wor k. )

Certain characters are allowed in XMPP node identifiers and XMPP
resource identifiers but not in the relevant portion of an IRl or
URI. The characters are as foll ows:

In node identifiers: [\ ]~ { ]}
In resource identifiers: " <>[ \ ]~ {]|}

The node identifier characters are not allowed in userinfo by the
sub-delinms rule and the resource identifier characters are not

all owed in segnent by the pchar rule. These characters MJST be

per cent - encoded when transformng an XMPP address into an XMPP | Rl or
URI .

Naturally, in order to be converted into an IRl or URI, an XWPP
address nmust be prepended with a schene (specifically, the xmpp
schene) and nmay al so need to undergo transformations that adhere to
the rules defined in [IRI] and [URI]. Furthernmore, in order to
enabl e nmore advanced interaction with an XMPP entity rather than
simple identification, it is desirable to take advantage of

addi tional aspects of URI syntax and senmantics, such as authority
conponents, query conponents, and fragnent identifier conponents.
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Therefore, the ABNF syntax for an XMPP | Rl is defined as shown bel ow
usi ng Augnent ed Backus- Naur Form specified by [ ABNF], where the
"ifragnment”, "ihost", and "iunreserved" rules are defined in [IR]
and the "pct-encoded” rule is defined in [URI]:

XNppi ri = "xmpp" ":" ihierxnpp
[ "?" iqueryconp ]
[ "#" ifragment ]
i hierxmpp = iauthpath / ipathxmpp
iauthpath = "//" jauthxmpp [ "/" i pathxnmpp ]
iauthxmpp = inodeid "@ i host
ipathxmpp =] inodeid "@ ] ihost [ "/" iresid ]
i nodei d = *( iunreserved / pct-encoded / nodeal | ow )
nodeal low = "!I" [/ "g" [ "“(" [ ")" [ vx" [ t4m o, fovyt o=t
iresid = *( iunreserved / pct-encoded / resallow)
resallow = "1" [/ "$" [ & [ """ | (" ")y" 1/
N B A e
i queryconp = iquerytype [ *ipair ]
i querytype = *iunreserved
i pair =";" ikey "=" ivalue
i key = *junreserved
i val ue = *( iunreserved / pct-encoded )

However, the foregoing syntax is not appropriate for inclusion in the
registration of the xmpp URI schene, since the | ANA recogni zes only
URI schenes and not IRl schenes. Therefore, the ABNF syntax for an
XMPP URI rather than for IRl is defined as shown in Section 3.3 of
this docunment. |If it is necessary to convert the IRl syntax into URI
syntax, an application MJST adhere to the mappi ng procedure specified
in Section 3.1 of [IRI].

The following is an exanple of a basic XMPP I RI/URI used for purposes
of identifying a node associated with an XMPP server

xnpp: node@xanpl e. com

Descriptions of the various conmponents of an XMPP IRI/URlI are
provided in the follow ng sections.

2.3. Authority Conponent

As explained in Section 2.8 of this docunent, in the absence of an
authority conponent, the processing application would authenticate as
a configured user at a configured XMPP server. That is, the

aut hority conponent section is unnecessary and should be ignored if
the processing application has been configured with a set of default
credenti al s.
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In accordance with Section 3.2 of RFC 3986 [URI], the authority
component is preceded by a double slash ("//") and is term nated by
the next slash ("/"), question mark ("?"), or nunber sign ("#")
character, or by the end of the IRI/URI. As explained nore fully in
Section 2.8.1 of this docunment, the presence of an authority
conmponent signals the processing application to authenticate as the
node@onai n specified in the authority conponent rather than as a
configured node@omai n (see the Security Considerations section of
this document regarding authentication). (Wile it is unlikely that
the authority conponent will be included in nost XMPP IRIs or URIs,
the schene allows for its inclusion, if appropriate.) Thus, the
following XMPP |RI/URI indicates to authenticate as

"guest @xanpl e. con':

xmpp: / / guest @xanpl e. com
Note well that this is quite different fromthe followi ng XMPP | RI/

URI, which identifies a node "guest @xanpl e. com’ but does not signha
the processing application to authenticate as that node:

Xnpp: guest @xanpl e. com
Simlarly, using a possible query conponent of "?message" to trigger
an interface for sending a nessage, the followi ng XMPP | RI/UR
signals the processing application to authenticate as
"guest @xanpl e.cont’ and to send a message to "support @xanpl e. cont':
xnmpp: / / guest @xanpl e. conf support @xanpl e. con?nessage
By contrast, the following XMPP I RI/URlI signals the processing
application to authenticate as its configured default account and to
send a message to "support @xanpl e. coni':
Xnpp: support @xanpl e. con?’nessage
2.4. Path Conponent
The path conponent of an XMPP IRI/URI identifies an XMPP address or
specifies the XMPP address to which an XM. stanza shall be directed
at the end of IRI/UR processing.

For exanple, the following XMPP IRI/URI identifies a node associ ated
with an XMPP server:

xnmpp: exanpl e- node@xanpl e. com
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The following XMPP IRI/URI identifies a node associated with an XMPP
server along with a particular XMPP resource identifier associated
wi th that node:

xnpp: exanpl e- node@xanpl e. conf sone-resource

Inclusion of a node is optional in XMPP addresses, so the follow ng
XMPP IRI/URI sinmply identifies an XMPP server:

Xnpp: exanpl e. com
2.5. Query Conponent
There are many potential use cases for encapsulating information in
the query component of an XMPP IRI/URI for the purpose of specifying
suggested interaction semantics (see Section 2.1); exanples include,
but are not limted to:
o sending an XMPP nessage stanza (see [XMPP-1M),
0 adding a roster item (see [ XMPP-I1M),
o sending a presence subscription (see [ XMPP-1M),
o probing for current presence information (see [ XMPP-1M),

o triggering a renote procedure call (see [XEP-0009]),

o discovering the identity or capabilities of another entity (see
[ XEP- 0030] ),

0 joining an XMPP-based text chat room (see [ XEP-0045]),

0 interacting with publish-subscribe channels (see [ XEP-0060]),
0 providing a SOAP interface (see [ XEP-0072]), and

0 registering with another entity (see [ XEP-0077]).

Many of these potential use cases are application specific, and the
full range of such applications cannot be foreseen in advance given
the conti nued expansion in XMPP devel opnent. However, there is
agreenment within the Jabber/ XMPP devel oper community that all the
uses envisioned to date can be encapsul ated via a "query type",
optionally suppl enented by one or nore "key-value" pairs (this is
simlar to the "application/x-ww-formurl encoded" M ME type
described in [HTM]).
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As an exanple, an XMPP IRI/UR intended to launch an interface for
sendi ng a nmessage to the XMPP entity "exanpl e- node@xanpl e. coni' ni ght
be represented as foll ows:

xnpp: exanpl e- node@xanpl e. con?nessage

Similarly, an XMPP IRI/URl intended to |aunch an interface for
sendi ng a nmessage to the XMPP entity "examnpl e-node@xanpl e. coni’ with
a particul ar subject mght be represented as foll ows:

xnpp: exanpl e- node@xanpl e. con?nessage; subj ect =Hel | 0%20Wor | d

If the processing application does not understand query components or
the specified query type, it MJST ignore the query conponent and
treat the IRI/URI as consisting of, for exanple,

<xnpp: exanpl e- node@xanpl e. con> rat her than

<xnpp: exanpl e- node@xanpl e. confPquery>. |f the processing application
does not understand a particular key within the query conponent, it
MUST ignore that key and its associated val ue.

As noted, there exist many kinds of XMPP applications (both actua
and potential), and such applications nmay define query types and keys
for use in the query conmponent portion of XMPP URIs. The XMPP

Regi strar function (see [ XEP-0053]) of the XMPP Standards Foundati on
mai ntains a registry of such query types and keys at

<http://ww. xnmpp. org/ regi strar/querytypes. htnm > To hel p ensure
interoperability, any application using the formats defined in this
docunent SHOULD subnmit any associ ated query types and keys to that
registry in accordance with the procedures specified in [ XEP-0147].
Note: The delimiter between key-value pairs is the ";" character
instead of the "&" character used in many other URI schenes. This
delimter was chosen in order to avoid problenms with escaping of the
& character in HTML and XM. applications.

2.6. Fragment Identifier Conponent

As stated in Section 3.5 of [URI], "The fragnment identifier component
of a URI allows indirect identification of a secondary resource by
reference to a primary resource and additional identifying
information." Because the resource identified by an XVMPP | RI/UR
does not nake available any nmedia type (see [M M) and therefore (in
the terminology of [URI]) no representation exists at an XWPP
resource, the semantics of the fragnent identifier component in XMPP
IRIs/URIs are to be "considered unknown and, effectively,
unconstrained" (ibid.). Particular XMPP applications MAY nake use of
the fragnent identifier conponent for their own purposes. However,
if a processing application does not understand fragment identifier
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components or the syntax of a particular fragnent identifier
component included in an XMPP IRI/URI, it MJST ignore the fragnent
i dentifier component.

2.7. Ceneration of XMPP IRIs/URIs
2.7.1. Generation Mthod

In order to forman XMPP IRl froman XMPP node identifier, domain
identifier, and resource identifier, the generating application MJST
first ensure that the XMPP address confornms to the rules specified in
[ XMPP- CORE], including encoding as a UTF-8 [UTF-8] string and
application of the relevant stringprep profiles [ STRI NGPREP].

Because IRl syntax [IRI] specifies that the characters in an IR are
the original Unicode characters themnmsel ves [ UNI CODE], when generating
an XMPP | Rl the generating application MJST then decode the UTF-8

[ UTF-8] characters of a native XMPP address to their original Unicode
form The generating application then MUST concatenate the
fol | owi ng:

1. The "xnpp" scheme and the character

2. Optionally (if an authority conponent is to be included before
the node identifier), the characters "//", an authority conponent
of the form node@onain, and the character "/".

3. Optionally (if the XMPP address contai ned an XMPP "node
identifier"), a string of Unicode characters that conforns to the
"inodeid" rule, followed by the "@ character.

4. A string of Unicode characters that conforns to the "ihost" rule.

5. Optionally (if the XMPP address contained an XMPP "resource
identifier"), the character "/" and a string of Unicode
characters that conforns to the "iresid" rule.

6. Optionally (if a query conponent is to be included), the "?"
character and query conponent.

7. Optionally (if a fragnent identifier conponent is to be
i ncluded), the "#" character and fragnment identifier conponent.

In order to forman XWMPP URI fromthe resulting IR, an application

MJUST adhere to the mapping procedure specified in Section 3.1 of
[IRIT].
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2.7.2. Generation Notes

Certain characters are allowed in the node identifier, donain
identifier, and resource identifier portions of a native XMPP address

but prohibited by the "inodeid", "ihost", and "iresid" rules of an
XMPP |RI. Specifically, the "#" and "?" characters are allowed in
node identifiers, and the "/", "?", "#", and "@ characters are
allowed in resource identifiers, but these characters are used as
delimters in XMPP IRIs. In addition, the " " ([US-ASCII] space)

character is allowed in resource identifiers but prohibited in IRls.
Therefore, all the foregoing characters MJUST be percent-encoded when
transform ng an XMPP address into an XMPP | RI.

Consi der the follow ng nasty node in an XWMPP address:
nasty! #$9%)*+, -.; =?[\]"*_" {] } ~node@xanpl e. com

That address woul d be transforned into the following XMPP IRl (split
into two lines for |ayout purposes):

xmpp: nasty! %23$%R25() * +, - . ; =0VBFY%BBY% CY%G DYGEE_%60% BY% C%’ D~node
@xanpl e. com

Consi der the followi ng repul sive resource in an XMPP address (split
into two lines for |ayout purposes):

node@xanpl e. com
/repul sive '#"$%& ()*+,-./:;<=>?2@\]"~_"{|}~resource

That address woul d be transforned into the following XMPP IRl (split
into three lines for |ayout purposes):

Xnmpp: node@xanpl e. com
I repul sive%20! %23%R22$%25& () *+, -. R2F: ; IBC=
YBEYBFY4 096 BYS CYb DYOE %6 0% BY% CY% D~r esour ce

Furthernmore, virtually any character outside the US-ASCI| range
[US-ASCII] is allowed in an XMPP address and therefore also in an
XMPP IR, but URI syntax forbids such characters directly and
specifies that such characters MJST be percent-encoded. |In order to
determne the URI associated with an XMPP | R, an application MJST
adhere to the nmappi ng procedure specified in Section 3.1 of [IRI].

The followi ng table may assist inplementors in understanding the
respective encodings and "carrier units" of the identifiers discussed
in this docunent, nanely: (1) native XMPP addresses, (2) IR's, and
(3) URIs. For details, refer to Section 3.5 of this docunent as well
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as Section 3 of [XMPP-CORE], Section 6.4 of [IRI], and Section 2 of
[URI].

R S S +
| Identifier | Encoding | Units |
oo s Fom e oo Fom e oo +
| XMPP address | UTF-8 | Cctets |
S N N +
| IR | Unicode | 16/32-bit |
| | | val ues |
oo s Fom e Fom e +
| URI | Percent- | US-ASCI| |
| | encoded | |
I | UTF-8 I I
o e e - R R +

2.7.3. Generation Exanple
Consi der the foll owing XMPP addr ess:
<j i &#x159; i @#x10D; echy. exanpl e/v Praze>

Note: The string "&#x159;" stands for the Unicode character LATIN
SVMALL LETTER R WTH CARON, and the string "&#x10D;" stands for the
Uni code character LATIN SVMALL LETTER C WTH CARON. The "&#x..." form
is used in this docunent as a notational device to represent Unicode
characters, following the "XM. Notation" used in [IRI] to represent
characters that cannot be rendered in ASCI|-only docunents. An XMPP
IRl MUST contain the Unicode characters thensel ves, not the
representation in XM. Notation (in particular, note that the "#"
character is forbidden in IR syntax). An XMPP URI MJST properly
escape such characters, as described below. The '<' and ’'>’
characters are not part of the address itself but are provided to set
off the address for legibility. (For those who do not understand the
Czech | anguage, this exanple could be Anglicized as

"george@zech- | ands. exanpl e/ I n Prague".)

In accordance with the process specified above, the generating
application would do the following to generate a valid XMPP IRl from
this address:

1. Ensure that the XWMPP address conforns to the rules specified in

[ XMPP- CORE], including application of the relevant stringprep
profiles [ STRINGPREP] and encoding as a UTF-8 string [ UTF-8].
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2. Concatenate the follow ng:

1. The "xnpp" scheme and the character
2. An "authority conponent” if included (not shown in this
exanpl e) .

3. A string of Unicode characters that represents the XWPP
address, transforned in accordance with the "inodei d",
"ihost", and "iresid" rules.

4. The "?" character followed by a "query conponent" if
appropriate to the application (not shown in this exanple).

5. The "#" character followed by a "fragnent identifier
conponent" if appropriate to the application (not shown in
this exanple).

The result is the following XMPP IRl (note again that, in accordance
with the "XM. Notation" used in [IRI], the string "&#x159;" stands
for the Unicode character LATIN SMALL LETTER R W TH CARON and t he
string "&*#x10D;" stands for the Unicode character LATIN SMALL LETTER
C WTH CARON, an XMPP IRl woul d contain the Unicode characters

t hensel ves).

<xnpp:ji &#x159; i @#x10D; echy. exanpl e/ v¥%20Pr aze>
In order to generate a valid XMPP URI fromthe foregoing IR, the
application MJST adhere to the procedure specified in Section 3.1 of
[IRI], resulting in the followi ng UR :
<Xnpp: j i 459091 @LCAY8Dechy. exanpl e/ v¥#20Pr aze>
2.8. Processing of XMPP IRIs/URI's
2.8.1. Processing Method
If a processing application is presented with an XMPP URI and not
with an XMPP IRI, it MJST first convert the URl into an IR by

followi ng the procedure specified in Section 3.2 of [IRI].

In order to deconpose an XMPP | Rl for interaction with the entity it
identifies, a processing application MJST separate:

1. The "xnpp" scheme and the character
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2. The authority component, if included (the string of Unicode
characters between the "//" characters and the next "/"
character, the "?" character, the "#" character, or the end of
the IRI).

3. A string of Unicode characters that represents an XMPP address as
transforned in accordance with the "inodeid", "ihost", and
"iresid" rules.

4. Optionally the query conponent, if included, using the "?"
character as a separator

5. Optionally the fragnent identifier conponent, if included, using
the "#" character as a separator.

At this point, the processing application MIST ensure that the
resulting XMPP address conforns to the rules specified in

[ XMPP- CORE], including application of the relevant stringprep
profiles [ STRINGPREP]. The processing application then would either
(1) complete further XMPP handling itself or (2) invoke a hel per
application to conplete XMPP handling; such XMPP handli ng woul d nopst
Iikely consist of the follow ng steps:

1. If not already connected to an XMPP server, connect either as the
user specified in the authority component or as the configured
user at the configured XMPP server, normally by adhering to the
XMPP connection procedures defined in [ XMPP-CORE]. (Note: The
processing application SHOULD i gnore the authority conponent if
it has been configured with a set of default credentials.)

2. Optionally, deternine the nature of the intended recipient (e.g.,
via [ XEP-0030]).

3. Optionally, present an appropriate interface to a user based on
the nature of the intended recipient and/or the contents of the
guery conponent.

4. GCenerate an XWMPP stanza that translates any user or application
inputs into their correspondi ng XMPP equi val ents.

5. Send the XMPP stanza via the authenticated server connection for
delivery to the intended recipient.
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2.8.2. Processing Notes

It may help inplenmentors to note that the first two steps of "further
XMPP handl i ng", as described at the end of Section 2.8.1, are simlar
to HTTP authentication [HITP-AUTH], while the next three steps are
simlar to the handling of mailto: URIs [ MAILTQ.

As noted in Section 2.7.2 of this docunment, certain characters are
allowed in the node identifier, domain identifier, and resource
identifier portions of a native XMPP address but prohibited by the
"inodeid", "ihost", and "iresid" rules of an XMPP IRI. The percent-
encoded octets corresponding to these characters in XMPP | Rls MJST be
transforned into the characters allowed in XMPP addresses when
processing an XMPP IRl for interaction with the represented XMPP
entity.

Consi der the followi ng nasty node in an XMPP IRl (split into two
lines for |ayout purposes):

xmpp: nasty! 923$%R25() * +, - . ; =¥8F¥%6BYGCY DYGE_%60% B% C¥% D~node
@xanpl e. com

That IRl would be transfornmed into the foll owi ng XMPP addr ess:
nasty! #$9%4) *+, -.; =?[\]*_" {| } ~node@xanpl e. com

Consi der the follow ng repul sive resource in an XMPP IRl (split into
three lines for |ayout purposes):

xnpp: node@xanpl e. com
[ repul sived20! 923%22%%25& () *+, -. RF: ; ¥8C
=VBEY8FY%0Y6BY6 CY6 DYBE %6 0% BY% C¥%/ D~r esour ce

That IRl would be transfornmed into the follow ng XMPP address (split
into two lines for |ayout purposes):

node@xanpl e. com
Irepul sive '#"$U& ()*+,-./:;<=>?2@\]"_"{|}~resource

2.8.3. Processing Exanple

Consi der the XMPP URI that resulted fromthe previous exanple (see
Section 2.7.3):

<Xnpp: j i 59091 @ECAYBDechy. exanpl e/ v¥20Pr aze>
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In order to generate a valid XMPP IRl fromthat URI, the application
MJUST adhere to the procedure specified in Section 3.2 of [IRI],
resulting in the following IR:

<xXnpp:ji &#x159; i @#x10D; echy. exanpl e/ v%20Pr aze>

In accordance with the process specified above, the processing
application would renmove the "xnmpp" schene and ":" character to
extract the XMPP address fromthis XMPP IR, converting any percent-
encoded octets fromthe "inodeid", "ihost", and "iresid" rules into
their character equivalents (e.g., "%0" into the space character).

The result is this XMPP address:
<j i &#x159; i @#x10D; echy. exanpl e/v Praze>
2.9. Internationalization
Because XMPP addresses are UTF-8 strings [UTF-8] and because octets
outside the US-ASCI|I range [US-ASCII] within XMPP addresses can be

easily converted to percent-encoded octets, XWMPP addresses are
designed to work well with Internationalized Resource ldentifiers

[IRI]T. In particular, with the exceptions of stringprep
verification, the conversion of syntax-relevant US-ASCI| characters
(e.g., "?"), and the conversion of percent-encoded octets fromthe
"inodeid", "ihost", and "iresid" rules into their character

equi valents (e.g., "%0" into the US-ASCI| space character), an XMPP
IRl can be constructed directly by prepending the "xnpp" schene and
":" character to an XMPP address. Furthernore, an XMPP | Rl can be
converted into URI syntax by adhering to the procedure specified in
Section 3.1 of [IRI], and an XMPP URI can be converted into IR
syntax by adhering to the procedure specified in Section 3.2 of

[IRI], thus ensuring interoperability with applications that are able
to process URI's but unable to process IRIs.

3. 1 ANA Registration of xnmpp URI Schene

In accordance with [URI - SCHEMES], this section provides the
information required to register the xnpp URl schene.

3.1. UR Schene Nane

Xnmpp
3. 2. St at us

per manent

Sai nt - Andre St andards Track [ Page 16]



RFC 5122 XMPP | Rl s/ URI's February 2008

3. 3.

3. 4.

3. 5.

Sai

URI Schene Syntax

The syntax for an xnpp UR is defined bel ow usi ng Augnent ed Backus-
Naur Form as specified by [ ABNF], where the "fragnent”, "host", "pct-
encoded", and "unreserved" rules are defined in [URI]:

XNppur i = "xnpp" ":" hierxmpp [ "7?" queryconp ] [ "#" fragnment ]
hi erxnpp = authpath / pat hxmpp
authpath = "//" authxnpp [ "/" pathxnpp ]
aut hxnmpp = nodeid "@ host
pathxmpp = [ nodeid "@ ] host [ "/" resid ]
nodei d = *( unreserved / pct-encoded / nodeal | ow )
nodeal low = "1™ [ "$" [ "“(" [ ") [ "*" [ "+ [ )] ", ="
resid = *( unreserved / pct-encoded / resallow)
resallow = "I" [ "g" [ "& [ "' [ "(" [ ")" [/
R A
queryconp = querytype [ *pair ]
querytype = *( unreserved / pct-encoded )
pai r =";" key "=" value
key = *( unreserved / pct-encoded )
val ue = *( unreserved / pct-encoded )

URI Schenme Semantics

The xmpp URI schene identifies entities that natively conmunicate
usi ng the Extensible Messagi ng and Presence Protocol (XMPP), and is
mai nly used for identification rather than for resource |ocation
However, if an application that processes an xmpp URl enabl es
interaction with the XMPP address identified by the URI, it MJST
foll ow the nethodol ogy defined in Section 2 of this docunent, Use of
XMPP |RIs and URI's, to reconstruct the encapsul ated XMPP address,
connect to an appropriate XMPP server, and send an appropriate XWPP
"stanza" (XM fragment) to the XMPP address. (Note: There is no MM
type associated with the xnpp URI schene.)

Encodi ng Consi derati ons

In addition to XMPP URIs, there will also be XMPP Internationalized
Resource ldentifiers (IRIs). Prior to converting an Extensible
Messagi ng and Presence Protocol (XWPP) address into an IRl (and in
accordance with [ XMPP-CORE] ), the XMPP address nust be represented as
a string of UTF-8 characters [UTF-8] by the generating application
(e.g., by transform ng an application’s internal representation of
the address as a UTF-16 string into a UTF-8 string). Because IR
syntax [IRI] specifies that the characters in an IR are the origina
Uni code characters thensel ves [ UNI CODE], when generating an XMPP IR
the generating application MIST decode the UTF-8 characters of a
native XMPP address to their original Unicode form Because UR
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syntax [URI] specifices that the characters in a URI are US-ASC |
characters [US-ASCII] only, when generating an XMPP URl the
generating application MJST escape the Unicode characters of an XMPP
IRl to US-ASCI| characters by adhering to the procedure specified in
RFC 3987.

3.6. Applications/Protocols That Use This URI Scheme Nane

The xmpp URI schene is intended to be used by interfaces to an XWPP
network from non-native user agents, such as web browsers, as well as
by non-native applications that need to identify XMPP entities as
full URIs or IRIs.

3.7. Interoperability Considerations
There are no known interoperability concerns related to use of the
xmpp URI schenme. | n order to help ensure interoperability, the XMPP
Regi strar function of the XMPP Standards Foundation naintains a
registry of query types and keys that can be used in the query
components of XMPP URIs and IRI's, |ocated at
<http://ww. xnmpp. org/registrar/querytypes. htnm >

3.8. Security Considerations
See Section 5 of this docunment, Security Considerations.

3.9. Contact

Peter Saint-Andre [nmilto:stpeter@ abber. org,
xnpp: st pet er @ abber . or g]

3.10. Author/Change Controller

This schene is registered under the IETF tree. As such, the | ETF
mai nt ai ns change contr ol

3.11. References
[ XMPP- CORE]

4. | ANA Consi derati ons
Thi s docunent obsol etes the URI scheme registration created by RFC
4622. The registration tenplate can be found in Section 3 of this
docunent. In order to help ensure interoperability, the XMPP

Regi strar function of the XMPP Standards Foundation naintains a
registry of query types and keys that can be used in the query
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components of XMPP URIs and IRI's, |ocated at
<http://ww. xXnmpp. or g/ regi strar/querytypes. ht m >.

5. Security Considerations

Providing an interface to XMPP services fromnon-native applications
i ntroduces new security concerns. The security considerations
discussed in [IRI], [URI], and [ XMPP-CORE] apply to XMPP IRI's, and
the security considerations discussed in [URI] and [ XMPP- CORE] apply
to XMPP URIs. |In accordance with Section 2.7 of [URI-SCHEMES] and
Section 7 of [URI], particular security considerations are specified
in the follow ng sections.

5.1. Reliability and Consi stency

G ven that XMPP addresses of the form node@lomain.tld are typically
created via registration at an XMPP server or provisioned by an

adm ni strator of such a server, it is possible that such addresses
may al so be unregi stered or deprovisioned. Therefore, the XMPP IRI/
URI that identifies such an XMPP address may not reliably and
consistently be associated with the sane principal, account owner,
application, or device.

XMPP addresses of the formnode@onain.tld/resource are typically
even nore epheneral (since a given XMPP resource identifier is
typically associated with a particular, tenporary session of an XMPP
client at an XMPP server). Therefore, the XMPP I RI/URI that
identifies such an XMPP address probably will not reliably and
consistently be associated with the same session. However, the
procedures specified in Section 10 of [ XMPP-CORE] effectively
elimnate any potential confusion that mnight be introduced by the
lack of reliability and consistency for the XMPP I RI/URI that
identifies such an XMPP address.

XMPP addresses of the formdomain.tld are typically long-lived XWMPP
servers or associated services. Although naturally it is possible
for server or service adnministrators to decomi ssion the server or
service at any tine, typically the IRIs/URIs that identify such
servers or services are the nost reliable and consistent of XWPP

I RI's/ URl s.

XMPP addresses of the formdonmin.tld/resource are not yet common on
XMPP networ ks; however, the reliability and consistency of XMPP IRl s/
URIs that identify such XMPP addresses would likely fall sonewhere
bet ween those that identify XMPP addresses of the formdomain.tld and
those that identify XMPP addresses of the form node@ilonain.tld.
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5.2. Malicious Construction

Mal i ci ous construction of XMPP IRIS/URIs is nade |less likely by the
prohibition on port nunbers in XMPP IRIs/URI's (since port nunbers are
to be discovered using DNS SRV records [DNS-SRV], as specified in

[ XMPP- CORE] ) .

5.3. Back-End Transcodi ng

Because the base XMPP protocol is designed to inplenment the exchange
of nmessages and presence information and not the retrieval of files
or invocation of simlar systemfunctions, it is deemed unlikely that
the use of XMPP IRIs/URI's would result in harnful dereferencing.
However, if an XMPP protocol extension defines nethods for
information retrieval, it MJST define appropriate controls over
access to that information. In addition, XMPP servers SHOULD NOT
natively parse XMPP I RIs/URl's but instead SHOULD accept only the XM
wire protocol specified in [ XMPP-CORE] and any desired extensions

t her et o.

5.4. Sensitive Information

The ability to interact with XMPP entities via a web browser or other
non-native application nmay expose sensitive information (such as
support for particular XMPP application protocol extensions) and
thereby nmake it possible to launch attacks that are not possible or
that are unlikely on a native XMPP network. Due care nust be taken
in deciding what information is appropriate for representation in
XMPP I RI's or URIS.

In particular, advertising XMPP IRIs/URI's in publicly accessible

| ocations (e.g., on websites) may make it easier for malicious users
to harvest XMPP addresses fromthe authority and path conponents of
XMPP | RIs/URI's and therefore to send unsolicited bul k comuni cations
to the users or applications represented by those addresses. Due
care should be taken in bal ancing the benefits of open information
exchange agai nst the potential costs of unwanted conmuni cati ons.

To hel p prevent |eaking of sensitive information, passwords and ot her
user credentials are forbidden in the authority conponent of XWPP
IRIs/URI's; in fact they are not needed, since the fact that

aut hentication in XMPP occurs via the Sinple Authentication and
Security Layer [SASL] makes it possible to use the SASL ANONYMOUS
mechani sm if desired.
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5

5

7

7

5. Semantic Attacks

Despite the exi stence of non-hierarchical URl schenes such as

[ MAILTQ, by association human users may expect all URI's to include
the "//" characters after the schenme name and ":" character

However, in XMPP IRIs/URI's, the "//" characters precede the authority
component rather than the path conponent. Thus,

xnpp: / / guest @xanpl e. com i ndi cates to authenticate as

"guest @xanpl e. cont’, whereas xnpp: guest @xanpl e.comidentifies the
node "guest @xanpl e. con'. Processing applications MJIST clearly
differentiate between these forns, and user agents SHOULD di scour age
human users fromincluding the "//" characters in XMPP I RIs/URl's
since use of the authority conmponent is envisioned to be hel pful only
in specialized scenarios, not nore generally.

6. Spoofing

The ability to include effectively the full range of Unicode
characters in an XMPP IRl may nake it easier to execute certain forns
of address m mcking (also called "spoofing"). However, XMPP IRls
are no different fromother IRIs in this regard, and applications
that will present XMPP IRI's to human users nust adhere to best
practices regardi ng address mimcking in order to help prevent
attacks that result from spoofed addresses (e.g., the phenomenon
known as "phishing"). For details, refer to the Security

Consi derations of [IRI].
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Appendi x A. Differences from RFC 4622

Several errors were found in RFC 4622. This docunent corrects those
errors. The resulting differences from RFC 4622 are as foll ows:

o Specified that the characters "[", "\", "]", "A", ":", "{", "|"
and "}" are allowed in XMPP node |dent|f|ers but not allomed in
IRIs or URIs according to the sub-delinms rule.

0 Specified that the characters *"', "<", ">" "[", "\", "]", "A~",
temoom{t, "I, and "}" are allowed in XMPP resource identifiers
but not allowed in IRIs or URIs according to the pchar rule.

o Specified that the foregoing characters nust be percent-encoded

when constructing an XMPP URI.
0 Corrected the ABNF accordi ngly.
0 Updated the exanpl es accordingly.

Appendi x B. Copyi ng Conditions

Regarding this entire docunent or any portion of

t he aut hor makes

no guarantees and is not responsible for any damage resulting from
its use. The author grants irrevocable perm ssion to anyone to use,
modi fy, and distribute it in any way that does not dimnish the

rights of anyone else to use, nodify, and distribute it,

provi ded

that redistributed derivative works do not contain m sl eadi ng author
or version information. Derivative works need not be |icensed under

simlar terns.
Aut hor’' s Addr ess

Peter Saint-Andre
XMPP St andar ds Foundati on

EMai | : st peter @ abber.org
URI : xnpp: st pet er @ abber . org

Sai nt - Andr e St andards Track

[ Page 25]



RFC 5122 XMPP | Rl s/ URI's February 2008

Ful I Copyright Statenent
Copyright (C) The IETF Trust (2008).

Thi s docunent is subject to the rights, licenses and restrictions
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Intellectual Property

The | ETF takes no position regarding the validity or scope of any
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this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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