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An Interface and Al gorithnms for Authenticated Encryption
Status of This Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmeno is unlimted.

Abst ract

Thi s docunent defines algorithns for Authenticated Encryption with
Associ ated Data (AEAD), and defines a uniforminterface and a
registry for such algorithns. The interface and registry can be used
as an application-independent set of cryptoalgorithmsuites. This
approach provides advantages in efficiency and security, and pronotes
the reuse of crypto inplenmentations.
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1.

1.

1.

I nt roducti on

Aut henti cated encryption [BNOO] is a formof encryption that, in
addition to providing confidentiality for the plaintext that is
encrypted, provides a way to check its integrity and authenticity.
Aut henti cated Encryption with Associated Data, or AEAD [ R02], adds
the ability to check the integrity and authenticity of some

Associ ated Data (AD), also called "additional authenticated data",
that is not encrypted.

1. Background

Many cryptographic applications require both confidentiality and
message authentication. Confidentiality is a security service that
ensures that data is available only to those authorized to obtain it;
usually it is realized through encryption. Message authentication is
the service that ensures that data has not been altered or forged by
unaut hori zed entities; it can be achieved by using a Message

Aut hentication Code (MAC). This service is also called data
integrity. Many applications use an encryption method and a MAC
together to provide both of those security services, with each

al gorithmusing an i ndependent key. Mbdre recently, the idea of
providing both security services using a single cryptoal gorithm has
becone accepted. 1In this concept, the cipher and MAC are repl aced by
an Aut henticated Encryption with Associated Data (AEAD) al gorithm

Several crypto algorithns that inplenment AEAD al gorithns have been
defined, including block cipher nodes of operation and dedi cated
algorithms. Some of these al gorithns have been adopted and proven
useful in practice. Additionally, AEAD is close to an 'idealized
vi ew of encryption, such as those used in the automated anal ysis of
cryptographi c protocols (see, for exanple, Section 2.5 of [BOYD]).

The benefits of AEAD algorithns, and this interface, are outlined in
Section 1.3.

2. Scope

In this docunment, we define an AEAD al gorithm as an abstraction, by
specifying an interface to an AEAD and defining an | ANA registry for
AEAD al gorithns. W populate this registry with four AEAD al gorithns
based on the Advanced Encryption Standard (AES) in Gl oi s/ Counter
Mode [GCM with 128- and 256-bit keys, and AES in Counter and CBC MAC
Mode [CCM with 128- and 256-bit keys.

In the followi ng, we define the AEAD interface (Section 2), and then
provi de gui dance on the use of AEAD al gorithns (Section 3), and
outline the requirenents that each AEAD al gorithm rnust neet
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(Section 4). Then we define several AEAD algorithns (Section 5), and
establish an | ANA registry for AEAD algorithms (Section 6). Lastly,
we di scuss sone other considerations (Section 7).

The AEAD interface specification does not address security protoco

i ssues such as anti-replay services or access control decisions that
are nmade on authenticated data. Instead, the specification ains to
abstract the cryptography away fromthose i ssues. The interface, and
the gui dance about how to use it, are consistent with the
recomendati ons from [ EEM)4] .

1.3. Benefits

The AEAD approach enabl es applications that need cryptographic
security services to nore easily adopt those services. It benefits
the application designer by allowing themto focus on inportant

i ssues such as security services, canonicalization, and data

mar shal i ng, and relieving themof the need to design crypto
mechani sms that nmeet their security goals. Inportantly, the security
of an AEAD al gorithm can be anal yzed i ndependent fromits use in a
particul ar application. This property frees the user of the AEAD of
the need to consider security aspects such as the relative order of
aut hentication and encryption and the security of the particular

conbi nati on of cipher and MAC, such as the potential |oss of
confidentiality through the MAC. The application designer that uses
the AEAD interface need not select a particular AEAD al gorithm during
the design stage. Additionally, the interface to the AEAD is
relatively sinple, since it requires only a single key as input and
requires only a single identifier to indicate the algorithmin use in
a particul ar case.

The AEAD approach benefits the inplementer of the crypto algorithns
by maeki ng avail able optim zations that are otherw se not possible to
reduce the anmpbunt of conputation, the inplenentation cost, and/or the
storage requirenments. The sinpler interface nakes testing easier;
this is a considerable benefit for a crypto algorithminplenmentation
By providing a uniforminterface to access cryptographic services,
the AEAD approach allows a single crypto inplementation to nore
easily support multiple applications. For exanmple, a hardware nodul e
that supports the AEAD interface can easily provide crypto
acceleration to any application using that interface, even to
applications that had not been designed when the nodul e was built.

1.4. Conventions Used in This Docunment
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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2

2

AEAD I nterface

An AEAD al gorithm has two operations, authenticated encryption and
aut henti cated decryption. The inputs and outputs of these algorithns
are defined belowin terns of octet strings.

An i nmpl enentati on MAY accept additional inputs. For exanple, an

i nput could be provided to allow the user to sel ect between different
i npl ementation strategi es. However, such extensions MJST NOT affect
interoperability with other inplenentations.

1. Authenticated Encryption

The aut henticated encryption operation has four inputs, each of which
is an octet string:

A secret key K, which MJST be generated in a way that is uniformy
random or pseudor andom

A nonce N. Each nonce provided to distinct invocations of the

Aut henti cated Encryption operation MJST be distinct, for any
particul ar value of the key, unless each and every nonce is zero-

I ength. Applications that can generate distinct nonces SHOULD use
the nonce formation nethod defined in Section 3.2, and MAY use any
other nethod that neets the uniqueness requirenment. O her
appl i cations SHOULD use zero-length nonces.

A plaintext P, which contains the data to be encrypted and
aut henti cat ed.

The associ ated data A, which contains the data to be
aut henti cated, but not encrypted.

There is a single output:
A ciphertext C, which is at least as long as the plaintext, or

an indication that the requested encryption operation could not be
per f or med.

Al of the inputs and outputs are variable-1ength octet strings,
whose | engths obey the follow ng restrictions:

The nunber of octets in the key Kis between 1 and 255. For each
AEAD algorithm the length of K MJUST be fixed.
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For any particular value of the key, either 1) each nonce provided
to distinct invocations of the Authenticated Encryption operation
MJST be distinct, or 2) each and every nonce MJST be zero-Iength.
If zero-length nonces are used with a particular key, then each
and every nonce used with that key MJUST have a |l ength of zero.

O herw se, the nunber of octets in the nonce SHOULD be twel ve
(12). Nonces with different |engths MAY be used with a particul ar
key. Some al gorithms cannot be used with zero-length nonces, but
others can; see Section 4. Applications that conformto the
recomended nonce length will avoid having to construct nonces
with different |engths, depending on the algorithmthat is in use.
Thi s gui dance hel ps to keep algorithmspecific |logic out of
appl i cations.

The nunber of octets in the plaintext P MAY be zero.
The nunber of octets in the associ ated data A MAY be zero.
The nunber of octets in the ciphertext C MAY be zero.

Thi s specification does not put a maxi mum|ength on the nonce, the
pl ai ntext, the ciphertext, or the additional authenticated data.
However, a particular AEAD al gorithm MAY further restrict the | engths
of those inputs and outputs. A particular AEAD inpl enentation MAY
further restrict the lengths of its inputs and outputs. |If a
particul ar inplementation of an AEAD algorithmis requested to
process an input that is outside the range of adm ssible | engths, or
an input that is outside the range of |engths supported by that

i npl ementation, it MJST return an error code and it MJST NOT out put
any other information. |In particular, partially encrypted or
partially decrypted data MJUST NOT be returned

Both confidentiality and nmessage authentication are provided on the
plaintext P. \Wen the length of Pis zero, the AEAD algorithm acts
as a Message Authentication Code on the input A

The associated data A is used to protect information that needs to be
aut henti cated, but does not need to be kept confidential. Wen using
an AEAD to secure a network protocol, for exanple, this input could

i ncl ude addresses, ports, sequence nunbers, protocol version nunbers,
and other fields that indicate how the plaintext or ciphertext should
be handl ed, forwarded, or processed. |In nmany situations, it is
desirable to authenticate these fields, though they nust be left in
the clear to allow the network or systemto function properly. Wen
this data is included in the input A authentication is provided

wi t hout copying the data into the plaintext.
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The secret key K MJUST NOT be included in any of the other inputs (N
P, and A). (This restriction does not nean that the val ues of those
i nputs nust be checked to ensure that they do not include substrings
that match the key; instead, it neans that the key must not be
explicitly copied into those inputs.)

The nonce is authenticated internally to the algorithm and it is not
necessary to include it in the AD input. The nonce MAY be incl uded
in Por Aif it is convenient to the application

The nonce MAY be stored or transported with the ciphertext, or it MY
be reconstructed imediately prior to the authenticated decryption
operation. It is sufficient to provide the decryption nmodule with
enough information to allow it to construct the nonce. (For exanple,
a system coul d use a nonce consisting of a sequence nunber in a
particular format, in which case it could be inferred fromthe order
of the ciphertexts.) Because the authenticated decryption process

detects incorrect nonce values, no security failure will result if a
nonce is incorrectly reconstructed and fed into an authenticated
decryption operation. Any nonce reconstruction nethod will need to

take into account the possibility of loss or reorder of ciphertexts
bet ween the encryption and decrypti on processes.

Applications MJUST NOT assune any particular structure or formatting
of the ciphertext.

2.2. Authenticated Decryption

The aut henticated decryption operation has four inputs: K, N A and
C, as defined above. It has only a single output, either a plaintext
value P or a special synmbol FAIL that indicates that the inputs are
not authentic. A ciphertext C, a nonce N, and associated data A are
authentic for key K when Cis generated by the encrypt operation with
inputs K, N, P, and A for sone values of N, P, and A The

aut henti cated decrypt operation will, with high probability, return
FAI L whenever the inputs N, P, and A were crafted by a nonce-
respecting adversary that does not know the secret key (assum ng that
the AEAD algorithmis secure).

2.3. Data Formatting
Thi s docunent does not specify any particul ar encodi ng for the AEAD
i nputs and outputs, since the encodi ng does not affect the security
services provided by an AEAD al gorithm
When choosing the format of application data, an application SHOULD

position the ciphertext C so that it appears after any other data
that is needed to construct the other inputs to the authenticated

MG ew St andards Track [ Page 7]



RFC 5116 Aut henti cated Encryption January 2008

decryption operation. For instance, if the nonce and ci phertext both
appear in a packet, the forner value should precede the latter. This
rule facilitates efficient and sinple hardware inplementations of
AEAD al gorit hns.

3. CGuidance on the Use of AEAD Al gorithmns

This section provides advice that nmust be followed in order to use an
AEAD al gorithm securely.

If an application is unable to neet the uni queness requirenment on
nonce generation, then it MJST use a zero-length nonce. Random zed
or stateful algorithms, which are defined below, are suitable for use
with such applications. Oherw se, an application SHOULD use nonces
with a length of twelve octets. Since algorithns are encouraged to
support that length, applications should use that length to aid
interoperability.

3.1. Requirenments on Nonce Generation
It is essential for security that the nonces be constructed in a

manner that respects the requirenment that each nonce val ue be
distinct for each invocation of the authenticated encryption

operation, for any fixed value of the key. 1In this section, we cal
attention to some consequences of this requirenent in different
scenari 0s.

When there are multiple devices perform ng encryption using a single
key, those devices nmust coordinate to ensure that the nonces are
unique. A sinple way to do this is to use a nonce format that
contains a field that is distinct for each one of the devices, as
described in Section 3.2. Note that there is no need to coordinate
the details of the nonce format between the encrypter and the
decrypter, as long the entire nonce is sent or stored with the
ciphertext and is thus available to the decrypter. |f the conplete
nonce is not available to the decrypter, then the decrypter will need
to know how the nonce is structured so that it can reconstruct it.
Appl i cati ons SHOULD provi de encryption engines with some freedomin
choosing their nonces; for exanple, a nonce could contain both a
counter and a field that is set by the encrypter but is not processed
by the receiver. This freedomallows a set of encryption devices to
more readily coordinate to ensure the distinctness of their nonces.

If a secret key will be used for a long period of tine, e.g., across
mul tiple reboots, then the nonce will need to be stored in non-
volatile menory. In such cases, it is essential to use checkpointing

of the nonce; that is, the current nonce val ue should be stored to
provide the state informati on needed to resunme encryption in case of
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unexpected failure. One sinple way to provide a high assurance that
a nonce value will not be used repeatedly is to wait until the
encryption process receives confirmation fromthe storage process

i ndi cating that the succeedi ng nonce val ue has al ready been stored.
Because this nethod may add significant latency, it nay be desirable
to store a nonce value that is several values ahead in the sequence.
As an exanpl e, the nonce 100 could be stored, after which the nonces
1 through 99 could be used for encryption. The nonce val ue 200 coul d
be stored at the sanme tinme that nonces 1 through 99 are being used,
and so on.

Many problems with nonce reuse can be avoided by changing a key in a
situation in which nonce coordination is difficult.

Each AEAD al gorithm SHOULD descri be what security degradati on woul d
result froman i nadvertent reuse of a nonce val ue.

3.2. Recommended Nonce Fornation

The foll owi ng nethod to construct nonces is RECOWENDED. The nonce
is formatted as illustrated in Figure 1, with the initial octets
consisting of a Fixed field, and the final octets consisting of a
Counter field. For each fixed key, the length of each of these
fields, and thus the length of the nonce, is fixed. |Inplenmentations
SHOULD support 12-octet nonces in which the Counter field is four
octets | ong.

Figure 1: Recommended nonce for nmat

The Counter fields of successive nonces forma nonotonically

i ncreasi ng sequence, when those fields are regarded as unsigned
integers in network byte order. The length of the Counter field MJST
remai n constant for all nonces that are generated for a given
encryption device. The Counter part SHOULD be equal to zero for the
first nonce, and increment by one for each successive nonce that is
generated. However, any particular Counter val ue MAY be ski pped
over, and left out of the sequence of values that are used, if it is
convenient. For exanple, an application could choose to skip the
initial Counter=0 value, and set the Counter field of the initia
nonce to 1. Thus, at nobst 27(8*C) nonces can be generated when the
Counter field is Coctets in |ength.
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The Fixed field MUST remain constant for all nonces that are
generated for a given encryption device. |If different devices are
performng encryption with a single key, then each distinct device
MUST use a distinct Fixed field, to ensure the uni queness of the
nonces. Thus, at nost 27(8*F) distinct encrypters can share a key
when the Fixed field is F octets in |ength.

3.2.1. Partially Inplicit Nonces

In some cases, it is desirable to not transnit or store an entire
nonce, but instead to reconstruct that value from contextua
information i mediately prior to decryption. As an exanple,

ci phertexts could be stored in sequence on a disk, and the nonce for
a particular ciphertext could be inferred fromits location, as |ong
as the rule for generating the nonces is known by the decrypter. W
call the portion of the nonce that is stored or sent with the

ci phertext the explicit part. W call the portion of the nonce that
isinferred the inplicit part. Wen part of the nonce is inplicit,
the follow ng specialization of the above format is RECOMMENDED. The
Fixed field is divided into two sub-fields: a Fixed-Comon field and
a Fixed-Distinct field. This format is shown in Figure 2. |If
different devices are performng encryption with a single key, then
each distinct device MIST use a distinct Fixed-Distinct field. The
Fi xed- Conmon field is conmmon to all nonces. The Fixed-Distinct field
and the Counter field MUST be in the explicit part of the nonce. The
Fi xed- Conmon field MAY be in the inplicit part of the nonce. These
conventions ensure that the nonce is easy to reconstruct fromthe
explicit data.

Figure 2: Partially inplicit nonce fornmat

The rationale for the partially inplicit nonce format is as
follows. This method of nonce construction incorporates the best
known practice; it is used by both GCM Encapusl ating Security
Payl oad (ESP) [RFC4106] and CCM ESP [ RFC4309], in which the Fixed
field contains the Salt value and the | owest eight octets of the
nonce are explicitly carried in the ESP packet. |In GCM ESP, the
Fi xed field must be at |east four octets long, so that it can
contain the Salt value. In CCMESP, the Fixed field nust be at

| east three octets long for the same reason. This nonce
generation nethod is also used by several counter node variants

i ncludi ng CTR ESP
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3.3. Construction of AEAD I nputs

If the AD input is constructed out of nmultiple data el enents, then it
is essential that it be unanbi guously parseable into its constituent
el ements, without the use of any unauthenticated data in the parsing
process. (In mathematical terns, the AD input nust be an injective
function of the data elenents.) |If an application constructs its AD
input in such a way that there are two distinct sets of data el enents
that result in the sane AD value, then an attacker could cause a
receiver to accept a bogus set by substituting one set for the other
The requirenent that the AD be uni quely parseable ensures that this
attack is not possible. This requirenent is trivially met if the AD
i s composed of fixed-width elenents. |If the AD contains a variabl e-
length string, for exanple, this requirement can be met by al so
including the length of the string in the AD

Simlarly, if the plaintext is constructed out of nultiple data

el ements, then it is essential that it be unanbi guously parseable
into its constituent elenments, w thout using any unauthenticated data
in the parsing process. Note that data included in the AD may be
used when parsing the plaintext, though of course since the AD is not
encrypted there is a potential |oss of confidentiality when

i nformati on about the plaintext is included in the AD

3.4. Exanpl e Usage

To make use of an AEAD al gorithm an application nmust define how the
encryption algorithms inputs are defined in terns of application
data, and how the ciphertext and nonce are conveyed. The cl earest
way to do this is to express each input in ternms of the data that
formit, then to express the application data in terns of the outputs
of the AEAD encryption operation

For exanple, AES-GCM ESP [ RFC4106] can be expressed as follows. The
AEAD i nputs are

P = Rest O Payl oadData || TFCpadding || Padding || PadLength |

Next Header
N=Salt || IV
A = SPI || SequenceNunber
where the synmbol "||" denotes the concatenation operation, and the

fields Rest O Payl oadDat a, TFCpaddi ng, Paddi ng, PadLength, NextHeader,
SPI, and SequenceNunber are as defined in [RFC4303], and the fields
Salt and |V are as defined in [RFC4106]. The field Rest Of Payl oadDat a
contains the plaintext data that is described by the NextHeader
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field, and no other data. (Recall that the PayloadData field
contains both the 1V and the Rest Of Payl oadDat a; see Figure 2 of
[ RFC4303] for an illustration.)

The format of the ESP packet can be expressed as
ESP = SPI || SequenceNunber || IV |] C

where C is the AEAD ciphertext (which in this case incorporates the
authentication tag). Please note that here we have not described the
use of the ESP Extended Sequence Nunber.

4. Requirements on AEAD Al gorithm Specifications

Each AEAD al gorithm MJUST only accept keys with a fixed key |length

K LEN, and MJST NOT require any particular data format for the keys
provided as input. An algorithmthat requires such structure (e.qg.,
one with subkeys in a particular parity-check format) will need to
provide it internally.

Each AEAD al gorithm MJST accept any plaintext with a | ength between
zero and P_MAX octets, inclusive, where the value P MAX is specific
to that algorithm The value of P_MAX MJUST be |arger than zero, and
SHOULD be at |east 65,536 (2716) octets. This size is a typical
upper limt for network data packets. Oher applications may use
even larger values of P_MAX, so it is desirable for general-purpose
al gorithms to support higher val ues.

Each AEAD al gorithm MJST accept any associated data with a length
bet ween zero and A_MAX octets, inclusive, where the value A MAX is
specific to that algorithm The value of A MAX MJUST be | arger than
zero, and SHOULD be at |east 65,536 (2716) octets. O her
applications may use even larger values of A MAX, so it is desirable
for general - purpose algorithnms to support higher val ues.

Each AEAD al gorithm MJST accept any nonce with a |l ength between N M N
and N_MAX octets, inclusive, where the values of NMN and N MAX are
specific to that algorithm The values of N_MAX and N.M N MAY be
equal. Each al gorithm SHOULD accept a nonce with a |l ength of twelve
(12) octets. Random zed or stateful algorithnms, which are described
bel ow, MAY have an N_MAX val ue of zero.

An AEAD al gorithm MAY structure its ciphertext output in any way; for
exanpl e, the ciphertext can incorporate an authentication tag. Each
al gorithm SHOULD choose a structure that is amenable to efficient
processi ng.
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An Aut henti cated Encryption al gorithm MAY incorporate or nmake use of
a random source, e.g., for the generation of an interna
initialization vector that is incorporated into the ciphertext
output. An AEAD algorithmof this sort is called random zed; though
note that only encryption is random and decryption is always
deterministic. A random zed al gorithm MAY have a val ue of N_MAX that
is equal to zero

An Aut henticated Encryption al gorithm MAY incorporate internal state
information that is naintai ned between invocations of the encrypt
operation, e.g., to allow for the construction of distinct val ues
that are used as internal nonces by the algorithm An AEAD al gorithm
of this sort is called stateful. This nmethod could be used by an
algorithmto provide good security even when the application inputs
zero-length nonces. A stateful algorithm MAY have a val ue of N_MAX
that is equal to zero

The specification of an AEAD al gorithm MJST include the val ues of
K_LEN, P_MAX, A MAX, N.MN, and N_MAX defined above. Additionally,
it MJUST specify the number of octets in the |argest possible

ci phertext, which we denote C MAX

Each AEAD al gorithm MJUST provide a description relating the | ength of
the plaintext to that of the ciphertext. This relation MJST NOT
depend on external parameters, such as an authentication strength
paraneter (e.g., authentication tag length). That sort of dependence
woul d conplicate the use of the algorithmby creating a situation in
which the information fromthe AEAD registry was not sufficient to
ensure interoperability.

EACH AEAD al gorithm specification SHOULD descri be what security
degradation would result from an inadvertent reuse of a nonce val ue.

Each AEAD al gorithm specification SHOULD provide a reference to a
detailed security analysis. This docunent does not specify a
particul ar security nodel, because several different nodels have been
used in the literature. The security analysis SHOULD define or
reference a security nodel

An algorithmthat is random zed or stateful, as defined above, SHOULD
describe itself using those terns.
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5.  AEAD Al gorithns

This section defines four AEAD al gorithms; two are based on AES GCM
two are based on AES CCM Each pair includes an algorithmwith a key
size of 128 bits and one with a key size of 256 bhits.

5.1. AEAD AES 128 GCM

The AEAD AES 128 GCM aut henti cated encryption al gorithm works as
specified in [GCM, using AES-128 as the bl ock cipher, by providing
the key, nonce, and plaintext, and associated data to that node of
operation. An authentication tag with a length of 16 octets (128
bits) is used. The AEAD AES 128 GCM ci phertext is forned by
appendi ng the authentication tag provided as an output to the GCM
encryption operation to the ciphertext that is output by that
operation. Test cases are provided in the appendix of [GCM. The
i nput and output |engths are as foll ows:

K LEN is 16 octets,

P MAX is 2736 - 31 octets,

A MAX is 2761 - 1 octets,

N.MN and N MAX are both 12 octets, and
C MAX is 27236 - 15 octets.

An AEAD AES 128 GCM ci phertext is exactly 16 octets longer than its
correspondi ng pl ai ntext.

A security analysis of GCMis available in [ MWO04].
5.1.1. Nonce Reuse

The inadvertent reuse of the same nonce by two invocations of the GCM
encryption operation, with the same key, but with distinct plaintext
val ues, underm nes the confidentiality of the plaintexts protected in
those two invocations, and undermines all of the authenticity and
integrity protection provided by that key. For this reason, GCM
shoul d only be used whenever nonce uni queness can be provided with
assurance. The design feature that GCM uses to achi eve m ni nal

| at ency causes the vulnerabilities on the subsequent uses of the key.
Note that it is acceptable to input the sane nonce value multiple
times to the decryption operation.

The security consequences are quite serious if an attacker observes
two ciphertexts that were created using the same nonce and key
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val ues, unless the plaintext and AD values in both invocations of the
encrypt operation were identical. First, a loss of confidentiality
ensues because he will be able to reconstruct the bitw se

excl usive-or of the two plaintext values. Second, a |oss of
integrity ensues because the attacker will be able to recover the

i nternal hash key used to provide data integrity. Know edge of this
key makes subsequent forgeries trivial.

5.2. AEAD AES 256_GCM

This algorithmis identical to AEAD AES 128 GCM but with the
follow ng differences:

K LEN is 32 octets, instead of 16 octets, and
AES- 256 GCM is used instead of AES-128 GCM
5.3. AEAD AES 128 CCM

The AEAD AES 128 CCM aut henti cated encryption al gorithm works as
specified in [CCM, using AES-128 as the bl ock cipher, by providing
the key, nonce, associated data, and plaintext to that node of
operation. The formatting and counter generation function are as
specified in Appendix A of that reference, and the values of the
paraneters identified in that appendix are as foll ows:

the nonce length nis 12,

the tag length t is 16, and

the value of g is 3.
An authentication tag with a length of 16 octets (128 bits) is used.
The AEAD AES 128 CCM ci phertext is fornmed by appending the
aut hentication tag provided as an output to the CCM encryption
operation to the ciphertext that is output by that operation. Test
cases are provided in [CCM. The input and output |engths are as
fol | ows:

K LEN is 16 octets,

P MAX is 2724 - 1 octets,

A MAX is 2764 - 1 octets,

N MN and N MAX are both 12 octets, and

C MAX is 2724 + 15 octets.
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An AEAD AES 128 CCM ci phertext is exactly 16 octets longer than its
correspondi ng pl ai nt ext.

A security analysis of AES CCMis available in [J02].
5.3.1. Nonce Reuse

I nadvertent reuse of the same nonce by two invocations of the CCM
encryption operation, with the sane key, undernines the security for
the nessages processed with those invocations. A |oss of
confidentiality ensues because an adversary will be able to
reconstruct the bitw se exclusive-or of the two plaintext val ues.

5.4. AEAD AES 256_CCM

This algorithmis identical to AEAD AES 128 CCM but with the
foll owi ng differences:

K LEN is 32 octets, instead of 16, and
AES- 256 CCM i s used instead of AES-128 CCM
6. | ANA Consi derations

The Internet Assigned Nunbers Authority (I ANA) has defined the "AEAD
Regi stry" described below. An al gorithm designer MAY regi ster an
algorithmin order to facilitate its use. Additions to the AEAD
Regi stry require that a specification be docunented in an RFC or

anot her permanent and readily available reference, in sufficient
detail that interoperability between independent inplenmentations is
possible. Each entry in the registry contains the foll ow ng

el ement s:

a short nane, such as "AEAD AES 128 GCM', that starts with the
string "AEAD',

a positive nunber, and

a reference to a specification that conpletely defines an AEAD
al gorithm and provides test cases that can be used to verify the
correctness of an inplenmentation

Requests to add an entry to the registry MJST include the nane and
the reference. The nunber is assigned by | ANA. These numnber
assi gnnents SHOULD use the smal |l est avail abl e positive nunber.
Submitters SHOULD have their requests reviewed by the | RTF Crypto
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Forum Research G oup (CFRG at cfrg@etf.org. Interested applicants
that are unfam liar with | ANA processes should visit
http://ww. i ana. org.

The nunbers between 32,768 (bi nary 1000000000000000) and 65, 535
(binary 1111111111111111) inclusive, will not be assigned by | ANA,
and are reserved for private use; no attenpt will be nade to prevent
multiple sites fromusing the same value in different (and

i nconpati bl e) ways [ RFC2434].

| ANA has added the following entries to the AEAD Regi stry:

. . R +
| Nare | Reference | Nuneric ldentifier

o e e e e oo oo S o e e e +
| AEAD_AES 128 GCM | Section 5.1 | 1 |
| AEAD_AES 256_CCM | Section 5.2 | 2 |
| AEAD _AES 128 CCM | Section 5.3 | 3 |
| AEAD _AES 256_CCM | Section 5.4 | 4 |
Fom e e e oo o m e e e oo - Fom e e e e oo o +

An | ANA registration of an AEAD does not constitute an endorsenent of
that algorithmor its security.

7. Oher Considerations

Directly testing a random zed AEAD encryption algorithm using test
cases with fixed inputs and outputs is not possible, since the
encryption process is non-determnistic. However, it is possible to
test a randomi zed AEAD al gorithmusing the foll owing technique. The
aut henti cated decryption algorithmis deterministic, and it can be
directly tested. The authenticated encryption algorithmcan be
tested by encrypting a plaintext, decrypting the resulting

ci phertext, and conparing the original plaintext to the post-
decryption plaintext. Conbining both of these tests covers both the
encryption and decryption al gorithns.

The AEAD al gorithns sel ected reflect those that have been al ready
adopted by standards. It is an open question as to what other AEAD
al gorithms shoul d be added. Many variations on basic algorithns are
possi ble, each with its own advantages. Wile it is desirable to
admt any algorithns that are found to be useful in practice, it is
al so desirable to linmit the total nunber of registered algorithns.
The current specification requires that a registered al gorithm
provide a conplete specification and a set of validation data; it is
hoped that these prerequisites set the adm ssion criteria
appropriately.
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It may be desirable to define an AEAD al gorithmthat uses the generic
composition with the encrypt-then-MAC net hod [ BNOO], conbining a
comon encryption algorithm such as CBC [ MODES], with a common
nmessage aut hentication code, such as HVAC SHA1 [ RFC2104] or AES CMAC
[CMAC]. An AEAD algorithmof this sort would reflect the best
current practice, and nmight be nore easily supported by crypto
modul es that | ack support for other AEAD al gorithns.

8. Security Considerations

Thi s docunent describes authenticated encryption algorithns, and
provi des gui dance on their use. Wile these algorithnms make it
easier, in some ways, to design a cryptographic application, it
shoul d be borne in mnd that strong cryptographic security is
difficult to achieve. Wile AEAD algorithns are quite useful, they
do nothing to address the issues of key generation [ RFC4086] and key
managenent [ RFC4107].

AEAD al gorithns that rely on distinct nonces nay be inappropriate for
some applications or for sone scenarios. Application designers
shoul d understand the requirenments outlined in Section 3.1

A software inplenentation of the AEAD encryption operation in a
Virtual Machine (VM environnent could inadvertently reuse a nonce
due to a "roll back"” of the VMto an earlier state [ GRO5].
Applications are encouraged to docunent potential issues to help the
user of the application and the VM avoid unintentional m stakes of
this sort. The possibility exists that an attacker can cause a VM
rol I back; threats and mitigations in that scenario are an area of
active research. For perspective, we note that an attacker who can
trigger such a roll back nay have al ready succeeded in subverting the
security of the system e.g., by causing an accounting error.

An | ANA registration of an AEAD al gorithm MJUST NOT be regarded as an
endorsenment of its security. Furthernore, the perceived security

| evel of an al gorithm can degrade over tine, due to cryptanalytic
advances or to "Mwore’'s Law', that is, the dimnishing cost of
comput ati onal resources over time.
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