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Abst r act

When nultiple access networks are avail able, users may have
difficulty in selecting which network to connect to and how to
authenticate with that network. This docunment defines the network
di scovery and selection problem dividing it into multiple sub-

probl ems. Some constraints on potential solutions are outlined, and
the limtations of several solutions (including existing ones) are
di scussed.
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1.

I nt roducti on

Today, network access clients are typically pre-configured with a
list of access networks and corresponding identities and credenti al s.
However, as network access nechani sns and operators have
proliferated, it has becone increasingly likely that users wll
encounter networks for which no pre-configured settings are
avai l abl e, yet which offer desired services and the ability to
successfully authenticate with the user’s home realm It is also
possi bl e that pre-configured settings will not be adequate in sone
situations. |In such a situation, users can have difficulty in

det erm ni ng which network to connect to, and how to authenticate to
t hat networ k.

The probl em ari ses when any of the followi ng conditions are true:

0 Wthin a single network, nore than one network attachnent point is
avai |l abl e, and the attachnent points differ in their roam ng
arrangenments, or access to services. Wile the link |ayer
capabilities of a point of attachment may be advertised, higher-
| ayer capabilities, such as roam ng arrangenents, end-to-end
quality of service, or Internet access restrictions, may not be.
As a result, a user may have difficulty determ ning which services
are avail abl e at each network attachment point, and which
attachnent points it can successfully authenticate to. For
exanple, it is possible that a roam ng agreement will only enable
a user to authenticate to the hone real mfrom sone points of
attachnent, but not others. Simlarly, it is possible that access
to the Internet may be restricted at sonme points of attachnent,
but not others, or that end-to-end quality of service nay not be
available in all locations. |In these situations, the network
access client cannot assunme that all points of attachnent within a
network offer identical capabilities.

o Miltiple networks are available for which the user has no
correspondi ng pre-configuration. The user nmay not have pre-
configured an identity and associ ated credentials for use with a
network, yet it is possible that the user’s hone realmis
reachable fromthat network, enabling the user to successfully
aut henticate. However, unless the roaning arrangenents are
advertised, the network access client cannot determine a priori
whet her successful authentication is likely. In this situation,
it is possible that the user will need to try multiple networks in
order to find one to which it can successfully authenticate, or it
is possible that the user will not be able to obtain access at
all, even though successful authentication is feasible.
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0 The user has multiple sets of credentials. Were no pre-
configuration exists, it is possible that the user will not be
able to determ ne which credentials to use with which attachnent
poi nt, or even whether any credentials it possesses will allow it
to authenticate successfully. An identity and associ ated
credentials can be usable for authentication with nultiple
networ ks, and not all of these networks will be pre-configured.
For exanple, the user could have one set of credentials froma
public service provider and anot her set from an enpl oyer, and a
networ k m ght enabl e authentication with one or nore of these
credentials. Yet, without pre-configuration, nultiple
unsuccessful authentication attenpts could be needed for each
attachnent point in order to determne what credentials are
usabl e, wasting valuable time and resulting in user frustration
In order to choose between multiple attachnent points, it can be
hel pful to provide additional information to enable the correct
credentials to be determ ned.

o0 There are multiple potential roam ng paths between the visited
realmand the user’s hone realm and service paraneters or pricing
differs between them |In this situation, there could be multiple
ways for the user to successfully authenticate using the sane
identity and credentials, yet the cost of each approach m ght
differ. In this case, the access network may not be able to
determine the roaning path that best matches the user’s
preferences. This can lead to the user being charged nore than
necessary, or not obtaining the desired services. For exanple,
the visited access real mcould have both a direct relationship
with the hone real mand an indirect relationship through a roam ng
consortium Current Authentication, Authorization, and Accounting
(AAA) protocols may not be able to route the access request to the
hone AAA sever purely based on the realmwi thin the Network Access
ldentifier (NAI) [RFC4282]. 1In addition, payl oad packets can be
routed or tunneled differently, based on the roamng relationship
path. This may have an inpact on the avail able services or their
pricing.

In Section 2, the network di scovery and selection problemis defined
and divided into sub-problens. Sonme solution constraints are
outlined in Section 3. Section 4 provides conclusions and
suggestions for future work. Appendi x A discusses existing solutions
to portions of the problem

1.1. Terminology Used in This Docunent
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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Aut henti cation, Authorization, and Accounting (AAA)

AAA protocols with EAP support include Renote Authentication
Dial-In User Service (RADIUS) [RFC3579] and Di aneter [RFC4072].

Access Point (AP)

An entity that has station functionality and provi des access to
distribution services via the wireless nmedium (WY for associated
stations.

Access Technol ogy Sel ection

This refers to the sel ection between access technol ogies, e.g.,
802. 11, Universal Mobile Tel ecommunications System (UMIS), W MAX
The selection will be dependent upon the access technol ogi es
supported by the device and the availability of networks
supporting those technol ogi es.

Bearer Sel ection

For sonme access technologies (e.g., UMIS), there can be a
possibility for delivery of a service (e.g., voice) by using
either a circuit-switched or packet-switched bearer. Bearer

sel ection refers to selecting one of the bearer types for service
delivery. The decision can be based on support of the bearer type
by the device and the network as well as user subscription and
operator preferences.

Basi ¢ Service Set (BSS)

A set of stations controlled by a single coordination function

Decor at ed NA

A NAlI specifying a source route. See Section 2.7 of RFC 4282
[ RFC4282] for nore information.

Ext ended Service Set (ESS)

Ar kko,

A set of one or nore interconnected basic service sets (BSSs) with
the sane Service Set Identifier (SSID) and integrated |ocal area
net wor ks (LANs), which appears as a single BSS to the logical link
control layer at any station associated with one of those BSSs.
This refers to a nechanismthat a node uses to discover the
networ ks that are reachable froma given access network
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Net wor k Access ldentifier (NAl)

The Network Access ldentifier (NAI) [RFC4282] is the user identity
submitted by the client during network access authentication. In
roam ng, the purpose of the NAl is to identify the user as well as
to assist in the routing of the authentication request. Pl ease
note that the NAl may not necessarily be the sanme as the user’s
e-mai| address or the user identity submitted in an application

| ayer authentication.

Net wor k Access Server (NAS)

The device that peers connect to in order to obtain access to the
network. In Point-to-Point Tunneling Protocol (PPTP) term nology,
this is referred to as the PPTP Access Concentrator (PAC), and in
Layer 2 Tunneling Protocol (L2TP) term nology, it is referred to
as the L2TP Access Concentrator (LAC). In |IEEE 802.11, it is
referred to as an Access Point (AP)

Net wor k Di scovery

The nechani smused to di scover avail abl e networks. The discovery
mechani sm nmay be passive or active, and depends on the access

technology. In passive network discovery, the node listens for
net wor k announcenents; in active network di scovery, the node
solicits network announcenents. It is possible for an access

technology to utilize both passive and active network discovery
nmechani sns.

Net wor k Sel ecti on

Sel ection of an operator/ISP for network access. Network
sel ection occurs prior to network access authentication

Real m

The real m portion of an NAI [RFC4282].

Real m Sel ecti on

Ar kko,

The sel ection of the realm (and corresponding NAI) used to access
the network. A real mcan be reachable fromnore than one access
network type, and selection of a real mmy not enabl e network
capabilities.
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Roami ng Capability

Roam ng capability can be | oosely defined as the ability to use
any one of nmultiple Internet Service Providers (I1SPs), while

mai ntaining a formal, custoner-vendor relationship with only one.
Exanpl es of cases where roaming capability mght be required

i nclude |1 SP "confederations" and | SP-provi ded corporate network
access support.

Station (STA)

A device that contains an | EEE 802. 11 conformant medi um access
control (MAC) and physical |ayer (PHY) interface to the wireless

medi um (W) .
2. Problem Definition

The network di scovery and sel ecti on probl em can be broken down into
mul tiple sub-problens. These include:

o Discovery of points of attachnent. This involves the discovery of
points of attachnment in the vicinity, as well as their
capabilities.

o ldentifier selection. This involves selection of the NAI (and
credentials) used to authenticate to the sel ected point of
attachnent.

0 AAArouting. This involves routing of the AAA conversation back
to the home AAA server, based on the real mof the sel ected NAI

o Payload routing. This involves the routing of data packets, in
the situation where mechani sns nore advanced than desti nati on-
based routing are required. Wile this problemis interesting, it
is not discussed further in this docunent.

0 Network capability discovery. This involves discovering the
capabilities of an access network, such as whether certain
services are reachable through the access network and the charging

policy.

Al ternatively, the problemcan be divided into discovery, decision,
and sel ecti on conponents. The AAA routing problem for instance,

i nvol ves all conponents: discovery (which mediating networks are
avai |l abl e), decision (choosing the "best" one), and sel ection

(sel ecting which nediating network to use) comnponents.
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2.1. Discovery of Points of Attachnent

Traditionally, the discovery of points of attachnent has been handl ed
by out-of -band nechanisns or link or network |ayer advertisenents.

RFC 2194 [ RFC2194] describes the pre-provisioning of dial-up roamng
clients, which typically included a list of potential phone nunbers
updated by the provider(s) with which the client had a contractua
relati onship. RFC 3017 [RFC3017] describes the | ETF Proposed
Standard for the Roam ng Access eXtensi bl e Markup Language (XM)
Docunent Type Definition (DTD). This covers not only the attributes
of the Points of Presence (PoP) and Internet Service Providers
(I'SPs), but also hints on the appropriate NAl to be used with a
particul ar PoP. The XM. DID supports dial-in and X 25 access, but
has extensi bl e address and nedi a type fields.

As access networks and the points of attachment have proliferated,
out - of -band pre-configuration has becone increasingly difficult. For
networks with many points of attachnent, keeping a conplete and up-
to-date list of points of attachnent can be difficult. As a result,
wirel ess network access clients typically only attenpt to pre-
configure information relating to access networks, rather than

i ndi vi dual points of attachnent.

In I EEE 802.11 Wrel ess Local Area Networks (W.AN), the Beacon and
Probe Request/ Response nechani sm provides a way for Stations to

di scover Access Points (AP) and the capabilities of those APs. The
| EEE 802. 11 specification [|EEE. 802. 11-2003] provides support for
bot h passive (Beacon) and active (Probe Request/Response) discovery
mechani sims; [ Fi xi ngapsel] studied the effectiveness of these
mechani sns.

Among the Information Elements (1 E) included within the Beacon and
Probe Response is the Service Set Identifier (SSID), a non-unique
identifier of the network to which an AP is attached. The Beacon/
Probe facility therefore enabl es network discovery, as well as the
di scovery of points of attachnent and the capabilities of those
poi nts of attachment.

The d obal System for Mbile Comunications (GSM specifications also
provide for discovery of points of attachnent, as does the Candi date
Access Router Discovery (CARD) [RFC4066] protocol devel oped by the

| ETF SEAMOBY Wor ki ng Group (WG).

Along with discovery of points of attachnment, the capabilities of
access networks are also typically discovered. These may include:
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0 Access network nanme (e.g., |EEE 802.11 SSI D)

0 Lower |ayer security nmechanism(e.g., |EEE 802.11 Wred Equival ent
Privacy (WEP) vs. W-Fi Protected Access 2 (WPA2))

0 Quality of service capabilities (e.g., |EEE 802.11e support)

0 Bearer capabilities (e.g., circuit-swtched, packet-sw tched, or
bot h)

Even though pre-configuration of access networks scal es better than
pre-configuration of points of attachnment, where nany access networks
can be used to authenticate to a home realm providing conplete and
up-to-date informati on on each access network can be chal | engi ng.

In such a situation, network access client configuration can be

m nimzed by providing infornation relating to each hone realm

rat her than each access network. One way to enable this is for an
access network to support "virtual Access Points" (virtual APs), and
for each point of attachnent to support virtual APs corresponding to
each reachabl e hone realm

Wiile a single | EEE 802.11 network may only utilize a single SSID, it
may cover a wi de geographical area, and as a result, may be
segnented, utilizing multiple prefixes. It is possible that a single
SSID may be advertised on multiple channels, and may support multiple
access mechani sms (including Universal Access Method (UAM and | EEE
802. 1X [ | EEE. 8021X-2004]) which may differ between points of
attachnent. A single SSID nmay al so support dynanmi ¢ VLAN access as
described in [ RFC3580], or nay support authentication to nmultiple
home AAA servers supporting different realms. As a result, users of
a single point of attachment, connecting to the same SSID, nmay not
have the same set of services avail able.

2.2. ldentity Selection

As networks proliferate, it becomes nore and nore likely that a user
may have nmultiple identities and credential sets, available for use
in different situations. For exanple, the user may have an account

with one or nore Public WLAN providers, a corporate WLAN, and one or
nmore wirel ess Wde Area Network (WAN) providers.

Typically, the user will choose an identity and correspondi ng
credential set based on the selected network, perhaps with additiona
assi stance provi ded by the chosen authentication mechanism For
exanple, if Extensible Authentication Protocol - Transport Layer
Security (EAP-TLS) is the authentication nechanismused with a
particul ar network, then the user will select the appropriate EAP-TLS
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client certificate based, in part, on the list of trust anchors
provi ded by the EAP-TLS server.

However, in access networks where roam ng is enabl ed, the mapping
bet ween an access network and an identity/credential set may not be
one to one. For exanple, it is possible for multiple identities to
be usable on an access network, or for a given identity to be usable
on a single access network, which may or may not be avail abl e.

Figure 1 illustrates a situation where a user identity nay not be
usabl e on a potential access network. 1In this case, access network 1
enabl es access to users within the realm"ispl. exanple.cont, whereas
access network 3 enables access to users within the realm

"corp2. exanpl e. cont'; access network 2 enabl es access to users within
bot h real ns.

? ? L + I i T ) +
? | Access | | |
o/ _-->| Network |------ >| "ispl. exanpl e. cont'|
a / I 1 I ->| I
| | R + / R +
oV | /
| Fommm e - + /
User "subscriber@spl. | | Access |/
exanpl e. cont’ -- ? -->] Network |
al so known as | | 2 |\
"empl oyeel23@orp2. | R +\
exanpl e. cont | \
| S + LR e +
\ | Access | ->| |
--> Network |------ >| "cor p2. exanpl e. cont' |
| 3 I I I
S R + o e e e o +

Figure 1. Two credentials, three possible access networks

In this situation, a user only possessing an identity within the
"corp2. exanpl e.cont’ real mcan only successfully authenticate to
access networks 2 or 3; a user possessing an identity within the
"ispl. exanpl e. com' real mcan only successfully authenticate to access
networks 1 or 2; a user possessing identities within both real ns can
connect to any of the access networks. The question is: how does the
user figure out which access networks it can successfully
authenticate to, preferably prior to choosing a point of attachment?

Traditionally, hints useful in identity selection have been provided

out -of -band. For exanple, the XM. DID, described in [ RFC3017],
enables a client to select between potential points of attachnent as
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well as to select the NAI and credentials to use in authenticating
withit.

Where all points of attachnment within an access network enable
authentication utilizing a set of realns, selection of an access

net work provides know edge of the identities that a client can use to
successfully authenticate. For exanple, in an access network, the
set of supported real ms corresponding to network nane can be pre-
confi gur ed.

In sone cases, it may not be possible to determine the avail able
access networks prior to authentication. For exanple,

[ 1 EEE. 8021X- 2004] does not support network di scovery on | EEE 802
wi red networks, so that the peer cannot deternine which access
network it has connected to prior to the initiation of the EAP
exchange.

It is also possible for hints to be enbedded within credentials. In
[ RFC4334], usage hints are provided within certificates used for
wirel ess authentication. This involves extending the client’s
certificate to include the SSIDs with which the certificate can be
used.

However, there may be situations in which an access network nmay not
accept a static set of realns at every point of attachment. For
exanpl e, as part of a roanmi ng agreenent, only points of attachnent
within a given region or country nmay be made available. In these
situations, mechanisns such as hints enbedded within credentials or
pre-configuration of access network to real m mappi ngs nay not be
sufficient. Instead, it is necessary for the client to discover
usabl e identities dynanically.

This is the problemthat RFC 4284 [ RFC4284] attenpts to sol ve, using
the EAP-Request/ldentity to comrunicate a |ist of supported real ns.
However, the problens inherent in this approach are nany, as

di scussed in Appendix A 1.

Note that identity selection also inplies selection of different
credentials, and potentially, selection of different EAP

aut hentication nmethods. 1In sone situations this may inply serious
security vulnerabilities. These are discussed in depth in Section 5.

2.3.  AAA Routing
Once the identity has been selected, the AAA infrastructure needs to
route the access request back to the home AAA server. Typically, the

routing is based on the Network Access ldentifier (NAl) defined in
[ RFC4282] .
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Where the NAI does not encode a source route, the routing of requests
is determned by the AAA infrastructure. As described in [RFC2194],
nmost roam ng i nplementations are relatively sinple, relying on a
static realmrouting table that determ nes the next hop based on the
NAI realmincluded in the User-Name attribute within the Access-
Request. Wthin RADIUS, the I P address of the hone AAA server is
typically determ ned based on static nmappings of realns to IP
addresses mai ntai ned within RAD US proxies.

D amet er [ RFC3588] supports nechanisns for intra- and inter-domain
service discovery, including support for DNS as well as service

di scovery protocols such as Service Location Protocol version 2
(SLPv2) [RFC2608]. As a result, it may not be necessary to configure
static tables mapping realnms to the I P addresses of Di ameter agents.
However, while this sinplifies maintenance of the AAA routing
infrastructure, it does not necessarily sinplify roam ng-rel ationship
pat h sel ecti on.

As noted in RFC 2607 [ RFC2607], RADI US proxi es are deployed not only
for routing purposes, but also to mask a number of inadequacies in
the RADI US protocol design, such as the lack of standardized
retransm ssi on behavior and the need for shared secret provisioning
bet ween each AAA client and server

D amet er [ RFC3588] supports certificate-based authentication (using
either TLS or IPsec) as well as Redirect functionality, enabling a
Di ameter client to obtain a referral to the hone server froma

D aneter redirect server, so that the client can contact the hone
server directly. |In situations in which a trust nodel can be
establ i shed, these Dianeter capabilities can enable a reduction in
the length of the roam ng rel ationship path.

However, in practice there are a nunber of pitfalls. |In order for
certificate-based authentication to enable comunicati on between a
Net wor k Access Server (NAS) or |ocal proxy and the hone AAA server,
trust anchors need to be configured, and certificates need to be

sel ected. The AAA server certificate needs to chain to a trust
anchor configured on the AAA client, and the AAA client certificate
needs to chain to a trust anchor configured on the AAA server. \Were
multiple potential roaming relationship paths are available, this
will reflect itself in multiple certificate choices, transforning the
path selection probleminto a certificate selection problem
Depending on the functionality supported within the certificate

sel ection inplementation, this may not make the problemeasier to
solve. For example, in order to provide the desired control over the
roaming path, it may be necessary to inplenent customcertificate

sel ection logic, which may be difficult to introduce within a
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certificate handling inplenmentation designed for general -purpose
usage.

As noted in [RFC4284], it is also possible to utilize an NAl for the
pur poses of source routing. |In this case, the client provides

gui dance to the AAA infrastructure as to howit would Iike the access
request to be routed. An NAl including source-routing information is
said to be "decorated"; the decoration format is defined in

[ RFC4282] .

When decoration is utilized, the EAP peer provides the decorated NA
wi thin the EAP-Response/ldentity, and as described in [RFC3579], the
NAS copi es the decorated NAl included in the EAP-Response/ldentity
into the User-Name attribute included within the access request. As
the access request transits the roam ng rel ationship path, AAA
proxi es determ ne the next hop based on the real mincluded within the
User-Nane attribute, in the process, successively renoving decoration
fromthe NAl included in the User-Name attribute. |In contrast, the
decorated NAI included within the EAP-Response/ldentity encapsul ated
in the access request remains untouched. As a result, when the
access request arrives at the AAA home server, the decorated NA
included in the EAP-Response/ldentity may differ fromthe NA
included in the User-Nane attribute (which nmay have sone or all of
the decoration renmoved). For the purpose of identity verification,
the EAP server utilizes the NAl in the User-Name attribute, rather
than the NAI in the EAP-Response/ldentity.

Over the long term it is expected that the need for NAl "decoration"
and source routing will disappear. This is sonmewhat anal ogous to the
evolution of email delivery. Prior to the w despread proliferation
of the Internet, it was necessary to gateway between SMIP-based nai
systens and alternative delivery technol ogi es, such as Uni x-to-Unix
CoPy Protocol (UUCP) and FidoNet. Prior to the inplenentation of
emai |l gateways utilizing MX RR routing, email address-based source-
routing was used extensively. However, over tinme the need for enmil
source-routing di sappear ed.

2.3.1. The Default Free Zone

AAA clients on the edge of the network, such as NAS devices and | oca
AAA proxies, typically maintain a default realmroute, providing a
default next hop for realns not otherw se taken into account within
the realmrouting table. This pernmits devices with linited resources
to maintain a small realmrouting table. Deeper within the AAA
infrastructure, AAA proxies may be maintained with a "default free"
realmtable, listing next hops for all known real ns, but not
providing a default real mroute.
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Wil e dynamic real mrouting protocols are not in use within AAA
infrastructure today, even if such protocols were to be introduced,
it is likely that they would be deployed solely within the core AAA
infrastructure, but not on NAS devices, which are typically resource
constrai ned.

Si nce NAS devices do not naintain a full realmrouting table, they do
not have know edge of all the real ms reachable fromthe | oca

network. The situation is analogous to that of Internet hosts or
edge routers that do not participate in the BG nesh. |In order for
an Internet host to determine whether it can reach a destination on
the Internet, it is necessary to send a packet to the destination

Simlarly, when a user provides an NAl to the NAS, the NAS does not
know a priori whether or not the real mencoded in the NAl is
reachable; it sinply forwards the access request to the next hop on
the roaming relationship path. Eventually, the access request
reaches the "default free" zone, where a core AAA proxy determ nes
whet her or not the realmis reachable. As described in [RFC4284],
where EAP authentication is in use, the core AAA proxy can send an
Access-Reject, or it can send an Access-Chal |l enge encapsul ati ng an
EAP- Request/ldentity containing "real mhints" based on the content of
the "default free" realmrouting table.

There are a nunber of intrinsic problens with this approach. Were
the "default free" routing table is large, it may not fit within a
singl e EAP packet, and the core AAA proxy may not have a mechani sm
for selecting the nost promising entries to include. Even where the
"default free" realmrouting table would fit within a single EAP-
Request /Il dentity packet, the core AAA router may not choose to
include all entries, since the Iist of real mroutes could be

consi dered confidential information not appropriate for disclosure to
hosts seeki ng network access. Therefore, it cannot be assuned that
the list of "realmhints" included within the EAP-Request/Ildentity is
conplete. Gven this, a NAS or |ocal AAA proxy snooping the EAP-
Request/ldentity cannot rely on it to provide a complete |ist of
reachabl e realms. The "real mhint" nechani sm described in [ RFC4284]
is not a dynam c routing protocol

2.3.2. Route Selection and Policy
Along with lack of a dynamic AAA routing protocol, today’' s AAA
infrastructure | acks mechani sms for route selection and policy. As a

result, multiple routes may exist to a destination realm w thout a
mechani sm for the selection of a preferred route.
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In Figure 2, Roaming Goups 1 and 2 both include a route to the realm
"a.exanpl e.com'. However, these real mroutes are not dissem nated to
the NAS along with associated metrics, and, as a result, there is no
mechani sm for inplenentation of dynam c routing policies (such as

sel ection of realmroutes by shortest path, or preference for routes
originating at a given proxy).

B +
| | ----> "a.exanpl e. cont
| Roam ng |
Hommmmm e + | Goup 1 |
| [----- >| Proxy | ----> "b. exanpl e. cont
user "joe@ | Access | Homomooe +
a. exanpl e. conf'--->| Provider|
| NAS | to--om---- +
| | ----- >| | ----> "a.exanpl e. cont
Hommmmmn + | Roaming |
| Goup 2 |
| Proxy | ----> "c. exanpl e. cont
B +

Figure 2: Miultiple routes to a destination realm

In the exanple in Figure 2, access through Roaming Group 1 nmay be

| ess expensive than access through Roaming Goup 2, and as a result
it would be desirable to prefer Roaming Goup 1 as a next hop for an
NAI with a real mof "a.exanple.com'. However, the only way to obtain
this result would be to nanually configure the NAS real mrouting
table with the follow ng entries:

b. exampl e. com Roam ng G oup 1
c. exanpl e. com Roam ng G oup 2
Def aul t Roam ng Group 1

Whi | e manual configuration may be practical in situations where the
realmrouting table is small and entries are static, where the |ist
of supported real ns change frequently, or the preferences change
dynami cal | y, manual configuration will not be manageabl e.

2.3.3. Source Routing

Due to the linmtations of current AAA routing mechanisns, there are
situations in which NAl-based source routing is used to influence the
roam ng relationship path. However, since the AAA proxies on the
roami ng relationship path are constrained by existing rel ationshi ps,
NAI - based source routing is not source routing in the classic sense;
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it nerely suggests preferences that the AAA proxy can choose not to
acconmodat e.

Where real mroutes are set up as the result of pre-configuration and
dynanic route establishnment is not supported, if a real mroute does
not exist, then NAI-based source routing cannot establish it. Even
where dynami c route establishnent is possible, such as where the AAA
client and server support certificate-based authentication, and AAA
servers are discoverable (such as via the mechani snms described in

[ RFC3588]), an AAA proxy may choose not to establish a real mroute by
initiating the discovery process based on a suggestion in an NAl-
based source route.

VWere the real mroute does exist, or the AAA proxy is capable of
establishing it dynam cally, the AAA proxy may choose not to
authorize the client to use it.

Wiile, in principle, source routing can provide users with better
control over AAA routing decisions, there are a nunber of practica
probl ems to be overcome. 1In order to enable the client to construct
optimal source routes, it is necessary for it to be provided with a
conpl ete and up-to-date realmrouting table. However, if a solution
to this problemwere readily available, then it could be applied to
the AAA routing infrastructure, enabling the selection of routes

wi t hout the need for user intervention.

As noted in [Eronen04], only a limted nunber of paraneters can be
updat ed dynam cally. For exanple, quality of service or pricing
information typically will be pre-provisioned or nade avail abl e on
the web rather than being updated on a continuous basis. Were realm
nanes are communi cated dynamically, the "default free" realmlist is
unlikely to be provided in full since this table could be quite

large. Gven the constraints on the availability of information, the
construction of source routes typically needs to occur in the face of
i nconpl ete know edge.

In addition, there are few nmechani sns available to audit whether the
requested source route is honored by the AAA infrastructure. For
exanpl e, an access network could advertise a realmroute to

"cost sl ess. exanpl e. cont', while instead routing the access-request

t hrough "costsnore. exanple.conf. Wile the decorated NAI woul d be
made available to the honme AAA server in the EAP-Response/ldentity,
the hone AAA server might have a difficult tine verifying that the
source route requested in the decorated NAI was actually honored by
the AAA infrastructure. Simlarly, it could be difficult to
determ ne whether quality of service (QS) or other routing requests
were actual ly provided as requested. To sonme extent, this problem

Arkko, et al. I nf or mat i onal [ Page 16]



RFC 5113 Net wor k Di scovery and SP January 2008

may be addressed as part of the business arrangements between roani ng
partners, which may provide mni mum service-|evel guarantees.

G ven the potential issues with source routing, conventional AAA
routing nmechani sns are to be preferred wherever possible. Were an
error is encountered, such as an attenpt to authenticate to an
unreachable realm "real mhints" can be provided as descri bed

[ RFC4284]. However, this approach has severe scalability
limtations, as outlined in Appendi x A 1.

2.4. Network Capabilities Discovery

Net wor k capability di scovery focuses on di scovery of the services

of fered by networks, not just the capabilities of individual points
of attachnent. By acquiring additional information on access network
characteristics, it is possible for users to nake a nore inforned
access decision. These characteristics may include:

0 Roami ng rel ationshi ps between the access network provider and
other network providers and associ ated costs. Were the network
access client is not pre-configured with an identity and
credentials corresponding to a | ocal access network, it will need
to be able to deternine whether one or nore hone realns are
reachabl e from an access network so that successful authentication
can be possible.

0 EAP authentication nethods. While the EAP authentication nethods
supported by a hone real mcan only be determ ned by contacting the
hone AAA server, it is possible that the local realmw Il also
support one or nmore EAP nethods. For exanple, a user may be able
to utilize EAP-SIM (Extensible Authentication Protocol -
Subscriber ldentity Mbdule) to authenticate to the access network
directly, rather than having to authenticate to the home network.

0 End-to-end quality of service capability. Wile local quality of
service capabilities are typically advertised by the access
network (e.g., support for W-Fi Mltinedia (WM), the
availability of end-to-end QoS services nmay not be advertised.

0 Service paranmeters, such as the exi stence of m ddl eboxes or
firewalls. If the network access client is not nade aware of the
Internet access that it will receive on connecting to a point of
attachnent, it is possible that the user may not be able to access
the desired services.

Ref erence [| EEE. 11-04-0624] classifies the possible steps at which
| EEE 802. 11 networks can acquire this information:
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0 Pre-association
0 Post-association (or pre-authentication)
0 Post-authentication

In the interest of minimzing connectivity delays, all of the
information required for network selection (including both access
networ k capabilities and gl obal characteristics) needs to be provided
prior to authentication.

By the tinme authentication occurs, the node has typically sel ected
the access network, the NAI to be used to authenticate, as well as
the point of attachment. Should it learn information during the

aut henti cation process that would cause it to revise one or nore of
those decisions, the node will need to select a new network, point of
attachnent, and/or identity, and then go through the authentication
process all over again. Such a process is likely to be both tine
consum ng and unreliabl e.

3. Design Issues

The following factors should be taken into consideration while
eval uating solutions to the problem of network sel ection and
di scovery.

3.1. AAA Routing

Solutions to the AAA routing issues discussed in Section 2.3 need to
apply to a wide range of AAA nessages, and should not restrict the

i ntroduction of new AAA or access network functionality. For
exanpl e, AAA routing mechani sms should work for access requests and
responses as well as accounting requests and responses and server-
initiated nmessages. Solutions should not restrict the devel opnent of
new AAA attributes, access types, or performance optim zations (such
as fast handoff support).

3.2. Backward Conpatibility
Sol utions need to maintain backward conpatibility. |In particular

0 Selection-aware clients need to interoperate with | egacy NAS
devi ces and AAA servers.

0 Selection-aware AAA infrastructure needs to interoperate with
| egacy clients and NAS devi ces.
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For exanple, selection-aware clients should not transmit packets

| arger than | egacy NAS devices or AAA servers can handle. \Were
prot ocol extensions are required, changes should be required to as
few infrastructure el ements as possible. For exanple, extensions
that require upgrades to existing NAS devices will be nore difficult
to deploy than proposals that are increnentally depl oyabl e based on
phased upgrades of clients or AAA servers.

3.3. Efficiency Constraints

Sol utions should be efficient as neasured by channel utilization,
bandwi dt h consunpti on, handoff delay, and energy utilization

Mechani sns that depend on nulticast frames need to be designed with
care since nmulticast frames are often sent at the | owest supported
rate and therefore consume consi derabl e channel time as well as
energy on the part of |istening nodes. Depending on the depl oynent,
it is possible for bandwidth to be constrai ned both on the |ink, as
well as in the backend AAA infrastructure. As a result, chatty
mechani sms such as keepalives or periodic probe packets are to be
avoi ded. G ven the volune handl ed by AAA servers, solutions should
al so be conscious of adding to the |oad, particularly in cases where
this could enabl e denial-of-service attacks. For exanple, it would
be a bad idea for a NAS to attenpt to obtain an updated real mrouting
tabl e by periodically sending probe EAP-Response/ldentity packets to
the AAA infrastructure in order to obtain "real mhints" as described
in [RFC4284]. Not only would this add significant |load to the AAA
infrastructure (particularly in cases where the AAA server was

al ready overl oaded, thereby dropping packets resulting in

retransm ssion by the NAS), but it would al so not provide the NAS
with a conplete real mrouting table, for reasons described in
Section 2.3.

Battery consunption is a significant constraint for handhel d devices.
Therefore, nechanisns that require significant increases in packets
transmtted, or the fraction of tine during which the host needs to
listen (such as proposals that require continuous scanning), are to
be di scouraged. In addition, the solution should not significantly
impact the time required to conplete network attachnent.

3.4. Scalability

Gven linmtations on frame sizes and channel utilization, it is

i nportant that solutions scale less than linearly in ternms of the
nunber of networks and real ms supported. For exanple, solutions such
as [ RFC4284] increase the size of advertisenents in proportion to the
nunber of entries in the realmrouting table. This approach does not
scale to support a | arge nunber of networks and real ns.
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Simlarly, approaches that utilize separate Beacons for each "virtua
AP" introduce additional Beacons in proportion to the number of

net wor ks bei ng advertised. Wile such an approach may mninze the
pre-configuration required for network access clients, the
proliferation of "virtual APs" can result in high utilization of the
wi rel ess medium For exanple, the 802.11 Beacon is sent only at a
rate within the basic rate set, which typically consists of the

| owest supported rates, or perhaps only the | owest supported rate.
As a result, "virtual AP" nmechanisns that require a separate Beacon
for each "virtual AP" do not scale well.

For exanple, with a Beacon interval of 100 Time Units (TUs) or 102.4
ms (9.8 Beacons/second), twenty 802.11b "virtual APs" each announcing
their own Beacon of 170 octets would result in a channel utilization
of 37.9 percent. The calculation can be verified as foll ows:

1. Asingle 170-octet Beacon sent at 1 Mops will utilize the channe
for 1360 us (1360 bits @1 Mops);

2. Adding 144 us for the Physical Layer Convergence Procedure (PLCP)
|l ong preanble (144 bits @1 Mps), 48 us for the PLCP header (48
bits @1 Mps), 10 us for the Short Interframe Space (SIFS), 50 us
for the Distributed Interfrane Space (DIFS), and 320 us for the
average mi ni num Contenti on W ndow wi t hout backoff (Cwrin/2 *
aSlotTime = 32/2 * 20 us) inplies that a single Beacon will
utilize an 802.11b channel for 1932 us;

3. Multiply the channel tinme per Beacon by 196 Beacons/second, and we
obtain a channel utilization of 378672 us/second = 37.9 percent.

In addition, since Beacon/Probe Response franes are sent by each AP
over the wireless nmedium stations can only discover APs within
range, which inplies substantial coverage overlap for roanming to
occur without interruption. Another issue with the Beacon and Probe
Request/ Response nechanismis that it is either insecure or its
security can be assured only as part of authenticating to the network
(e.g., verifying the advertised capabilities within the 4-way
handshake) .

A nunber of enhancenents have been proposed to the Beacon/ Probe
Response nmechanismin order to inprove scalability and performance in
roam ng scenarios. These include allowi ng APs to announce
capabilities of neighbor APs as well as their own [|EEE. 802. 11k].
More scal abl e mechani sns for support of "virtual APs" within | EEE
802. 11 have al so been proposed [I| EEE. 802. 11v]; generally these
proposal s collapse multiple "virtual AP" advertisenents into a single
adverti sement.
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Hi gher -1 ayer mechani sms can al so be used to inprove scalability
since, by running over IP, they can utilize facilities, such as
fragmentation, that may not be available at the Iink |ayer. For
exanple, in | EEE 802.11, Beacon franes cannot use fragnmentation
because they are nulticast franes.

3.5. Static Versus Dynami c Discovery

"Phone- book"” based approaches such as [ RFC3017] can provide
information for autonmatic selection decisions. Wile this approach
has been applied to wirel ess access, it typically can only be used
successfully within a single operator or linited roam ng partner

depl oynent. For exanple, were a "Phone-Book" approach to attenpt to
incorporate information froma | arge nunber of roaming partners, it
coul d become quite difficult to keep the information sinmultaneously
conprehensive and up to date. As noted in [Priest04] and [ GROETI NG,
a large fraction of current WLAN access points operate on the default
SSID, which may nmeke it difficult to distinguish roam ng partner
networks by SSID. |In any case, in wreless networks, dynanic

di scovery is a practical requirenent since a node needs to know which
APs are within range before it can connect.

3.6. Security

Net wor k di scovery and sel ecti on nmechani snms may i ntroduce new security
vul nerabilities. As noted in Section 2.3.1, network operators nay
consider the AAArouting table to be confidential information, and
therefore may not wish to provide it to unauthenticated peers via the
mechani sm described in RFC 4284. Wile the peer could provide a |ist
of the realns it supports, with the authenticator choosing one, this
approach rai ses privacy concerns. Since identity selection occurs
prior to authentication, the peer’'s supported real ns would be sent in
cleartext, enabling an attacker to determ ne the realns for which a
potential victimhas credentials. This risk can be nmitigated by
restricting peer disclosure. For exanple, a peer may only disclose
additional realns in situations where an initially selected identity
has proved unusabl e.

Since network sel ection occurs prior to authentication, it is
typically not possible to secure nechani sns for network di scovery or
identity selection, although it may be possible to provide for secure
confirmation after authentication is conplete. As an exanple, sone
paraneters di scovered during network di scovery may be confirmable via
EAP Channel Bindings; others may be confirmed in a subsequent Secure
Associ ati on Protocol handshake.
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However, there are situations in which advertised paranmeters may not
be confirmable. This could lead to "bidding dowmn" vulnerabilities.
Section 7.8 of [RFC3748] states:

Wthin or associated with each authenticator, it is not
anticipated that a particular nanmed peer will support a choice of
met hods. This woul d make the peer vulnerable to attacks that

negotiate the |l east secure method fromanong a set. |Instead, for
each named peer, there SHOULD be an indication of exactly one
met hod used to authenticate that peer nanme. |f a peer needs to

make use of different authentication nmethods under different
circumstances, then distinct identities SHOULD be enpl oyed, each
of which identifies exactly one authentication method.

In practice, where the authenticator operates in "pass-through” node,
the EAP nethod negotiation will occur between the EAP peer and
server, and therefore the peer will need to associate a single EAP
met hod with a given EAP server. Were nultiple EAP servers and
corresponding identities may be reachable fromthe sane sel ected
network, the EAP peer may have difficulty determ ning which identity
(and correspondi ng EAP net hod) shoul d be used. Unlike network

sel ection, which may be securely confirnmed within a Secure

Associ ation Protocol handshake, identity selection hints provided
within the EAP-Request/ldentity are not secured.

As a result, where the identity selection nechani smdescribed in RFC
4284 is used, the "hints" provided could be used by an attacker to
convince the victimto select an identity corresponding to an EAP
met hod offering | esser security (e.g., EAP MD5-Challenge). One way
to mtigate this risk is for the peer to only utilize EAP nethods
satisfying the [ RFC4017] security requirenents, and for the peer to
select the identity corresponding to the strongest authentication
met hod where a choice is avail abl e.

3.7. Managenent

From an operational point of view, a network device in control of
networ k adverti senent and providing "realmhints" for guiding the

net wor k di scovery and sel ection, should at |east offer a managenent
interface capable of providing status information for operators.
Status information, such as counters of each selected network and
used realm and when RFC 4284 is used, the count of delivered "realm
hints" might interest operators. Especially the information rel ated
torealnms that fall into the "default free zone" or the "AAA fails to
route" are of interest.

Larger deploynents would benefit froma managenent interface that
allow full renote configuration capabilities, for exanple, of "realm
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hints" in case of RFC 4284-conform ng network devices. While changes
to "realmhints" and real mrouting informati on are not expected to be
frequent, centralized renote nanagenent tends to | ower the frequency

of m sconfigured devi ces.

4. Concl usi ons

Thi s docunent describes the network selection and di scovery probl em
In the opinion of the authors, the major findings are as foll ows:

o0 There is a need for additional work on access network di scovery,
identifier selection, AAA routing, and payl oad routing.

0 Credential selection and AAA routing are aspects of the sane
problem nanely identity selection

0 \When considering selection anong a | arge nunber of potentia
access networks and points of attachment, the issues described in
the docunent become rmuch harder to solve in an automated way,
particularly if there are constraints on handoff | atency.

o0 The proliferation of network discovery technol ogies within | EEE
802, | ETF, and 3rd Generation Partnership Project (3GPP) has the
potential to becone a significant problem going forward. Wthout
a unified approach, multiple non-interoperable solutions may be
depl oyed.

0 New |link-layer designs should include efficient distribution of
network and real minformati on as a design requirenent.

o It may not be possible to solve all aspects of the problemfor
| egacy NAS devices on existing link layers. Therefore, a phased
approach may be nore realistic. For exanple, a partial solution
could be nade available for existing link layers, with a nore
conpl ete solution requiring support for |link |ayer extensions.

Wth respect to specific mechanisms for access network discovery and
sel ection:

0 Studies such as [ MACScal e] and [ Vel ayos], as well as the
cal cul ations described in Section 2.1, denonstrate that the | EEE
802. 11 Beacon/ Probe Response mechani sm has substantial scaling
i ssues in situations where a new Beacon is used for each "virtua
AP'. As a result, a single channel is, in practice, limted to
| ess than twenty Beacon announcenents wi th | EEE 802. 11b
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Ar kko,

The situation is inproved substantially with successors, such as
| EEE 802.11a, that enable additional channels, thus potentially
i ncreasing the nunber of potential virtual APs.

However, even with these enhancenents, it is not feasible to
advertise nore than 50 different networks, and probably less in
nost circunstances.

As a result, there appears to be a need to enhance the scalability
of | EEE 802.11 network advertisenents.

Wirk is underway in | EEE 802.1, |EEE 802.21, and | EEE 802. 11u

[ 1 EEE. 802. 11u] to provi de enhanced discovery functionality.
Simlarly, |EEE 802.1af [I|EEE. 802.1af] has discussed the addition
of network discovery functionality to | EEE 802. 1X

[ 1 EEE. 8021X-2004]. However, neither |EEE 802. 1AB [ EEE. 802. lab]
nor | EEE 802. 1laf is likely to support fragnentation of network
advertisenment franmes so that the anpbunt of data that can be
transported will be linited.

VWi |l e | EEE 802. 11k [I EEE. 802. 11k] provi des support for the

Nei ghbor Report, this only provides for gathering of infornmation
on nei ghboring 802.11 APs, not points of attachment supporting
other link layers. Solution to this problemwould appear to
require coordination across | EEE 802 as well as between standards
bodi es.

G ven that EAP does not support fragnentation of EAP-Request/
Identity packets, the volune of "realmhints" that can be fit with
these packets is linmted. |In addition, within | EEE 802. 11, EAP
packets can only be exchanged within State 3 (associ ated and
authenticated). As a result, use of EAP for real mdiscovery nmay
result in significant delays. The extension of the realm
adverti senent nechani smdefined in [ RFC4284] to handl e
advertisenent of realmcapability information (such as QS
provisioning) is not recomended due to semantic and packet size
limtations [GROETING . As a result, we believe that extending
the mechani sm described in [ RFC4284] for discovery of realm
capabilities is inappropriate. |Instead, we believe it is nore
appropriate for this functionality to be handled within the link
| ayer so that the infornmation can be available early in the
handof f process.

Were |ink-1ayer approaches are not avail abl e, higher-1ayer
approaches can be considered. A limtation of higher-Iayer
solutions is that they can only optim ze the novenent of already
connect ed hosts, but cannot address scenarios where network

di scovery is required for successful attachnent.
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Hi gher-1layer alternatives worth considering include the SEAMOBY
CARD protocol [RFC4A066], which enabl es advertisement of network
devi ce capabilities over IP, and Device Di scovery Protocol (DDP)

[ MARQUES], which provides functionality equivalent to | EEE 802. 1AB
usi ng ASN. 1 encoded advertisenents sent to a link-local scope
mul ti cast address.

5. Security Considerations

Al'l aspects of the network discovery and sel ection problemare
security related. The security issues and requirenents have been
di scussed in the previous sections.

The security requirements for network di scovery depend on the type of
i nformati on being di scovered. Sone of the paranmeters may have a
security inpact, such as the clainmed nanme of the network to which the
user tries to attach. Unfortunately, current EAP nethods do not

al ways make the verification of such paranmeters possible. EAP

met hods, such as Protected EAP (PEAP) [JOSEFSSON] and EAP-I| KEv2

[ KEV2], may neake this possible, however. There is even an attenpt
to provide a backward-conpatibl e extension to ol der methods [ ARKKQ .

The security requirenments for network sel ection depend on whet her the
selection is considered a nandate or a hint. In general, treating
network advertisenents as a hint is a nore secure approach, since it
reduces access client vulnerability to forged network adverti sements.
For exanple, "realmhints" may be ignored by an EAP peer if they are
inconpatible with the security policy corresponding to a sel ected
access networKk.

Simlarly, network access clients may refuse to connect to a point of
attachnent if the advertised security capabilities do not match those
that have been pre-configured. For exanple, if an | EEE 802. 11 access
client has been pre-configured to require WPA2 enterprise support
within an access network, it nay refuse to connect to access points
advertising support for WEP.

Were the use of methods that do not satisfy the security
requirenents of [RFC4017] is allowed, it nmay be possible for an
attacker to trick a peer into using an insecure EAP nethod, |eading
to the conpromi se of long-termcredentials. This can occur either
where a network is pre-configured to allow use of an insecure EAP
met hod, or where connection w thout pre-configuration is permitted
usi ng such met hods.

For exanple, an attacker can spoof a network advertisenent, possibly

downgradi ng the advertised security capabilities. The rogue access
poi nt would then attenpt to negotiate an insecure EAP nethod. Such
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an attack can be prevented if the peer refuses to connect to access
points not nmeeting its security requirenments, which would include
requiring use of EAP met hods satisfying the [ RFC4017] requirenents.

Support for secure discovery could potentially protect against
spoofing of network advertisenents, enabling verifiable infornmation
to gui de connection decisions. However, devel opnent of these
mechani sms requires solving several difficult engineering and

depl oynent probl ens.

Since discovery is a prerequisite for authentication, it is not
possible to protect initial discovery using dynam ¢ keys derived in
the authentication process. On the other hand, integrity protection
of network advertisements utilizing symetric keys or digital
signatures woul d require pre-configuration.
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Appendi x A.  Existing Work
Al |ETF

Several |ETF W& have dealt with aspects of the network sel ection
problem including the AAA, EAP, PPP, RADI US, ROAMOPS, and RADEXT
WGs.

ROAMOPS WG devel oped the NAlI, originally defined in [ RFC2486], and
subsequently updated in [ RFC4282]. Initial roamng inplenentations
are described in [ RFC2194], and the use of proxies in roamng is
addressed in [ RFC2607]. The SEAMOBY WG devel oped CARD [ RFC4066],
whi ch assists in discovery of suitable base stations. PKIX W5
produced [ RFC3280], which addresses issues of certificate selection
The AAA WG devel oped nore sophisticated access routing,

aut hentication, and service di scovery nmechani sns within D aneter

[ RFC3588] .

Adrangi et al. [RFC4284] defines the use of the EAP-Request/Identity
to provide "realmhints" useful for identity selection. The NA
syntax described in [RFC4282] enables the construction of source
routes. Together, these nechani sns enable the user to determ ne

whet her it possesses an identity and correspondi ng credentia

suitable for use with an EAP-capable NAS. This is particularly
useful in situations where the | ower |layer provides linited
informati on (such as in wired | EEE 802 networ ks where | EEE 802. 1X
currently does not provide for advertisenent of networks and their
capabilities).

However, advertisenent nechani sns based on the use of the EAP-
Request/ldentity have scalability problens. As noted in [ RFC3748]
Section 3.1, the m ni mum EAP Maxi num Transmi ssion Unit (MIU) is 1020
octets, so that an EAP-Request/ldentity is only guaranteed to be able
to include 1015 octets within the Type-Data field. Since RFC 1035

[ RFC1035] enables Fully Qualified Domain Nanmes (FQDN) to be up to 255
octets in length, this may not enabl e the announcenent of nany
realns. The use of network identifiers other than domain names is

al so possi bl e.

As noted in [Eronen03], the use of the EAP-Request/ldentity for realm
di scovery has substantial negative inpact on handoff |atency, since
this may result in a station needing to initiate an EAP conversation
with each Access Point in order to receive an EAP-Request/Ildentity
descri bi ng which realms are supported. Since |EEE 802.11-2003 does
not support use of Class 1 data franes in State 1 (unauthenticated,
unassoci ated) within an Extended Service Set (ESS), this inplies
either that the APs must support 802.1X pre-authentication (optiona
in | EEE 802. 11i -2004), or that the station nust associate with each
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AP prior to sending an EAPOL-Start to initiate EAP (here, EAPCL
refers to EAP over LAN). This will dramatically increase handoff
| at ency.

Thus, rather than thinking of [RFC4284] as an effective network

di scovery nmechanism it is perhaps better to consider the use of

"real mhints" as an error recovery technique to be used to informthe
EAP peer that AAA routing has failed, and perhaps to enable sel ection
of an alternate identity that can enabl e successful authentication
Where "real mhints" are only provided in event of a problem rather
than as a staple network di scovery technique, it is probably best to
enable "realmhints" to be sent by core AAA proxies in the "default
free" zone. This way, it will not be necessary for NASes to send
"real mhints", which would require themto naintain a conplete and
up-to-date realmrouting table, something that cannot be easily
acconpl i shed given the existing state of AAA routing technol ogy.

If realmrouting tables are nmanually configured on the NAS, then
changes in the "default free" realmrouting table will not
automatically be reflected in the realmlist advertised by the NAS
As a result, a realmadvertised by the NAS m ght not, in fact, be
reachabl e, or the NAS might neglect to advertise one or nore real ns
that were reachable. This could result in nmultiple EAP-ldentity
exchanges, with the initial set of "realmhints" supplied by the NAS
subsequent |y updated by "real m hints" provided by a core AAA proxy.
In general, originating "real mhints" on core AAA proxies appears to
be a nore sound approach, since it provides for "fate sharing" --
generation of "realmhints" by the sane entity (the core AAA proxy)
that will eventually need to route the request based on the hints.
Thi s approach is also preferred froma nmanagenent perspective, since
only core AAA proxies would need to be updated; no updates woul d be
required to NAS devices.

A 2. | EEE 802

There has been work in several |EEE 802 working groups relating to
net wor k di scovery:

o [IEEE. 802.11-2003] defines the Beacon and Probe Response
mechani sns within | EEE 802.11. Unfortunately, Beacons nmay be sent
only at a rate within the base rate set, which typically consists
of the | owest supported rate, or perhaps the next |owest rate.
Studi es such as [ MACScal e] have identified MAC | ayer perfornmance
probl ems, and [ Vel ayos] has identified scaling issues froma
| oweri ng of the Beacon interval

0 [IEEE-11-03-0827] discusses the evolution of authentication nodels
in WLANs and the need for the network to migrate from existing
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Ar kko,

nmodel s to new ones, based on either EAP | ayer indications or
through the use of SSIDs to represent nmore than the | ocal network.
It notes the potential need for managenent or structuring of the
SSI D space.

The paper also notes that virtual APs have scalability issues. It
does not conpare these scalability issues to those of alternative
sol utions, however.

[ 1 EEE- 11- 03- 154r 1] di scusses nechani sns currently used to provide
"virtual AP" capabilities within a single physical access point.
A "virtual AP" appears at the MAC and I P layers to be a distinct
physical AP. As noted in the paper, full conmpatibility with

exi sting 802.11 station inplenmentations can only be maintained if
each "virtual AP" uses a distinct MAC address (BSSID) for use in
Beacons and Probe Responses. This paper does not discuss scaling
i ssues in detail, but recomrends that only a limted nunber of
"virtual APs" be supported by a single physical access point.

| EEE 802.11u is working on real mdiscovery and network sel ection

[ 11- 05- 0822- 03- 000u-t gu-requi renents] [I|EEE. 802.11u]. This

i ncludes a nechanismfor enabling a station to deternine the
identities it can use to authenticate to an access network, prior
to associating with that network. As noted earlier, solving this
problemrequires the AP to maintain an up-to-date, "default free"
realmrouting table, which is not feasible w thout dynamic routing
support within the AAA infrastructure. Simlarly, a priori

di scovery of features supported within hone real ns (such as
enrollnent) is also difficult to inplenent in a scal abl e way,
absent support for dynamic routing. Determ nation of network
capabilities (such as QoS support) is considerably sinpler, since
these depend solely on the hardware and software contained within
the AP. However, 802.11u is working on Generic Advertisenent
Service (GAS) nmechani sm which can be used to carry 802.21
Information Service (1S) nessages and, in that way, allow a nore
sophi sticated way of delivering information fromthe network side.

| EEE 802. 21 [I| EEE. 802. 21] is devel opi ng standards to enabl e
handover between heterogeneous |ink |ayers, including both | EEE
802 and non-1 EEE 802 networks. To enable this, a genera
mechani sm for capability advertisenment is being devel oped, which
coul d concei vably benefit aspects of the network selection

probl em such as real mdiscovery. For exanple, |EEE 802.21 is
devel oping Information Elements (I1Es) that nmay assist with network
sel ection, including information relevant to both |ayer 2 and

|l ayer 3. Query nechanisns (including both XML and TLV support)
are al so under devel opnent. | EEE 802.21 al so defines a Resource
Description Franework (RDF) schema to allow use of a query
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| anguage (i.e., SPARQ.). The schema is a normative part of |EEE
802. 21 and al so defined in [ CHBA].

A 3. 3CGPP

The 3GPP stage 2 technical specification [3GPPSA2W.ANTS] covers the
architecture of 3GPP Interworking W.AN (I-WAN) with 2G and 3G
networks. This specification also discusses real mdiscovery and
network selection issues. The |I-WAN real mdiscovery procedure
borrows ideas fromthe cellular Public Land-based Mbile Network
(PLMN) sel ection principles, known as "PLW Sel ection".

In 3GPP PLMN sel ection [3GPP.23.122], the nobile node nonitors
surrounding cells and prioritizes them based on signal strength
before selecting a new potential target cell. Each cell broadcasts
its PLMN. A nobile node may autonmatically select cells that bel ong
to its Home PLMN, Registered PLMN, or an all owed set of Visited
PLMNs. The PLMN lists are prioritized and stored in the Subscriber
Identity Module (SIM. In the case of nmanual PLMWN sel ection, the
mobil e node lists the PLMNs it | earns about from surrounding cells
and enables the user to choose the desired PLMN. After the PLMN has
been selected, cell prioritization takes place in order to select the
appropriate target cell.

[ WLAN3G di scusses the new real m (PLMN) sel ection requirenents

i ntroduced by |-WAN roaning, which support automatic PLMN sel ecti on,
not just manual selection. Miltiple network |evels may be present,
and t he hotspot owner nmay have a contract with a provider who, in
turn, has a contract with a 3G network, which nmay have a roam ng
agreenent with other networks.

The 1-W.AN specification requires that network discovery be perforned

as specified in the relevant WLAN link |ayer standards. |In addition
to network discovery, it is necessary to select internmediary realns
to enabl e construction of source routes. In 3GPP, the internediary

networks are PLMNs, and it is assumed that an access network may have
a roamng agreement with nore than one PLMN. The PLMN nay be a Hone
PLMN (HPLMN) or a Visited PLMN (VPLMN), where roam ng i s supported.
GSM UMIS roam ng principles are enployed for routing AAA requests
fromthe VPLMN to the Hone Public Land-based Mbile Network (HPLMN)
using either RADIUS or Diameter. The procedure for selecting the

i ntermedi ary network has been specified in the stage 3 technical

speci fications [3GPPCTIW.ANTS] and [ 3GPPCT4WLANTS] .
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In order to select the PLMN, the follow ng procedure is required:

o0 The user may choose the desired HPLMN or VPLMN manually or let the
WLAN User Equi prrent (WLAN UE) choose the PLMN automatically, based
on user and operator defined preferences.

0 AAA nessages are routed based on the decorated or undecorated NAI.
0 EAP is utilized as defined in [RFC3748] and [ RFC3579].

o0 PLMN advertisenent and selection is based on [ RFC4284], which
defines only real madverti senment. The docunment refers to the
potential need for extensibility, though EAP MIU restrictions nake
this difficult.

The 1-W.AN specification states that "realmhints" are only provided
when an unreachable realmis encountered. Were VPLMN control is
required, this is handled via NAl decoration. The station may
manual |y trigger PLMN advertisenent by including an unknown real m
(known as the Alternative NAI) within the EAP-Response/ldentity. A
real m guaranteed not to be reachable within 3GPP networks is utilized
for this purpose.

The 1-W.AN security requirenents are described in the 3GPP stage 3
techni cal specification [3GPPSABW.ANTS]. The security requirenments
for PLWN selection are discussed in 3GPP contribution

[ 3GPP- SA3- 030736], which concludes that both SSID and EAP-based
mechani sns have simlar security weaknesses. As a result, it
recommrends that PLMN advertisenents shoul d be considered as hints.

A 4. Oher

[ 1 NTELe2e] discusses the need for real mselection where an access
network may have nore than one roam ng rel ationship path to a hone
realm It also describes solutions to the real msel ection probl em
based on EAP, SSID and Protected EAP (PEAP) based nechani sms.

Eijk et al. [WARF-ANS] discusses the real mand network sel ection
problem The authors concentrate primarily on di scovery of access
networks neeting a set of criteria, noting that information on the
real mcapabilities and reachability inherently resides in home AAA
servers, and therefore it is not readily available in a centra

| ocation, and may not be easily obtained by NAS devices.
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