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Pseudowire Virtual Circuit Connectivity Verification (VCCV):
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Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this nenop is unlimted.

Abstract

Thi s docunent describes Virtual G rcuit Connectivity Verification
(VCCV), which provides a control channel that is associated with a
pseudowire (PW, as well as the correspondi ng operations and
managenment functions (such as connectivity verification) to be used
over that control channel. VCCV applies to all supported access
circuit and transport types currently defined for PWs.
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1.

I nt roducti on

There is a need for fault detection and diagnostic nechani sns that
can be used for end-to-end fault detection and diagnostics for a
Pseudowi re, as a nmeans of determining the PWs true operationa

state. Operators have indicated in [RFC4377] and [ RFC3916] that such
a tool is required for PWoperation and nmai ntenance. This docunent
defines a protocol called Virtual Circuit Connectivity Verification
(VCCV) that satisfies these requirenments. VCCVis, in its sinplest
description, a control channel between a pseudowire’s ingress and
egress points over which connectivity verification nessages can be
sent.

The Pseudow re Edge-to-Edge Emul ation (PWE3) Wirking G oup defines a
mechani smthat enul ates the essential attributes of a

tel econmuni cati ons service (such as a Tl |leased |line or Frane Rel ay)
over a variety of Packet Switched Network (PSN) types [ RFC3985].
PWE3 is intended to provide only the mni mum necessary functionality
to emulate the service with the required degree of faithful ness for
the given service definition. The required functions of PW include
encapsul ati ng service-specific bit streans, cells, or PDUs arriving
at an ingress port and carrying them across an | P path or MPLS
tunnel. In sonme cases, it is necessary to performother operations,
such as managing their timng and order, to enul ate the behavior and
characteristics of the service to the required degree of

fait hful ness.

From t he perspective of Custoner Edge (CE) devices, the PWis
characterized as an unshared link or circuit of the chosen service
In sone cases, there nay be deficiencies in the PWenul ation that
impact the traffic carried over a PWand therefore linit the
applicability of this technology. These Iimtations nust be fully
described in the appropriate service-specific docunentation

For each service type, there will be one default nobde of operation
that all PEs offering that service type nust support. However,
optional nodes have been defined to inprove the faithful ness of the
enmul ated service, as well as to offer a neans by which ol der

i npl ement ati ons may support these services.

Figure 1 depicts the architecture of a pseudowire as defined in
[RFC3985]. It further depicts where the VCCV control channel resides
within this architecture, which will be discussed in detail shortly.
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Figure 1. PWE3 VCCV (Operation Reference Model

From Figure 1, Custoner Edge (CE) routers CEl and CE2 are attached to
the enul ated service via Attachnment G rcuits (ACs), and

the Provider Edge (PE) routers (PEl and

Virtual Path ldentifier / Virtual Channel

to each of

PE2, respectively). An AC
can be a Franme Relay Data Link Connection lIdentifier (DLCl), an ATM

Identifier (VPI/VCl), an

Et hernet port, etc. The PE devices provide pseudow re enul ati on,

enabling the CEs to communi cate over the PSN
bet ween these PEs traversing the provider network.
several means of creating a control channel

PE routers that attach the PW

Figure 2 depicts how the VCCV control channel

pseudowi re protocol stack.
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Figure 2: PWE3 Protocol Stack Reference Model including the VCCV
Control Channe

VCCV nessages are encapsul ated using the PWE3 encapsul ati on as
described in Sections 5 and 6, so that they are handl ed and processed
in the sane manner (or in sone cases, a simlar manner) as the PW
PDUs for which they provide a control channel. These VCCV nessages
are exchanged only after the capability (expressed as two VCCV type
spaces, namely the VCCV Control Channel and Connectivity Verification
Types) and desire to exchange such traffic has been adverti sed

bet ween the PEs (see Sections 5.3 and 6.3), and VCCV types chosen

1.1. Specification of Requirenents
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. Abbreviations

AC Attachnment Circuit [RFC3985].
AVP Attribute Value Pair [ RFC3931].
cC Control Channel (used as CC Type).
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CE Cust oner Edge.
cv Connectivity Verification (used as CV Type).
cw Control Word [ RFC3985].

L2SS L2- Speci fic Subl ayer [RFC3931].

LCCE L2TP Control Connection Endpoi nt [ RFC3931].

OAM Qperation and Mi nt enance.

PE Provi der Edge.

PSN Packet Switched Network [RFC3985].
PW Pseudowi re [ RFC3985].

PW ACH PW Associ ated Channel Header [RFCA4385].
VCCV Virtual Grcuit Connectivity Verification.
3. Overview of VCCV

The goal of VCCV is to verify and further diagnose the pseudow re
forwarding path. To this end, VCCV is conprised of different
conponent s:

0 a neans of signaling VCCV capabilities to a peer PE,

0 an encapsulation for the VCCV control channel nessages that allows
the receiving PE to intercept, interpret, and process themlocally
as OAM messages, and

o specifications for the operation of the various VCCV operational
nmodes transmtted within the VCCV nmessages.

VWhen a pseudowire is first signaled using the Label Distribution
Protocol (LDP) [RFC4447] or the Layer Two Tunneling Protocol version
3 (L2TPv3) [RFC3931], a nessage is sent fromthe initiating PE to the
receiving PE requesting that a pseudowire be set up. This nessage
has been extended to include VCCV capability information (see

Section 4). The VCCV capability information indicates to the

recei ving PE which comnbi nations of Control Channel (CC) and
Connectivity Verification (CV) Types it is capable of receiving. |If
the receiving PE agrees to establish the PW it will returnits
capabilities in the subsequent signaling nmessage to indicate which CC
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and CV Types it is capable of processing. Precedence rules for which
CC and CV Type to choose in cases where nore than one is specified in
this nmessage are defined in Section 7 of this docunent.

Once the PWis signaled, data for the PWw Il flow between the PEs
termnating the PW At this tinme, the PEsS can begin transmitting
VCCV nessages based on the CC and CV Type conbi nati ons j ust

di scussed. To this end, VCCV defines an encapsul ation for these
messages that identifies themas belonging to the control channel for
the PW This encapsulation is designed to both allow the contro
channel to be processed functionally in the same manner as the data
traffic for the PWin order to faithfully test the data plane for the
PE, and allow the PE to intercept and process these VCCV nessages

i nstead of forwarding themout of the AC towards the CE as if they
were data traffic. |In this way, the nost basic function of the VCCV
control channel is to verify connectivity of the pseudowire and the
data plane used to transport the data path for the pseudowire. It
shoul d be noted that because of the nunber of conbinations of
optional and mandatory dat a-pl ane encapsul ations for PWdata traffic,
VCCV defines a number of Control Channel (CC) and Connectivity
Verification (CV) types in order to support as many of these as

possi ble. Wiile designed to support nost of the existing

conbi nations (both mandatory and optional), VCCV does define a
default CC and CV Type conbination for each PWDenul tipl exer type, as
will be described in detail later in this document.

VCCV can be used both as a fault detection and/or a diagnostic too
for pseudowi res. For exanple, an operator can periodically invoke
VCCV on a tinmed, on-going basis for proactive connectivity
verification on an active pseudowire, or on an ad hoc or as-needed
basi s as a neans of manual connectivity verification. Wen invoking
VCCV, the operator triggers a conbination of one of its various CC
Types and one of its various CV Types. The CV Types include LSP Ping
[ RFC4379] for MPLS PWs, and I CMP Ping [ RFCO792] [ RFC4443] for both
MPLS and L2TPv3 PW. W define a nmatrix of acceptable CC and CV Type
conbi nations further in this specification

The control channel maintai ned by VCCV can additionally carry fault
detection status between the endpoints of the pseudow re.
Furthernore, this information can then be translated into the native
OAM st at us codes used by the native access technol ogi es, such as ATM
Frame- Rel ay or Ethernet. The specific details of such status
interworking is out of the scope of this docunment, and is only noted
here to illustrate the utility of VCCV for such purposes. Conplete
details can be found in [ MSG MAP] and [ RFC4447].
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4.

CC Types and CV Types

The VCCV Control Channel (CC) Type defines several possible types of
control channel that VCCV can support. These control channels can in
turn carry several types of protocols defined by the Connectivity
Verification (CV) Type. VCCV potentially supports nmultiple CV Types
concurrently, but it only supports the use of a single CC Type. The
specific type or types of VCCV packets that can be accepted and sent
by a router are indicated during capability advertisenment as
described in Sections 5.3 and 6.3. The various VCCV CV Types
supported are used only when they apply to the context of the PW
denul tipl exer in use. For exanple, the LSP Ping CV Type should only
be used when MPLS Labels are utilized as PW Demnul tipl exer

Once a set of VCCV capabilities is received and advertised, a CC Type
and CV Type(s) that match both the received and transmtted
capabilities can be selected. That is, a PE router needs to only

all ow Types that are both received and advertised to be sel ected,
performng a | ogi cal AND between the received and transnmitted bitflag
fields. The specific CC Type and CV Type(s) are then chosen within
the constraints and rules specified in Section 7. Once a specific CC
Type has been chosen (i.e., it matches both the transmtted and

recei ved VCCV CC capability), transmtted and replied to, this CC
Type MJST be the only one used until such tinme as the pseudowire is
re-signaled. |In addition, based on these rules and the procedures
defined in Section 5.2 of [RFC4447], the pseudowi re MJST be re-
signaled if a different set of capabilities types is desired. The
rel evant portion of Section 5.2 of [RFC4447] is:

I nterface Paraneter Sub-TLV

Note that as the "interface parameter sub-TLV' is part of the
FEC, the rules of LDP nmake it inpossible to change the
interface paraneters once the pseudow re has been set up

The CC and CV Type indicator fields are defined as 8-bit bitmasks
used to indicate the specific CC or CV Type or Types (i.e., none,

one, or nore) of control channel packets that may be sent on the VCCV
control channel. These values represent the nunerical val ue
corresponding to the actual bit being set in the bitfield. The
definition of each CC and CV Type is dependent on the PWtype
context, either MPLS or L2TPv3, within which it is defined.
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Control Channel (CC) Types:
The defined values for CC Types for MPLS PW are:
MPLS Control Channel (CC) Types:

Bit (Val ue) Descri ption

Bit 0 (0Ox01) - Type 1: PWE3 Control Wird with 0001b as
first nibble (PWACH see [ RFC4385])

Bit 1 (0x02) - Type 2: MPLS Router Alert Label
Bit 2 (0x04) - Type 3: MPLS PWLabel with TTL ==
Bit 3 (0x08) - Reserved
Bit 4 (0x10) - Reserved
Bit 5 (0x20) - Reserved
Bit 6 (0x40) - Reserved

7

(0x80) - Reserved
The defined values for CC Types for L2TPv3 PW are:

L2TPv3 Control Channel (CC) Types:

Bit (Val ue) Description

Bit O (0Ox01) - L2-Specific Sublayer with V-bit set
Bit 1 (0x02) - Reserved

Bit 2 (0x04) - Reserved

Bit 3 (0x08) - Reserved

Bit 4 (0x10) - Reserved

Bit 5 (0x20) - Reserved

Bit 6 (0x40) - Reserved

Bit 7 (0x80) - Reserved

Connectivity Verification (CV) Types:
The defined values for CV Types for MPLS PW are:

MPLS Connectivity Verification (CV) Types:

Bit (Val ue) Descri ption
Bit 0 (0Ox01) - ICW Ping
Bit 1 (0x02) - LSP Ping
Bit 2 (0x04) - Reserved
Bit 3 (0x08) - Reserved
Bit 4 (0x10) - Reserved
Bit 5 (0x20) - Reserved
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Bit 6 (0x40) - Reserved
Bit 7 (0x80) - Reserved
The defined values for CV Types for L2TPv3 PW are:

L2TPv3 Connectivity Verification (CV) Types:

Bit (Val ue) Descri ption
Bit 0 (0Ox01) - ICWP Ping
Bit 1 (0x02) - Reserved
Bit 2 (0x04) - Reserved
Bit 3 (0x08) - Reserved
Bit 4 (0x10) - Reserved
Bit 5 (0x20) - Reserved
Bit 6 (0x40) - Reserved
Bit 7 (0x80) - Reserved

If none of the types above are supported, the entire CC and CV Type
I ndicator fields SHOULD be transmtted as 0x00 (i.e., all bits in the
bitfield set to 0) to indicate this to the peer

If no capability is signaled, then the peer MJUST assune that the peer
has no VCCV capability and follow the procedures specified in this
docunent for this case

5. VCCV Control Channel for MPLS PW

When MPLS is used to transport PW packets, VCCV packets are carried
over the MPLS LSP as defined in this section. |In order to apply IP
monitoring tools to a PW an operator nmay configure VCCV as a contro
channel for the PWbetween the PE s endpoints [ RFC3985]. Packets
sent across this channel fromthe source PE towards the destination
PE either as in-band traffic with the PWs data, or out-of-band. In
all cases, the control channel traffic is not forwarded past the PE
endpoi nts towards the Custoner Edge (CE) devices; instead, VCCV
messages are intercepted at the PE endpoints for exception
processi ng.

5.1. VCCV Control Channel Types for MPLS

As already described in Section 4, the capability of which contro
channel types (CC Type) are supported is advertised by a PE. Once
the receiving PE has chosen a CC Type npode to use, it MJST continue
using this node until such time as the PWis re-signaled. Thus, if a
new CC Type is desired, the PWnust be torn-down and re-established.
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I deally, such a control channel would be conpletely in-band (i.e.,
followi ng the sane data-plane faith as PWdata). Wen a control word
is present on the PW it is possible to indicate the control channel
by setting a bit in the control word header (see Section 5.1.1).

Section 5.1.1 through Section 5.1.3 describe each of the currently
defined VCCV Control Channel Types (CC Types).

5.1.1. In-Band VCCV (Type 1)

CC Type 1 is also referred to as "PWE3 Control Word with 0001b as
first nibble". It uses the PWAssociated Channel Header (PWACH);
see Section 5 of [RFC4385].

The PWset-up protocol [RFC4447] determ nes whether a PWuses a
control word. When a control word is used, and that CWuses the
"Generic PWMPLS Control Wrd" format (see Section 3 of [ RFC4385]), a
Control Channel for use of VCCV messages can be created by using the
PW Associ ated Channel CWformat (see Section 5 of [RFC4385]).

The PW Associ ated Channel for VCCV control channel traffic is defined
in [ RFC4385] as shown in Figure 3:

0 1 2 3

01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
|0 O O 1] Versi on| Reserved | Channel Type |
el i I e i it T e e e e i i T o S e e S e T R R

Fi gure 3: PW Associ ated Channel Header

The first nibble is set to 0001lb to indicate a channel associ ated
with a pseudowire (see Section 5 of [RFC4385] and Section 3.6 of

[ RFC4446]). The Version and the Reserved fields are set to 0, and
the Channel Type is set to 0x0021 for |Pv4 and 0x0057 for |Pv6
payl oads.

For exanple, Figure 4 shows how the Ethernet [RFC4448] PW ACH woul d
be received containing an LSP Ping payl oad corresponding to a choice
of CC Type of 0x01l and a CV Type of 0x02:

0 1 2 3

01234567890123456789012345678901
e T o S S I i S SR S T T T S IR S S A
|0 00100 00/000O0O0O0O0 Q| 0x21 (1 Pv4) or 0x57 (IPv6) |
T T T i S S e

Fi gure 4: PW Associ ated Channel Header for VCCV
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It should be noted that although some PWtypes are not required to
carry the control word, this type of VCCV can only be used for those
PWtypes that do enploy the control word when it is in use. Further,
this CC Type can only be used if the PWCWfollows the "Generic PW
MPLS Control Word" format. This node of VCCV operation MJST be
supported when the control word is present.

5.1.2. Qut-of-Band VCCV (Type 2)
CC Type 2 is also referred to as "MPLS Router Al ert Label"

A VCCV control channel can alternatively be created by using the MPLS
router alert |abel [RFC3032] i medi ately above the PWIlabel. It
shoul d be noted that this approach could result in a different Equa
Cost Multi-Path (ECMP) hashi ng behavi or than pseudow re PDUs, and
thus result in the VCCV control channel traffic taking a path which
differs fromthat of the actual data traffic under test. Please see
Section 2 of [RFC4928].

CC Type 2 can be used whether the PWis set-up with a Control Wrd
present or not.

This is the preferred node of VCCV operation when the Control Wrd is
not present.

If the Control Word is in use on this PW it MJST al so be included
before the VCCV nmessage. This is done to avoid the different ECW
hashi ng behavior. 1In this case, the CWuses the PWACH f or mat
described in Section 5.1.1 (see Figures 3 and 4). If the Contro
Wrd is not in use on this PW the VCCV nessage foll ows the PW Label
directly.

5.1.3. TTL Expiry VCCV (Type 3)
CC Type 3 is also referred to as "MPLS PW Label with TTL == 1"
The TTL of the PWIlabel can be set to 1 to force the packet to be
processed within the destination router’s control plane. This
approach could also result in a different ECMP hashi ng behavi or and
VCCV nessages taking a different path than the PWdata traffic.

CC Type 3 can be used whether the PWis set-up with a Control Wrd
present or not.

If the Control Word is in use on this PW it MJST al so be incl uded

before the VCCV nessage. This is done to avoid the different ECW
hashi ng behavior. 1In this case, the CWuses the PWACH for mat
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described in Section 5.1.1 (see Figures 3 and 4). |If the Contro
Wrd is not in use on this PW the VCCV nessage foll ows the PW Label
directly.

5.2. VCCV Connectivity Verification Types for MPLS
5.2.1. |1CW Ping

VWhen this optional connectivity verification node is used, an | CW
Echo packet using the encoding specified in [ RFC0792] (1 CwPv4) or

[ RFC4443] (1 CQwPv6) achi eves connectivity verification

| mpl enent ati ons MUST use | CMPv4 [ RFC0792] if the signaling for VCCV
used | Pv4 addresses, or |ICMPv6 [ RFC4443] if |1 Pv6 addresses were used.
If the pseudowire is set up statically, then the encodi ng MJST use
that which was used for the pseudowire in the configuration

5.2.2. MPLS LSP Ping

The LSP Ping header MJST be used in accordance with [ RFC4379] and
MJST al so contain the target FEC Stack containing the sub-TLV of sub-
Type 8 for the "L2 VPN endpoint”, 9 for "FEC 128 Pseudow re
(deprecated)", 10 for "FEC 128 Pseudowi re", or 11 for the "FEC 129
Pseudowi re". The sub-TLV value indicates the PWto be verified.

5.3. VCCV Capability Advertisenent for MPLS PW

To permit the indication of the type or types of PWcontrol
channel (s) and connectivity verification node or nodes over a
particular PW a VCCV paraneter is defined in Section 5.3.1 that is
used as part of the PWestablishment signaling. Wen a PE signals a
PWand desires PWOAM for that PW it MJST indicate this during PW
est abli shnent using the nmessages defined in Section 5.3.1.
Specifically, the PE MJST include the VCCV interface parameter sub-
TLV (0x0C) assigned in [RFC4446] in the PWset-up nessage [ RFC4447].

The deci sion of the type of VCCV control channel is left completely
to the receiving control entity, although the set of choices is given
by the sender in that it indicates the control channels and
connectivity verification type or types that it can understand. The
recei ver SHOULD choose a single Control Channel Type fromthe match
bet ween the choices sent and received, based on the capability
adverti senent selection specified in Section 7, and it MJST continue
to use this type for the duration of the life of the control channel
Changi ng Control Channel Types after one has been established to be
in use could potentially cause problens at the receiving end and
could also lead to interoperability issues; thus, it is NOT
RECOMVENDED.
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When a PE sends a | abel napping nessage for a PW it uses the VCCV
paraneter to indicate the type of OAM control channels and
connectivity verification type or types it is willing to receive and
can send on that PW A renpote PE MJUST NOT send VCCV nessages before
the capability of supporting the control channel (s) (and connectivity
verification type(s) to be used over them) is signaled. Then, it can
do so only on a control channel and using the connectivity
verification type(s) fromthe ones indicated.

If a PE receives VCCV nessages prior to advertising capability for
this nessage, it MJST discard these nessages and not reply to them
In this case, the PE SHOULD increment an error counter and optionally
i ssue a system and/or SNWP notification to indicate to the system
adm nistrator that this condition exists.

When LDP is used as the PWsignaling protocol, the requesting PE
indicates its configured VCCV capability or capabilities to the
remote PE by including the VCCV parameter with appropriate options in
the VCCV interface paranmeter sub-TLV field of the PWID FEC TLV (FEC
128) or in the interface paraneter sub-TLV of the Generalized PWID
FEC TLV (FEC 129). These options indicate which control channel and
connectivity verification types it supports. The requesting PE MAY
indicate that it supports nmultiple control channel options, and in
doing so, it agrees to support any and all indicated types if
transmtted to it. However, it MJST do so in accordance with the
rules stipulated in Section 5.3.1 (VCCV Capability Advertisement Sub-
TLV.)

Local policy nay direct the PE to support certain OAM capability and
toindicate it. The absence of the VCCV paraneter indicates that no
OAM functions are supported by the requesting PE, and thus the

recei ving PE MJUST NOT send any VCCV control channel traffic to it.
The reception of a VCCV parameter with no options set MJST be ignored
as if one is not transmtted at all.

The receiving PE simlarly indicates its supported control channe
types in the | abel nmapping nessage. These may or nay not be the same
as the ones that were sent to it. The sender should exam ne the set
that is returned to understand which control channels it may
establish with the renpote peer, as specified in Sections 4 and 7
Simlarly, it MJST NOT send control channel traffic to the renote PE
for which the renpte PE has not indicated it supports.

5.3.1. VCCV Capability Advertisenent LDP Sub-TLV
[ RFC4447] defines an Interface Paraneter Sub-TLV field in the LDP PW

ID FEC (FEC 128) and an Interface Paraneters TLV in the LDP
Generalized PWID FEC (FEC 129) to signal different capabilities for
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specific PW. An optional sub-TLV paraneter is defined to indicate
the capability of supporting none, one, or nore control channel and
connectivity verification types for VCCV. This is the VCCV paraneter
field. |If FEC 128 is used, the VCCV paraneter field is carried in
the Interface Parameter sub-TLV field. [If FEC 129 is used, it is
carried as an Interface Paranmeter sub-TLV in the Interface Paraneters
TLV.

The VCCV paraneter IDis defined as follows in [ RFC4446]:

Paranmeter ID Length Description
0x0c 4 VCCV

The format of the VCCV paraneter field is as foll ows:

0 1 2 3
01234567890123456789012345678901
I S i o T s S S S e s s T
| 0x0c | 0x04 | CC Types | CV Types |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

The Control Channel Type field (CC Type) defines a bitmask used to

i ndicate the type of control channel (s) (i.e., none, one, or nore)
that a router is capable of receiving control channel traffic on. |If
nmore than one control channel is specified, the router agrees to
accept control traffic over either control channel; however, see the
rules specified in Sections 4 and 7 for nore details. |f none of the
types are supported, a CC Type Indicator of 0x00 SHOULD be
transmitted to indicate this to the peer. However, if no capability
is signaled, then the PE MUST assune that its peer is incapable of
recei ving any of the VCCV CC Types and MJST NOT send any OAM contro
channel traffic toit. Note that the CC and CV Types definitions are
consi stent regardless of the PWs transport or access circuit type.
The CC and CV Type val ues are defined in Section 4.

6. VCCV Control Channel for L2TPv3/IP PW

VWhen L2TPv3 is used to set up a PWover an |IP PSN, VCCV packets are
carried over the L2TPv3 session as defined in this section. L2TPv3
provides a "Hell 0" keepalive nechanismfor the L2TPv3 control plane
that operates in-band over IP or UDP (see Section 4.4 of [RFC3931]).
This built-in Hello facility provides dead peer and path detection
only for the group of sessions associated with the L2TP Contro
Connection. VCCV, however, allows individual L2TP sessions to be
tested. This provides a nore granular mechani sm which can be used to
troubl eshoot potential problens within the data plane of L2TP

endpoi nts thensel ves, or to provide additional connection status of
i ndi vi dual pseudowi res
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The capability of which Control Channel Type (CC Type) to use is
advertised by a PE to indicate which of the potentially various
control channel types are supported. Once the receiving PE has
chosen a nbde to use, it MJST continue using this node until such
time as the PWis re-signaled. Thus, if a new CC Type is desired,
the PWnust be torn down and re-established.

An LCCE sends VCCV nessages on an L2TPv3-signal ed pseudowire for
fault detection and diagnostic of the L2TPv3 session. The VCCV
nmessage travels in-band with the Session and foll ows the exact sane
path as the user data for the session, because the |IP header and
L2TPv3 Sessi on header are identical. The egress LCCE of the L2TPv3
session intercepts and processes the VCCV nessage, and verifies the
signaling and forwarding state of the pseudowire on reception of the
VCCV nessage. It is to be noted that the VCCV nechanismfor L2TPv3
is primarily targeted at verifying the pseudow re forwarding and
signaling state at the egress LCCE. It also hel ps when L2TPv3
Control Connection and Session paths are not identical

6.1. VCCV Control Channel Type for L2TPv3

In order to carry VCCV nessages within an L2TPv3 sessi on data packet,
the PW MJST be established such that an L2-Specific Sublayer (L2SS)
that defines the V-bit is present. This docunent defines the V-bit
for the Default L2-Specific Sublayer [RFC3931] and the ATM Specific
Subl ayer [ RFC4454] using the Bit O position (see Sections 8.3.2 and
8.3.3). The L2-Specific Subl ayer presence and type (either the
Default or a PWSpecific L2SS) is signaled via the L2-Specific

Subl ayer AVP, Attribute Type 69, as defined in [RFC3931]. The V-bit
within the L2-Specific Sublayer is used to identify that a VCCV
message follows, and when the V-bit is set the L2SS has the format
shown in Figure 5:

0 1 2 3
01234567890123456789012345678901
I S i o T s S S S e s s T
| 1] 0 O O] Versi on]| Reserved | Channel Type |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Figure 5: L2-Specific Sublayer Fornmat when the V-bit (bit 0) is set

The VCCV nessages are distinguished fromuser data by the V-bit. The
V-bit is set to 1, indicating that a VCCV session nmessage fol |l ows.
The next three bits MJST be set to 0 when sending and i gnhored upon
receipt. The remaining fields conprising 28 bits (i.e., Version,
Reserved, and Channel Type) follow the sane definition, format, and
nunber registry from Section 5 of [RFC4385].
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The Version and Reserved fields are set to 0. For the CV Type
currently defined of 1CMP Ping (0x01), the Channel Type can indicate
| Pv4 (0x0021) or |IPv6 (0x0057) (see [RFC4385]) as the VCCV payl oad
directly followi ng the L2SS

6.2. VCCV Connectivity Verification Type for L2TPv3

The VCCV nessage over L2TPv3 directly follows the L2-Specific
Subl ayer with the V-bit set. It MJST contain an | CMP Echo packet as
described in Section 6.2.1

6.2.1. L2TPv3 VCCV using | CWP Ping

When this connectivity verification node is used, an | CVMP Echo packet
usi ng the encoding specified in [RFC0792] for (1CWPv4) or [RFC4443]
(for 1CWPv6) achieves connectivity verification. |Inplenentations
MUST use | CMPv4 [ RFCO792] if the signaling for the L2TPv3 PW used

| Pv4 addresses, or |CWPv6 [ RFC4443] if | Pv6 addresses were used. |If
the pseudowire is set-up statically, then the encoding MJST use that
whi ch was used for the pseudowire in the configuration

The 1 CVMP Ping packet directly follows the L2SS with the V-bit set.
In the |CMP Echo request, the | P Header fields MJST have the
followi ng values: the destination |IP address is set to the renote
LCCE' s | P address for the tunnel endpoint, the source |P address is
set to the local LCCE s IP address for the tunnel endpoint, and the
TTL or Hop Limt is set to 1.

6.3. L2TPv3 VCCV Capability Advertisenent for L2TPv3

A new optional AVP is defined in Section 6.3.1 to indicate the VCCV
capabilities during session establishnent. An LCCE MJST signal its
desire to use connectivity verification for a particular L2TPv3
session and its VCCV capabilities using the VCCV Capability AVP

An LCCE MUST NOT send VCCV packets on an L2TPv3 session unless it has
recei ved VCCV capability by neans of the VCCV Capability AVP fromthe
renote end. |If an LCCE receives VCCV packets and it is not VCCV
capable or it has not sent VCCV capability indication to the renote
end, it MJST discard these nessages. It should also increnent an
error counter. |In this case the LCCE MAY optionally issue a system
and/ or SNMP notification.

6.3.1. L2TPv3 VCCV Capability AVP
The "VCCV Capability AVP', Attribute Type 96, specifies the VCCV

capabilities as a pair of bitflags for the Control Channel (CC) and
Connectivity Verification (CV) Types. This AVP is exchanged during
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session establishment (in I CRQ (Incom ng-Call-Request), |ICRP
(I'ncom ng-Cal | -Reply), OCRQ (CQutgoing-Call-Request), or OCRP
(Qutgoing-Call-Reply) nessages). The value field has the foll ow ng
format:

VCCV Capability AVP (I CRQ |CRP, OCRQ OCRP)

0 1
0123456789012345
B i S S ik s S N S S
| CC Types | CV Types |
R T i T i e s ik T e R T

CC Types:

The Control Channel (CC) Types field defines a bitmask used to

i ndi cate the type of control channel (s) that nmay be used to
receive OAMtraffic on for the given Session. The router agrees
to accept VCCV traffic at any tine over any of the signal ed VCCV
control channel types. CC Type values are defined in Section 4.
Al t hough there is only one value defined in this docunent, the CC
Types field is included for forward conpatibility should further
CC Types need to be defined in the future.

A CC Type of 0Ox01 may only be requested when there is an L2-

Speci fic Subl ayer that defines the V-bit present. If a CC Type of
0x01 is requested w thout requesting an L2-Specific Sublayer AVP
with an L2SS type that defines the V-bit, the session MJST be

di sconnected with a Call-Disconnect-Notify (CDN) nessage.

If no CC Type is supported, a CC Type |Indicator of 0x00 SHOULD be
sent.

CV Types:

The Connectivity Verification (CV) Types field defines a bitnmask
used to indicate the specific type or types (i.e., none, one, or
more) of control packets that nmay be sent on the specified VCCV
control channel. CV Type values are defined in Section 4.

If no VCCV Capability AVP is signaled, then the LCCE MJST assune that

the peer is incapable of receiving VCCV and MJUST NOT send any OAM
control channel traffic to it.
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Al L2TP AVPs have an M (Mandatory) bit, H (Hi dden) bit, Length, and
Vendor I D. The Vendor ID for the VCCV Capability AVP MJST be O,
indicating that this is an | ETF-defined AVP. This AVP MAY be hi dden
(the Hbit MAY be 0 or 1). The Mbit for this AVP SHOULD be set to
0. The Length (before hiding) of this AVP is 8.

7. Capability Advertisenment Sel ection

VWhen a PE receives a VCCV capability advertisenment, the advertisenent
may potentially contain nore than one CC or CV Type. Only natching
capabilities can be selected. Wen nultiple capabilities match, only
one CC Type MJST be used.

In particular, as already specified, once a valid CC Type is used by
a PE (traffic sent using that encapsul ation), the PE MJST NOT send
any traffic down another CC Type control channel

For cases where nultiple CC Types are advertised, the follow ng
precedence rul es apply when choosing the single CC Type to use:

1. Type 1: PWE3 Control Wrd with 0001b as first nibble
2. Type 2: MPLS Router Alert Labe
3. Type 3: MPLS PW Label with TTL ==

For MPLS PWs, the CV Type of LSP Ping (0x02) is the default, and the
CV Type of ICMP Ping (0x01) is optional

8. | ANA Consi derations
8.1. VCCV Interface Paraneters Sub-TLV

The VCCV Interface Paraneters Sub-TLV codepoint is defined in

[ RFC4446]. | ANA has created and will nmaintain registries for the CC
Types and CV Types (bitmasks in the VCCV Paraneter ID). The CC Type
and CV Type new registries (see Sections 8.1.1 and 8.1. 2,
respectively) have been created in the Pseudo Wres Nane Spaces,
reachabl e from [I ANA. pwe3-paraneters]. The allocations nust be done
usi ng the "I ETF Consensus" policy defined in [ RFC2434].

8.1.1. MPLS VCCV Control Channel (CC) Types

| ANA has set up a registry of "MPLS VCCV Control Channel Types".
These are 8 bitfields. CC Type val ues 0x01, 0x02, and 0x04 are
specified in Section 4 of this docunent. The remaining bitfield
val ues (0x08, 0x10, 0x20, 0x40, and 0x80) are to be assigned by | ANA
usi ng the "I ETF Consensus" policy defined in [ RFC2434]. A VCCV
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Control Channel Type description and a reference to an RFC approved
by the | ESG are required for any assignnment fromthis registry.

MPLS Control Channel (CC) Types:

Bit (Val ue) Descri ption

Bit 0 (0Ox01) - Type 1: PWE3 Control Wird with 0001b as
first nibble (PWACH see [ RFC4385])

Bit 1 (0x02) - Type 2: MPLS Router Alert Label
Bit 2 (0x04) - Type 3: MPLS PWLabel with TTL ==
Bit 3 (0x08) - Reserved

Bit 4 (0x10) - Reserved

Bit 5 (0x20) - Reserved

Bit 6 (0x40) - Reserved

Bit 7 (0x80) - Reserved

The nost significant (high order) bit is labeled Bit 7, and the |east
significant (low order) bit is labeled Bit 0, see parenthetical
"Val ue".

8.1.2. MPLS VCCV Connectivity Verification (CV) Types

I ANA has set up a registry of "MPLS VCCV Control Verification Types".
These are 8 bitfields. CV Type values 0x01 and 0x02 are specified in
Section 4 of this document. The remaining bitfield values (0x04,
0x08, 0x10, 0x20, 0x40, and 0x80) are to be assigned by I ANA using
the "I ETF Consensus" policy defined in [ RFC2434]. A VCCV Contr ol
Verification Type description and a reference to an RFC approved by
the 1ESG are required for any assignnment fromthis registry.

MPLS Connectivity Verification (CV) Types:

Bit (Val ue) Descri ption
Bit 0 (0Ox01) - ICW Ping
Bit 1 (0x02) - LSP Ping
Bit 2 (0x04) - Reserved
Bit 3 (0x08) - Reserved
Bit 4 (0x10) - Reserved
Bit 5 (0x20) - Reserved
Bit 6 (0x40) - Reserved
Bit 7 (0x80) - Reserved

The nost significant (high order) bit is |abeled Bit 7, and the | east
significant (low order) bit is |labeled Bit 0, see parenthetical
"Val ue".
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8.2. PWAssoci ated Channel Type

The PW Associ ated Channel Types used by VCCV as defined in Sections
5.1.1 and 6.1 rely on previously allocated nunbers fromthe
Pseudowi re Associ ated Channel Types Registry [RFC4385] in the Pseudo
Wres Nane Spaces reachabl e from[I| ANA pwe3-paraneters]. In
particular, 0x21 (Internet Protocol version 4) MJST be used whenever
an | Pv4 payl oad foll ows the Pseudow re Associ ated Channel Header, or
0x57 MJST be used when an | Pv6 payl oad follows the Pseudow re
Associ at ed Channel Header

8.3. L2TPv3 Assignnents

Section 8.3.1 through Section 8.3.3 are registrations of new L2TP
val ues for registries already managed by I ANA. Section 8.3.4 is a
new regi stry that has been added to the existing L2TP nanme spaces,
and will be maintained by | ANA accordingly. The Layer Two Tunneling
Protocol "L2TP' Nane Spaces are reachable from

[ 1 ANA. | 2t p- par anet er s] .

8.3.1. Control Message Attribute Value Pairs (AVPs)

An additional AVP Attribute is specified in Section 6.3.1. It was
defined by | ANA as described in Section 2.2 of [RFC3438].

Attribute
Type Descri ption
96 VCCV Capability AVP

8.3.2. Default L2-Specific Sublayer Bits

The Default L2-Specific Sublayer contains 8 bits in the | ow order
portion of the header. This docunent defines one reserved bit in the
Default L2-Specific Sublayer in Section 6.1, which was assi gned by

| ANA followi ng | ETF Consensus [ RFC2434].

Default L2-Specific Sublayer bits - per [RFC3931]

Bit 0 - V (VCCV) bit
8.3.3. ATM Specific Sublayer Bits
The ATM Specific Sublayer contains 8 bits in the | oworder portion of
the header. This docunment defines one reserved bit in the ATM

Speci fic Sublayer in Section 6.1, which was assigned by | ANA
foll owi ng | ETF Consensus [ RFC2434].
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ATM Speci fic Subl ayer bits - per [RFC4454]

Bit 0 - V (VCCV) bit
8.3.4. VCCV Capability AVP Val ues
This is a newregistry that | ANA maintains in the L2TP Nanme Spaces.

| ANA created and nmaintains a registry for the CC Types and CV Types
bitmasks in the VCCV Capability AVP, defined in Section 6.3.1. The
al | ocati ons nmust be done using the "I ETF Consensus” policy defined in
[ RFC2434]. A VCCV CC or CV Type description and a reference to an
RFC approved by the I ESG are required for any assignnent fromthis
registry.

| ANA has reserved the following bits in this registry:

VCCV Capability AVP (Attribute Type 96) Val ues

L2TPv3 Control Channel (CC) Types:

Bit (Val ue) Description

Bit O (0Ox01) - L2-Specific Sublayer with V-bit set
Bit 1 (0x02) - Reserved

Bit 2 (0x04) - Reserved

Bit 3 (0x08) - Reserved

Bit 4 (0x10) - Reserved

Bit 5 (0x20) - Reserved

Bit 6 (0x40) - Reserved

Bit 7 (0x80) - Reserved

L2TPv3 Connectivity Verification (CV) Types:

Bit (Val ue) Descri ption
Bit 0 (0Ox01) - ICWP Ping
Bit 1 (0x02) - Reserved
Bit 2 (0x04) - Reserved
Bit 3 (0x08) - Reserved
Bit 4 (0x10) - Reserved
Bit 5 (0x20) - Reserved
Bit 6 (0x40) - Reserved
Bit 7 (0x80) - Reserved
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The nost significant (high order) bit is labeled Bit 7, and the |east
significant (low order) bit is labeled Bit 0, see parenthetical
"Val ue".

9. Congestion Considerations

The bandwi dth resources used by VCCV are recomrended to be mi ni nal
compared to those of the associated PW The bandwi dth required for
the VCCV channel is taken outside any allocation for PWdata traffic,
and can be configurable. Wen doing resource reservation or network
pl anni ng, the bandw dth requirenents for both PWdata and VCCV
traffic need to be taken into account.

VCCV applications (i.e., Connectivity Verification (CV) Types) MJIST
consi der congestion and bandw dth usage inplications and provide
details on bandw dth or packet frequency nmanagenent. VCCV
applications can have built-in bandw dth managenent in their
protocols. Qher VCCV applications can have their bandw dth
configuration-linited, and rate-linmting themcan be harnful as it
could translate to incorrectly declaring connectivity failures. For
all other VCCV applications, outgoing VCCV nessages SHOULD be rate-
limted to prevent aggressive connectivity verification consum ng
excessi ve bandwi dt h, causi ng congesti on, becom ng deni al - of -service
attacks, or generating an excessive packet rate at the CE-bound PE.

If these conditions cannot be foll owed, an adaptive | oss-based schene
SHOULD be applied to congestion-control outgoing VCCV traffic, so
that it conpetes fairly with TCP within an order of magnitude. One
met hod of deternmining an acceptabl e bandwi dth for VCCV is described
in [ RFC3448] (TFRC); other nethods exist. For exanple, bandw dth or
packet frequency managenent can include any of the follow ng: a
negotiation of transm ssion interval/rate, a throttled transm ssion
rate on "congestion detected" situations, a slowstart after shutdown
due to congestion and until basic connectivity is verified, and other
mechani sns.

The 1 CVP and MPLS LSP PI NG applications SHOULD be rate-limted to

bel ow 5% of the bit-rate of the associated PW For this purpose, the
considered bit-rate of a pseudowire is dependent on the PWtype. For
pseudowi res that carry constant bit-rate traffic (e.g., TDM PWs) the
full bit-rate of the PWis used. For pseudowi res that carry variable
bit-rate traffic (e.g., Ethernet PW), the nean or sustained bit-rate
of the PWis used.
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As described in Section 10, inconing VCCV nessages can be rate-
limted as a protection agai nst denial -of-service attacks. This
throttling or policing of incom ng VCCV nessages should not be nore
stringent than the bandw dth allocated to the VCCV channel to prevent
fal se indications of connectivity failure.

10. Security Considerations

Routers that inplenent VCCV create a Control Channel (CC) associ ated
with a pseudowire. This control channel can be signaled (e.g., using
LDP or L2TPv3 depending on the PWE3) or statically configured. Over
this control channel, VCCV Connectivity Verification (CV) nessages
are sent. Therefore, three different areas are of concern froma
security standpoint.

The first area of concern relates to control plane paraneter and
status nmessage attacks, that is, attacks that concern the signaling
of VCCV capabilities. MPLS PWControl Plane security is discussed in
Section 8.2 of [RFC4447]. L2TPv3 PWControl Pl ane security is

di scussed in Section 8.1 of [RFC3931]. The addition of the
connectivity verification negotiation extensions does not change the
security aspects of Section 8.2 of [RFC4447], or Section 8.1 of

[ RFC3931]. Inplenentation of | P source address filters nmay al so aid
in deterring these types of attacks.

A second area of concern centers on data-plane attacks, that is,
attacks on the associated channel itself. Routers that inplenent the
VCCV nechani sns are subject to additional data-plane denial-of-
service attacks as foll ows:

An intruder could intercept or inject VCCV packets effectively
providing fal se positives or fal se negatives.

An intruder could deliberately flood a peer router with VCCV
messages to deny services to others.

A m sconfigured or nisbehaving device could inadvertently flood a
peer router with VCCV messages which could result in denial of
services. In particular, if a router has either inplicitly or
explicitly indicated that it cannot support one or all of the
types of VCCV, but is sent those nessages in sufficient quantity,
it could result in a denial of service

To protect against these potential (deliberate or unintentional)
attacks, nultiple mtigation techni ques can be enpl oyed:

VCCV nessage throttling nechani sns can be used, especially in
di stributed inplenmentati ons which have a centralized control -pl ane
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11.

processor with various line cards attached by some control -pl ane

data path. 1In these architectures, VCCV nessages may be processed
on the central processor after being forwarded there by the
receiving line card. In this case, the path between the Iine card

and the control processor may becone saturated if appropriate VCCV
traffic throttling is not enployed, which could lead to a conplete
deni al of service to users of the particular line card. Such
filtering is also useful for preventing the processing of unwanted
VCCV nessages, such as those which are sent on unwanted (and

per haps unadvertised) control channel types or VCCV types.

Section 8.1 of [RFC4447] discusses nmethods to protect the data

pl ane of MPLS PW from data-pl ane attacks. However the

i npl ementati on of the connectivity verification protocol expands
the range of possible data-plane attacks. For this reason

i mpl ement ati ons MJUST provide a nethod to secure the data plane.
This can be in the formof encryption of the data by running |Psec
on MPLS packets encapsul ated according to [ RFC4023], or by
providing the ability to architect the MPLS network in such a way
that no external MPLS packets can be injected (private MPLS

net wor k) .

For L2TPv3, data packet spoofing considerations are outlined in
Section 8.2 of [RFC3931]. Whiile the L2TPv3 Session |ID provides
traffic separation, the optional Cookie field provides additiona
protection to thwart spoofing attacks. To maxim ze protection
against a variety of data-plane attacks, a 64-bit Cookie can be
used. L2TPv3 can also be run over |Psec as detailed in Section
4.1.3 of [RFC3931].

A third and |l ast area of concern relates to the processing of the
actual contents of VCCV nessages, i.e., LSP Ping and | CMP nessages.
Therefore, the correspondi ng security considerations for these
protocols (LSP Ping [ RFC4379], |ICWPv4 Ping [ RFCO792], and | CMPv6 Ping
[ RFC4443]) apply as well.
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