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Status of This Meno

Thi s docunent specifies an Internet Best Current Practices for the
Internet Comrunity, and requests discussion and suggestions for
i mprovenents. Distribution of this nmeno is unlimted.

Abst ract

Emai | has beconme a popul ar distribution service for a variety of
soci al | y unaccept abl e, mass-effect purposes. The nost obvi ous ones
i nclude spam and worns. This note reconmrends conventions for the
operation of email subm ssion and transport services between

i ndependent operators, such as enterprises and Internet Service
Providers. |Its goal is to inprove lines of accountability for
control ling abusive uses of the Internet mail service. To this end,
this document offers recommendations for constructive operationa
policies between independent operators of email subm ssion and
transm ssi on services.

Emai | aut hentication technol ogies are aimed at providi ng assurances
and traceability between internetwrked networks. In many emnai
services, the weakest link in the chain of assurances is initia

submi ssion of a nessage. This docunent offers reconmendations for
constructive operational policies for this first step of emil

sendi ng, the subm ssion (or posting) of emamil into the transm ssion
network. Rel aying and delivery entail policies that occur subsequent
to subnission and are outside the scope of this docunent.
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1. Introduction

The very characteristics that nake email such a conveni ent

conmuni cations medium-- its near ubiquity, rapid delivery, |ow cost,
and support for exchanges w thout prior arrangenent -- have nade it a
fertile ground for the distribution of unwanted or malicious content.
Spam fraud, and worns have beconme a serious problem threatening the
viability of email and costing end users and providers mllions of

dol lars in damages and | ost productivity. In recent years,

i ndependent operators including enterprises and | SPs have turned to a
nunber of different technol ogi es and procedures, in an attenpt to
conbat these problens. The results have been m xed, at best.

En route to its final destination, email will often travel between
mul ti pl e i ndependent providers of email transm ssion services. These
services will generally have no prior arrangenent with one another

and nmay enploy different rules on the transmssion. It is therefore
difficult both to debug problens that occur in mail transmi ssion and
to assign accountability if undesired or malicious mail is injected

into the Internet mail infrastructure.

Many emmi | authentication technol ogies exist. They provide sone
accountability and traceability between disparate networks. This
docunent ains to build upon the availability of these technol ogi es by
expl oring best practices for authenticating and authorizing the first
step of an email’s delivery, froma Ml User Agent (MJA) to a Mil
Submi ssi on Agent (MSA), known as submission. Wthout strong
practices on email subm ssion, the use of authentication technol ogies
el sewhere in the service provides limted benefit.

Thi s docunent specifies operational policies to be used for the first
step of email sending, the subnmission -- or posting froman MJA to an
MBA as defined below -- of email into the transm ssion service.

These policies will permt continued, snooth operation of I|nternet
email, with controls added to inprove accountability. Relaying and
delivering enploy policies that occur after subm ssion and are
outside the scope of this docunent. The policies listed here are
appropriate for operators of all sizes of networks and rmay be

i mpl ement ed by operators independently, w thout regard for whether
the other side of an emmil exchange has i npl enented them

It is inportant to note that the adoption of these policies al one
will not solve the problenms of spam and other undesirable enail.
However, these policies provide a useful step in clarifying |lines of
accountability and interoperability between operators. This hel ps
rai se the bar agai nst abusers and provi des a foundation for
additional tools to preserve the utility of the Internet enmil
infrastructure
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NOTE: Thi s docunent does not delve into other anti-spam operationa
i ssues such as standards for rejection of email. The authors note
that this could be a valuable effort to undertake and encourage
its pursuit.

Ter mi nol ogy

The Internet email architecture distinguishes four nmessage-handling
conmponent s:

o Mil User Agents (MJAs)

o Ml Subm ssion Agents (MBAs)
o Ml Transfer Agents (MIAs)

o Ml Delivery Agents (NMDAs)

At the origination end, an MJA works on behal f of end users to create
a message and performinitial "subm ssion" into the transm ssion
infrastructure, via an MSA. An MSA accepts the nessage submni ssion,
performs any necessary preprocessing on the nmessage, and relays the
message to an MTA for transmi ssion. MIAs 'relay’ nessages to other
MIAs, in a sequence reaching a destination MDA that, in turn,
"delivers’ the email to the recipient’s inbox. The inbox is part of
the recipient-side MJA that works on behalf of the end user to
process received mail .

These architectural conponents are often conpressed, such as having
the same software do MSA, MIA and MDA functions. However the
requirenents for each of these conponents of the architecture are
becom ng nore extensive, so that their software and even physica

pl atform separation is increasingly common.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY"', and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Submi ssi on, Rel aying, Delivery

Oiginally the MSA, MIA, and MDA architectural conponents were
considered to be a single unit. This was reflected in the practice
of having MSA, MIA, and MDA transfers all be performed with SMIP

[ RFC2821] [ RFC0821], over TCP port 25. Internet mail permts emi

to be exchanged wi thout prior arrangenent and w t hout sender
authentication. That is, the confirned identity of the originator of
the nessage is not necessarily known by the relaying MAs or the MDA
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It is inmportant to distinguish MJA-to- MSA enmil subnission, versus
MIA rel aying, versus the final MIA-to-MDA transition. Subm ssion
typically does entail a pre-established rel ationship between the user
of the client and operator of the server; equally, the MDA is
performng final delivery and can determne that it has an existing
relationship with the recipient. That is, MSAs and MDAs can take
advant age of having prior relationships with users in order to
constrain their transfer activities.

Specifically, an MSA can choose to reject all postings from MJAs for
which it has no existing relationship. Simlarly, an MDA can choose
toreject all mail to recipients for which it has no arrangenent to
performdelivery. |Indeed, both of these policies are already in
common practice

3.1. Best Practices for Subm ssion Qperation

Subm ssion Port Availability:
If external subm ssions are supported -- that is, fromoutside a
site’s adm nistrative domain -- then the domain’ s MSAs MJST
support the SUBM SSI ON port 587 [ RFC4409]. COperators MAY
standardi ze on the SUBM SSI ON port for both external AND LOCAL
users; this can significantly sinplify subni ssion operations.

Submi ssion Port Use:
MJUAs SHOULD use the SUBM SSI ON port for nessage subm ssion

Subm ssion Aut hentication
MBAs MUST perform authentication on the identity asserted during
all mail transactions on the SUBM SSION port, even for a nmessage
havi ng a RCPT TO address that woul d not cause the nmessage to be
rel ayed outside of the |ocal adninistrative donmain.

Subm ssion Authorization
An operator of an MSA MJST ensure that the authenticated identity
is authorized to submt email, based on an existing rel ationship
bet ween the subnitting entity and the operator. This requirenent
applies to all mail submi ssion nmechanisns (MJA to MSA)

Submi ssi on Accountability after Subm ssion
For a reasonable period of time after subm ssion, the nessage

SHOULD be traceabl e by the MSA operator to the authenticated
identity of the user who sent the nmessage. Such tracing MAY be
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2

based on transactional identifiers stored in the headers (received
lines, etc.) or other fields in the nessage, on audit data stored
el sewhere, or on any other nechani smthat supports sufficient

post - submi ssion accountability. The specific |ength of tineg,
after nessage subnission, that traceability is supported is not
specified here. However, issues regarding transit often occur as
much as one week after subni ssion.

Not e that [ RFC3848] defines a nmeans of recording subm ssion-tine
information in Received header fields. This information can help
recei ve-si de analysis software establish a sending MBA' s
accountability and then nmake deci sions about processing the
message

Transitioning to Subni ssion Port

In order to pronote transition of initial message subnission from
port 25 to port 587, MSAs MJST listen on port 587 by default and
SHOULD have the ability to listen on other ports. MSAs MJST require
aut henti cation on port 587 and SHOULD require authentication on any
ot her port used for subm ssion. MSAs MAY also listen on other ports
Regardl ess of the ports on which nessages are accepted, MSAs MJST NOT
permt relaying of unauthenticated nessages to other donmins. That
is, they nust not be open rel ays.

As a default, MJAs SHOULD attenmpt to find the best possible

submi ssion port froma list of alternatives. The SUBM SSI ON port 587
SHOULD be placed first in the list. Since nost MJAs avail abl e today
do not pernit falling back to alternate ports, sites SHOULD pre-
configure or encourage their users to connect on the SUBM SSI ON port
587, assuming that site supports that port.

Ext ernal Subm ssion

An MUA might need to subnmit nail across the Internet, rather than to
a local MSA, in order to obtain particular services fromits hone
site. Exanples include active privacy protection against third-party
content nmonitoring, tinely processing, and being subject to the npst
appropriate authenticati on and accountability protocols. Further,
the privacy requirenent m ght reasonably include protection against
moni toring by the operator of the MJA's access network. This
requirenent creates a challenge for the provider operating the IP
networ k through which the MJA gains access. |t makes that provider
an involuntary recruit to the task of solving mass-effect emi

probl enms: When the MJA participates in a problemthat affects |arge
nunbers of Internet users, the provider is expected to effect
renedies and is often expected to prevent such occurrences.
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A proactive techni que used by sone providers is to block all use of
port 25 SMIP for mail that is being sent outbound, or to
automatically redirect this traffic through a | ocal SMIP proxy,
except for hosts that are explicitly authorized. This can be

probl ematic for some users, notably legitinmate nobile users
attenpting to use their "hone" MSA, even though those users night
al ready enploy legitimte, port 25-based authentication

Thi s docunent offers no recomrendati on concerning the bl ocking of
SMIP port 25 or simlar practices for controlling abuse of the
standard anonynous nmail transfer port. Rather, it pursues the
mutual |y constructive benefit of using the official SUBM SSI ON port
587 [ RFC4409].

NOTE: Many established practices for controlling abuse of port 25,
for mail that is being sent outbound, currently do exist. These
include the proxy of SMIP traffic to local hosts for screening,
conmbined with various forns of rate lints. The authors suggest
that a separate docunment on this topic would benefit the enmail
operations comunity.

4.1. Best Practices for Support of External Subm ssions
Qpen Submi ssion Port:

Access Providers MJST NOT bl ock users from accessing the externa
Internet using the SUBM SSI ON port 587 [ RFC4409].

Traffic ldentification -- External Posting (MSA) Versus Rel aying
(MX)

When receiving email fromoutside their |ocal operationa
environment, email service providers MJST distinguish between
unaut henti cated emai| addressed to local domains (MX traffic)
versus submi ssion-rel ated authenticated enmail that can be
addressed anywhere (MSA traffic). This allows the MIA to restrict
rel ayi ng operations, and thereby prevent "open" relays. Note that
there are situations where this may not apply, such as secondary
MXs and rel ated inplenentations internal to an operator’s network
and within their control

Figure 1 depicts a local user (MJA 1) submitting a nessage to an MSA
(MBA). It also shows a rempte user (MJA.r), such as might be in a
coffee shop offering "hotspot" w rel ess access, submtting a nessage
to their "home" MSA via an authenticated port 587 transaction. The
figure shows the alternative of using port 587 or port 25 within the
MSA' s network. This document nmakes no recommendati ons about the use
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5.

of port 25 for submission. The diagramnerely seeks to note that it
is in common use and to acknow edge that port 25 can be used with
sufficient accountability w thin an organi zation’s network.
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Figure 1: Exanple of Port 587 Usage via |nternet
Message Submi ssion Aut hentication/Authorization Technol ogi es

There are many conpetent technol ogi es and standards for

aut henti cati ng message submi ssions. Two conponent nechani sns t hat
have been standardi zed i ncl ude SMIP AUTH [ RFC4954] and TLS [ RFC3207].
Dependi ng upon the environnent, different mechani snms can be nore or

| ess effective and convenient. Mechanisnms mght also have to be used
in conbination with each other to make a secure system

Organi zati ons SHOULD choose the nost secure approaches that are
practi cal .

Thi s docunent does not provide reconmendati ons on specific security

i npl ementations. It sinply provides a warning that transmtting user
credentials in clear text over insecure networks SHOULD be avoi ded in
all scenarios as this could allow attackers to listen for this
traffic and steal account data. |In these cases, it is strongly
suggested that an appropriate security technol ogy MIST be used.
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Security Considerations

Emai | transfer between independent adm nistrations can be the source
of large volunes of unwanted enmail and email containing malicious
content designed to attack the recipient’s system This docunent
addresses the requirenments and procedures to pernit such exchanges
whil e reducing the likelihood that malicious mail will be
transmtted.
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Copyright (C) The I ETF Trust (2007).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST AND
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THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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