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Abst r act

The Border Gateway Protocol (BGP) is an inter-autononous system
routing protocol designed for Transm ssion Control Protocol/Internet
Protocol (TCP/IP) networks. BCGP requires that all BGP speakers
within a single autononmous system (AS) nmust be fully neshed. This
represents a serious scaling problemthat has been well documented in
a nunber of proposals.

Thi s docunent describes an extension to BGP that nmay be used to
create a confederation of autononous systens that is represented as a
singl e autononous systemto BGP peers external to the confederation,
thereby removing the "full mesh" requirement. The intention of this
extension is to aid in policy adm nistration and reduce the
managenent conplexity of maintaining a | arge autononous system

Thi s docunent obsol etes RFC 3065.

Traina, et al. St andards Track [ Page 1]



RFC 5065 August 2007

Tabl e of Contents

1. IntroduCti On ... 3
1.1. Specification of Requirements ................ ... 3
1.2, Termnol OQY ... .v it 3

2. DI SCUSSI ON .t 4

3. AS_CONFED Segnent Type Extension ............ ... . ... 5

A, Operati ON ... 5
4.1. AS PATH Modification Rules ...... ... .. .. . . ... . . . . . . .. .. . ... 6

5. Error Handl ing .. ... ... 8
5.1. Error Handl ing ........ .. e e 8
5.2. MED and LOCAL_PREF Handling .......... ... . ... 8
5.3. AS_PATH and Path Selection ........... . . .. . . . . ... 9

6. Compatibility Considerations .......... ... ... ... 10

7. Deploynment Considerati ONS . ... .. ... ... 10

8. Security Considerati ONS . ........ .. e e 10

9. AcknowW edgmENt S ... ... e 11

10. ReferenCes ... . 11
10.1. Normative References ........... . . ... .. 11
10.2. Informative References ....... ... . . . . . . . . . . 11

Appendi x A. Aggregate Routing Information ......................... 13

Appendi x B. Changes fromRFC 3065 .............. ... 13

Traina, et al. St andards Track [ Page 2]



RFC 5065 August 2007

1. Introduction

As originally defined, BGP requires that all BGP speakers within a
single AS nust be fully nmeshed. The result is that for n BGP
speakers within an AS, n*(n-1)/2 unique Internal BGP (I BGP) sessions
are required. This "full nmesh" requirenent clearly does not scale
when there are a large nunber of |BGP speakers within the autononous
system as is comon in many networks today.

Thi s scaling problem has been well docunented and a nunber of
proposal s have been nade to alleviate this, such as [ RFC2796] and

[ RFC1863] (mmde historic by [ RFC4223]). This document presents
another alternative alleviating the need for a "full mesh" and is
known as "Autononous System Confederations for BG', or sinply, "BGP
confederations”. It has al so been observed that BGP confederations
may provide inprovenents in routing policy control

Thi s docunent is a revision of, and obsol etes, [RFC3065], which is
itself a revision of [RFC1965]. It includes editorial changes,
term nol ogy clarifications, and nore explicit protocol specifications
based on extensive inplenentati on and depl oynment experience with BGP
Conf eder ati ons.
1.1. Specification of Requirenents
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
1.2. Term nol ogy
AS Conf ederati on

A coll ection of autononmpbus systens represented and advertised as a
single AS nunber to BGP speakers that are not nmenbers of the |oca
BGP conf ederati on.

AS Confederation Identifier

An externally visible autononous system nunber that identifies a
BGP confederation as a whol e.

Menber Aut ononpus System ( Menber - AS)
An aut onompous systemthat is contained in a given AS

confederation. Note that "Menber Autononous System and "Menber-
AS" are used entirely interchangeably throughout this docunent.
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2

Menber - AS Nunber

An aut onomous system nunber identifier visible only within a BGP
confederation, and used to represent a Menber-AS within that
conf eder ati on.

Di scussi on

It may be useful to subdivide autononous systens with a very |arge
nunber of BGP speakers into snaller domains for purposes of
controlling routing policy via information contained in the BGP

AS PATH attribute. For exanple, one nmay choose to consider all BGP
speakers in a geographic region as a single entity.

In addition to potential inprovements in routing policy control, if
techni ques such as those presented here or in [RFC4456] are not

enpl oyed, [BGP-4] requires BGP speakers in the sanme autononbus system
to establish a full nesh of TCP connections anong all speakers for
the purpose of exchanging exterior routing information. In

aut ononous systemnms, the nunber of intra-domain connections that need
to be maintai ned by each border router can becone significant.

Subdi vidi ng a | arge autononmous system allows a significant reduction
in the total nunber of intra-domain BGP connections, as the
connectivity requirenments sinmplify to the nodel used for inter-domain
connecti ons.

Unfortunately, subdividing an autononous system nmay increase the
conplexity of routing policy based on AS PATH i nfornmation for al
menbers of the Internet. Additionally, this division increases the
mai nt enance overhead of coordinating external peering when the

i nternal topology of this collection of autononous systens is
nmodi fi ed.

Therefore, division of an autononbus systeminto separate systens nay
adversely affect optimal routing of packets through the Internet.

However, there is usually no need to expose the internal topol ogy of
this divided aut ononbus system which means it is possible to regard
a collection of autononbus systens under a comon administration as a
single entity or autononous system when viewed from outside the
confines of the confederation of autononmous systenms itself.
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3.

AS _CONFED Segnent Type Extension

Currently, BGP specifies that the AS PATH attribute is a well-known
mandatory attribute that is conposed of a sequence of AS path
segnents. [Each AS path segnent is represented by a triple <path
segnent type, path segnent |ength, path segnent val ue>

In [BGP-4], the path segnent type is a 1l-octet field with the two
foll owi ng val ues defi ned:

Val ue Segnent Type

1 AS SET: unordered set of autononmous systens that a route in
the UPDATE nessage has traversed

2 AS SEQUENCE: ordered set of autononous systens that a route
in the UPDATE nessage has traversed

Thi s docunent specifies two additional segnment types:
3 AS _CONFED SEQUENCE: ordered set of Menber Autononobus

Systens in the |ocal confederation that the UPDATE nessage
has traversed

4 AS_CONFED_SET: unordered set of Menber Autononous Systens
in the | ocal confederation that the UPDATE nessage has
traversed

Qperation

A menber of a BGP confederation MIST use its AS Confederation
Identifier in all transactions with peers that are not menbers of its
confederation. This AS Confederation ldentifier is the "externally
vi sible" AS nunber, and this nunber is used in OPEN nessages and
advertised in the AS PATH attri bute.

A menber of a BGP confederation MJST use its Menber-AS Nunber in al
transactions with peers that are nmenbers of the sane confederation as
the | ocal BGP speaker

A BGP speaker receiving an AS PATH attri bute containing an aut ononous
system matching its own AS Confederation Identifier SHALL treat the
path in the same fashion as if it had received a path containing its
own AS nunber.
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A BGP speaker receiving an AS PATH attri bute containing an

AS CONFED SEQUENCE or AS CONFED SET that contains its own Menber-AS
Nunber SHALL treat the path in the same fashion as if it had received
a path containing its own AS nunber.

4.1. AS PATH Modification Rul es

When i npl emrenti ng BGP confederations, Section 5.1.2 of [BGP-4] is
replaced with the follow ng text:

AS PATH is a wel |l -known nandatory attribute. This attribute

i dentifies the autononous systens through which routing informtion
carried in this UPDATE nessage has passed. The conponents of this
list can be AS _SETs, AS SEQUENCEs, AS_CONFED SETs or
AS_CONFED_SEQUENCES

When a BGP speaker propagates a route it |earned from anot her BGP
speaker’s UPDATE nessage, it nodifies the route’s AS PATH attribute
based on the | ocation of the BGP speaker to which the route will be
sent:

a) When a given BGP speaker advertises the route to another BGP
speaker located in its own Menber-AS, the advertising speaker
SHALL NOT nodify the AS_PATH attribute associated with the route.

b) When a given BGP speaker advertises the route to a BGP speaker
| ocated in a neighboring autononobus systemthat is a nmenber of the
| ocal confederation, the advertising speaker updates the AS PATH
attribute as foll ows:

1) if the first path segnent of the AS PATH is of type
AS_CONFED SEQUENCE, the |ocal system prepends its own Menber-AS
nunber as the last elenment of the sequence (put it in the
| eftnost position with respect to the position of octets in the
protocol nessage). |If the act of prepending will cause an
overflow in the AS_PATH segment (i.e., more than 255 ASs), it
SHOULD prepend a new segrment of type AS CONFED _SEQUENCE and
prepend its own AS nunmber to this new segnent.

2) if the first path segnent of the AS PATH is not of type
AS CONFED SEQUENCE, the |ocal system prepends a new path
segnment of type AS CONFED SEQUENCE to the AS PATH, incl uding
its own Menber-AS Nunber in that segnent.

3) if the AS PATH is enpty, the local systemcreates a path
segnent of type AS CONFED SEQUENCE, places its own Menber-AS
Nunber into that segment, and places that segnent into the
AS_PATH.
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c) When a given BCGP speaker advertises the route to a BG? speaker
| ocated in a neighboring autonomous systemthat is not a nmenber of
the | ocal confederation, the advertising speaker SHALL update the
AS PATH attribute as foll ows:

1) if any path segments of the AS PATH are of the type
AS CONFED SEQUENCE or AS _CONFED _SET, those segnments MJUST be
renoved fromthe AS PATH attribute, leaving the sanitized
AS PATH attribute to be operated on by steps 2, 3 or 4.

2) if the first path segnent of the remaining AS PATH is of type
AS SEQUENCE, the | ocal system prepends its own AS Confederation
Identifier as the |ast el enent of the sequence (put it in the
| eftnost position with respect to the position of octets in the
protocol nmessage). |If the act of prepending will cause an
overflow in the AS PATH segnent (i.e., nore than 255 ASs), it
SHOULD prepend a new segnent of type AS SEQUENCE and prepend
its owmn AS nunber to this new segnent.

3) if the first path segnent of the remaining AS PATH is of type
AS_SET, the local system prepends a new path segnment of type
AS SEQUENCE to the AS PATH, including its own AS Confederation
Identifier in that segnent.

4) if the remaining AS_PATH is enpty, the local systemcreates a
pat h segment of type AS _SEQUENCE, places its own AS
Confederation Identifier into that segnent, and places that
segnent into the AS PATH.

When a BGP speaker originates a route then:

a) the originating speaker includes its own AS Confederation
Identifier in a path segment, of type AS SEQUENCE, in the AS_PATH
attribute of all UPDATE nessages sent to BGP speakers located in
nei ghbori ng aut ononpbus systens that are not nmenbers of the | ocal

confederation. |In this case, the AS Confederation ldentifier of
the originating speaker’s autononous systemwi |l be the only entry
the path segment, and this path segment will be the only segnent

in the AS PATH attri bute.

b) the originating speaker includes its own Menber-AS Nunber in a
path segnment, of type AS_CONFED SEQUENCE, in the AS_PATH attribute
of all UPDATE nessages sent to BGP speakers |ocated in neighboring
Menber Aut ononbus Systens that are menbers of the |ocal
confederation. |In this case, the Menber-AS Nunber of the
originating speaker’s autononpbus systemw ||l be the only entry the
path segnent, and this path segnent will be the only segnent in
the AS_PATH attri bute.
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c) the originating speaker includes an enpty AS PATH attribute in all
UPDATE nessages sent to BGP speakers residing within the same
Menber-AS. (An enpty AS PATH attribute is one whose length field
contains the val ue zero).

Whenever the nodification of the AS PATH attribute calls for

i ncluding or prepending the AS Confederation ldentifier or Menber-AS
Nunber of the local system the |ocal system MAY incl ude/ prepend nore
than one instance of that value in the AS PATH attribute. This is
controlled via | ocal configuration.

5. Error Handling

A BGP speaker MJST NOT transmit updates containing AS CONFED SET or
AS CONFED SEQUENCE attributes to peers that are not nenbers of the
| ocal confederation.

It is an error for a BGP speaker to receive an UPDATE nessage with an
AS PATH attribute that contains AS CONFED SEQUENCE or AS _CONFED SET
segnments from a neighbor that is not located in the same
confederation. |I|f a BGP speaker receives such an UPDATE nessage, it
SHALL treat the nessage as having a nal formed AS PATH according to
the procedures of [BGP-4], Section 6.3 ("UPDATE Message Error

Handl i ng").

It is a error for a BGP speaker to receive an update message froma
confederation peer that is not in the sane Menber-AS that does not
have AS CONFED SEQUENCE as the first segnent. |f a BGP speaker

recei ves such an UPDATE nessage, it SHALL treat the nmessage as having
a mal formed AS _PATH according to the procedures of [BGP-4], Section
6.3 ("UPDATE Message Error Handling").

5.1. Common Adm nistrative |ssues

It is reasonabl e for Menber Autononous Systens of a confederation to
share a conmmon administration and Interior Gateway Protocol (IGP)

information for the entire confederation. 1t is also reasonable for
each Menmber-AS to run an independent IGP. In the latter case, the
NEXT_HOP may need to be set using policy (i.e., by default it is
unchanged) .

5.2. MED and LOCAL_PREF Handl i ng
It SHALL be legal for a BGP speaker to advertise an unchanged

NEXT_HOP and MULTI _EXIT_DISC (MED) attribute to peers in a
nei ghbori ng Menber-AS of the | ocal confederation.
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MEDs of two routes SHOULD only be conpared if the first autononous
systens in the first AS SEQUENCE in both routes are the sane -- i.e.,
skip all the autononous systems in the AS CONFED SET and

AS CONFED SEQUENCE. An inplenentation MAY provide the ability to
configure path selection such that MEDs of two routes are conparable
if the first autononous systens in the AS PATHs are the sane,

regardl ess of AS SEQUENCE or AS _CONFED SEQUENCE in the AS_PATH.

An i nmpl enent ati on MAY conpare MEDs received froma Menber-AS via
multiple paths. An inplenentation MAY conpare MEDs fromdifferent
Menber Autononobus Systens of the sane confederation.

In addition, the restriction agai nst sending the LOCAL_PREF attribute
to peers in a neighboring autononpbus systemw thin the sanme
confederation is renoved.

5.3. AS PATH and Path Sel ection

Path selection criteria for information received from nenbers inside
a confederation MJST foll ow the same rules used for information

recei ved from nmenbers inside the same autononpbus system as specified
in [BGP-4].

In addition, the follow ng rules SHALL be appli ed:

1) If the AS PATH is internal to the | ocal confederation (i.e., there
are only AS CONFED * segnents), consider the neighbor AS to be the
| ocal AS.

2) Oherwise, if the first segnent in the path that is not an
AS_CONFED_SEQUENCE or AS_CONFED SET is an AS_SEQUENCE, consi der
the nei ghbor AS to be the | eftnmpst AS_SEQUENCE AS.

3) When conparing routes using AS PATH | ength, CONFED SEQUENCE and
CONFED_SETs SHOULD NOT be count ed.

4) When conparing routes using the internal (IBGP | earned) versus
external (EBGP |learned) rules, treat a route that is |learned from
a peer that is in the same confederation (not necessarily the sane
Menber-AS) as "internal".
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6. Conpatibility Considerations

Al'l BGP speakers participating as nenbers of a confederation MJST
recogni ze the AS CONFED SET and AS CONFED SEQUENCE segnent type
extensions to the AS PATH attri bute.

Any BGP speaker not supporting these extensions will generate a
NOTI FI CATI ON nessage specifying an "UPDATE Message Error" and a sub-
code of "Mal formed AS PATH'.

This conmpatibility issue inplies that all BGP speakers participating
in a confederation MJST support BGP confederations. However, BGP
speakers outside the confederati on need not support these extensions.

7. Depl oynent Considerations

BGP confederati ons have been wi dely depl oyed throughout the Internet
for a nunber of years and are supported by multiple vendors.

| mproper configuration of BGP confederati ons can cause routing
information within an AS to be duplicated unnecessarily. This
duplication of information will waste systemresources, cause
unnecessary route flaps, and del ay convergence.

Care should be taken to manually filter duplicate advertisenents
caused by reachability information being relayed through multiple
Menber Aut ononpus Systens based upon the topol ogy and redundancy
requi renents of the confederation

Additionally, confederations (as well as route reflectors), by
excluding different reachability information from consideration at
different | ocations in a confederation, have been shown [ RFC3345] to
cause pernmanent oscillation between candi date routes when using the
tie-breaking rules required by BGP [BGP-4]. Care nust be taken when
sel ecting MED val ues and tie-breaking policy to avoid these
situations.

One potential way to avoid this is by configuring inter-Mnber-AS | GP
metrics higher than intra-Menber-AS I GP netrics and/ or using other
tie-breaking policies to avoid BGP route sel ection based on

i nconpar abl e MEDs.

8. Security Considerations
This extension to BGP does not change the underlying security issues

i nherent in the existing BG protocol, such as those described in
[ RFC2385] and [ BGP- VULN] .
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Appendi x A, Aggregate Routing Information

As a practical matter, aggregation as discussed in [BGP-4], Section
9.2.2.2, is not generally enployed within confederations. However,
in the event that such aggregation is perforned within a
confederation, the rules of [BGP-4] should be foll owed, naking the
necessary substitutions between AS_SET and AS_CONFED SET and
simlarly, AS SEQUENCE and AS CONFED SEQUENCE. Confederation-type
segnents (AS_CONFED SET and AS_CONFED SEQUENCE) MUST be kept separate
from non-confederation segnents (AS_SET and AS SEQUENCE). An

i npl ementation could al so choose to provide a form of aggregation
wher ei n non-confederati on segnents are aggregated as di scussed in
[BGP-4], Section 9.2.2.2, and confederation-type segnents are not
aggr egat ed.

Support for aggregation of confederation-type segnents i s not
mandat ory.

Appendi x B. Changes from RFC 3065

The primary trigger for an update to RFC 3065 was regarding issues
associated with AS path segnent handling, in particular what to do
when interacting with BGP peers external to a confederation and to
ensure AS CONFED [ SET| SEQUENCE] segnent types are not propagated to
peers outside of a confederation.

As such, the "Error Handling" section above was added and applies not
only to BGP confederation speakers, but to all BGP speakers.

O her changes are nostly trivial and surrounding sone clarification
and consistency in term nol ogy and denoting that

AS_CONFED [ SET| SEQUENCE] Segrent Type handl i ng shoul d be just as it
is in the base BGP specification [ BGP-4].
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