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Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this nenop is unlimted.

Abstract

A local host may have nmultiple points of attachnent to the Internet,
giving it a degree of fault tolerance fromhardware failures. Stream
Control Transm ssion Protocol (SCTP) (RFC 4960) was devel oped to take
full advantage of such a nulti-honed host to provide a fast fail over
and association survivability in the face of such hardware fail ures.
Thi s docunent describes an extension to SCTP that will allow an SCTP
stack to dynamcally add an I P address to an SCTP associ ati on,
dynanically delete an | P address from an SCTP association, and to
request to set the primary address the peer will use when sending to
an endpoi nt.
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1.

I nt roducti on

A local host may have multiple points of attachnment to the Internet,
giving it a degree of fault tolerance fromhardware failures. SCTP
was devel oped to take full advantage of such a nulti-honed host to
provide a fast failover and association survivability in the face of
such hardware failures. However, many nodern conputers allow for the
dynani c addition and deletion of network cards (sonetimes terned a
hot - pl uggabl e interface). Conplicate this with the ability of a
provider, in IPv6, to dynamcally renunber a network, and there stil
is a gap between full-fault tolerance and the currently defined SCTP
protocol. No matter if a card is added or an interface is
renunbered, in order to take advantage of this new configuration, the
transport association must be restarted. For many fault-tol erant
applications this restart is considered an outage and i s undesirable.

Thi s docunent describes an extension to SCTP to attenpt to correct
this problemfor the nore demanding fault-tolerant application. This
extension will allow an SCTP stack to:

o Dynamcally add an I P address to an associ ation
o0 Dynamcally delete an I P address from an associ ation

0 Request to set the primary address the peer will use when sending
to an endpoi nt.

The dynam c addition and subtraction of |IP addresses allows an SCTP
association to continue to function through host and network
reconfigurations. These changes, brought on by provider or user
action, may nean that the peer would be better served by using the
new y added address; however, this information may only be known by
the endpoint that had the reconfiguration occur. In such a case this
extension allows the local endpoint to advise the peer as to what it
thinks is the better prinmary address that the peer should be using.

One last thing this extension adds is a small, 32-bit integer called
an adaptation indication that can be exchanged at startup. This is
useful for applications where there are one or nore specific |ayers
bel ow the application, yet still above SCTP. In such a case, the
exchange of this indication can allow the proper |ayer to be enabled
bel ow t he applicati on.

Conventi ons
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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3. Serial Number Arithnetic

It is essential to renmenber that the actual Address Configuration
Change Chunk (ASCONF) Sequence Nunber space is finite, though very
| arge. This space ranges fromO to 2**32 - 1. Since the space is
finite, all arithmetic dealing with ASCONF Sequence Nunbers MUST be
performed nodul o 2**32. This unsigned arithnetic preserves the

rel ati onshi p of sequence nunbers as they cycle from2**32 - 1 to O
again. There are sonme subtleties to conmputer nodulo arithnmetic, so
great care should be taken in progranm ng the conparison of such
val ues. Wen referring to ASCONF Sequence Nunbers, the synbol "=<"
means "l ess than or equal " (nmodul o 2**32).

Conparisons and arithmetic on ASCONF sequence numbers in this
docunent SHOULD use Serial Nunmber Arithmetic as defined in [ RFC1982]
where SERIAL_BI TS = 32.
ASCONF Sequence Nunbers wrap around when they reach 2**32 - 1. That
is, the next ASCONF Sequence Nunber an ASCONF chunk MJST use after
transmtting an ASCONF Sequence Nunber = 2**32 - 1 is O.
Any arithmetic done on Stream Sequence Nunbers SHOULD use Seri a
Nunber Arithnmetic (as defined in [ RFC1982]) where SERIAL BITS = 16
Al other arithrmetic and conparisons in this docunment use nornal
arithmetic.

4. Additional Chunks and Paraneters

This section describes the addition of two new chunks and seven new
paraneters to all ow

o0 Dynamic addition of |IP addresses to an association
o0 Dynamc deletion of I P addresses from an associ ation

0 Arequest to set the prinmary address the peer will use when
sending to an endpoi nt.

Additionally, this section describes three new Error Causes that
support these new chunks and paraneters.

4.1. New Chunk Types
This section defines two new chunk types that will be used to

transfer the control information reliably. Table 1 illustrates the
two new chunk types.
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4. 1.

Ste

Chunk Type Chunk Nane
oxC1 Addr ess Confi guration Change Chunk ( ASCONF)
0x80 Addr ess Configuration Acknow edgnent ( ASCONF- ACK)

Tabl e 1: Address Configuration Chunks
1. Address Configuration Change Chunk ( ASCONF)

This chunk is used to comunicate to the renpte endpoi nt one of the
configuration change requests that MJUST be acknow edged. The
information carried in the ASCONF Chunk uses the form of a Type-
Lengt h- Val ue (TLV), as described in "3.2.1 Optional/Variable-Iength
Parameter Format" in [RFC4960] for all variable paraneters. This
chunk MUST be sent in an authenticated way by using the nechanism
defined in [RFC4895]. If this chunk is received unauthenticated it
MUST be silently discarded as described in [ RFC4895].

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type = O0xCl | Chunk Flags | Chunk Length |
e L o e e o o i R SR S
| Sequence Nunber |
i e e R e o o e e ik i o S R B S
| Addr ess Par amet er |
B i s T T i i o S o T Ji I
| ASCONF Par anet er #1 |
e L o i e S  th o i R S
\
/
\
+-
I
+-

—~ —

i T o T i e S S S i S e S
ASCONF Par anet er #N |
e b T S i i S S S S e e s S i T T i S S

Sequence Nunber: 32 bits (unsigned integer)

This val ue represents a Sequence Nunber for the ASCONF Chunk. The
valid range of a Sequence Nunber is fromO to 4294967295 (2**32 - 1).
Sequence Nunbers wap back to 0 after reachi ng 4294967295.

Address Paraneter: 8 or 20 bytes (depending on the address type)

This field contains an address paraneter, either 1Pv6 or |IPv4, from
[ RFC4960]. The address is an address of the sender of the ASCONF

Chunk; the address MJUST be considered part of the association by the
peer endpoint (the receiver of the ASCONF Chunk). This field nmay be
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used by the receiver of the ASCONF to help in finding the
association. |If the address 0.0.0.0 or ::0 is provided, the receiver
MAY | ookup the association by other information provided in the
packet. This parameter MJST be present in every ASCONF nessage, i.e.
it is a mandatory TLV paraneter

Not e: The host name address MJUST NOT be sent and MJST be ignored if
received in any ASCONF nessage

It should be noted that the ASCONF Chunk format requires the receiver
to report to the sender if it does not understand the ASCONF Chunk
This is acconplished by setting the upper bits in the chunk type as
described in [ RFC4960], Section 3.2. Note that the upper two bits in
the ASCONF Chunk are set to one. As defined in [RFC4960], Section
3.2, when setting these upper bits in this manner the receiver that
does not understand this chunk MJST skip the chunk and conti nue
processing, and report in an Qperation Error Chunk using the
"Unrecogni zed Chunk Type' cause of error. This will NOT abort the
associ ation but indicates to the sender that it MJST not send any
further ASCONF chunks.

ASCONF Par aneter: TLV formt

Each address configuration change is represented by a TLV paraneter,
as defined in Section 4.2. One or nore requests may be present in an
ASCONF Chunk

4.1.2. Address Configuration Acknow edgnent Chunk (ASCONF- ACK)

This chunk is used by the receiver of an ASCONF Chunk to acknow edge
the reception. It carries zero or nore results for any ASCONF
paraneters that were processed by the receiver. This chunk MJST be
sent in an authenticated way by using the mechanismdefined in

[ RFC4895]. If this chunk is received unauthenticated it MJST be
silently discarded as described in [ RFC4895].
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
Type = 0x80 | Chunk Flags | Chunk Length |
I i S T i S s St S SRS SRR
Sequence Number |
I i s i S S T ik S S S S S
ASCONF Par anet er Response#1l |
i T o T i e S S S i S e S

—~ —

e I i e e o o e e e  as
ASCONF Par anmet er Response#N |

+-
+-
+-
\
/
\
+-
i T S S S T o S S S it S S SE S S S

Sequence Nunber: 32 bits (unsigned integer)

This val ue represents the Sequence Nunber for the received ASCONF
Chunk that is acknow edged by this chunk. This value is copied from
the recei ved ASCONF Chunk.

ASCONF Par anet er Response: TLV fornmat

The ASCONF Par amet er Response is used in the ASCONF-ACK to report the
status of ASCONF processing. By default, if a respondi ng endpoint
does not include any Error Cause, a success is indicated. Thus a
sender of an ASCONF- ACK MAY indicate conpl ete success of all TLVs in
an ASCONF by returning only the Chunk Type, Chunk Flags, Chunk Length
(set to 8), and the Sequence Nunber.

4.2. New Paraneter Types

The seven new paraneters added follow the format defined in Section
3.2.1 of [RFC4960]. Tables 2, 3, and 4 describe the paraneters.

Address Configuration Paraneters Par anmet er Type

Set Primary Address 0xC004
Adapt ati on Layer Indication 0xC006
Supported Extensions 0x8008

Tabl e 2: Parameters That Can Be Used in an IN T/I N T- ACK Chunk
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Address Configuration Paraneters Par anmet er Type

Add | P Address 0xC001
Del ete | P Address 0xC002
Set Prinmary Address 0xC004

Tabl e 3: Parameters Used in an ASCONF Par anet er

Address Configuration Paraneters Par anet er Type
Error Cause |ndication 0xC003
Success | ndication 0xC005

Table 4: Paraneters Used in an ASCONF Par aneter Response

Any paraneter that appears where it is not allowed (for example, a
0xC002 paraneter appearing within an INIT or I N T-ACK) MAY be
responded to with an ABORT by the receiver of the invalid paraneter.
If the receiver chooses NOT to abort, the parameter MJST be ignored.
A robust inplenmentation SHOULD i gnore the paraneter and | eave the
associ ation intact.

4.2.1. Add | P Address

0 1 2 3

01234567890123456789012345678901
el i I e i it T e e e e i i T o S e e S e T R R
| Type = 0xC001 | Length = Variabl e |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| ASCONF- Request Correlation ID |
B T I e R i i i T S S e e I e ik oI I S S e S S
| Addr ess Par amet er |
el i I e i it T e e e e i i T o S e e S e T R R

ASCONF- Request Correlation ID: 32 bits

This is an opaque integer assigned by the sender to identify each
request paraneter. The receiver of the ASCONF Chunk will copy this
2-bit value into the ASCONF Response Correlation ID field of the
ASCONF- ACK response paraneter. The sender of the ASCONF can use this
sane value in the ASCONF-ACK to find which request the response is
for. Note that the receiver MJUST NOT change this 32-bit val ue.
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Address Paraneter: TLV

This field contains an I Pv4 or | Pv6 address paraneter as described in
Section 3.3.2.1 of [RFC4960]. The conplete TLV is wapped within

this parameter. It infornms the receiver that the address specified
is to be added to the existing association. This paraneter MJST NOT
contain a broadcast or multicast address. |If the address 0.0.0.0 or

::0 is provided, the source address of the packet MJST be added.

An exanpl e TLV requesting that the I Pv4 address 192.0.2.1 be added to
the association would | ook as foll ows:

e +
| Type=0xC001 | Length = 16 |
o e e e e e e e e e e e o m o +
| C- 1 D = 0x01023474 |
. +
| Type=5 | Length =8 |
. I Ry +
| Val ue=0xC0000201 |
o e T +

Val i d Chunk Appearance

The Add | P Address paranmeter may only appear in the ASCONF Chunk
type.

4.2.2. Delete | P Address

0 1 2 3
01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Type =0xC002 | Length = Variabl e |
B T S i T s i i e e SEI S
| ASCONF- Request Correlation I D |
I S i o T s S S S e s s T
| Addr ess Par amet er |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

ASCONF- Request Correlation ID: 32 bits

This is an opaque integer assigned by the sender to identify each
request parameter. The receiver of the ASCONF Chunk will copy this
32-bit value into the ASCONF Response Correlation ID field of the
ASCONF- ACK response paraneter. The sender of the ASCONF can use this
sanme value in the ASCONF-ACK to find which request the response is
for. Note that the receiver MJUST NOT change this 32-bit val ue.
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Address Paraneter: TLV

This field contains an | Pv4 or | Pv6 address paraneter, as described
in Section 3.3.2.1 of [RFC4960]. The conplete TLV is wrapped within

this parameter. It infornms the receiver that the address specified
is to be renoved fromthe existing association. This paranmeter MJST
NOT contain a broadcast or mnulticast address. |If the address 0.0.0.0

or ::0 is provided, all addresses of the peer except the source
address of the packet MJST be del et ed.

An exanple TLV deleting the I Pv4 address 192.0.2.1 from an existing
associ ation woul d | ook as foll ows:

o mm e e e e e e e e e e e e e oo +
| Type=0xC002 | Length = 16 |
oo e e e e e e o - +
| C- I D = 0x01023476 |
o m e e e e e e i e e ee oo +
| Type=5 | Length = 8 |
S Fom e e e oo - +
| Val ue=0xC0000201 |
oo - - R +

Val id Chunk Appearance

The Del ete | P Address paraneter nmay only appear in the ASCONF Chunk
type.

4.2.3. FError Cause Indication

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type = 0xC003 | Length = Variabl e |
e s o i T e R th o i R S S
| ASCONF- Response Correlation ID |
i e e R e s o i e R e e R o ik i o S R S T
| Error Cause(s) or Success Indication |
B i s T T i i o S o T Ji I

ASCONF- Response Correlation ID: 32 bits

This is an opaque integer assigned by the sender to identify each
request paraneter. The receiver of the ASCONF Chunk will copy this
32-bit value fromthe ASCONF- Request Correlation ID into the ASCONF
Response Correlation ID field so the peer can easily correlate the
request to this response. Note that the receiver MJST NOT change
this 32-bit val ue.
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Error Cause(s): TLV(s)

When reporting an error, this response paranmeter is used to wap one
or nore standard Error Causes normally found within an SCTP
Qperational Error or SCTP Abort (as defined in [RFC4960]). The Error
Cause(s) follow the format defined in Section 3.3.10 of [RFC4960].

Val i d Chunk Appearance

The Error Cause Indication paraneter may only appear in the ASCONF-
ACK Chunk Type.

4.2.4. Set Primary | P Address

0 1 2 3

01234567890123456789012345678901
i s T S i i T S A b e ok
| Type =0xC004 | Length = Variabl e |
i e e R e s o e e ki S S N S S
| ASCONF- Request Correl ation ID |
B i s T T i i o S o T Ji I
| Addr ess Par anet er |
e L o i e S  th o i R S

ASCONF- Request Correlation ID: 32 bits

This is an opaque integer assigned by the sender to identify each
request paraneter. The receiver of the ASCONF Chunk will copy this
32-bit value into the ASCONF Response Correlation ID field of the
ASCONF- ACK response paraneter. The sender of the ASCONF can use this
sane value in the ASCONF-ACK to find which request the response is
for. Note that the receiver MJIST NOT change this 32-bit val ue.

Addr ess Paraneter: TLV

This field contains an | Pv4 or | Pv6 address paraneter as described in
Section 3.3.2.1 of [RFC4960]. The conplete TLV is wrapped wthin
this parameter. It requests the receiver to mark the specified
address as the primary address to send data to (see Section 5.1.2 of
[ RFC4960]). The receiver MAY mark this as its primary address upon

receiving this request. |If the address 0.0.0.0 or ::0 is provided,
the receiver MAY mark the source address of the packet as its
primary.

An exanpl e TLV requesting that the I Pv4 address 192.0.2.1 be nade the
primary destinati on address would | ook as foll ows:
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e +
| Type=0xC004 | Length = 16 |
o e e e e e e e e e e e o m o +
| C- 1 D = 0x01023479 |
. +
| Type=5 | Length =8 |
. I Ry +
| Val ue=0xC0000201 |
o e T +

Val i d Chunk Appearance

The Set Primary | P Address paraneter may appear in the ASCONF, the
INIT, or the I NIT-ACK Chunk Type. The inclusion of this parameter in
the INIT or INIT-ACK can be used to indicate an initial preference of
primary address.

4.2.5. Success |ndication

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Type = 0xC005 | Length = 8 |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| ASCONF- Response Correlation ID |
i T s i o S i i S R I S I S S S M

By default, if a responding endpoint does not report an error for any
requested TLV, a success is inplicitly indicated. Thus, a sender of
an ASCONF- ACK MAY indicate conplete success of all TLVs in an ASCONF
by returning only the Chunk Type, Chunk Flags, Chunk Length (set to
8), and the Sequence Number.

The respondi ng endpoi nt MAY al so choose to explicitly report a
success for a requested TLV, by returning a success report ASCONF
Par anet er Response

ASCONF- Response Correlation ID: 32 bits

This is an opaque integer assigned by the sender to identify each
request paraneter. The receiver of the ASCONF Chunk will copy this
32-bit value fromthe ASCONF- Request Correlation ID into the ASCONF
Response Correlation ID field so the peer can easily correlate the
request to this response.
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4.

4.

Val id Chunk Appearance

The Success Indication paraneter may only appear in the ASCONF- ACK
Chunk Type.

2.6. Adaptation Layer Indication

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Type =0xC006 | Length = 8 |
T S I T i i S o e T i I S i e S
| Adapt ati on Code poi nt |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

This paraneter is specified for the conmunication of peer upper-|ayer
protocols. It is envisioned to be used for flow control and other
adaptation layers that require an indication to be carried in the
INIT and I NI T-ACK. Each adaptation layer that is defined that w shes
to use this paraneter MJST specify an adaptation code point in an
appropriate RFC defining its use and neaning. This paraneter SHOULD
NOT be exam ned by the receiving SCTP i npl ementati on and shoul d be
passed opaquely to the upper-I|ayer protocol

Note: This paraneter is not used in either the addition or deletion
of addresses but is for the convenience of the upper layer. This
docunent includes this paraneter to mnimze the nunber of SCTP
docunents.

Val id Chunk Appearance

The Adaptation Layer Indication parameter may appear in INNT or INT-
ACK chunk and SHOULD be passed to the receiver’s upper-|ayer protocol
based upon the upper-1layer protocol configuration of the SCTP stack
Thi s paraneter MJST NOT be sent in any other chunks, and if it is
received in another chunk, it MJST be ignored.

2.7. Supported Extensions Paraneter

This paraneter is used at startup to identify any additiona

ext ensions that the sender supports. The sender MJST support both
the sending and the receiving of any chunk types listed within the
Supported Extensions Paraneter. An inplenentation supporting this
ext ensi on MUST |ist the ASCONF, the ASCONF- ACK, and the AUTH chunks in
its INIT and I NI T- ACK paraneters
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0 1 2 3
01234567890123456789012345678901
B S S e i S S T A S S S S S S i S S
Par amet er Type = 0x8008 | Par anet er Length |
B S S i i i i T T a ik S S S S S
CHUNK TYPE 1 | CHUNK TYPE 2 | CHUNK TYPE 3 | CHUNK TYPE 4 |
B T e R et e s o o S e R e
-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-!|-
CHUNK TYPE N | PAD | PAD | PAD |
B S S i i i i T T a ik S S S S S

+—+— +— +— +

Paranmeter Type This field holds the | ANA-defined paraneter type for
the Supported Extensions Paraneter. The value of this field is
0x8008.

Par aneter Type Length This field holds the length of the paraneter,
i ncluding the Parameter Type, Paranmeter Length, and any additiona
supported extensions. Note: The |length MJUST NOT include any paddi ng.

CHUNK TYPE X This field(s) hold the chunk type of any SCTP
extension(s) that are currently supported by the sendi ng SCTP

Mul tiple chunk types may be defined |listing each additional feature
that the sender supports. The sender MJST NOT include nmultiple
Supported Extensions Paraneter wthin any chunk

Par amet er Appearance This paraneter nmay appear in the INNT or INT-
ACK chunk. This paraneter MJST NOT appear in any other chunk

4. 3. New Error Causes

Five new Error Causes are added to the SCTP Operational Errors,
primarily for use in the ASCONF- ACK Chunk

Cause Code

Val ue Cause Code

0x00A0 Request to Del ete Last Remaining | P Address
0x00A1 Operation Refused Due to Resource Shortage
0x00A2 Request to Del ete Source | P Address

0x00A3 Associ ation Aborted Due to Illegal ASCONF- ACK
0x00A4 Request Refused - No Authorization

Tabl e 5: New Error Causes
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4.3.1. Error Cause: Request to Delete Last Renmining | P Address
Cause of error

Request to Del ete Last Remmining | P Address: The receiver of this
error sent a request to delete the last |IP address fromits
association with its peer. This error indicates that the request is
rej ect ed.

0 1 2 3
01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

| Cause Code=0x00A0 | Cause Length=Vari abl e |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
\ TLV- Copi ed- Fr om ASCONF /
/ \

T I T S S i T T S AR

An example of a failed delete in an Error Cause TLV would | ook as
follows in the response ASCONF- ACK message:

oo e e e e e e o - +
| Type = 0xC003 | Length = 28 |
o a o o +
| C- 1 D = 0x01023476 |
o mm e e e e e e e e e e e e e oo +
| Cause=0x00A0 | Length = 20 |
oo - - R +
| Type= 0xC002 | Length = 16 |
o a o o +
| C- 1 D = 0x01023476 |
o mm e e e e e e e e e e e e e oo +
| Type=0x0005 | Length = 8 |
oo - - R +
| Val ue=0xC0000201 |
o a o o +

4.3.2. FError Cause: (peration Refused Due to Resource Shortage
Cause of error
This Error Cause is used to report a failure by the receiver to
performthe requested operation due to a | ack of resources. The

entire TLV that is refused is copied fromthe ASCONF into the Error
Cause.
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Cause Code=0x00Al | Cause Length=Vari abl e |
i i i T i I S i e s o o i i
\ TLV- Copi ed- Fr om ASCONF /
/ \

T T T o T i S S i oI S SEp S S S

An exanple of a failed addition in an Error Cause TLV would | ook as
follows in the response ASCONF- ACK nmessage:

e +
| Type = 0xC003 | Length = 28 |
o e e e e e e e e e e e o m o +
| C- 1 D = 0x01023474 |
. +
| Cause=0x00A1 | Length = 20 |
. I Ry +
| Type=0xC001 | Length = 16 |
o e e e e e e e e e e e o m o +
| C- 1 D = 0x01023474 |
. +
|  Type=0x0005 | Length = 8 |
. I Ry +
| Val ue=0xC0000201 |
o e T +

4.3.3. FError Cause: Request to Delete Source |IP Address
Cause of error

Request to Delete Source | P Address: The receiver of this error sent
a request to delete the source | P address of the ASCONF nessage.
This error indicates that the request is rejected.

0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Cause Code=0x00A2 | Cause Length=Vari abl e |
i i i T i I S i e s o o i i
\ TLV- Copi ed- Fr om ASCONF /
/ \

T T T o T i S S i oI S SEp S S S
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An example of a failed delete in an Error Cause TLV would | ook as
follows in the response ASCONF- ACK message:

oo e e e e e e o - +
| Type = 0xC003 | Length = 28 |
o m e e e e e e i e e ee oo +
| C- 1 D = 0x01023476 |
o mm e e e e e e e e e e e e e oo +
| Cause=0x00A2 | Length = 20 |
oo - - R +
|  Type=0xC002 | Length = 16 |
o a o o +
| C- 1 D = 0x01023476 |
o mm e e e e e e e e e e e e e oo +
| Type=0x0005 | Length = 8 |
oo - - R +
| Val ue=0xC0000201 |
o a o o +

| MPLEMENTATI ON NOTE: It is unlikely that an endpoint would source a
packet fromthe address being del eted, unless the endpoint does not
do proper source address selection

4.3.4. FError Cause: Association Aborted Due to Il egal ASCONF- ACK

This error is to be included in an ABORT that is generated due to the
reception of an ASCONF- ACK that was not expected but is |larger than
the current Sequence Number (see Section 5.3, Rule FO ). Note that a
Sequence Nunber is larger than the |ast acked Sequence Nunber if it
is either the next sequence or no nore than 2**31-1 greater than the
current Sequence Nunber. Sequence Nunmbers smaller than the |ast
acked Sequence Nunber are silently ignored.

0 1 2 3
01234567890123456789012345678901
I S i o T s S S S e s s T
| Cause Code=0x00A3 | Cause Lengt h=4 |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
4.3.5. FError Cause: Request Refused - No Authorization
Cause of error

This Error Cause may be included to reject a request based on |oca
security policies.
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Cause Code=0x00A4 | Cause Length=Vari abl e |
i i i T i I S i e s o o i i

\ TLV- Copi ed- Fr om ASCONF /
/ \

T T T o T i S S i oI S SEp S S S

5. Procedures

This section will lay out the specific procedures for address-
configuration change chunk type and its processing.

5. 1.

ASCONF Chunk Procedures

When an endpoi nt has an ASCONF si ghal ed change to be sent to the
renmote endpoint, it MJUST do the follow ng:

Al)

A2)

A3)

A4)

Create an ASCONF Chunk as defined in Section 4.1.1. The chunk
MJST contain all of the TLV(s) of information necessary to be
sent to the renote endpoint, and unique correlation identities
for each request.

A Sequence Nunber MJIST be assigned to the Chunk. The Sequence
Nunber MJST be | arger by one. The Sequence Nunmber MJST be
initialized at the start of the association to the sane val ue as
the Initial Transm ssion Sequence Nurmber (TSN) and every tine a
new ASCONF Chunk is created, it MJST be increnented by one after
assigning the Sequence Nunber to the newy created chunk.

If no SCTP packet with one or nore ASCONF Chunk(s) is

out st andi ng (unacknow edged) with the renote peer, send the
chunk and proceed to step A4. |If an ASCONF chunk is

out st andi ng, then the ASCONF chunk shoul d be queued for |ater
transm ssion and no further action should be taken until the
previ ous ASCONF is acknow edged or a timeout occurs.

The sender MUST Start a T-4 Retransmi ssion Tineout (RTO tinmer,
usi ng the RTO val ue of the sel ected destination address
(normally the primary path; see [ RFC4960], Section 6.4 for
details).
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A5) \When the ASCONF- ACK that acknow edges the Sequence Nunber | ast
sent arrives, the sender MJST stop the T-4 RTO tinmer, and cl ear
the appropriate association and destination error counters as
defined in [ RFC4960], Sections 8.1 and 8. 2.

AB) The endpoint MJST process all of the TLVs within the ASCONF-
ACK(s) to find out particular status information returned to the
various requests that were sent. Use the Correlation IDs to
correl ate the request and the responses.

A7) If an error response is received for a TLV paraneter, all TLVs
with no response before the failed TLV are consi dered successful
if not reported. Al TLVs after the failed response are
consi dered unsuccessful unless a specific success indication is
present for the paraneter.

A8) If there is no response(s) to specific TLV paraneter(s), and no
failures are indicated, then all request(s) are considered
successf ul

A9) If the peer responds to an ASCONF with an ERROR Chunk reporting
that it did not recogni ze the ASCONF Chunk Type, the sender of
the ASCONF MUST NOT send any further ASCONF Chunks and MUST stop
its T-4 tiner.

If the T-4 RTO timer expires the endpoint MJST do the foll ow ng:

Bl) Increnent the error counters and performpath failure detection
on the appropriate destination address as defined in [ RFC4960],
Sections 8.1 and 8. 2.

B2) Increnent the association error counters and perform endpoi nt
failure detection on the association as defined in [RFC4960],
Sections 8.1 and 8. 2.

B3) Backoff the destination address RTO val ue to which the ASCONF
chunk was sent by doubling the RTO timer val ue.

Note: The RTO value is used in the setting of all tiner types
for SCTP. Each destination address has a single RTO estinmate.
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B4) Re-transmit the ASCONF Chunk |ast sent and if possible choose an
alternate destination address (please refer to [ RFC4960],
Section 6.4.1). An endpoint MJST NOT add new paraneters to this
chunk; it MJST be the sane (including its Sequence Nunber) as
the | ast ASCONF sent. An endpoi nt MAY, however, bundle an
addi ti onal ASCONF with new ASCONF paraneters with the next
Sequence Nunber. For details, see Section 5.5.

B5) Restart the T-4 RTOtimer. Note that if a different destination
is selected, then the RTO used will be that of the new
desti nati on address.

Note: The total nunber of retransmissions is limted by B2 above. |If
the maxinumis reached, the association will fail and enter into the
CLOSED state (see [RFC4960], Section 6.4.1 for details).

5.1.1. Congestion Control of ASCONF Chunks

In defining the ASCONF Chunk transfer procedures, it is essential
that these transfers MJUST NOT cause congestion within the network.
To achieve this, we place these restrictions on the transfer of
ASCONF Chunks:

Cl) One and only one SCTP packet-hol di ng ASCONF Chunk(s) MAY be in
transit and unacknow edged at any one tine. |If a sender, after
sendi ng an ASCONF chunk, decides it needs to transfer another
ASCONF Chunk, it MJST wait until the ASCONF- ACK Chunk returns
fromthe previous ASCONF Chunk before sending a subsequent
ASCONF. Note: This restriction binds each side, so at any tineg,
two ASCONF nay be in-transit on any given association (one sent
fromeach endpoint). However, when an ASCONF Chunk is
retransmtted due to a tine-out, the additionally held ASCONF
Chunks can be bundled into the retransm ssi on packet as
described in Section 5.5.

C2) An ASCONF Chunk may be bundl ed with any other chunk type
i ncludi ng other ASCONF Chunks. |If bundled with other ASCONF
Chunks, the chunks MJUST appear in sequential order with respect
to their Sequence Number.

C3) An ASCONF- ACK Chunk may be bundled with any other chunk type
i ncl udi ng ot her ASCONF- ACK Chunks. If bundled with other
ASCONF- ACK Chunks, the chunks MJST appear in sequential order
with respect to their Sequence Number.
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C4) Both ASCONF and ASCONF- ACK Chunks MUST NOT be sent in any SCTP
state except ESTABLI SHED, SHUTDOWN- PENDI NG, SHUTDOWN- RECEI VED,
and SHUTDOAN- SENT.

C5) An ASCONF Chunk and an ASCONF- ACK Chunk SHOULD not be | arger
than the PMIU. If the PMIU is unknown, then the PMIU shoul d be
set to the mininmum PMIU. The m ni num PMIU depends on the IP
version used for transm ssion, and is the | esser of 576 octets
and the first-hop MIU for |Pv4 [RFC1122] and 1280 octets for
| Pv6 [ RFC2460] .

An ASCONF sender without these restrictions could possibly flood the
network with a | arge nunber of separate address-change operations,
t hus causi ng network congestion

If the sender of an ASCONF Chunk receives an Qperational Error

i ndi cating that the ASCONF Chunk Type is not understood, then the
sender MJST NOT send subsequent ASCONF Chunks to the peer. The
endpoi nt should also informthe upper-layer application that the peer
endpoi nt does not support any of the extensions detailed in this
docunent .

5.2. Upon Reception of an ASCONF Chunk

When an endpoi nt receives an ASCONF Chunk fromthe renote peer,
speci al procedures may be needed to identify the association the
ASCONF Chunk is associated with. To properly find the association,
the follow ng procedures SHOULD be foll owed:

Dl1) Use the source address and port nunber of the sender to attenpt
to identify the association (i.e., use the sane nethod defined
in [RFC4960] used for all other SCTP Chunks). |If found proceed
to rule D4.

D2) |If the association is not found, use the address found in the
Address Paraneter TLV conbined with the port nunber found in the
SCTP conmmon header. |f found, proceed to rule D4.

D2-ext) If nmore than one ASCONF Chunks are packed together, use the

address found in the ASCONF Address Paraneter TLV of each of
t he subsequent ASCONF Chunks. |f found, proceed to rule D4.
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D3) |If neither D1, D2, nor D2-ext |ocates the association, treat the
chunk as an Qut O The Bl ue packet as defined in [ RFC4960].

D4) Follow the normal rules to validate the SCTP verification tag
found in [ RFC4960].

D5) After the verification tag has been validated, normal chunk
processing should occur. Prior to finding the ASCONF chunk, the
recei ver MJST encounter an AUTH chunk as described in [ RFC4895].
If either authentication fails, or the AUTH chunk is mi ssing,
the receiver MIST silently discard this chunk and the rest of
t he packet.

After identification and verification of the association, the
foll owi ng should be perfornmed to properly process the ASCONF Chunk

El) If the value found in the Sequence Nunmber of the ASCONF Chunk is
equal to the (' Peer-Sequence-Nunber’ + 1) and the Sequence
Nunmber of the ASCONF Chunk is the first in the SCTP Packet, the
endpoi nt MAY cl ean any ol d cached ASCONF- ACK up to the ' Peer-
Sequence- Nunber’ and then proceed to rule E4.

El-ext) |If the value found in the Sequence Nunber of the ASCONF
Chunk is equal to the (' Peer-Sequence-Nunber’ + 1) and the
ASCONF chunk is NOT the first Sequence Nunmber in the SCTP
packet, proceed to rule E4 but do NOT cl ear any cached
ASCONF- ACK or state information.

E2) If the value found in the Sequence Nunber is |ess than the
(' Peer- Sequence-Nunber’ + 1), sinply skip to the next ASCONF
and include in the outbound response packet any previously
cached ASCONF- ACK response that was sent and saved that natches
the Sequence Nunber of the ASCONF. Note: It is possible that no
cached ASCONF- ACK Chunk exists. This will occur when an ol der
ASCONF arrives out of order. |In such a case, the receiver
shoul d skip the ASCONF Chunk and not include ASCONF- ACK Chunk
for that chunk.

E3) Then, process each ASCONF one by one as above while the Sequence

Nunmber of the ASCONF is | ess than the (' Peer-Sequence-Nunber’ +
1).
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E4) Wen the Sequence Number matches the next one expected, process
the ASCONF as described bel ow and after processing the ASCONF
Chunk, append an ASCONF- ACK Chunk to the response packet and
cache a copy of it (in the event it |later needs to be
retransmtted).

V1) Process the TLVs contained within the Chunk perform ng the
appropriate actions as indicated by each TLV type. The
TLVs MJST be processed in order within the Chunk. For
exanple, if the sender puts 3 TLVs in one chunk, the first
TLV (the one closest to the Chunk Header) in the Chunk MJST
be processed first. The next TLV in the chunk (the niddle
one) MJST be processed second and finally, the last TLV in
the Chunk MJST be processed | ast.

V2) I n processing the chunk, the receiver should build a
response nessage with the appropriate error TLVs, as
specified in the Paranmeter type bits, for any ASCONF
Paraneter it does not understand. To indicate an
unrecogni zed paraneter, Cause Type 8 should be used as
defined in the ERROR in Section 3.3.10.8, [RFC4960]. The
endpoint nay al so use the response to carry rejections for
ot her reasons, such as resource shortages, etc., using the
Error Cause TLV and an appropriate error condition.

Note: A positive response is inplied if no error is indicated by
t he sender.

V3) Al responses MJST copy the ASCONF- Request Correlation ID
field received in the ASCONF paraneter fromthe TLV being
responded to, into the ASCONF- Request Correlation ID field
in the response paraneter.

V4) After processing the entire Chunk, the receiver of the
ASCONF MUST queue the response ASCONF- ACK Chunk for
transm ssion after the rest of the SCTP packet has been
processed. This allows the ASCONF- ACK Chunk to be bundl ed
wi th ot her ASCONF- ACK Chunks as well as any additiona
responses, e.g., a Selective Acknow edgnent (SACK) Chunk.

V5) Update the ' Peer-Sequence-Nunber’ to the value found in the
Sequence Nunber field.
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E5) O herw se, the ASCONF Chunk is discarded since it nust be either
a stale packet or froman attacker. A receiver of such a packet
MAY | og the event for security purposes.

E6) Wen all ASCONF Chunks are processed for this SCTP packet, send
back the accumul ated single response packet with all of the
ASCONF- ACK Chunks. The destination address of the SCTP packet
cont ai ni ng the ASCONF- ACK Chunks MJST be the source address of
the SCTP packet that held the ASCONF Chunks.

E7) While processing the ASCONF Chunks in the SCTP packet, if the
response packet will exceed the PMIU of the return path, the
recei ver MJST stop addi ng additional ASCONF- ACKs into the
response packet but MJST continue to process all of the ASCONF
Chunks, savi ng ASCONF- ACK Chunk responses in its cached copy.
The sender of the ASCONF Chunk will later retransmit the ASCONF
Chunks that were not responded to, at which tine the cached
copi es of the responses that would NOT fit in the PMIU can be
sent to the peer.

Not e: These rul es have been presented with the assunption that the

i mpl ementation is caching old ASCONF- ACKs in case of |oss of SCTP
packets in the ACK path. It is allowable for an inplenentation to
mai ntain this state in another formit deens appropriate, as long as
that formresults in the sane ASCONF- ACK sequences being returned to
the peer as outlined above.

5.3. Ceneral Rules for Address Manipul ation

When buil ding TLV parameters for the ASCONF Chunk that will add or
delete | P addresses, the follow ng rules MIST be appli ed:

FO) If an endpoint receives an ASCONF- ACK that is greater than or
equal to the next Sequence Number to be used but no ASCONF Chunk
i s outstanding, the endpoint MJST ABORT the association. Note
that a Sequence Nunmber is greater than if it is no nore than
2A"31-1 larger than the current Sequence Nunber (using serial
arithmetic).

F1) Wen adding an | P address to an association, the |IP address is
NOT considered fully added to the association until the ASCONF-
ACK arrives. This nmeans that until such time as the ASCONF
contai ning the add is acknow edged, the sender MJUST NOT use the
new | P address as a source for ANY SCTP packet except on
carrying an ASCONF Chunk. The receiver of the Add | P Address
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request may use the address as a destination inmediately. The
recei ver MJST use the path-verification procedure for the added
address before using that address. The receiver MJST NOT send
packets to the new address except for the correspondi ng ASCONF-
ACK Chunk or HEARTBEAT Chunks for path verification before the
new path is verified. |If the ASCONF-ACK is sent to the new
address, it MAY be bundl ed with the HEARTBEAT chunk for path
verification.

F2) After the ASCONF- ACK of an | P address Add arrives, the endpoint
MAY begi n using the added | P address as a source address for any
type of SCTP chunk.

F3a) If an endpoint receives an Error Cause TLV indicating that the
| P address Add or | P address Del etion paraneters was not
under st ood, the endpoint MJST consider the operation failed and
MUST NOT attenpt to send any subsequent Add or Del ete requests
to the peer.

F3b) If an endpoint receives an Error Cause TLV indicating that the
I P address Set Primary | P Address paraneter was not understood,
t he endpoi nt MJUST consider the operation failed and MJUST NOT
attenpt to send any subsequent Set Prinmary | P Address requests
to the peer.

F4) \Wen deleting an | P address from an associ ation, the |IP address
MJST be considered a valid destination address for the reception
of SCTP packets until the ASCONF-ACK arrives and MJST NOT be
used as a source address for any subsequent packets. This neans
that any datagrams that arrive before the ASCONF- ACK destined to
the I P address being del eted MIUST be considered part of the
current association. One special consideration is that ABORT
Chunks arriving destined to the | P address being del eted MJST be
i gnored (see Section 5.3.1 for further details).

F5) An endpoint MJST NOT delete its last remaining | P address from
an association. In other words, if an endpoint is NOT nulti-
honmed, it MUST NOT use the delete |IP address without an Add I P
Address preceding the delete paraneter in the ASCONF Chunk. O,
if an endpoint sends nultiple requests to delete |IP addresses,
it MUST NOT delete all of the | P addresses that the peer has
listed for the requester
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F6) An endpoint MJST NOT set an |P header source address for an SCTP
packet hol ding the ASCONF Chunk to be the same as an address
bei ng del eted by the ASCONF Chunk

F7) |If a request is received to delete the |ast remaining | P address
of a peer endpoint, the receiver MIST send an Error Cause TLV
with the Error Cause set to the new error code 'Request to
Del ete Last Remmining | P Address’. The requested del ete MUST
NOT be perforned or acted upon, other than to send the ASCONF-
ACK.

F8) If a request is received to delete an |P address that is also
the source address of the | P packet that contained the ASCONF
chunk, the receiver MJST reject this request. To reject the
request, the receiver MIST send an Error Cause TLV set to the
new error code 'Request to Delete Source | P Address’ (unless
Rul e F5 has al so been violated, in which case the error code
"Request to Delete Last Remmining | P Address’ is sent).

F9) If an endpoint receives an ADD | P Address request and does not
have the | ocal resources to add this new address to the
association, it MJST return an Error Cause TLV set to the new
error code 'Operation Refused Due to Resource Shortage’

F10) If an endpoint receives an 'Qut of Resource’ error in response
to its request to ADD an | P address to an association, it nust
ei ther ABORT the association or not consider the address part of
the association. In other words, if the endpoint does not ABORT
the association, it nust consider the add attenpt failed and NOT
use this address since its peer will treat SCTP packets destined
to the address as Qut O The Bl ue packets.

F11) When an endpoint receives an ASCONF to add an | P address sends
an 'Qut of Resource’ in its response, it MJST also fail any
subsequent add or delete requests bundled in the ASCONF. The
recei ver MJUST NOT reject an ADD and t hen accept a subsequent
DELETE of an | P address in the same ASCONF Chunk. In other
wor ds, once a receiver begins failing any ADD or DELETE request,
it must fail all subsequent ADD or DELETE requests contained in
that single ASCONF.
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When an endpoint receives a request to delete an | P address that
is the current primary address, it is an inplenentation decision
as to how that endpoint chooses the new prinmary address.

When an endpoint receives a valid request to DELETE an I P
address, the endpoint MJUST consider the address no | onger part
of the association. It MJST NOT send SCTP packets for the
association to that address and it MJUST treat subsequent packets
received fromthat address as Qut O The Bl ue.

During the tine interval between sending out the ASCONF and
receiving the ASCONF- ACK, it MAY be possible to receive DATA
Chunks out of order. The followi ng exanples illustrate these
probl ens:

Al'l addresses added by the reception of an ASCONF Chunk MJUST be
put into the UNCONFI RMED state and MJUST have path verification
performed on them before the address can be used as described in
[ RFC4960], Section 5. 4.

Endpoi nt - A Endpoi nt-2Z

/ - - ASCONF- ACK
/
[---en--- / - --New DATA:
/ / Desti nati on
R / / I P: X

In the above exanple, we see a new | P address (X) being added to the
Endpoi nt-A. However, due to packet re-ordering in the network, a new
DATA chunk is sent and arrives at Endpoint-A before the ASCONF- ACK
confirns the add of the address to the association.
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A similar problemexists with the deletion of an | P address as

f ol | ows:
Endpoi nt - A Endpoi nt-2Z
R New DATA:
/ Desti nation
/ | P: X
ASCONF [DEL-IP: X]--------- R >
R R R ASCONF- ACK

In this example, we see a DATA chunk destined to the IP: X (which is
about to be deleted) arriving after the deletion is conplete. For
the ADD case, an endpoi nt SHOULD consider the newy added |IP address
for the purpose of sending data to the association before the ASCONF-
ACK has been received. The endpoint MJST NOT source data fromthis
new address until the ASCONF- ACK arrives, but it may receive out-of-
order data as illustrated and MJUST NOT treat this data as an OOIB
dat agram (pl ease see [ RFC4960] section 8.4). It MAY drop the data
silently or it MAY consider it part of the association, but it MJST
NOT respond with an ABORT.

For the DELETE case, an endpoint MAY respond to the late-arriving
DATA packet as an OOIB datagramor it MAY hold the deleting IP
address for a small period of tinme as still valid. |If it treats the
DATA packet as OOIB, the peer will silently discard the ABORT (since
by the tinme the ABORT is sent, the peer will have renpoved the IP
address fromthis association). |If the endpoint elects to hold the
| P address valid for a period of time, it MJST NOT hold it valid

Il onger than 2 RTO intervals for the destination being renoved.
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5.3.1. A Special Case for OOIB ABCORT Chunks

Anot her case worth nentioning is illustrated bel ow
Endpoi nt - A Endpoi nt-2Z
New DATA: ------------ \
Source | P: X \
\
ASCONF- REQI DEL- I P: X] ----\--------mmmmmm - >
\ I ASCONF- ACK
\ /
L T T > O0TB
(lgnored <--------------------- R R T ABORT
by rule F4) /
e /

For this case, during the deletion of an I P address, an Abort MJST be
ignored if the destination address of the Abort message is that of a
destination being del eted.

5.3.2. A Special Case for Changi ng an Address

In sone instances, the sender may only have one | P address in an
association that is being renunbered. When this occurs, the sender
may not be able to send the appropriate ADD/ DELETE pair to the peer,
and may use the old address as a source in the IP header. For this
reason, the sender MUST fill in the Address Parameter field with an
address that is part of the association (in this case, the one being
deleted). This will allow the receiver to |ocate the association

wi t hout using the source address found in the | P header.

The receiver of such a chunk MJUST al ways first use the source address
found in the I P header in |ooking up the association. The receiver
should attenpt to use the address found in the Address Paraneter
field only if the |l ookup using the source address fromthe | P header
fails. The receiver MIST reply to the source address of the packet
in this case, which is the new address that was added by the ASCONF
(since the old address is no |longer part of the association after
processi ng).

5.4. Setting of the Primary Address
A sender of the set primary paraneter MAY elect to send this conbi ned
with an add or delete of an address. A sender MJST only send a set

primary request to an address that is already considered part of the
association. In other words, if a sender conbines a set primary with
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an add new | P address request, the set primary will be discarded
unl ess the add request is to be processed BEFORE the set primary
(i.e., it precedes the set primary).

A request to set primary MAY al so appear in an INIT or I N T-ACK
chunk, which can give advice to the peer endpoint as to which of its
addresses the sender of the INIT or I NIT-ACK woul d prefer as the
primary address.

The request to set an address as the primary path is an option the
recei ver SHOULD perform It is considered advice to the receiver of
t he best-destination address to use in sending SCTP packets (in the
requester’s view). |If a request arrives that asks the receiver to
set an address as primary that does not exist, the receiver SHOULD
NOT honor the request, leaving its existing primary address
unchanged.

5.5. Bundling of Miltiple ASCONFs

In the normal case, a single ASCONF is sent in a packet and a single
reply ASCONF-ACK is received. However, in the event of the | oss of
an SCTP packet containing either an ASCONF or ASCONF-ACK, it is

al l owabl e for a sender to bundle additional ASCONFs in the

retransm ssion. |In bundling nultiple ASCONFs, the follow ng rules
MUST be foll owed:

1. Previously transmtted ASCONF Chunks MUST be | eft unchanged.

2. Each SCTP packet contai ning ASCONF Chunks MUST be bundl ed
starting with the snall est ASCONF Sequence Nunber first in the
packet (closest to the Chunk header) and preceding in sequentia
order fromthe | owest to highest ASCONF Sequence Nunber.

3. Al ASCONFs within the packet MJUST be adjacent to each other,
i.e., no other chunk type nust separate the ASCONFs.

4. Each new ASCONF | ookup address MJST be populated as if the
previ ous ASCONFs had been processed and accept ed.

6. Security Considerations

The addition and or deletion of an | P address to an existing
associ ati on does provi de an additional mechani sm by which existing
associ ations can be hijacked. Therefore, this docunent requires the
use of the authentication mechanismdefined in [RFC4895] to limt the
ability of an attacker to hijack an associ ation.
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Hi j acki ng an association by using the addition and deletion of an IP
address is only possible for an attacker who is able to intercept the
initial two packets of the association setup when the SCTP- AUTH
extension is used without pre-shared keys. |If such a threat is
considered a possibility, then the [ RFC4895] extension MJST be used
with a preconfigured shared endpoint pair key to mitigate this
threat. For a nore detailed analysis, see [ RFC4895].

When the address paraneter in ASCONF chunks with Add, IP Delete IP,
or Set Primary | P paraneters is a wildcard, the source address of the
packet is used. This address is not protected by SCTP-AUTH [ RFC4895]
and an attacker can therefore intercept such a packet and nodify the
source address. Even if the source address is not one presently an
alternate for the association, the identification of the association
may rely on the other information in the packet (perhaps the
verification tag, for exanple). An on-path attacker can therefore
nmodi fy the source address to its |iKking.

If the ASCONF includes an Add IP with a wildcard address, the
attacker can add an address of its liking, which provides little
i medi at e danmage but can set up later attacks

If the ASCONF includes a Delete IP with a wildcard address, the
attacker can cause all addresses but one of its choosing to be

del eted froman association. The address supplied by the attacker
must al ready belong to the association, which nakes this nore
difficult for the attacker. However, the sole remining address

m ght be one that the attacker controls, for exanple, or can nonitor,

etc. In the least, the sender and the deceived recei ver would have
different ideas of what that sole renmining address would be. This
will eventually cause the association to fail, but in the nmeantine,

the decei ved receiver could be transmitting packets to an address the
sender did not intend.

If the ASCONF includes a Set Primary IP with a wildcard address, then
the attacker can cause an address to be used as a prinary address.
This is limted to an address that already belongs to the
association, so the danage is limted. At least, the result would be
that the recipient is using a primary address that the sender did not
intend. However, if both a wildcard Add |IP and a wildcard Set
Primary I P are used, then the attacker can nodify the source address
to both add an address to its liking to the association and make it
the primary address. Such a conbination would present the attacker
with an opportunity for nore damage.
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Note that all these attacks are froman on-path attacker. Endpoints
that believe they face a threat fromon-path attackers SHOULD NOT use
Wi | dcard addresses in ASCONF Add I P, Delete IP, or Set Primary IP
paraneters

I f an SCTP endpoint that supports this extension receives an INIT
that indicates that the peer supports the ASCONF extension but does
NOT support the [ RFCA895] extension, the receiver of such an INIT
MJUST send an ABORT in response. Note that an inplenentation is
allowed to silently discard such an INIT as an option as well, but
under NO circunstance is an inplenentation allowed to proceed with
the association setup by sending an NI T-ACK i n response.

An inmplenentation that receives an INIT-ACK that indicates that the
peer does not support the [RFC4895] extension MJUST NOT send the
COOKI E-ECHO to establish the association. |Instead, the

i mpl ementati on MUST discard the I NI T-ACK and report to the upper-

| ayer user that an association cannot be established destroying the
Transmi ssion Control Block (TCB).

O her types of attacks, e.g., bonbing, are discussed in detail in
[ RFC5062]. The bonbing attack, in particular, is countered by the
use of a random nonce and is required by [ RFC4960].

An on-path attacker can nodify the INIT and I NI T- ACK Supported
Ext ensi ons paraneter (and authentication-related parameters) to

produce a denial of service. |If the on-path attacker renoves the
[ RFC4895] -rel ated paraneters froman INIT that indicates it supports
t he ASCONF extension, the association will not be established. |If

the on-path attacker adds a Supported Extensions paraneter nentioning
the ASCONF type to an INIT or INIT-ACK that does not carry any AUTH
rel ated paraneters, the association will not be established. If the
on-path attacker renoves the Supported Extensions parameter (or
renoves the ASCONF type fromthat paraneter) fromthe INIT or the

I NI T-ACK, then the association will not be able to use the ADD-IP
feature. |f the on-path attacker adds the Supported Extensions
paraneter listing the ASCONF type to an INIT-ACK that did not carry
one (but did carry AUTH rel ated parameters), then the INIT sender nmay
use ASCONF where the I NI T- ACK sender does not support it. This would
be discovered later if the INIT sender transmtted an ASCONF, but the
INIT sender could have nmade configuration choices at that point. As
the INIT and INIT-ACK are not protected by the AUTH feature, there is
no way to counter such attacks. Note however that an on-path
attacker capable of nmodifying the INIT and | NI T- ACK woul d al nost
certainly also be able to prevent the INIT and I NI T- ACK from bei ng
delivered or nodify the verification tags or checksumto cause the
packet to be discarded, so the Supported Extensions adds little
additional vulnerability (with respect to preventing association
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formation) to the SCTP protocol. The ability to prevent the use of
this new feature is an additional vulnerability to SCTP but only for
this new feature

The Adaptation Layer Indication is subject to corruption, insertion,
or deletion fromthe INIT and I NIl T-ACK chunks by an on-path attacker
Thi s paraneter SHOULD be opaque to the SCTP protocol (see Section
4.2.6), and so changes to the paranmeter will likely not affect the
SCTP protocol. However, any adaptation |layer that is defined SHOULD
consider its own vulnerabilities in the Security Considerations
section of the RFC that defines its adaptation code point.

The Set Primary | P Address paraneter is subject to corruption,
insertion, or deletion by an on-path attacker when included in the
INIT and I NI T- ACK chunks. The attacker could use this to influence
the receiver to choose an address to its own purposes (one over which
it has control, one that woul d be | ess desirable for the sender,
etc.). An on-path attacker would al so have the ability to include or
renove addresses for the association fromthe INIT or INIT-ACK, so it
is not limted in the address it can specify in the Set Primary IP
Address. Endpoints that wish to avoid this possible threat MAY defer
sending the initial Set Primary request and wait until the
association is fully established before sending a fully protected
ASCONF with the Set Primary as its single paraneter.

7. | ANA Consi der ati ons

Thi s docunent defines the foll ow ng new SCTP paraneters, chunks, and
errors (http://ww.iana. org/assi gnments/sctp-paraneters):

o two new chunk types,

0 sSix paraneter types, and

o five new SCTP error causes

The chunk types with their assigned values are shown bel ow.
Chunk Type Chunk Nane

oxC1 Addr ess Confi guration Change Chunk ( ASCONF)
0x80 Addr ess Configuration Acknow edgnent ( ASCONF- ACK)
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The paraneter types are |isted bel ow

Par amet er Type Par amet er Name

0x8008 Supported Extensions

0xC001 Add | P Address

0xC002 Del ete | P Address

0xC003 Error Cause Indication
0xC004 Set Primary Address

0xC005 Success | ndication

0xC006 Adapt ati on Layer |ndication

The Error Causes are |isted bel ow

Cause Code

Val ue Cause Code

0x00A0 Request to Del ete Last Remmining | P Address
0x00A1 Operation Refused Due to Resource Shortage
0x00A2 Request to Del ete Source | P Address

0x00A3 Associ ation Aborted Due to Il egal ASCONF- ACK
0x00A4 Request Refused - No Authorization

Thi s docunent al so defines an adaptation code point. The adaptation
code point is a 32-bit integer that is assigned by | ANA through an

| ETF Consensus action as defined in [ RFC2434]. For this new
registry, no initial values are being added by this docunent;
however, [RDDP] will add the first entry.

8. Acknow edgnents

The authors would like to express a special note of thanks to M chae
Ramahl o and Phillip Conrad for their extreme efforts in the early
formation of this draft.

The authors wish to thank Jon Berger, Mark Butler, Lars Eggert,
Janardhan |yengar, Greg Kendall, Seok Koh, Salvatore Loreto, Peter
Lei, John Loughney, Sandy Mirphy, lvan Arias Rodriguez, Renee Revis,
Marshal | Rose, Ronnie Sellars, Chip Sharp, and Irene Ruengeler for
their inval uabl e comments.

The authors would also like to give special nention to Mria-Carnen
Bel i nchon and lan Rytina for their early contributions to this
docunent and their thoughtful coments.

And a special thanks to Janes Pol k, abstract witer to the few but
| ucky.

Stewart, et al. St andards Track [ Page 34]



RFC 5061 SCTP Dynami ¢ Address Reconfiguration Sept enber 2007

9. References
9.1. Nor mat i ve Ref erences

[ RFC1122] Braden, R, "Requirenents for Internet Hosts -
Conmruni cati on Layers", STD 3, RFC 1122, Cctober 1989.

[ RFC1982] Elz, R and R Bush, "Serial Nunber Arithnetic", RFC 1982,
August 1996.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119, March 1997.

[ RFC2434] Narten, T. and H Alvestrand, "Guidelines for Witing an
I ANA Consi derations Section in RFCs", BCP 26, RFC 2434,
Cct ober 1998.

[ RFC2460] Deering, S. and R Hinden, "Internet Protocol, Version 6
(I'Pv6) Specification", RFC 2460, Decenber 1998.

[ RFC4960] Stewart, R, Ed., "Stream Control Transm ssion Protocol",
RFC 4960, Septenber 2007.

[ RFC4895] Tuexen, M, Stewart, R, Lei, P., and E. Rescorla,
"Aut henti cat ed Chunks for the Stream Control Transmn ssion
Protocol (SCTP)", RFC 4895, August 2007.

9.2. Informative References
[ RFC5062] Stewart, R, Tuexen, M, and G Camarillo, "Security
At t acks Found Agai nst SCTP and Current Countermneasures",
RFC 5062, Septenber 2007.
[ RDDP] Bestler, C. and R Stewart, "Stream Control Transm ssion

Protocol (SCTP) Direct Data Placenent (DDP) Adaptation”,
Work in Progress, Septenber 2006.

Stewart, et al. St andards Track [ Page 35]



RFC 5061 SCTP Dynami ¢ Address Reconfiguration Sept enber 2007

Appendi x A.  Abstract Address Handling
A. 1. General Renmarks

Thi s appendi x is non-normative. It is present to give the reader a
conci se mathematical definition of an SCTP endpoint. The follow ng
text provides a working definition of the endpoint notion to discuss
address reconfiguration. It is not intended to restrict

i npl ementations in any way; its goal is to provide a set of
definitions only. Using these definitions should nmake a di scussion
about address issues easier.

A.2. Generalized Endpoints
A generalized endpoint is a pair of a set of |IP addresses and a port
nunber at any given point of time. The precise definition is as
fol |l ows:
A generalized endpoint g at time t is given by

gE(t) = ({IP1, ..., IPn}, Port)

where {IP1, ..., IPn} is a non-enpty set of |P addresses.
Pl ease note that the dynamic addition and del etion of |P addresses
described in this docunent allows the set of IP addresses of a
general i zed endpoint to be changed at sone point of time. The port
nunber can never be changed.

The set of | P addresses of a generalized endpoint g at atimet is
defined as

Addr (gE) (t) = {IP1, ..., IPn}

if gE(t)

The port number of a generalized endpoint gE is defined as

({1P1, ..., IPn}, Port) holds at tine t.

Port (gE) = Port
if gE(t) = ({IPL, ..., IPn}, Port) holds at tine t.

There is one fundanmental rule that restricts all generalized
endpoi nt s:

For two different generalized endpoints g and g’ with the sane

port nunber Port(gE ) = Port(gE '), the address sets Addr(gE )(t) and
Addr (gE ") (t) nust be disjoint at every point in tine.
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A. 3. Associ ations

Associ ations consist of two generalized endpoints and the two address
sets known by the peer at any tine. The precise definition is as
fol |l ows:

An associ ation A between two different generalized endpoints gE and
gE’ is given by

A= (g, S, g’, §")

where S (t) and S’ (t) are a set of addresses at any tine t such that
S (t) is a non-enpty subset of Addr(gE )(t) and S’ (t) is a non-enpty
subset of Addr(gE ') (t).

If A= (g, S, g’, S§') is an association between the generalized
endpoints g and gE'’, the following notion is used:

Addr (A, gE) = S and Addr(A gE’) =S

If the dependency on tine is inportant the notion Addr(A, gFE )(t) =
S (t) will be used.

If Ais an association between g and gE' ', then Addr(A, gE ) is the
subset of | P addresses of gE, which is known by gE'’' and used by
gE .

Associ ation establishnent between g and gE' ' can be seen as:
1. gE and g’ do exist before the association

2. If an INIT has to be sent fromgE to gE ', address-scoping rules
and other limtations are applied to calculate the subset S from
Addr (gE’). The addresses of S are included in the INIT chunk

3. If an INIT-ACK has to be sent fromgE ' to gE , address-scoping
rules and other linmtations are applied to cal cul ate the subset
S’ fromAddr(gE ). The addresses of S’ are included in the
I NI T- ACK chunk.

4. After the handshake the association A= (g, S, g’', S') has
been est abl i shed.

5. Right after the association establishnent Addr(A, gE ) and

Addr (A, gE ') are the addresses that have been seen on the wire
during the handshake.
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A 4. Relationship with RFC 4960

[ RFC4960] defines the notion of an endpoint. This subsection wll
show that these endpoints are al so (special) generalized endpoints.

[ RFC4960] has no notion of address-scoping or other address-handling
limtations and provides no mechanismto change the addresses of an
endpoi nt ..

This neans that an endpoint is sinply a generalized endpoint that
does not depend on tinme. Neither the port nor the address |ist
changes.

During associ ati on setup, no address-scoping rules or other
limtations will be applied. This nmeans that for an association A
bet ween two endpoints g and g ', the following is true:

Addr (A, gE') = Addr(gE ) and Addr(A, gE ') = Addr(gE ')
A.5. Rules for Address Manipul ation
The rul es for address nani pul ati on can now be stated in a sinple way:

1. An address can be added to a generalized endpoint g only if this
address is not an address of a different generalized endpoint
with the sane port nunber.

2. An address can be added to an association A with generalized
endpoint ge if it has been added to the generalized endpoint gE
first. This neans that the address must be an el enent of
Addr (gE) first and then it can becone an el enent of Addr(A, gE)
But this is not necessary. |If the association does not allow the
reconfiguration of the addresses only Addr(gE) can be nodified.

3. An address can be deleted froman association A with generalized
endpoi nt gE as long as Addr (A, gE) stays non-enpty.

4. An address can be deleted froman generalized endpoint gE only if
it has been renoved fromall associations having gE as a
general i zed endpoi nt.

These rules sinply nake sure that the rules for the endpoints and
associ ati ons given above are always fulfill ed.
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