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Status of This Meno

This meno defines an Experinmental Protocol for the Internet
community. It does not specify an Internet standard of any kind.
Di scussi on and suggestions for inprovenent are requested.
Distribution of this meno is unlimted.

| ESG Not e

This RFC is not a candidate for any |l evel of Internet Standard. The
| ETF di sclaims any know edge of the fitness of this RFC for any
purpose and in particular notes that the decision to publish is not
based on | ETF review for such things as security, congestion control,
or inappropriate interaction with deployed protocols. The RFC Editor
has chosen to publish this docunent at its discretion. Readers of
this document shoul d exercise caution in evaluating its value for

i mpl ement ati on and depl oynent. See RFC 3932 for nore information

Abst ract

Wiile traditional IP nulticast schemes (RFC 1112) are scal able for
very large nulticast groups, they have scalability issues with a very
| arge number of distinct nulticast groups. This docunment describes
Xcast (Explicit Multi-unicast), a new nulticast schene with

conpl enentary scaling properties: Xcast supports a very |arge nunber
of small multicast sessions. Xcast achieves this by explicitly
encoding the list of destinations in the data packets, instead of
using a multicast group address.

Thi s docunent di scusses Xcast concepts and options in several areas;
it does not provide a conplete technical specification
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1.

I nt roducti on

While traditional IP nulticast schemes [1112] are scal able for very

| arge multicast groups, they have scalability issues with a very

| arge nunber of distinct nulticast groups. This docunment describes
Xcast (Explicit Milti-unicast (Xcast)), a new multicast schenme with
compl enentary scaling properties: Xcast supports a very |arge nunber
of small nulticast sessions. Xcast achieves this by explicitly
encoding the list of destinations in the data packets, instead of
using a nulticast group address. This docunent discusses Xcast
concepts and options in several areas; it does not provide a conplete
techni cal specification.

Multicast, the ability to efficiently send data to a group of
destinations, is becomng increasingly inportant for applications
such as | P tel ephony and vi deo-conf er enci ng.

Two kinds of multicast seemto be inportant: a broadcast-Ilike

mul ticast that sends data to a very large nunber of destinations, and
a "narrowcast" multicast that sends data to a fairly small group
[BOV]. An exanple of the first is the audio and video nulticasting
of a presentation to all enployees in a corporate intranet. An
exanpl e of the second is a videoconference involving three or four
parties. For reasons described below, it seens prudent to use

di fferent nechanisns for these two cases. As the Reliable Milticast
Transport working group has stated: "it is believed that a ’'one size
fits all” protocol will be unable to neet the requirenents of al
applications” [RMI]. Note that the 1998 | AB Routi ng Wrkshop [2902]
came to the sane conclusion: "For exanple, providing for many groups
of small conferences (a small nunber of w dely dispersed people) with
gl obal topol ogi cal scope scales badly given the current mnulticast
nmodel ".

Today’'s multicast schenes can be used to mnimze bandw dth
consunption. Explicit Milti-Unicast (Xcast) also can be used to

m nim ze bandwi dth consunption for "small groups". But it has an
addi tional advantage as well. Xcast elininates the per-session
signaling and per-session state information of traditional IP
mul ti cast schenmes and this allows Xcast to support very |large nunbers
of nmulticast sessions. This scalability is inportant since it
enabl es inportant classes of applications such as |P tel ephony,

vi deoconf erenci ng, coll aborative applications, networked ganmes, etc.,
where there are typically very large nunbers of small multicast
groups.

Interestingly, the idea for Xcast has been around for sone tine,
al though this was not i mediately known to the three groups that
i ndependently re-invented it in the late 1990's. |In fact the very
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first proposal of the multicast concept in the Internet conmunity, by
Lorenzo Aguilar in his 1984 SI GCOW paper [AGUI] proposed the use of
an explicit list of destinations discussed in nore detail below At
about the same tine, David Cheriton and Stephen Deering devel oped
Host Group Multicast in 1985 [ CHER].

The Internet community conpared the two proposals and concl uded t hat
a single nechanismwas preferable to multiple nechani sns. Further,
since Aguilar’s proposal seemed to have serious scaling problens, the
Host Group nodel was adopted

However, for reasons described bel ow, we believe it nakes sense to
use different mechanisns for the two different kinds of nulticast

di scussed above. Wiile Host Group nulticast may have been sufficient
in the Internet of 1985, we believe that Xcast can be an inportant
conpl enent to Host Group nulticast in the Internet of the 21st
century.

2. Xcast Overview
In this docunent, the following termnology will be used:
- Session: in Xcast, the term’ nmulticast session” will be used

instead of "nulticast group’ to avoid the strong association of
mul ticast groups with nmulticast group addresses in traditional IP

mul ti cast.

- Channel: in a session with multiple senders (e.g., a video
conference), the flow sourced by one sender will be called a
channel. So, a session can contain one or nore channels.

In the Host Group Mddel, the packet carries a multicast address as a
|l ogical identifier of all group nmembers. |In Xcast, the source node
keeps track of the destinations in the nulticast channel that it
wants to send packets to.

The source encodes the list of destinations in the Xcast header, and
then sends the packet to a router. Each router along the way parses
the header, partitions the destinations based on each destination’s

next hop, and forwards a packet with an appropriate Xcast header to

each of the next hops.

When there is only one destination left, the Xcast packet can be
converted into a normal unicast packet, which can be unicasted al ong
the remainder of the route. This is called X2U (Xcast to Unicast).

For exanple, suppose that Ais trying to get packets distributed to
B, C and Din Figure 1 bel ow
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R4 ---- B
/
/
A---- RL ---- R ---- R3 R8 ---- C
\ /
\ /
RS ---- R6 ---- R7
\
\
RO ---- D
Figure 1

This is acconplished as follows: A sends an Xcast packet with the
list of destinations in its Xcast header to the first router, RIL.

Since the Xcast header will be slightly different for 1Pv4 and | Pv6
[2460], we won't reveal any details on the encoding of the Xcast
header in this section (see Section 9). So, ignoring the details,
the packet that A sends to Rl | ooks like this:

[ src = A| dest = BCD| payload ]
When Rl receives this packet, it needs to properly process the Xcast
header. The processing that a router does on receiving one of these

Xcast packets is as follows:

- Performa route table | ookup to determ ne the next hop for each of
the destinations listed in the packet.

- Partition the set of destinations based on their next hops.

- Replicate the packet so that there’s one copy of the packet for
each of the next hops found in the previous steps.

- Mudify the list of destinations in each of the copies so that the
list in the copy for a given next hop includes just the
destinations that ought to be routed through that next hop

- Send the nodified copies of the packet on to the next hops.

- Optimzation: If there is only one destination for a particular
next hop, the packet can be sent as a standard unicast packet to
the destination (X2U).

So, in the exanple above, R1L will send a single packet on to R2 with

a destination list of < B CD> and R2 will send a single packet to
R3 with the sanme destination |ist.
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When R3 receives the packet, it will, by the al gorithm above, send
one copy of the packet to next hop R5 with an Xcast list of < CD >,
and one ordinary uni cast packet addressed to < B >to R4A. R4 wll
receive a standard uni cast packet and forward it onto < B > RS
will forward the Xcast packet that it receives on to R6, which wll
pass it on to R7. Wen the packet reaches R7, R7 will transmt

ordi nary uni cast packets addressed to < C > and < D >, respectively.
R8 and RO will receive standard unicast packets, and forward the
packets on to < C > and < D >, respectively.

It's inportant that the Xcast packet that is sent to a given next hop
only includes destinations for which that next hop is the next hop
listed in the route table. |If the list of destinations in the packet
sent to R4, for exanple, had also included C and D, R4 woul d send
dupl i cat e packets.

Not e that when routing topol ogy changes, the routing for an Xcast
channel will automatically adapt to the new topol ogy since the path
an Xcast packet takes to a given destination always follows the
ordi nary, unicast routing for that destination

3. The Cost of the Traditional IP Milticast Schenes

Traditional IP multicast schenmes [ DEER, DEE2, FARI] were designed to
handl e very large nulticast groups. These work well if one is trying
to distribute broadcast-like channels all around the world but they
have scal ability problens when there is a very |arge nunber of

groups.

The characteristics of the traditional IP multicast nodel are
determined by its two conponents: the Host G oup nodel [DEER] and a
Mul ticast Routing Protocol. Both conponents make multicast very
different from unicast.

In the Host Group nodel, a group of hosts is identified by a
mul ticast group address, which is used both for subscriptions and
forwarding. This nmodel has two nain costs:

- Multicast address allocation: The creator of a multicast group
must allocate a nulticast address that is unique in its scope
(scope will often be global). This issue is being addressed by
the MALLOC wor ki ng group, which is proposing a set of Milticast
Address Al location Servers (MAAS) and three protocols (Milticast
Address Set O aim (MASC), Address Allocation Protocol (AAP),

Mul ticast Address Dynamic Cient Allocation Protocol (MADCAP))
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- Destination unawareness: Wen a nulticast packet arrives in a
router, the router can deternmine the next hops for the packet,
but knows nothing about the ultimate destinations of the packet,
nor about how many tinmes the packet will be duplicated |ater on
in the network. This conplicates the security, accounting and
policy functions.

In addition to the Host G oup nodel, a routing algorithmis required
to maintain the nenber state and the delivery tree. This can be done
using a (truncated) broadcast algorithmor a nulticast algorithm
[DEER]. Since the fornmer consunes too nuch bandw dth by
unnecessarily forwardi ng packets to sone routers, only the nulticast
al gorithms are considered. These multicast routing protocols have
the follow ng costs:

- Connection state: The nulticast routing protocols exchange
nmessages that create state for each (source, nmulticast group) in
all the routers that are part of the point-to-multipoint tree.
This can be viewed as "per flow' signaling that creates
mul ti cast connection state, possibly yielding huge nulticast
forwarding tables. Some of these schemes even disseminate this
mul ticast routing information to places where it isn't
necessarily needed [1075]. Qher schenes try to limt the
anmount of nulticast routing information that needs to be
di ssem nat ed, processed, and stored throughout the network.
These schemes (e.g., [2201]) use a "shared distribution tree"
that is shared by all the nenbers of a nulticast group and they
try tolimt the distribution of nmulticast routing infornmation
to just those nodes that "really need it". But these schenes
al so have problens. Because of the shared tree, they use |ess
than optinmal paths in routing packets to their destinations and
they tend to concentrate traffic in small portions of a network.
And these schenmes still involve lots of "per flow' signaling and
"per flow' state.

- Source advertisenent mechanism Milticast routing protocols
provi de a nechani sm by which menbers get 'connected’ to the
sources for a certain group without know ng the sources
thenselves. In sparse-node protocols [2201, DEE2?], this is
achi eved by having a core node, which needs to be advertised in
the conplete domain. On the other hand, in dense-nbde protocols
[1075] this is achieved by a "flood and prune" mechanism Both
approaches rai se additional scalability issues.

- Inter-domain routing: Milticast routing protocols that rely on a

core node [2201, DEE2] additionally need an inter-donain
mul ticast routing protocol (e.g., [FARI]).
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The cost of nulticast address allocation, destination unawareness and
the above scalability issues lead to a search for other multicast
schenes. Source-Specific Milticast (SSM [4607] addresses sone of
the above drawbacks: in SSM a host joins a specific source, thus the
channel is identified by the couple (source address, nulticast
address). This approach avoids nulticast address allocation as well
as the need for an inter-domain routing protocol. The source
advertisenent is taken out of the multicast routing protocol and is
moved to an out-of - band mechani sm (e.g., web page)

Note that SSMstill creates state and signaling per nulticast channe
in each on-tree node. Figure 2 depicts the above costs as a function
of the nunber of nenbers in the session or channel. Al the costs

have a hyperbolic behavior.

cost of the traditiona
IP multicast nodel
per nenber
N

| nunber of nenbers
al t er nat i ve=Xcast
Figure 2
The traditional IP nulticast nodel becones expensive for its nenbers
if the groups are small. Small groups are typical for conferencing,
gam ng, and col |l aborative applications. These applications are well -
served by Xcast.
In practice, traditional IP nulticast routing protocols inpose

limtations on the nunber of groups and the size of the network in
whi ch they are deployed. For Xcast, these Iimtations do not exist.
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4.

Mot i vati on

Xcast takes advantage of one of the fundamental tenets of the

I nternet "philosophy", nanely, that one should nove conplexity to the
edges of the network and keep the middle of the network sinple. This
is the principle that guided the design of IP and TCP and it’'s the
principle that has nade the incredible growth of the Internet

possi ble. For exanple, one reason that the Internet has been able to

scale so well is that the routers in the core of the network dea
with large Cassless Inter-Domain Routing (CIDR) bl ocks as opposed to
i ndi vi dual hosts or individual "connections". The routers in the

core don't need to keep track of the individual TCP connections that
are passing through them Simlarly, the |[ETFs Diffserv effort is
based on the idea that the routers shouldn’'t have to keep track of a
| arge number of individual Resource Reservation Protocol (RSVP) flows
that m ght be passing through them |It’s the authors’ belief that
the routers in the core shouldn't have to keep track of a |arge
nunmber of individual nulticast flows, either

Conpared to traditional IP multicast, Xcast has the foll ow ng
advant ages:

1) Routers do not have to naintain state per session (or per channel)
[ SOLA]. This nmakes Xcast very scalable in terms of the nunber of
sessions that can be supported since the nodes in the network do
not need to dissem nate or store any multicast routing information
for these sessions.

2) No multicast address allocation required.

3) No need for multicast routing protocols (neither intra- nor
i nter-domain). Xcast packets always take the "right" path as
determ ned by the ordinary unicast routing protocols.

4) No core node, so no single point of failure. Unlike the shared
tree schenes, Xcast minimzes network | atency and maxim zes
network "efficiency".

5) Symmetric paths are not required. Traditional IP multicast
routing protocols create non-shortest-path trees if paths are not
symmetric. (A path between two nodes A and B is synmmetric if the
path is both the shortest path fromA to B as well as the shortest
path fromB to A) It is expected that an increasi ng nunber of
paths in the Internet will be asynmetric in the future as a result
of traffic engineering and policy routing, and thus the
traditional IP nmulticast schenmes will result in an increasing
anmount of suboptinal routing.
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6) Autonmmtic reaction to unicast reroutes. Xcast will react
i medi ately to unicast route changes. |In traditional |IP multicast
routing protocols, a conmunicati on between the unicast and the
mul ticast routing protocol needs to be established. [|n nmany
i npl ementations, this is on a polling basis, yielding a slower
reaction to, e.g., link failures. It may al so take sonme tine for
traditional IP nulticast routing protocols to fix things up if
there is a | arge nunber of groups that need to be fixed.

7) Easy security and accounting. |In contrast with the Host G oup
Model, in Xcast all the sources know the menbers of the nulticast
channel, which gives the sources the neans to, e.g., reject
certain menbers or count the traffic going to certain nmenbers
quite easily. Not only a source, but also a border router is able
to determ ne how many tines a packet will be duplicated in its
domain. It also becones easier to restrict the nunber of senders
or the bandwi dth per sender

8) Het erogeneous receivers. Besides the |ist of destinations, the
packet could (optionally) also contain a list of Diffserv Code
Points (DSCPs). While traditional 1P nmulticast protocols have to
create separate groups for each service class, Xcast incorporates
the possibility of having receivers with different service
requirenents within one nmulticast channel

9) Xcast packets can make use of traffic-engi neered unicast paths.

10) Sinple inplenentation of reliable protocols on top of Xcast,
because Xcast can easily address a subset of the original list of
destinations to do a retransm ssion.

11) Flexibility (see Section 6).
12) Easy transition nmechanisns (see Section 11).
It should be noted that Xcast has a nunber of disadvantages as well:

1) Overhead. Each packet contains all remaining destinations. But,
the total anpbunt of data is still nmuch less than for unicast
(payload is only sent once). A nmethod to conpress the |list of
destination addresses m ght be useful

2) More conpl ex header processing. Each destination in the packet
needs a routing table | ookup. So, an Xcast packet with n
destinations requires the same nunber of routing table |ookups as
n uni cast headers. Additionally, a different header has to be
constructed per next hop. Note however that:
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a) Since Xcast will typically be used for super-sparse sessions,
there will be a limted nunber of branching points, conmpared to
non- branchi ng points. Only in a branching point do new headers
need to be constructed.

b) The header construction can be reduced to a very sinple
operation: overwiting a bitmap.

c) Anong the non-branching points, a lot of themw |l contain only
one destination. |In these cases, normal unicast forwarding can
be appli ed.

d) By using a hierarchical encoding of the list of destinations in
combi nation with the aggregation in the forwarding tables the
forwardi ng can be accel erated [ COVE].

e) When the packet enters a region of the network where |ink
bandwi dth is not an issue anynore, the packet can be
transfornmed by a Premature X2U. Premature X2U (see Section
11.2) occurs when a router decides to transformthe Xcast
packet for one or nore destinations into unicast packets. This
avoi ds nore conpl ex processing downstream

f) Gther mechanisnms to reduce the processing have been descri bed
in [IMAI] (tractable list) and [OOMB] (caching), but are not
(yet) part of the Xcast specification

3) Xcast only works with a |imted nunber of receivers.
Appli cation

VWil e Xcast is not suitable for nulticast sessions with a | arge
nunber of nmenbers, such as the broadcast of an IETF neeting, it does
provide an inportant conplenment to existing nulticast schenes in that
it can support very large nunbers of snmall sessions. Thus, Xcast
enabl es inportant applications such as | P tel ephony,

vi deoconferenci ng, nulti-player ganes, collaborative e-neetings, etc.
The nunber of these sessions will becone huge.

Sone may argue that it is not worthwhile to use multicast for
sessions with a linmted nunber of nmenbers, and that it's preferable

to use unicast instead. But in certain cases, linmted bandw dth in
the "last mile" nakes it inportant to have sone formof multicast, as
the following example illustrates. Assune n residential users set up

a video conference. Typically, access technol ogies are asymretric
(e.g., xDSL, General Packet Radio Service (GPRS), or cable nodem
So, a host with xDSL has no problemreceiving n-1 basic 100 kb/s
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vi deo channel s, but the host is not able to send its own video data
n-1 times at this rate. Because of the limted and often asymetric
access capacity, sone type of nulticast is nandatory.

A sinple but inportant application of Xcast lies in bridging the
access link. The host sends the Xcast packet with the list of
uni cast addresses and the first router performs a Premature X2U

Since Xcast is not suitable for |arge groups, Xcast will not repl ace
the traditional IP nulticast nodel, but it does offer an alternative
for multipoint-to-nultipoint comunications when there can be very

| arge nunbers of small sessions.

6. Xcast Flexibility

The main goal of nulticast is to avoid duplicate information flow ng
over the sane link. By using traditional IP nulticast instead of

uni cast, bandw dth consunpti on decreases while the state and
signaling per session increases. Xcast has a cost of 0 in these two
di mensi ons, but it does introduce a third dimension corresponding to
the header processing per packet. This three-di nensional space is
depicted in Figure 3.

st at e&si gnal i ng
per session

in router
N
I
I
B |
I
I
| e .
R ..---> processing
/ .... C per packet
/. in router

I'i nk bandw dt h

Figure 3
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One nethod of delivering identical information froma source to n
destinations is to unicast the information n times (A in Figure 3).
A second nethod, the traditional IP nmulticast nmodel (B in Figure 3),
sends the information only once to a nulticast address. |n Xcast,
the information is sent only once, but the packet contains a |ist of
destinations (point C).

The three points A, B, and C define a plane (indicated with dots in
Figure 3): a plane of conservation of msery. Al three approaches
have di sadvantages. The link bandwidth is a scarce resource,
especially in access networks. State&signaling/session encounters
limtations when the nunber of sessions becones |arge, and an

i ncreased processing/ packet is cunbersonme for high-1ink speeds.

One advantage of Xcast is that it allows a router to nove within this
pl ane of conservation of msery based upon its |ocation in a network.
For exanple, in the core of the network, a cache could be used to
nmove along the line fromC to B without introducing any per-flow
signaling. Another possibility, as suggested above, is to use
premature X2U to nove along the line fromCto Ain an access network
if there is an abundance of bandw dth in the backbone.

7. Xcast Control Plane Options

Unlike traditional IP rmulticast schenes, Xcast does not specify a
"control plane". There is no Internet Goup Managenent Protoco

(1aw [3376]), and as nentioned above, there are no intra- or inter-
domai n multicast routing protocols. Wth Xcast, the neans by which
mul ti cast sessions are defined is an application-Ilevel issue and
applications are not confined to the nodel in which hosts use IGW to
join a multicast session. For exanple:

- Sone applications mght want to use an | GWP-I1ike receiver-join
nodel .

- Other applications might want to use a nodel in which a user places
a call to the party or parties that he or she wants to talk to
(simlar to the way that one puts together a conference call today
usi ng the buttons on one’s tel ephone).

- One mght define a session based on the cells that are close to a
nmovi ng device in order to provide for a "snooth handoff" between
cell s when the nmoving device crosses cell boundari es.

- In some applications, the menbers of the session night be specified
as argunents on a conmmand |ine.
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- One mght define an application that uses GPS to send video froma
bank robbery to the three police cars that are closest to the bank
bei ng robbed.

Thus, the application developer is not limted to the receiver-

initiated joins of the 1GW nodel. There will be multiple ways in
whi ch an Xcast sender deternines the addresses of the nenbers of the
channel

For the purpose of establishing voice and nulti nedi a conferences over
| P networks, several control planes have al ready been defi ned,
including SIP [3261] and H. 323 [ H323].

7.1. SIP Control Plane for Xcast

In SIP, a host takes the initiative to set up a session. Wth the
assi stance of a SIP server, a session is created. The session state
is kept in the hosts. Data delivery can be achi eved by severa
mechani sms: neshed uni cast, bridged, or multicast. Note that for the
establi shnent of nulticast delivery, a multicast protocol and

communi cation with Milticast Address Allocation Servers (MAAS) are
still required.

In "meshed unicast" or "multi-unicasting", the application keeps
track of the participants’ unicast addresses and sends a unicast to
each of those addresses. For reasons described in Section 3, multi-
uni casting (rather than nmulticast) is the prevalent solution in use
today. It’s a sinple matter to replace nmulti-unicast code with Xcast
code. Al that the devel oper has to do is replace a | oop that sends
a unicast to each of the participants by a single "xcast_send" that
sends the data to the participants. Thus it's easy to incorporate
Xcast into real conferencing applications.

Bot h Xcast and SI P address super-sparse nulticast sessions. |t turns
out that Xcast (a very flexible data plane nechani sn) can be easily
integrated with SIP (a very flexible control plane protocol). Wen
an application decides to use Xcast forwarding it does not affect its
interface to the SIP agent: it can use the same SIP messages as it
woul d for multi-unicasting. SIP could be used with Xcast to support
the conferenci ng nodel nentioned above in which a caller places a
call to several parties

7.2. Receiver-Initiated Join for Xcast
In the previous section, it was discussed how to establish an Xcast
session anobng well known participants of a nulti-party conference.

In sone cases, it is useful for participants to be able to join a
session without being invited. For exanple, the chairnman of a video
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chat may want to | eave the door of their meeting open for newconers
The 1GWP-1like receiver-initiated join nodel mentioned above can be

i mpl emented by introducing a server that hosts can talk to, to join a
conf erence.

8. Optional Information
8.1. List of Ports

Al t hough an extension to SIP could be arranged such that all
participants in a session use the same transport (UDP) port nunber,
in the general case, it is possible for each participant to listen on
a different port nunmber. To cover this case, the Xcast packet
optionally contains a list of port nunbers.

If the list of port nunbers is present, the destination port nunber
in the transport-|layer header will be set to zero. On X2U, the
destination port nunber in the transport-layer header will be set to
the port nunber corresponding to the destination of the unicast
packet .

8.2. List of DSCPs

The Xcast packet could (optionally) also contain a list of Diffserv
Code Points (DSCPs). While traditional IP nulticast protocols have
to create separate groups for each service class, Xcast incorporates
the possibility of having receivers with different service

requi renents wthin one channel

The DSCP in the I P header will be set to the nost dermandi ng DSCP of
the list of DSCPs. This DSCP in the IP header will deternine, e.g.,
the schedul er to use.

If two destinations, with the same next-hop, have ’'non-nergeabl e’

DSCPs, two Xcast packets will be created. ' Non-nergeable’ neaning
that one cannot say that one is nore or |less stringent than the
ot her.

8.3. Channel ldentifier

Optionally, a sender can decide to add an extra nunber in the Xcast
header: the Channel Identifier. |If the source does not want to use
this option, it nust set the Channel Identifier to zero. |If the
Channel ldentifier is non-zero, the pair (Source Address, Channe
Identifier) must uniquely identify the channel (note that this is
simlar to the (S, G pair in SSM. This docunent does not assign
any other semantics to the Channel Identifier besides the one above.
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9

Thi s Channel ldentifier could be useful for several purposes:
1) A key to a caching table [OOVSH].

2) "Harnoni zation" when used with Host Group Miulticast (to be
di scussed in greater detail in another document).

3) An identifier of the channel in error, flow control, etc.,
nmessages.

4) It gives an extra denultiplexing possibility (beside the port-
number) .

5)

The size of the channel identifier and its senantics are TBD.
Possi bl e Xcast Packet Encoding

1. Cenera

The source address field of the | P header contains the address of the
Xcast sender. The destination address field carries the All-Xcast-
Rout ers address (to be assigned link-local multicast address); this
is to have a fixed value. Every Xcast router joins this multicast
group. The reasons for putting a fixed nunber in the destination
field are:

1) The destination address field is part of the |IP pseudo header and
the latter is covered by transport |ayer checksuns (e.g., UDP
checksum). So, the fixed value avoids a (delta) recal cul ation of
the checksum

2) The | Psec Authentication Header (AH) [4302] covers the | P header
destination address, hence preventing any nodification to that
field. A so, both AHs and Encapsul ating Security Payl oads (ESPs)
cover the whole UDP packet (via authentication and/or encryption).
The UDP checksum cannot therefore be updated if the I P header
destination address were to change

3) In Xcast for IPv6, the Routing Extension shall be used; this
header extension is only checked by a router if the packet is
destined to this router. This is achieved by making all Xcast
routers part of the Al _Xcast_Routers group

Boivie, et al. Experi ment al [ Page 16]



RFC 5058 Xcast Concepts and Options Noverber 2007

4) Normally Xcast packets are only visible to Xcast routers.
However, if a non-Xcast router receives an Xcast packet by
accident (or by crimnal intent), it will not send ICVP errors
since the Xcast packet carries a nulticast address in the
destination address field [1812].

Note that sone benefits only hold when the nulticast address stays in
the destination field until it reaches the end-node (thus not

combi nabl e with X2U).
9.2. IPv4

[AGUI] and [1770] proposed (for a slightly different purpose) to
carry nmultiple destinations in the I Pv4 option. But because of the
limted flexibility (limted size of the header), Xcast will follow
anot her approach. The list of destinations will be encoded in a
separate header. The Xcast header for IPv4 (in short, Xcast4) would
be carried between the | Pv4 header and the transport-layer header

[1 Pv4d header | Xcast4 | transport header | payl oad ]

Note al so that since the Xcast header is added to the data portion of
the packet, if the sender wishes to avoid IP fragnentation, it nust
take the size of the Xcast header into account.

9.2.1. | Pv4 Header

The Xcast4 header is carried on top of an | P header. The |IP header
will carry the protocol nunber listed as usable for experinenta
purposes in RFC 4727 [4727]. See also Section 15. The source
address field contains the address of the Xcast sender. The
destination address field carries the All Xcast Routers address.

9.2.2. Xcast4 Header
The Xcast4 header is format depicted in Figure 4. It is conposed of

two parts: a fixed part (first 12 octets) and two variable-1ength
parts that are specified by the fixed part.

Boivie, et al. Experi ment al [ Page 17]



RFC 5058 Xcast Concepts and Options Noverber 2007

0 2 3

01 56789012345678901
+- +- R T I I s s ks sl St S S S R R e
| T | CHECKSUM |
+- B i e e ok T o o e o i o
| CHANNEL | DENTI FI ER |
R i T i e i i S e S S e S
| PROT | D | LENGTH | RESV |
e o I e e ol i I T T T S S e e e e i i ol it T R R
| Li st of Addresses and DSCPs |
R T e i e i i S L S s il o T SR R R S
| Li st of Port Nunbers (optional) |
R i T i e i i S e S S e S

Figure 4
VERS|I ON = Xcast version nunber. This docunent describes version 1.

A = Anonymity bit: if this bit is set, the destination addresses for
whi ch the corresponding bit in the bitmap is zero nust be overwitten
by zero.

X = Xcast bit: if this bit is set, a router nust not reduce the Xcast
packet to unicast packet(s), i.e., the packet nust stay an Xcast
packet end-to-end. This bit can be useful when IPsec [4301] is
applied. If this bit is cleared a router should apply X2U if there
is only one destination left in the Xcast packet. In sone cases a
router could decide not to apply X2U to a packet with the Xcast bit
cleared, e.g., the router has no directly connected hosts and wants
to avoid the extra processing required by X2U

D=DSCP bit: if this bit is set, the packet will contain a DS byte
for each destination.

P = Port bit: if this bit is set, the packet will contain a port
nunber for each destination

NBR_COF DEST = the number of original destinations.

CHECKSUM = A checksum on the Xcast header only. This is verified and
reconputed at each point that the Xcast header is processed. The
checksumfield is the 16-bit one’'s conplenment of the one’s conpl enent
sum of all the bytes in the header. For purposes of conputing the

checksum the value of the checksumfield is zero. It is not clear
yet whether a checksumis needed (for further study). |If only one
destination is wong it can still be useful to forward the packet to

N-1 correct destinations and 1 incorrect destination
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CHANNEL | DENTI FI ER = 4-octet Channel ldentifier (see Section 8.3).
Since it is located within the first 8 bytes of the header, it wll
be returned in | CMP nessages.

PROT ID = specifies the protocol of the follow ng header

LENGTH = | ength of the Xcast header in 4-octet words. This field
puts an upper boundary to the nunber of destinations. This value is
al so determned by the NBR OF DEST field and the D and P bits.

RESV = R = Reserved. |t nust be zero on transm ssion and nust be
i gnored on receipt.

The first variable part is the 'List of Addresses and DSCPs’, the

second variable part is the 'List of Port Nunmbers’. Both are 4-octet
aligned. The second variable part is only present if the P-bit is
set.

Figure 5 gives an exanple of the variable part for the case that the
P-bit is set and the D-bit is cleared (in this exanmple, N is odd):

+ 0
+oN
+ b w

+ =

+ N

+ W

+ &

+ o1

+ O

+ ~

+ ©

+ O

+ =

+ N

+ W

1

-II-b
-+ O

+

+ ©

+ O

+ =

+ N

+ W

+ o1

+ O

+ ~

+ 0o

+ ©

1

1

+0

+ e
— 11—+

1
T+~

2

Bl o T R ik st T o e b i T o S S e S it eI
Destination 1 |

i T T e e i e o i i S O S e S S S it i S e NI S
I o T e s i s it T e R I i cT I SR S I SR
Destination N |

Bl o T R ik st T o e b i T o S S e S it eI
Port 1 | Port 2 |

i T T e e i e o i i S O S e S S S it i S e NI S

+ ! +—+—+ 1 +— +— 1 — + OO

I o T e s i s it T e R I i cT I SR S I SR
Port N | paddi ng
el i I e i it T e e e e i i T o S e e S e T R R

Figure 5
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9
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Bl TMAP = every destination has a corresponding bit in the bitmap to

i ndi cate whether the destination is still valid on this branch of the
tree. The first bit corresponds to the first destination in the
list. This field is 4-octet aligned (e.g., for 49 destinations,
there will be a 64-bit bitmap). |f Xcast is applied in conbination
with I Psec, the bitnmap -- since it can change en route -- has to be
moved to a new to-be-defined | Pvd option.

Li st of Destinations. Each address size is 4 octets.

Li st of Port Nunbers. List of 2-octet destination port nunber(s),
where each port corresponds in placenent to the precedi ng Destination
Addr ess.
3. |Pv6

The Xcast6 header encoding is simlar to | Pv4, except that Xcast
i nformati on woul d be stored in I Pv6 extensi on headers.

[ Pv6 header | Xcast6 | transport header | payl oad ]
3.1. |1Pv6 Header
The 1 Pv6 header will carry the Next Header val ue ’'Routing Extension’
The source address field contains the address of the Xcast sender
The destination address field carries the All Xcast Routers address.
3.2. Xcast6 Header
The Xcast6 header is also conposed of a fixed part and two vari abl e
parts. The fixed part and the first variable part are carried in a

Routing Extension. The second variable part is carried in a
Destination Extension
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9.3.2.1. Routing Extension Header

The P-bit of Xcast4 is not present because it is inplicit by the
presence or absence of the Destination Extension (Figure 6).

0 1 2 3
01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Next Header | HdrExtLen | Rout eType=Xcast | 0 |
el i I e i it T e e e e i i T o S e e S e T R R
| VERSI ON| Al X D] R | NBR_OF_DEST | CHECKSUM |
I S i o T s S S S e s s T
| CHANNEL | DENTI FI ER |
| |
el i I e i it T e e e e i i T o S e e S e T R R
| Li st of Addresses and DSCPs |
I S i o T s S S S e s s T

Figure 6

Hdr Ext Len = The header length is expressed in 8-octets; thus, a
maxi mum of 127 destinations can be listed (this is why NBR OF DEST is
7 bits).
Rout eType = Xcast (see Section 15)
The fourth octet is set to O.
R = Reserved
CHANNEL | DENTI FI ER = 16-octet Channel Identifier (see Section 8.3).
The other fields are defined in Section 9.2.2.
The ' List of Addresses and DSCPs’ is 8-octet aligned. The size of
the bitmap is deternined by the nunmber of destinations and is a
multiple of 64 bits.

9.3.2.2. Destination Extension Header
Optionally, the Destination Extension (Figure 7) is present to

specify the Iist of Port Nunbers. The destination header is only
eval uated by the destination node.
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Li st of Port Numbers
i I T e e o ol i ST RIE R S R SR S TR S S R S i I S R e

Figure 7

For the Option Type for Ports, see Section 15. The first three bits
must be 010 to indicate that the packet nust be discarded if the
option is unknown and that the option cannot be changed en-route.

The nunber of Ports nmust be equal to the nunber of destinations
specified in the Routing header

10. I npact on Upper-Layer Protocols

Sone fields in the Xcast header(s) can be nmodified as the packet
travels along its delivery path. This has an inpact on

10.1. Checksum Cal culation in Transport-Layer Headers

In transport-layer headers, the target of the checksum cal cul ation
i ncludes the I P pseudo header, transport header, and payl oad (I Pv6
header extensions are not a target).

The transformati on of an Xcast packet to a nornal unicast packet --
(premature) X2U -- replaces the multicast address in the | P header
destination field by the address of a final destination. |If the
Xcast header contains a Port List, the port number in the transport

| ayer (which should be zero) al so needs to be replaced by the port
nunber corresponding to the destination. This requires a
recal cul ati on of these checksuns. Note that this does not require a
conpl ete recal cul ati on of the checksum only a delta cal cul ation
e.g., for |Pv4:

Checksumi = ~ (~Checksum + ~daH + ~daL + daH + daL’ + ~dp + dp’)
In which "’" indicates the new val ues, "da" the destination address,
"dp" the destination port, and "H' and "L" the higher and | ower 16
bits, respectively.

10. 2. | Psec

This is described in [PARI].
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11.

11.

G adual Depl oynent
1. Tunneling

One way to deploy Xcast in a network that has routers that have no
know edge of Xcast is to setup "tunnels" between Xcast peers (MBone
approach [ MBONE]). This enables the creation of a virtual network
| ayered on top of an existing network [2003]. The Xcast routers
exchange and maintain Xcast routing information via any standard
uni cast routing protocol (e.g., RIP, OSPF, IS 1S, BGP). The Xcast
routing table that is created is sinply a standard uni cast routing
tabl e that contains the destinations that have Xcast connectivity,
along with their correspondi ng Xcast next hops. In this way, packets
may be forwarded hop-by-hop to other Xcast routers, or may be
"tunnel ed"” through non- Xcast routers in the network.

For exanple, suppose that Ais trying to get packets distributed to
B, C and Din Figure 8 below, where "X' routers are Xcast-capabl e,
and "R' routers are not. Figure 9 shows the routing tables created
via the Xcast tunnels:

R4 ---- B
/
/
A----- Xl ---- R ---- X3 R8 ---- C
\ /
\ /
R ---- R6 ---- X7
\
\
RO ---- D
Figure 8

Router X1 establishes a tunnel to Xcast peer X3. Router X3
establishes a tunnel to Xcast peers X1 and X7. Router X7 establishes
a tunnel to Xcast peer X3.

X1 routing table: X3 routing tabl e: X7 routing table:
Dest | NextHop Dest | Next Hop Dest | Next Hop
------ S B LTIy B LTIy
B | X3 A | X1 A | X3
c | X3 C | X7 B | X3
D | X3 D | X7
Figure 9
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The source A will send an Xcast packet to its default Xcast router,
X1, that includes the list of destinations for the packet. The
packet on the link between X1 and X3 is depicted in Figure 10:

| inner 1P|
|  src=A |
| dst=Al | _X_|
| pr ot =Xcast |

| outer 1P|
|  src=X1 |
| dst=X3 |
| prot=IP
Fi gure 10
VWhen X3 receives this packet, it processes it as foll ows:
- Performa route table lookup in the Xcast routing table to
determine the Xcast next hop for each of the destinations listed in
t he packet.

- If no Xcast next hop is found, replicate the packet and send a
standard uni cast to the destination

- For those destinations for which an Xcast next hop is found,
partition the destinations based on their next hops.

- Replicate the packet so that there’s one copy of the packet for
each of the Xcast next hops found in the previous steps.

- Mdify the list of destinations in each of the copies so that the
list in the copy for a given next hop includes just the
destinations that ought to be routed through that next hop

- Send the nodified copies of the packet on to the next hops.
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11.

11.

- Optimzation: If there is only one destination for a particul ar
Xcast next hop, send the packet as a standard uni cast packet to the
destination, since there is no advantage to forwarding it as an
Xcast packet.

So, in the exanple above, X1 will send a single packet on to X3 with
a destination list of < B CD > This packet will be received by R2
as a uni cast packet with destination X3, and R2 will forward it on,
havi ng no knowl edge of Xcast. When X3 receives the packet, it wll,
by the al gorithm above, send one copy of the packet to destination

< B > as an ordinary uni cast packet, and 1 copy of the packet to X7
with a destination list of <CD> R4, R5, and R6 will behave as
standard routers with no know edge of Xcast. Wen X7 receives the
packet, it will parse the packet and transmit ordinary unicast
packets addressed to < C > and < D >, respectively.

The updating of this route table, while sinple in an intra-donmain
envi ronment, woul d be nore conplex in an inter-domain environment.
Thus, the use of tunneling in an inter-domain environment requires
further consideration.

2. Premat ure X2U

If a router discovers that its downstream nei ghbor is not Xcast
capable, it can performa Premature X2U, i.e., send a unicast packet
for each destination in the Xcast header that has this neighbor as a
next hop. Thus, duplication is done before the Xcast packet reached
its actual branching point.

A mechani sm (protocol / protocol extension) to discover the Xcast
capability of a neighbor is for further study. Anmpong others, one
could think of an extension to a routing protocol to advertise Xcast
capabilities, or one could send periodic ’'Xcast pings’ toits

nei ghbors (send an Xcast packet that contains its own address as a
destination and check whet her the packet returns).

3.  Sem -Perneabl e Tunneling (I Pve Only)

This is an optim zation of tunneling in the sense that it does not
require (manual) configuration of tunnels. 1t is enabled by adding a
Hop- by- Hop Xcast6 header. An |Pv6 packet can initiate/trigger
additional processing in the on-route routers by using the |IPv6 Hop-
by- hop opti on.

The type of the Xcast6 Hop-by-hop option has a prefix '00" so that
routers that cannot recogni ze Xcast6 can treat the Xcast6 datagram as
a nornmal | Pv6 datagram and forward it toward the destination in the

| Pv6 header.
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Packets will be delivered to all nenbers if at |least all
partici pati ng hosts are upgraded.

When the source A sends an Xcast packet via sem -perneabl e tunneling
to destinations B, C, and D, it will create the packet of Figure 11
One of the final destinations will be put in the destination address
field of the outer |IP header.

| inner 1P|
| src=A |
| dst=All _X|
| prot =Xcast |

| Xcast |
| SP-tunnel |
| Hop- by- hop|

| outer 1P|
|  src=A |
| dst=B |
| prot=IP

Figure 11

Seni - perneabl e tunneling is a special tunneling technol ogy that
permits intermedi ate Xcast routers on a tunnel to check the
destinations and branch if destinations have a different next hop

Note that with the introduction of an Xcast |Pv4 option, this
techni que could al so be applied in |IPv4d networks.

4. Special Case: Deploynment wi thout Network Support

A special nmethod of deploying Xcast is possible by upgrading only the
hosts. By applying tunneling (see Sections 11.1 and 11.3) with one
of the final destinations as a tunnel endpoint, the Xcast packet wll
be delivered to all destinations when all the hosts are Xcast aware.
Bot h nornmal and sem - perneabl e tunneling can be used.
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If host B receives this packet, in the above exanple, it will notice
the other destinations in the Xcast header. B will create a new
Xcast packet and will send it to one of the remaining destinations.

In the case of Xcast6 and sem - perneabl e tunneling, Xcast routers can
be introduced in the network w thout the need of configuring tunnels.

The di sadvantages of this nmethod are:
- all hosts in the session need to be upgraded.
- non-optimal routing.

- anonymty issue: hosts can know the identity of other parties in
the session (which is not a big issue in conferencing, but maybe for
sonme ot her application).

- host has to performnetwork functions and needs an upstream | i nk
whi ch has the sane bandwi dth as its downstream|ink

11.5. Using a Small Nunber of Xcast-Aware Routers to Provi de Xcast
in a Not-So-Small Network

In this approach, an Xcast packet uses a special 32-bit unicast
address in the destination field of the I P header. |In the sinplest
version of this scheme, there mght be only a single Xcast-aware
router in a network. This Xcast-aware router |ooks like a "server"”
to the other routers and it is configured so that its |IP address (or
one of its IP addresses) corresponds to the "special" 32-bit address.
Thus, when Xcast clients send Xcast packets, the non-Xcast-aware
routers will route these packets to the Xcast-aware router and the
Xcast -aware router can "explode" (X2U) theminto an appropriate set
of unicast packets. This allows clients anywhere in a network to use
Xcast to overconme the problemof Iimted bandwidth in the "first
mle" with a mni num nunber of Xcast-aware routers (i.e., 1).

Anot her possibility is to deploy a few of these Xcast-aware routers
at various points in the network and to configure each of these with
the special 32-bit address. This provides redundancy, elimnating
the single point of failure, and reduces the distance an Xcast packet
needs to travel to reach an Xcast-aware router, reduci ng network

|atencies. In this case, the Xcast-aware routers appear to be a
single server that is "multihoned" (i.e., connected to the network at
more than one place) and the non-Xcast-aware routers will, via

ordi nary uni cast routing, deliver packets that are addressed to this
"mul ti homed virtual server" via the shortest avail able path.
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13.

13.

13.

13.

Note that this scheme of delivering packets to any host in a group is
al so known as an "anycast" and is described in nore detail in RFCs
[ 1546], [2526], and [3068]. Note too that RFC 1546 says:

The inportant observation is that multiple routes to an anycast
address appear to a router as nultiple routes to a unicast
destination, and the router can use standard algorithns to
choose the best route.

(Socket) AP

In the nost sinple use of Xcast, the final destinations of an Xcast
packet receive an ordinary uni cast UDP packet. This nmeans that hosts
can recei ve an Xcast packet with a standard, unnodified TCP/IP stack.

Hosts can al so transmit Xcast packets with a standard TCP/ I P stack
with a small Xcast library that sends Xcast packets on a raw socket.
Thi s has been used to inplenent Xcast-based applications on both Unix
and W ndows platforns without any kernel changes.

Anot her possibility is to nodify the sockets interface slightly. For
exanpl e, one mght add an "xcast_sendto" function that works |ike
"sendt 0" but that uses a list of destination addresses in place of
the single address that "sendto" uses.

Unr esol ved | ssues
Addi ti onal work is needed in several areas.
1. The Format of the "List of Addresses"

Addi tional details need to be specified. For exanple, in the |Pv4
case, the format of the DSCPs option needs to be specified.

2. The Size of Channel ldentifier

The size of the channel identifiers in IPv4 and IPv6 are different in
this document. 32 bits mght be sufficient for both | Pv6 and | Pv4.

3. Increnental Depl oynent

Several possible nethods of increnental deploynent are discussed in
this docunment including tunneling, premature X2U, etc. Additiona
work is needed to determ ne the best neans of increnmental depl oynment
for an intra-domain as well as an inter-domain depl oynent of Xcast.
If tunneling is used, additional details need to be specified (e.qg.,
tunneling format, use of tunnels in the inter-domain case).
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13.

13.

13.

14.

4. DSCP Usage

DSCP usage needs some work. DSCPs may have to be rewitten as
packets cross inter-domai n boundari es.

5. Traversing a Firewall or NAT Products

The usage of a different, carried protocol type for |IPv4d may cause
difficulty in traversing sone firewall and NAT products.

6. The Size of BI TMAP

Gven that this is designed for snmall groups, it night nmake sense to
simply mandate a fixed size for the bitmap

Security Considerations

The list of destinations in Xcast is provided by an application | ayer
that manages group nenbership as well as authorization if
aut hori zation is desired.

Since a source has the Iist of destinations and can nmake changes to
the list, it has nore control over where its packets go than in
traditional multicast and can prevent anonynous eavesdroppers from
joining a nulticast session, for exanple.

Sone forms of denial-of-service attack can use Xcast to increase
their "effect". A snurf attack, for exanple, sends an | CMP Echo
Request in which the source address in the packet is set to the
address of the target of the attack so that the target will receive
the CWP echo reply. Wth Xcast, the |CMP Echo Request coul d be sent
to a list of destinations that could cause each nenber of the list to
send an Echo Reply to the target.

Measures have been taken in traditional nulticast to avoid this kind
of attack. A router or host can be configured so that it will not
reply to | CMP requests addressed to a nulticast address. The Reverse
Pat h Forwardi ng check in traditional nulticast architectures al so
helps limt these attacks. In Xcast, it can be difficult for a host
to recogni ze that an | CVP request has been addressed to nultiple
destinations since the packet nay be an ordinary uni cast packet by
the time it reaches the host. On the other hand, a router can detect
Xcast packets that are used to send I CVWP requests to nultiple
destinations and can be configured to drop those packets. Note, too,
that since Xcast sends packets to a short |ist of destinations, the
probl em of sending attack packets to nultiple destination is |ess of
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15.

a problemthan in traditional nulticast. Cbviously, the use of |Psec
to provide confidentiality and/or authentication can further dim nish
the risk of this type of attack

The probl em of secure group conmuni cati ons has been addressed by the
Mul ticast Security (MSEC) working group, which has defined an
architecture for securing | P-multicast-based group comuni cations
[3740]. Many of the concepts discussed in the MSEC working group,
such as managi ng group menbership, identifying and authenticating
group nenbers, protecting the confidentiality and integrity of

mul ticast traffic, and nmanagi ng and securely distributing and
refreshing keys, also apply to Xcast-based group comruni cations. And
many of the same nechani sns seemto apply. One significant

di fference between nulticast and Xcast is the fact that the Xcast
header (or at least a bitmap in the Xcast header) needs to change as
an Xcast packet travels froma source to a destination. This affects
the use of | Psec and suggests that at |east the Xcast header bitmap
must be in a "nmutable" field. A conplete solution for securing
Xcast - based group communi cati ons addressing all the issues listed
above will be the subject of additional work which will be discussed
in one or nore additional docunments. W expect that this effort wll
build on the work that has al ready been done in the nsec working

group.
| ANA Consi der ati ons

Experimentation with the Xcast protocol requires the use of protocol
nunbers nmmi ntained by ANA.  For exanple, to inplenent XCAST6,
i npl ementati ons nust agree on four protocol nunbers:

(1) Multicast Address for All_Xcast_Routers

(2) Routing Type of IPv6 Routing Header

(3) Option Type of IPv6 Destination Option Header
(4) Option Type of |Pv6 Hop-by-Hop Options Header

A protocol inplenenter may tenporarily experinent with Xcast by using
the val ues set aside for experinmental use in RFC [4727]. An

i mpl ementer nust verify that no other experinent uses the same val ues
on the Xcast testbed at the sane tine.

A future revision of the Xcast specification published on the
standards track is required before | ANA can assign permanent registry
entries for Xcast. |Inplenenters should be aware that they will need
to nodify their inplenentations when such pernmanent allocations are
made.
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