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1. Introduction

At the time of witing TLS [TLS] uses public key certificates, pre-
shared keys, or Kerberos for authentication

These authentication nmethods do not seemwel|l suited to certain
appl i cations now being adapted to use TLS ([I MAP], for exanple).
G ven that many protocols are designed to use the user nane and
password nethod of authentication, being able to safely use user
nanes and passwords provides an easier route to additional security.

SRP ([SRP], [SRP-6]) is an authentication nethod that allows the use
of user names and passwords over unencrypted channels w thout
revealing the password to an eavesdropper. SRP also supplies a
shared secret at the end of the authentication sequence that can be
used to generate encryption keys.

Thi s docunent describes the use of the SRP authentication nethod for
TLS.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ REQ .

2. SRP Authentication in TLS

2.1. Notation and Term nol ogy
The version of SRP used here is sonetines referred to as "SRP-6"
[SRP-6]. This version is a slight inprovenent over "SRP-3", which
was described in [SRP] and [ SRP-RFC]. For conveni ence, this docunent

and [ SRP-RFC] include the details necessary to inplenment SRP-6;
[SRP-6] is cited for informative purposes only.
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Thi s docunent uses the variable names defined in [ SRP-6]:

N, g: group parameters (prinme and generator)

s: salt

B, b: server’'s public and private val ues

A, a: client’s public and private val ues

I: user nane (aka "identity")

P: password

v: verifier

k: SRP-6 multiplier
The | synbol indicates string concatenation, the ~ operator is the
exponentiation operation, and the % operator is the integer remainder
operati on.
Conversion between integers and byte-strings assunes the nost
significant bytes are stored first, as per [TLS] and [SRP-RFC]. In
the following text, if a conversion frominteger to byte-string is
implicit, the nmost significant byte in the resultant byte-string MJST
be non-zero. |If a conversion is explicitly specified with the
operator PAD(), the integer will first be inplicitly converted, then
the resultant byte-string will be |eft-padded with zeros (if
necessary) until its length equals the inplicitly-converted | ength of
N

2.2. Handshake Protocol Overview

The advent of [SRP-6] allows the SRP protocol to be inplenented using
the standard sequence of handshake nmessages defined in [TLS].

The paranmeters to various nmessages are given in the foll ow ng
di agram
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dient Server

Cient Hello (1)  -------- >
Server Hello
Certificate*
Server Key Exchange (N, g, s, B)

S Server Hell o Done
Client Key Exchange (A) -------- >
[ Change ci pher spec]
Finished -------- >
[ Change ci pher spec]
Cmmmmmm-- Fi ni shed
Application Data <mmmmm - > Application Data

* | ndicates an optional nessage that is not always sent.
Figure 1
2.3. Text Preparation

The user nane and password strings SHALL be UTF-8 encoded Uni code,
prepared using the [ SASLPREP] profile of [STRI NGPREP].

2.4. SRP Verifier Creation

The verifier is calculated as described in Section 3 of [SRP-RFC].
We give the algorithmhere for convenience.

The verifier (v) is conputed based on the salt (s), user nane (I),
password (P), and group paraneters (N, g). The conputation uses the
[ SHA1] hash al gorithm

X
\

SHAL(s | SHAL(I | ":" | P))
g™"x % N

2.5. Changes to the Handshake Message Contents

Thi s section describes the changes to the TLS handshake nessage
contents when SRP is being used for authentication. The definitions
of the new nessage contents and the on-the-wire changes are given in
Section 2.8.
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2.5.1. dient Hello

The user nane is appended to the standard client hello nmessage using
the extension mechani smdefined in [ TLSEXT] (see Section 2.8.1).
This user name extension is henceforth called the "SRP extension"
The foll owi ng subsections give details of its use.

2.5.1.1. Session Resunption

When a client attenpts to resunme a session that uses SRP

aut hentication, the client MJUST include the SRP extension in the
client hello nessage, in case the server cannot or will not allow
session resunption, nmeaning a full handshake is required.

If the server does agree to resume an existing session, the server
MUST ignore the information in the SRP extension of the client hello
message, except for its inclusion in the finished nessage hashes.
This is to ensure that attackers cannot replace the authenticated
identity without supplying the proper authentication information.

2.5.1.2. Mssing SRP Extension

The client may offer SRP cipher suites in the hello nessage but omt
the SRP extension. |If the server would like to select an SRP ci pher
suite in this case, the server SHOULD return a fata

"unknown_psk _identity" alert (see Section 2.9) inmediately after
processing the client hell o nessage.

A client receiving this alert MAY choose to reconnect and resend the
hell o nmessage, this time with the SRP extension. This allows the
client to advertise that it supports SRP, but not have to pronpt the
user for his user nane and password, nor expose the user nane in the
cl ear, unless necessary.

2.5.1.3. Unknown SRP User Nane

If the server doesn’'t have a verifier for the user name in the SRP
extension, the server MAY abort the handshake with an
"unknown_psk_identity" alert (see Section 2.9). Alternatively, if
the server wishes to hide the fact that this user name doesn’t have a
verifier, the server MAY sinulate the protocol as if a verifier
existed, but then reject the client’s finished message with a
"bad_record_nmac" alert, as if the password was incorrect.

To sinmul ate the existence of an entry for each user nanme, the server
must consistently return the same salt (s) and group (N, g) val ues
for the same user nanme. For exanple, the server could store a secret
"seed key" and then use HVAC- SHAl(seed key, "salt" | user_nane) to
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generate the salts [HVAC]. For B, the server can return a random
val ue between 1 and N-1 inclusive. However, the server should take
care to simulate conputation delays. One way to do this is to
generate a fake verifier using the "seed key" approach, and then
proceed with the protocol as usual

2.5.2. Server Certificate

The server MIUST send a certificate if it agrees to an SRP ci pher
suite that requires the server to provide additional authentication
inthe formof a digital signature. See Section 2.7 for details of
whi ch ci pher suites defined in this docunent require a server
certificate to be sent.

2.5.3. Server Key Exchange

The server key exchange nessage contains the prine (N, the generator
(g), and the salt value (s) read fromthe SRP password file based on
the user nane (l) received in the client hello extension

The server key exchange nessage al so contains the server’s public
value (B). The server calculates this value as B = k*v + g*"b % N
where b is a random nunber that SHOULD be at |east 256 bits in length
and k = SHAL(N | PAD(Q)).

If the server has sent a certificate nmessage, the server key exchange
message MJST be signed.

The group paraneters (N, g) sent in this nessage MJST have N as a
safe prime (a prime of the form N=2g+1, where q is also prine). The
integers from1l to N1 will forma group under nultiplication %N,
and g MUST be a generator of this group. |In addition, the group
paraneters MJST NOT be specially chosen to allow efficient

conput ation of discrete |ogarithns.

The SRP group paraneters in Appendix A satisfy the above
requirenents, so the client SHOULD accept any paraneters fromthis
appendi x that have | arge enough N values to neet her security
requirenents.

The client MAY accept other group paraneters fromthe server, if the
client has reason to believe that these paranmeters satisfy the above
requi renents, and the paraneters have | arge enough N val ues. For
exanple, if the parameters transmtted by the server match paraneters
on a "known-good" list, the client may choose to accept them See
Section 3 for additional security considerations relevant to the
acceptance of the group paraneters.
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Group paraneters that are not accepted via one of the above mnethods
MJST be rejected with an "insufficient_security" alert (see
Section 2.9).

The client MJST abort the handshake with an "illegal paraneter"” alert
if B%N=0.

2.5.4. dient Key Exchange
The client key exchange nessage carries the client’s public val ue
(A). The client calculates this value as A = gta %N, where a is a
random nunber that SHOULD be at |east 256 bits in |ength.

The server MJUST abort the handshake with an "illegal parameter” alert
if A%N=0.

2.6. Calculating the Prenaster Secret
The premaster secret is calculated by the client as foll ows:

P = <read from user>

I

N, g, s, B = <read from server>

a = random()

A =g9"a %N

u = SHAL(PAD(A) | PAD(B))

k = SHAL(N | PAD(Q9))

x = SHA1(s | SHAL(I | ":" | P))

<premaster secret> = (B - (k * g*"x)) ~ (a+ (u* x)) %N

The premaster secret is calculated by the server as foll ows:

N, g, s, v = <read from password file>

b = random)

k = SHAL(N | PAD(Q))

B = k*v + g*b %N

A = <read fromclient>

u = SHAL(PAD(A) | PAD(B))

<premaster secret> = (A * v*u) * b %N

The fini shed nessages performthe same function as the client and
server evidence nessages (ML and M2) specified in [SRP-RFC]. |If
either the client or the server calculates an incorrect prenaster
secret, the finished messages will fail to decrypt properly, and the
other party will return a "bad_record_mac" alert.

If aclient application receives a "bad _record nac" al ert when

perform ng an SRP handshake, it should informthe user that the
entered user name and password are incorrect.
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2.7. Ciphersuite Definitions
The foll owi ng cipher suites are added by this docunent. The usage of
Advanced Encryption Standard (AES) cipher suites is as defined in
[ AESCI PH] .
Ci pherSuite TLS SRP_SHA W TH 3DES EDE_CBC SHA = { 0xCO0, Ox1A };
Ci pherSuite TLS SRP_SHA RSA W TH 3DES EDE _CBC SHA = { 0xQC0, 0x1B };

Ci pherSuite TLS SRP_SHA DSS W TH 3DES EDE CBC SHA = { 0xC0, 0x1C };

Gi pher Suite TLS_SRP_SHA W TH_AES 128 CBC SHA = { 0xC0, Ox1D };
G pherSuite TLS_SRP_SHA RSA W TH_AES 128 CBC SHA = { 0xCD, OX1E };

Ci pherSuite TLS SRP_SHA DSS W TH AES 128 CBC SHA = { 0xCO, Ox1F };

Gi pher Sui te TLS_SRP_SHA W TH AES 256_CBC SHA = { 0xCD, 0x20 };

G pher Suite TLS_SRP_SHA RSA W TH_AES _256_CBC_SHA

{ 0xC0, 0x21 };
Ci pherSuite TLS SRP_SHA DSS W TH AES 256 CBC SHA = { 0xC0, 0x22 };

Ci pher suites that begin with TLS SRP_SHA RSA or TLS SRP_SHA DSS
require the server to send a certificate nessage containing a
certificate with the specified type of public key, and to sign the
server key exchange message using a matching private key.

Ci pher suites that do not include a digital signature algorithm
identifier assune that the server is authenticated by its possession
of the SRP verifier.

I npl enentations confornming to this specification MIST i npl enent the
TLS SRP_SHA W TH 3DES EDE CBC SHA ci pher suite, SHOULD inpl enent the
TLS_SRP_SHA W TH_AES 128 CBC_SHA and TLS SRP_SHA W TH_AES 256_CBC_SHA
ci pher suites, and MAY inplenent the remaining cipher suites.

2.8. New Message Structures
Thi s section shows the structure of the nessages passed during a

handshake that uses SRP for authentication. The representation
| anguage used is the sane as that used in [TLS].
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2.8.1. dient Hello

A new extension "srp", with value 12, has been added to the
enuner at ed Extensi onType defined in [TLSEXT]. This value MJST be
used as the extension nunber for the SRP extension

The "extension_data" field of the SRP extension SHALL contai n:
opaque srp_I<1..2"8-1>;
where srp_| is the user nane, encoded per Section 2.3.
2.8.2. Server Key Exchange

A new val ue, "srp", has been added to the enunerated
KeyExchangeAl gorithmoriginally defined in [TLS].

When the val ue of KeyExchangeAl gorithmis set to "srp", the server’s
SRP parameters are sent in the server key exchange nessage, encoded
in a Server SRPParans structure

If acertificate is sent to the client, the server key exchange
message mnust be signed.

enum{ rsa, diffie_hellman, srp } KeyExchangeAl gorithm

struct {
sel ect (KeyExchangeAl gorithn) {
case diffie_hell man:
Ser ver DHPar ans par ans;
Si gnat ure signed_par ans;
case rsa
Ser ver RSAPar ans par ans;
Si gnature signed_parans;
case srp: /[* new entry */
Ser ver SRPPar ans par ans;
Si gnat ure signed_par ans;
}
} Server KeyExchange;

struct {
opaque srp_N<1..2”716- 1>,
opaque srp_g<1..2"16-1>;
opaque srp_s<1..2"8-1>;
opaque srp_B<1..2716-1>;
} Server SRPPar ans; /* SRP paraneters */
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2.8.3. dient Key Exchange

VWhen the val ue of KeyExchangeAl gorithmis set to "srp", the client’s
public value (A) is sent in the client key exchange nessage, encoded
ina CientSRPPublic structure.

struct {
sel ect (KeyExchangeAl gorithn) ({
case rsa: EncryptedPreMasterSecret;
case diffie hellman: dientDiffieHell manPubli c;
case srp: CientSRPPubli c; /[* new entry */
} exchange_keys;
} dient KeyExchange;

struct {
opaque srp_A<l..2"16-1>;
} dient SRPPubl i c;
2.9. FError Aerts

Thi s docunment introduces four new uses of alerts

0 "unknown_psk identity" (115) - this alert MAY be sent by a server
that would like to select an offered SRP cipher suite, if the SRP
extension is absent fromthe client’s hello nmessage. This alert
is always fatal. See Section 2.5.1.2 for details.

0 "unknown_psk identity" (115) - this alert MAY be sent by a server
that receives an unknown user nane. This alert is always fatal
See Section 2.5.1.3 for details.

o "insufficient_security" (71) - this alert MJST be sent by a client
that receives unknown or untrusted (N, g) values. This alert is
al ways fatal. See Section 2.5.3 for details

o "illegal _paraneter" (47) - this alert MJST be sent by a client or
server that receives a key exchange nmessage with A %N =0 or B%
N=0. This alert is always fatal. See Section 2.5.3 and
Section 2.5.4 and for details.

The "insufficient_security" and "illegal paraneter" alerts are

defined in [TLS]. The "unknown_psk_identity" alert is defined in
[ PSK] .
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3. Security Considerations
3.1. Ceneral Considerations for |nplenentors

The checks described in Section 2.5.3 and Section 2.5.4 on the
received values for A and B are CRUCI AL for security and MJST be
per f or med.

The private values a and b SHOULD be at | east 256-bit random nunbers,
to give approximately 128 bits of security against certain nethods of
calculating discrete logarithms. See [TLS], Section D.1, for advice
on choosing cryptographi cally secure random nunbers.

3.2. Accepting Goup Paraneters

An attacker who could calculate discrete |logarithnms % N coul d
conprom se user passwords, and could al so conpronise the
confidentiality and integrity of TLS sessions. dients MJST ensure
that the received paranmeter N is |large enough to make cal cul ating
di screte logarithns conputationally infeasible.

An attacker may try to send a prine value Nthat is large enough to
be secure, but that has a special formfor which the attacker can
nmore easily conmpute discrete logarithnms (e.g., using the algorithm
discussed in [TRAPDOOR]). |If the client executes the protocol using
such a prime, the client’s password could be conproni sed. Because of
the difficulty of checking for such prinmes in real tine, clients
SHOULD only accept group paraneters that cone froma trusted source,
such as those listed in Appendix A or paraneters configured locally
by a trusted adm nistrator

3. 3. Prot ocol Characteristics

If an attacker learns a user’s SRP verifier (e.g., by gaining access
to a server’s password file), the attacker can nmasquerade as the rea
server to that user, and can also attenpt a dictionary attack to
recover that user’s password

An attacker could repeatedly contact an SRP server and try to guess a
legitimate user’s password. Servers SHOULD take steps to prevent
this, such as Iimting the rate of authentication attenpts froma
particular | P address or against a particular user nane.

The client’s user name is sent in the clear in the Client Hello
message. To avoid sending the user nane in the clear, the client
could first open a conventional anonynous or server-authenticated
connection, then renegotiate an SRP-aut henticated connection with the
handshake protected by the first connection
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If the client receives an "unknown_psk_identity" alert in response to
a client hello, this alert may have been inserted by an attacker.

The client should be careful about nmaking any decisions, or formng
any concl usi ons, based on receiving this alert.

It is possible to choose a (user nane, password) pair such that the
resulting verifier will also match other, related, (user nane,
password) pairs. Thus, anyone using verifiers should be careful not
to assunme that only a single (user nane, password) pair matches the
verifier.

3.4. Hash Function Considerations
This protocol uses SHA-1 to derive several val ues:

0 u prevents an attacker who | earns a user’s verifier from being
abl e to authenticate as that user (see [SRP-6]).

o0 k prevents an attacker who can sel ect group paraneters from being
able to launch a 2-for-1 guessing attack (see [ SRP-6]).

0 x contains the user’s password mxed with a salt.

Cryptanal ytic attacks against SHA-1 that only affect its collision-
resi stance do not compronise these uses. |f attacks agai nst SHA-1
are di scovered that do conprom se these uses, new ci pher suites
shoul d be specified to use a different hash al gorithm

In this situation, clients could send a dient Hell o nessage
cont ai ni ng new and/or old SRP cipher suites along with a single SRP
extension. The server could then select the appropriate cipher suite
based on the type of verifier it has stored for this user.

4. | ANA Consi derati ons
Thi s docunent defines a new TLS extension "srp" (value 12), whose
val ue has been assigned fromthe TLS Extensi onType Registry defined
in [ TLSEXT].

Thi s docunent defines nine new ci pher suites, whose val ues have been
assigned fromthe TLS Ciphersuite registry defined in [TLS].

Gi pher Suite TLS_SRP_SHA W TH_3DES_EDE_CBC SHA = { O0xC0, Ox1A }:

G pher Suite TLS_SRP_SHA RSA W TH_3DES_EDE_CBC SHA = { 0xC0, Ox1B };

Ci pherSuite TLS SRP_SHA DSS W TH 3DES EDE CBC SHA = { 0xC0, 0x1C };
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Gi pher Suite TLS_SRP_SHA W TH_AES 128 CBC SHA = { 0xC0, Ox1D };

G pherSuite TLS_SRP_SHA RSA W TH_AES_ 128 CBC_SHA

{ 0xCO, OX1E };
Ci pherSuite TLS SRP_SHA DSS W TH AES 128 CBC SHA = { 0xCO, Ox1F };
Ci pherSuite TLS SRP_SHA W TH _AES 256_CBC SHA = { 0xC0, 0x20 };

Ci pherSuite TLS SRP_SHA RSA W TH AES 256_CBC SHA = { 0xC0, 0x21 };

Ci pherSuite TLS SRP_SHA DSS W TH AES 256 CBC SHA = { 0xC0, 0x22 };
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Appendi x A, SRP Group Paraneters

The 1024-, 1536-, and 2048-bit groups are taken from software

devel oped by Tom Wi and Eugene Jhong for the Stanford SRP

di stribution, and subsequently proven to be prinme. The larger prines
are taken from [ MODP], but generators have been cal culated that are
primtive roots of N, unlike the generators in [ MODP].

The 1024-bit and 1536-bit groups MJST be support ed.
1. 1024-bit G oup
val ue for the

The hexadeci nal prime is:

EEAFOAB9 ADB38DD6 9C33F80A
9C256576 D674DF74 96EA81D3
8E495C1D 6089DAD1 5DC7D7B4
7BCF1885 C529F566 660ES57EC
FD5138FE 8376435B 9FC61D2F

FASFC5ES
383B4813
6154D6B6
68EDBC3C
COEBO6GE3

60726187
D692C6EQ
CESEF4AD
05726CC0

75FF3C0B
EOD5D8E2
69B15D49
2FD4CBF4

9EA2314C
50B98BE4
82559B29
976EAA9A

The generator is: 2.
2. 1536-bit G oup
val ue for the

The hexadeci nal prime is:

Tayl or,

et al.

9DEF3CAF B939277A B1F12A86
4B19CCAD 5FAF5F55 6E27CBDE
80B655BB 9A22E8DC DF028A7C
E3BAB63D 47548381 DBCSB1FC
6EDF0195 39349627 DB2FD53D
F7CCB7AE 837C264A E3A9BEBS
8CE7A28C 2442C6F3 15180F93

The generator is: 2.

17A4A7BBB
51C6A94B
EC67FODO
764E3F4B
24B7CA86
7TF8A2FE9
499A234D

I nf or mat i onal

DBA51DF4
E4607A29
8134B1C8
53DD9DA1
65772EA3
B8B5292E
CF76E3FE

99AC4AC80
1558903B
B9798914
158BFD3E
7D6C7F8C
S5A021FFF
D135F9BB

BEEEA961
AODOF843
9B609EOB
2B9C8CF5
E442734A
S5E91479E
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3.

The hexadeci mal

AC6BDB41
3DB56050
CD7F48A9
D5FAAAES
7359D041
436C6481
S5EA7T7A27
03CE5329
94B5C803
9E4AFF73

Using SRP for TLS Authentication

2048-bit G oup

val ue for the

324A9A9B F166DESE
A37329CB B4A099ED
DAO4FD50 E8083969
2918A996 2F0B93B8
D5C33EA7 1D281E44
F1D2B907 8717461A
75D2ECFA 032CFBDB
9CCC041C 7BC308D8
D89F7AE4 35DE236D

prime is:

1389582F
8193E075
EDB767B0
55F97993
6B14773B
5BI9D32E6
F52FB378
2A5698F3
525F5475

AF72B665
7767A13D
CF609517
ECO75EEA
CA97B43A
88F87748
61602790
ABDOC382
9B65E372

Novenmber 2007

1987EEOQ7
D52312AB
9A163AB3
A80D740A
23FB8016
544523B5
04E57AE6
71AE35F8
FCDG68EF2

FC319294
4B03310D
661A05FB
DBF4FF74
76BD207A
24B0OD57D
AF874E73
E9DBFBB6
OFA7111F

The generator is: 2.
4. 3072-bit Goup

This prime is: 273072 - 273008 -

1690314 }

1 + 2764 * { [272942 pi] +

Its hexadeci mal val ue is:

FFFFFFFF
8A67CC74
302B0A6D
A637ED6B
49286651
FD24CF5F
670C354E
180E8603
3995497C
04507A33
B3970F85
1AD2EE6B
BBE11757
EOFD108E

FFFFFFFF C90FDAA2
020BBEA6 3B139B22
F25F1437 4FE1356D
OBFF5CB6 F406B7ED
ECE45B3D C2007CB8
83655023 DCA3AD96
4ABC9804 F1746C08
9B2783A2 ECO7A28F
EA956AE5 15D22618
A85521AB DF1CBA6G4
AGE1EAC7 ABFS5AE8C
F12FFA06 D98A0864
7A615D6C 770988C0
4B82D120 A93AD2CA

2168C234
514A0879
6D51C245
EE386BFB
A163BF05
1062F356
CA18217C
B5C55DF0
98FA0510
ECFB8504
DB0933D7
D8760273
BAD946E2
FFFFFFFF

CAC6628B
8E3404DD
E485B576
5A899FA5
98DA4836
208552BB
32905E46
6F4C52C9
15728E5A
58DBEFOA
1E8C94EQ
3EC86A64
08E24FAQ
FFFFFFFF

80DC1CD1
EF9519B3
625E7EC6
AE9F2411
1C55D39A
9ED52907
2E36CE3B
DE2BCBF6
8AAACA2D
8AEA7157
4A25619D
521F2B18
74E5AB31

29024E08
CD3A431B
F44CA2E9
7CABLFEG
69163FA8
7096966D
E39E772C
95581718
AD33170D
5D060C7D
CEE3D226
177B200C
43DB5BFC

The generator is: 5.

Tayl or, et al. I nf or mat i onal [ Page 17]
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5. 4096-bit G oup

This prime is: 274096 - 274032 -

240904 }

1 + 2764 * { [273966 pi] +

Its hexadeci mal val ue is:

Tayl or,

FFFFFFFF
8A67CCT4
302B0A6D
A637ED6B
49286651
FD24CF5F
670C354E
180E8603
3995497C
04507A33
B3970F85
1AD2EE6B
BBE11757
EOFD108E
99C32718
04DESEF9
233BA186
D5BO5AA9
FFFFFFFF

et al.

FFFFFFFF
020BBEAG
F25F1437
OBFF5CB6
ECE45B3D
83655023
4ABCO804
9B2783A2
EA956AE5
A85521AB
ABE1E4CT
F12FFA06
7A615D6C
4B82D120
6AF4E23C
2EBEFC14
515BE7ED
93B4EA98
FFFFFFFF

The generator is: 5.

C90FDAA2
3B139B22
4FE1356D
F406B7ED
C2007CB8
DCA3AD96
F1746C08
ECO7A28F
15D22618
DF1CBAG4
ABF5AE8C
D98A0864
770988C0
A9210801
1A946834
1FBECAAG
1F612970
8D8FDDC1

2168C234
514A0879
6D51C245
EE386BFB
A163BF05
1C62F356
CA18217C
B5C55DF0
98FA0510
ECFB8504
DB0933D7
D8760273
BAD946E2
1A723C12
B6150BDA
287C5947
CEE2D7AF
86FFB7DC

I nf or mat i onal

C4C6628B
8E3404DD
E485B576
5A899FA5
98DA4836
208552BB
32905E46
6F4C52C9
15728E5A
58DBEFOA
1E8CO4EQ
3EC86A64
08E24FA0
A787E6D7
2583E9CA
4E6BCO5D
B81BDD76
90A6CO8F

80DC1CD1
EF9519B3
625E7EC6
AE9F2411
1C55D39A
9ED52907
2E36CE3B
DE2BCBF6
8AAACA2D
8AEA7157
4A25619D
521F2B18
74E5AB31
88719A10
2AD44CES
99B2964F
2170481C
4DF435C9

29024E08
CD3A431B
F44CA2E9
7CABLFEG
69163FA8
7096966D
E39E772C
95581718
AD33170D
5D060C7D
CEE3D226
177B200C
43DB5BFC
BDBA5B26
DBBBC2DB
A090C3A2
D0069127
34063199

[ Page 18]
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6. 6144-bit G oup

This prime is: 276144 - 276080 -

929484 }

1 + 2764 * { [276014 pi] +

Its hexadeci mal val ue is:

FFFFFFFF
8A67CCT4
302B0A6D
A637ED6B
49286651
FD24CF5F
670C354E
180E8603
3995497C
04507A33
B3970F85
1AD2EE6B
BBE11757
EOFD108E
99C32718
04DESEF9
233BA186
D5BO5AA9
36C3FAB4
ADIE530E
DA3EDBEB
2BD7AF42
F482D7CE
BEC7ESF3
CC8F6D7E
B7C5DA76
387FESD7
6DCC4024

FFFFFFFF
020BBEAG
F25F1437
OBFF5CB6
ECE45B3D
83655023
4ABCO804
9B2783A2
EA956AE5
A85521AB
ABE1E4CT
F12FFA06
7A615D6C
4B82D120
6AF4E23C
2EBEFC14
515BE7ED
93B4EA98
D27C7026
E5DB382F
CF9B14ED
6FB8F401
6E74FEF6
23A97ATE
BF48E1D8
F550AA3D
6E300468
FFFFFFFF

COOFDAA2
3B139B22
4FE1356D
F406B7ED
C2007CB8
DCA3AD96
F1746008
ECO7A28F
15022618
DF1CBA64
ABF5AESC
D98A0864
77098800
A9210801
1A946834
1FBECAA6
1F612970
8DBFDDCL
C1D4DCB2
413001AE
44CE6CBA
378CD2BF
D55E702F
360C88BE
14CC5ED2
8A1FBFFO
043E8F66
FFFFFFFF

2168C234
514A0879
6D51C245
EE386BFB
A163BF05
1C62F356
CA18217C
B5C55DF0
98FA0510
ECFB8504
DB0933D7
D8760273
BAD946E2
1A723C12
B6150BDA
287C5947
CEE2D7AF
86FFB7DC
602646DE
BO6A53ED
CED4BB1B
5983CA01
46980C82
OF1D45B7
OF8037EOQ
EB19CCB1
3F4860EE

C4C6628B
8E3404DD
E485B576
5A899FA5
98DA4836
208552BB
32905E46
6F4C52C9
15728E5A
58DBEFOA
1E8CO4EQ
3EC86A64
08E24FA0
A787E6D7
2583E9CA
4E6BCO5D
B81BDD76
90A6CO8F
C9751E76
9027D831
DB7F1447
C64B92EC
B5SA84031
FF585AC5
A79715EE
A313D55C
12BF2D5B

80DC1CD1
EF9519B3
625E7EC6
AE9F2411
1C55D39A
9ED52907
2E36CE3B
DE2BCBF6
8AAACA2D
8AEA7157
4A25619D
521F2B18
74E5AB31
88719A10
2AD44CES
99B2964F
2170481C
4DF435C9
3DBA37BD
179727B0
E6CC254B
FO32EA15
900B1COE
4BD407B2
F29BE328
DAS6COEC
0B7474D6

29024E08
CD3A431B
F44CA2E9
7CABLFEG
69163FA8
7096966D
E39E772C
95581718
AD33170D
5D060C7D
CEE3D226
177B200C
43DB5BFC
BDBA5B26
DBBBC2DB
A090C3A2
D0069127
34028492
F8FF9406
865A8918
33205151
D1721D03
59E7C97F
2B4154AA
06A1D58B
2EF29632
E694F91E

The generator is: 5.

Tayl or, et al. I nf or mat i onal [ Page 19]
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7. 8192-bit G oup

This prime is: 278192 - 278128 -

4743158 }

1 + 2764 * { [2°8062 pi] +

Its hexadeci mal val ue is:

FFFFFFFF
8A67CCT4
302B0A6D
A637ED6B
49286651
FD24CF5F
670C354E
180E8603
3995497C
04507A33
B3970F85
1AD2EE6B
BBE11757
EOFD108E
99C32718
04DESEF9
233BA186
D5BO5AA9
36C3FAB4
ADIE530E
DA3EDBEB
2BD7AF42
F482D7CE
BEC7ESF3
CC8F6D7E
B7C5DA76
387FESD7
6DBE1159
3BC832B6
5AE4F568
22222E04
2F8385DD
6D2A13F8
0846851D
359046F4
FCO26E47
60C980DD

FFFFFFFF
020BBEAG
F25F1437
OBFF5CB6
ECE45B3D
83655023
4ABCO804
9B2783A2
EA956AE5
A85521AB
ABE1E4CT
F12FFA06
7A615D6C
4B82D120
6AF4E23C
2EBEFC14
515BE7ED
93B4EA98
D27C7026
E5DB382F
CF9B14ED
6FB8F401
6E74FEF6
23A97ATE
BF48E1D8
F550AA3D
6E300468
74A3926F
8D9DD300
3423B474
A4037007
FA9DAB7F
3F44F82D
FOAB4819
EB879F92
9558E447
98EDD3DF

COOFDAA2
3B139B22
4FE1356D
F406B7ED
C2007CB8
DCA3AD96
F1746008
ECO7A28F
15022618
DF1CBA64
ABF5AESC
D98A0864
77098800
A9210801
1A946834
1FBECAA6
1F612970
8DBFDDCL
C1D4DCB2
413001AE
44CE6CBA
378CD2BF
D55E702F
360C88BE
14CC5ED2
8A1FBFFO
043E8F66
12FEESE4
741FAT7BF
2BF1C978
13EB57A8
A2C087E8
DF310EEQ
5DED7EAL
4009438B
5677E9AA
FFFFFFFF

2168C234
514A0879
6D51C245
EE386BFB
A163BF05
1062F356
CA18217C
B5C55DF0
98FA0510
ECFB8504
DB0933D7
D8760273
BAD946E2
1A723C12
B6150BDA
287C5947
CEE2D7AF
86FFB7DC
602646DE
BO6A53ED
CED4BB1B
5983CA01
46980C82
OF1D45B7
OF8037E0
EB19CCB1
3F4860EE
38777CB6
8AFCATED
238F16CB
1A23F0C7
79683303
74AB6A36
B1D510BD
481C6CD7
9E3050E2
FFFFFFFF

C4C6628B
8E3404DD
E485B576
5A899FA5
98DA4836
208552BB
32905E46
6F4C52C9
15728E5A
58DBEFOA
1E8CO4EQ
3EC86A64
08E24FA0
A787E6D7
2583E9CA
4E6BCO5D
B81BDD76
90A6CO8F
C9751E76
9027D831
DB7F1447
C64B92EC
B5SA84031
FF585AC5
A79715EE
A313D55C
12BF2D5B
A932DF8C
2576F693
E39D652D
3473FC64
ED5BDD3A
4597E899
TEE74D73
889A002E
765694DF

80DC1CD1
EF9519B3
625E7EC6
AE9F2411
1C55D39A
9ED52907
2E36CE3B
DE2BCBF6
8AAACA2D
8AEA7157
4A25619D
521F2B18
74E5AB31
88719A10
2AD44CES
99B2964F
2170481C
4DF435C9
3DBA37BD
179727B0
E6CC254B
FO32EA15
900B1COE
4BD407B2
F29BE328
DAS6COEC
0B7474D6
D8BECADO
6BA42466
E3FDB8BE
6CEA306B
062B3CF5
A0255DC1
FAF36BC3
D5EE382B
C81F56E8

29024E08
CD3A431B
F44CA2E9
7CABLFEG
69163FA8
7096966D
E39E772C
95581718
AD33170D
5D060C7D
CEE3D226
177B200C
43DB5BFC
BDBA5B26
DBBBC2DB
A090C3A2
D0069127
34028492
F8FF9406
865A8918
33205151
D1721D03
59E7C97F
2B4154AA
06A1D58B
2EF29632
E694F91E
73B931BA
3AAB639C
FC848AD9
4BCBC886
B3A278A6
64F31CC5
1ECFA268
C9190DA6
80B96E71

The generator is: 19 (decinal).

Tayl or, et al. I nf or mat i onal [ Page 20]
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Appendi x

B

Using SRP for TLS Authentication

SRP Test Vectors

Novenmber 2007

The followi ng test vectors denonstrate cal culation of the verifier
and premaster secret.

P

Tayl or,

"alice"

g:

7E273DES8
9BADA1F1
C671085A
EA53D15C
E955A5E2

60975527
DA2D4393

E487CB59
05284D20

61D5E490
4352E890
8E393561
BEO87EFO
B349EF5D

et al.

"passwor d123"

696FFC4AF
822223CA
1447B52A
1AFF87B2
9E7AB245

035CF2AD

D31AC550

F6F1B795
32110046
79EAEASE
6530E69F
76988A36

4E337D05
1A605B53
48CF1970
BODAGEO4
DB2BE315

1989806F

471E81F0

47B0704C
92272D08B
42BA92AE
66615261
72FACATB

B4B375BE
OE379BA4
B4FB6F84
EO58AD51
E2099AFB

0407210B

0F6928EQ0

436F523D
2D1A5358
ACED8251
EEF54073
07694478

I nf or mat i onal

BEB25379 D1A8581E B5A72767 3A2441EE
<1024-bit paraneters from Appendi x A>
7556AA04 5AEF2CDD 07ABAFOF 665C3E81 8913186F

94B7555A ABE9127C C58CCF49 93DB6CF8 4D16C124

BODDE156
729FDC59
00BBF4CE
CC72BFC9

C81EDCO4

1DDAOSE9

DOE560F0
A2CF1B6E
71E1E8B9
CAl11CF58

9ES8FAO0A
F105B478
BFBB1681
033B564E

E2762A56

74A004F4

C64115BB
OBFCF99F
AF6D9C03
58FOEDFD

9886D812
7E5186F5
52EO08ABS
26480D78

AFD529DD

9E61F5D1

72557ECA
921530EC
E1327F44
FE15EFEA
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BDOC6151
BAF38964
6C6DA044
37089E6GF
EB4012B7

CE38B959

Using SRP for TLS Authentication

2C692C0C
DCAG6A06G7
53728610
9C6059F3
D7665238

3487DA98

<prenaster secret> =

Appendi x

Thanks to all

Tayl or,

BODC82BA
233861E3
41BB59B6
3499B200
C346D7E4

C

et al.

BCF30674
59B48220
D5979B5C
210DCC1F
74B29EDE

B6D041FA
0DD125B9
DOC6DDB5
88838E7A
ABE3FB0O0

554EDA7D

AE450C02
F7C4693C
00A172B4
10EB3394
8A469FFE

Acknowl edgenent s

on the I ETF TLS nmi

01BB152D
5A981652
8B318885
00030B33
4B117B58

70A7AESF

87745E79
9AE12BOA
A2A5903A
3CD67FC8
CAG86E5A

4916A1E7
236F99D9
DrD82C7F
1EB76840

462EF019

90A3381F
6F67809F
OBDCAF8A
8A2F39A4

Novenmber 2007

7AF46AEL
B681CBF8
8DEB75CE
910440B1

63B387AA
0876E2D0
709585EB
BESBECAE

05393011
7837EC99
7BDAFBAA
B27AAEAE

F271A10D
13800D6C
2AFAFA8SF
CO0A3212D

ling Iist for ideas and anal ysis.

I nf or mat i onal
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Aut hors’ Addresses

Davi d Tayl or
I ndependent

EMai | : dtayl or@nutls.org
Tom Wi

Ci sco

EMai | : thomw@i sco. com

Ni kos Mavr ogi annopoul os

I ndependent

EMai | : nmav@nutls. org

URI : http://ww. gnutls. org/
Trevor Perrin

| ndependent

EMai |l : trevp@revp. net
URI : http://trevp. net/
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Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
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Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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