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Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmeno is unlimted.

Abst r act

The architecture for Miltiprotocol Label Switching (MPLS) is
described in RFC 3031. A fundanental concept in MPLS is that two
Label Switching Routers (LSRs) nust agree on the neaning of the

| abel s used to forward traffic between and through them This common
understanding is achieved by using a set of procedures, called a

| abel distribution protocol, by which one LSR inforns anot her of

| abel bindings it has made. This docunent defines a set of such
procedures called LDP (for Label Distribution Protocol) by which LSRs
distribute labels to support MPLS forwarding al ong normally routed
pat hs.
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1. LDP Overvi ew

The MPLS architecture [ RFC3031] defines a |abel distribution protoco
as a set of procedures by which one Label Switched Router (LSR)

i nfornms another of the nmeaning of |abels used to forward traffic

bet ween and t hrough them

The MPLS architecture does not assune a single |abel distribution
protocol. In fact, a nunber of different |abel distribution
protocol s are being standardi zed. Existing protocols have been
extended so that |abel distribution can be piggybacked on them New
protocol s have al so been defined for the explicit purpose of
distributing | abels. The MPLS architecture discusses sone of the
consi derati ons when choosing a | abel distribution protocol for use in
particul ar MPLS applications such as Traffic Engi neering [ RFC2702].

The Label Distribution Protocol (LDP) is a protocol defined for
distributing labels. 1t was originally published as RFC 3036 in
January 2001. It was produced by the MPLS Working Goup of the |IETF
and was jointly authored by Loa Andersson, Paul Dool an, Nancy

Fel dman, Andre Fredette, and Bob Thonas.

LDP is a protocol defined for distributing labels. It is the set of
procedures and nessages by whi ch Label Switched Routers (LSRs)
establish Label Switched Paths (LSPs) through a network by mappi ng
net wor k-1 ayer routing information directly to data-link |ayer

swi tched paths. These LSPs may have an endpoint at a directly
attached nei ghbor (conparable to I P hop-by-hop forwarding), or may
have an endpoint at a network egress node, enabling switching via all
i ntermedi ary nodes.

LDP associ ates a Forwardi ng Equi val ence O ass (FEC) [ RFC3031] with
each LSP it creates. The FEC associated with an LSP specifies which
packets are "mapped" to that LSP. LSPs are extended through a
network as each LSR "splices" inconmng |abels for a FEC to the

out goi ng | abel assigned to the next hop for the given FEC

More information about the applicability of LDP can be found in
[ RFC3037] .

Thi s docunent assunes (but does not require) famliarity with the

MPLS architecture [ RFC3031]. Note that [RFC3031] includes a glossary
of MPLS terminol ogy, such as ingress, |abel switched path, etc.
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1.1. LDP Peers

Two LSRs that use LDP to exchange | abel/FEC mapping information are
known as "LDP Peers" with respect to that information, and we speak
of there being an "LDP Session" between them A single LDP session
all ows each peer to learn the other’s | abel mappings; i.e., the
protocol is bidirectional

1.2. LDP Message Exchange
There are four categories of LDP nessages:

1. Discovery nessages, used to announce and maintain the presence
of an LSR in a network.

2. Session nessages, used to establish, maintain, and term nate
sessi ons between LDP peers.

3. Advertisenent nessages, used to create, change, and delete
| abel mappi ngs for FECs.

4. Notification nessages, used to provide advisory information and
to signal error infornmation.

Di scovery nessages provide a nechani sm whereby LSRs indicate their
presence in a network by sending a Hell o nessage periodically. This
is transmtted as a UDP packet to the LDP port at the "all routers on
this subnet’ group nulticast address. When an LSR chooses to
establish a session with another LSR | earned via the Hell o nessage,

it uses the LDP initialization procedure over TCP transport. Upon
successful conpletion of the initialization procedure, the two LSRs
are LDP peers, and may exchange adverti sement nessages.

When to request a |l abel or advertise a |label napping to a peer is
|largely a local decision nade by an LSR. In general, the LSR
requests a | abel mapping froma nei ghboring LSR when it needs one,
and advertises a | abel mapping to a neighboring LSR when it wi shes
the nei ghbor to use a | abel

Correct operation of LDP requires reliable and in-order delivery of
messages. To satisfy these requirenents, LDP uses the TCP transport
for Session, Advertisement, and Notification nessages, i.e., for
everything but the UDP-based di scovery mechani sm
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1.3. LDP Message Structure

Al'l LDP nessages have a comon structure that uses a Type-Length-

Val ue (TLV) encodi ng schene; see Section "Type-Length-Val ue

Encodi ng". The Value part of a TLV-encoded object, or TLV for short,
may itself contain one or nore TLVs.

1.4. LDP Error Handling

LDP errors and other events of interest are signaled to an LDP peer
by Notification nessages.

There are two kinds of LDP Notification nessages:

1. Error Notifications, used to signal fatal errors. |If an LSR
receives an Error Notification froma peer for an LDP session,
it terminates the LDP session by closing the TCP transport
connection for the session and discarding all |abel mappings
| earned via the session

2. Advisory Notifications, used to pass on LSR informati on about
the LDP session or the status of some previous nessage received
fromthe peer.

1.5. LDP Extensibility and Future Conpatibility

Functionality may be added to LDP in the future. It is likely that
future functionality will utilize new nessages and object types
(TLVsS). It nmay be desirable to enploy such new nessages and TLVs
within a network using ol der inplenentations that do not recognize
them Wiile it is not possible to make every future enhancenent
backwards conpatible, some prior planning can ease the introduction
of new capabilities. This specification defines rules for handling
unknown nessage types and unknown TLVs for this purpose.

1.6. Specification Language
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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2

.1

LDP Operation
FECs

It is necessary to precisely specify which packets may be mapped to
each LSP. This is done by providing a FEC specification for each
LSP. The FEC identifies the set of |IP packets that nay be mapped to
t hat LSP.

Each FEC is specified as a set of one or nore FEC el enents. Each FEC
el ement identifies a set of packets that nmay be napped to the
correspondi ng LSP. Wen an LSP is shared by multiple FEC el enents,
that LSP is termnated at (or before) the node where the FEC el ements
can no | onger share the sanme path.

Thi s specification defines a single type of FEC el enent, the "Address
Prefix FEC elenent". This elenent is an address prefix of any length
fromO to a full address, inclusive.

Addi tional FEC el enents may be defined, as needed, by other
speci fications.

In the renmai nder of this section, we give the rules to be used for
mappi ng packets to LSPs that have been set up using an Address Prefix
FEC el enent .

We say that a particular address "matches" a particul ar address
prefix if and only if that address begins with that prefix. W also
say that a particular packet matches a particular LSP if and only if
that LSP has an Address Prefix FEC el enment that matches the packet’s
destination address. Wth respect to a particular packet and a
particular LSP, we refer to any Address Prefix FEC el enent that

mat ches the packet as the "matching prefix".

The procedure for mapping a particular packet to a particular LSP
uses the following rules. Each rule is applied in turn until the
packet can be mapped to an LSP

- |If a packet matches exactly one LSP, the packet is mapped to
that LSP.

- |If a packet matches multiple LSPs, it is mapped to the LSP
whose matching prefix is the longest. |If there is no one LSP
whose matching prefix is |ongest, the packet is mapped to one
fromthe set of LSPs whose matching prefix is |longer than the
others. The procedure for selecting one of those LSPs is
beyond t he scope of this docunent.
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- If it is known that a packet nust traverse a particul ar egress
router, and there is an LSP that has an Address Prefix FEC
element that is a /32 address of that router, then the packet
is mapped to that LSP. The procedure for obtaining this
know edge is beyond the scope of this docunent.

The procedure for determning that a packet nust traverse a
particul ar egress router is beyond the scope of this docunent. (As
an exanple, if one is running a link state routing algorithm it may
be possible to obtain this information fromthe link state data base.
As anot her exanple, if one is running BGP, it nmay be possible to
obtain this information fromthe BGP next hop attribute of the
packet’s route.)

2.2. Label Spaces, ldentifiers, Sessions, and Transport
2.2.1. Label Spaces

The notion of "label space" is useful for discussing the assignnment
and distribution of |abels. There are two types of |abel spaces:

- Per interface | abel space. Interface-specific inconm ng |abels
are used for interfaces that use interface resources for
| abel s. An exanple of such an interface is a |abel-controlled
ATM interface that uses VCls (Virtual Channel ldentifiers) as
| abel s, or a Frame Relay interface that uses DLCls (Data Link
Connection ldentifiers) as |abels.

Note that the use of a per interface |abel space only nmakes
sense when the LDP peers are "directly connected" over an
interface, and the label is only going to be used for traffic
sent over that interface.

- Per platformlabel space. Platformw de inconming |abels are
used for interfaces that can share the sane | abels.

2.2.2. LDP Il dentifiers

An LDP ldentifier is a six octet quantity used to identify an LSR

| abel space. The first four octets identify the LSR and nust be a
gl obal | y uni que value, such as a 32-bit router |Id assigned to the
LSR. The last two octets identify a specific |abel space within the
LSR. The last two octets of LDP Identifiers for platformw de | abe
spaces are always both zero. This docunment uses the follow ng print
representation for LDP Identifiers:
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<LSR I d> : <l abel space id>
e.g., lsrl71:0, Isri19:2.

Note that an LSR that nmanages and advertises multiple |abel spaces
uses a different LDP lIdentifier for each such | abel space.

A situation where an LSR woul d need to advertise nore than one | abe
space to a peer and hence use nore than one LDP Identifier occurs
when the LSR has two links to the peer and both are ATM (and use per
interface | abels). Another situation would be where the LSR had two
links to the peer, one of which is ethernet (and uses per platform

| abel s) and the other of which is ATM

2.2.3. LDP Sessi ons

LDP sessions exist between LSRs to support |abel exchange between
t hem

When an LSR uses LDP to advertise nore than one | abel space to
another LSR, it uses a separate LDP session for each | abel space.

2.2.4. LDP Transport
LDP uses TCP as a reliable transport for sessions.

VWhen multiple LDP sessions are required between two LSRs, there is
one TCP session for each LDP session

2.3. LDP Sessions between Non-Directly Connected LSRs

LDP sessions between LSRs that are not directly connected at the |ink
| evel may be desirable in sone situations.

For exanple, consider a "traffic engineering" application where LSRa
sends traffic matching sonme criteria via an LSP to non-directly
connected LSRb rather than forwarding the traffic along its normally
rout ed path.

The path between LSRa and LSRb woul d include one or nore internediate
LSRs (LSR1,...LSRn). An LDP session between LSRa and LSRb woul d
enable LSRb to | abel switch traffic arriving on the LSP from LSRa by
providing LSRb neans to advertise |labels for this purpose to LSRa

In this situation, LSRa would apply two |labels to traffic it forwards
on the LSP to LSRb: a label learned fromLSRl to forward traffic
along the LSP path fromLSRa to LSRb; and a | abel |earned from LSRb
to enable LSRb to | abel switch traffic arriving on the LSP
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LSRa first adds the label learned via its LDP session with LSRb to
the packet |abel stack (either by replacing the | abel on top of the
packet | abel stack with it if the packet arrives |abeled or by
pushing it if the packet arrives unlabeled). Next, it pushes the

| abel for the LSP | earned fromLSRL onto the |abel stack

2.4. LDP Discovery

LDP discovery is a mechanismthat enables an LSR to di scover
potential LDP peers. Discovery makes it unnecessary to explicitly
configure an LSR s | abel switching peers.

There are two variants of the discovery nmechani sm

- A Basic Discovery mechani smused to di scover LSR nei ghbors that
are directly connected at the link |evel

- An Extended Di scovery nmechanismused to |ocate LSRs that are
not directly connected at the link |evel

2.4.1. Basic Discovery Mechani sm

To engage in LDP Basic Discovery on an interface, an LSR periodically
sends LDP Link Hellos out the interface. LDP Link Hellos are sent as
UDP packets addressed to the well-known LDP discovery port for the
"all routers on this subnet” group nulticast address.

An LDP Link Hello sent by an LSR carries the LDP lIdentifier for the
| abel space the LSR intends to use for the interface and possibly
addi tional information.

Recei pt of an LDP Link Hello on an interface identifies a "Hello

adj acency” with a potential LDP peer reachable at the link | evel on
the interface as well as the | abel space the peer intends to use for
the interface.

2.4.2. Extended Di scovery Mechani sm

LDP sessions between non-directly connected LSRs are supported by LDP
Ext ended Di scovery.

To engage in LDP Extended Di scovery, an LSR periodically sends LDP
Targeted Hellos to a specific address. LDP Targeted Hell os are sent
as UDP packets addressed to the well-known LDP discovery port at the
speci fic address.
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An LDP Targeted Hello sent by an LSR carries the LDP Identifier for
the | abel space the LSR intends to use and possibly additiona
optional information

Ext ended Di scovery differs from Basic Discovery in the follow ng
ways:

- A Targeted Hello is sent to a specific address rather than to
the "all routers” group nulticast address for the outgoing
interface.

- Unlike Basic Discovery, which is synmetric, Extended Di scovery
is asymetric.

One LSR initiates Extended Di scovery with another targeted LSR
and the targeted LSR deci des whether to respond to or ignore
the Targeted Hello. A targeted LSR that chooses to respond
does so by periodically sending Targeted Hell os to the
initiating LSR

Recei pt of an LDP Targeted Hello identifies a "Hell o adjacency” with
a potential LDP peer reachable at the network | evel and the | abel
space the peer intends to use.

2.5. Establishing and Mintaining LDP Sessions

2.5.1. LDP Sessi on Establi shment

The exchange of LDP Discovery Hellos between two LSRs triggers LDP
session establishment. Session establishnent is a two step process:

- Transport connection establishnent
- Session initialization

The foll owi ng describes establishment of an LDP session between LSRs
LSR1 and LSR2 fromLSR1's point of view. |t assunmes the exchange of

Hel | os specifying | abel space LSR1:a for LSR1 and | abel space LSR2:b
for LSR2

2.5.2. Transport Connection Establishnent

The exchange of Hellos results in the creation of a Hello adjacency

at LSR1 that serves to bind the link (L) and the | abel spaces LSRl:a
and LSR2: b.

1. If LSR1 does not already have an LDP session for the exchange
of label spaces LSRl:a and LSR2:b, it attenpts to open a TCP
connection for a new LDP session with LSR2
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LSR1 determ nes the transport addresses to be used at its end
(Al) and LSR2's end (A2) of the LDP TCP connection. Address Al
is determned as foll ows:

a. If LSRL uses the Transport Address optional object (TLV) in
Hellos it sends to LSR2 to advertise an address, Al is the
address LSR1 advertises via the optional object;

b. If LSR1 does not use the Transport Address optional object,
Al is the source address used in Hellos it sends to LSR2.

Simlarly, address A2 is determ ned as follows:

a. If LSR2 uses the Transport Address optional object, A2 is
the address LSR2 advertises via the optional object;

b. If LSR2 does not use the Transport Address optional object,
A2 is the source address in Hellos received from LSR2.

LSR1 determ nes whether it will play the active or passive role
in session establishnent by conparing addresses Al and A2 as
unsigned integers. If Al > A2, LSRl1 plays the active role;
otherwi se, it is passive.

The procedure for conmparing Al and A2 as unsigned integers is:

- If Al and A2 are not in the sane address fanmly, they are
i nconpar abl e, and no session can be established.

- Let Ul be the abstract unsigned integer obtained by treating
Al as a sequence of bytes, where the byte that appears
earliest in the message is the nost significant byte of the
integer and the byte that appears latest in the nessage is
the least significant byte of the integer.

Let U2 be the abstract unsigned integer obtained fromA2 in
a sinilar manner.

- Conmpare Ul with U2. If Ul > U2, then A1 > A2; if Ul < U2,
then Al < A2.

If LSRL is active, it attenpts to establish the LDP TCP
connection by connecting to the well-known LDP port at address
A2. If LSRl is passive, it waits for LSR2 to establish the LDP
TCP connection to its well-known LDP port.
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Note that when an LSR sends a Hello, it selects the transport address
for its end of the session connection and uses the Hello to advertise
the address, either explicitly by including it in an optiona
Transport Address TLV or inplicitly by omtting the TLV and using it
as the Hell o source address.

An LSR MJST advertise the same transport address in all Hellos that
advertise the same | abel space. This requirenent ensures that two
LSRs linked by nultiple Hello adjacencies using the sane | abel spaces
pl ay the sanme connection establishnment role for each adjacency.

2.5.3. Session Initialization

After LSRL and LSR2 establish a transport connection, they negotiate
session paraneters by exchanging LDP Initialization messages. The
paraneters negotiated include LDP protocol version, |abe
distribution nmethod, tiner values, VPI/VCl (Virtual Path ldentifier /
Virtual Channel Identifier) ranges for |abel controlled ATM DLC
(Data Link Connection Identifier) ranges for |abel controlled Frame
Rel ay, etc.

Successful negotiation conpletes establishment of an LDP session
between LSR1 and LSR2 for the advertisenent of |abel spaces LSRl:a
and LSR2: b.

The foll owi ng describes the session initialization fromLSRl's point
of view.

After the connection is established, if LSRL is playing the active
role, it initiates negotiation of session parameters by sending an
Initialization nmessage to LSR2. |If LSRl is passive, it waits for
LSR2 to initiate the parameter negotiation

In general when there are nultiple links between LSRL and LSR2 and
mul tiple | abel spaces to be advertised by each, the passive LSR
cannot know which | abel space to advertise over a newy established
TCP connection until it receives the LDP Initialization nmessage on
the connection. The Initialization message carries both the LDP
Identifier for the sender’s (active LSR s) |abel space and the LDP
Identifier for the receiver's (passive LSR s) |abel space

By waiting for the Initialization nessage fromits peer, the passive
LSR can match the | abel space to be advertised by the peer (as
determned fromthe LDP Identifier in the PDU header for the
Initialization nessage) with a Hell o adjacency previously created
when Hel | os were exchanged.
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1. When LSR1 plays the passive role:

a. If LSRL receives an Initialization nessage, it attenpts to
match the LDP Identifier carried by the nessage PDU with a
Hel | o adj acency.

b. If there is a matching Hell o adjacency, the adjacency
specifies the |ocal |abel space for the session

Next LSR1 checks whether the session paraneters proposed in
the nessage are acceptable. |If they are, LSRL replies with
an Initialization nessage of its own to propose the
paraneters it wi shes to use and a KeepAlive nmessage to
signal acceptance of LSR2's paraneters. |If the parameters
are not acceptable, LSR1 responds by sending a Session

Rej ect ed/ Paraneters Error Notification nessage and cl osing
the TCP connecti on.

c. If LSRL cannot find a matching Hell o adjacency, it sends a
Session Rejected/No Hello Error Notification nmessage and
cl oses the TCP connection

d. If LSRL receives a KeepAlive in response to its
Initialization nessage, the session is operational from
LSR1's point of view.

e. If LSRL receives an Error Notification nessage, LSR2 has
rejected its proposed session and LSR1 cl oses the TCP
connecti on.

2. VWen LSR1 plays the active role:

a. If LSRL receives an Error Notification nessage, LSR2 has
rejected its proposed session and LSR1 cl oses the TCP
connecti on.

b. If LSRL receives an Initialization nessage, it checks
whet her the session paraneters are acceptable. If so, it
replies with a KeepAlive nessage. |If the session paraneters
are unacceptabl e, LSR1L sends a Session Rejected/ Paraneters
Error Notification nessage and cl oses the connection

c. If LSRL receives a KeepAlive nessage, LSR2 has accepted its
proposed sessi on paramneters.

d. When LSR1 has received both an acceptable Initialization

message and a KeepAlive nessage, the session is operationa
fromLSRLl's point of view
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Until the LDP session is established, no other nessages
except those listed in the procedures above may be
exchanged, and the rules for processing the U-bit in LDP
messages are overridden. |If a message other than those
listed in the procedures above is received, a Shutdown nsg
MJUST be transnmitted and the transport connecti on MJST be
cl osed.

It is possible for a pair of inconpatibly configured LSRs that

di sagree on session paraneters to engage in an endl ess sequence of
messages as each NAKs the other’s Initialization nmessages with Error
Notificati on nessages.

An LSR MJST throttle its session setup retry attenpts with an
exponential backoff in situations where Initialization nmessages are
being NAK' d. It is also recommended that an LSR detecting such a
situation take action to notify an operator

The session establishment setup attenpt following a NAK d
Initialization nessage MJUST be del ayed no | ess than 15 seconds, and
subsequent del ays MJST grow to a maxi num delay of no | ess than 2

m nutes. The specific session establishnment action that nust be
del ayed is the attenpt to open the session transport connection by
the LSR playing the active role.

The throttl ed sequence of Initialization NAKs is unlikely to cease
until operator intervention reconfigures one of the LSRs. After such
a configuration action, there is no further need to throttle
subsequent session establishment attenpts (until their Initialization
messages are NAK d).

Due to the asymmetric nature of session establishnent,
reconfiguration of the passive LSRwill go unnoticed by the active
LSR wi thout sone further action. Section "Hello Message" describes
an optional mechanisman LSR can use to signal potential LDP peers
that it has been reconfigured.

2.5. 4. Initialization State Machi ne

It is convenient to describe LDP session negotiation behavior in
terms of a state nmachine. W define the LDP state machine to have
five possible states and present the behavior as a state transition
table and as a state transition diagram Note that a Shutdown
message is inplemented as a Notification nessage with a Status TLV
indicating a fatal error.
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Session Initialization State Transition Tabl e
STATE EVENT NEW STATE

NON EXI STENT Session TCP connection established | N TIALIZED
est abl i shed

INITIALIZED Transmit Initialization nsg OPENSENT
(Active Role)

Recei ve acceptabl e OPENREC
Initialization nsg
(Passi ve Rol e)
Action: Transmit Initialization
msg and KeepAlive nsg

Recei ve Any ot her LDP nsg NON EXI STENT
Action: Transmit Error Notification nsg
(NAK) and close transport connection

OPENREC Recei ve KeepAlive nsg OPERATI ONAL

Recei ve Any ot her LDP nsg NON EXI STENT
Action: Transmit Error Notification nsg
(NAK) and close transport connection

OPENSENT Recei ve acceptabl e OPENREC
Initialization nsg
Action: Transmt KeepAlive nsg

Recei ve Any other LDP nsg NON EXI STENT
Action: Transmit Error Notification nmsg
(NAK) and cl ose transport connection

OPERATI ONAL Recei ve Shut down nsg NON EXI STENT
Action: Transmt Shutdown nmsg and
cl ose transport connection

Recei ve ot her LDP nsgs OPERATI ONAL
Ti meout NON EXI STENT
Action: Transmt Shutdown nsg and
cl ose transport connection
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Session Initialization State Transition Di agram
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2.5.5. Miintaining Hell o Adjacencies
An LDP session with a peer has one or nore Hell o adjacenci es.

An LDP session has nultiple Hello adjacencies when a pair of LSRs is
connected by multiple |inks that share the sane | abel space; for
exanple, nultiple PPP |inks between a pair of routers. 1In this
situation, the Hellos an LSR sends on each such link carry the same
LDP ldentifier.

LDP i ncl udes nechanisns to nonitor the necessity of an LDP session
and its Hell o adjacenci es.

LDP uses the regul ar receipt of LDP Discovery Hellos to indicate a
peer’s intent to use the | abel space identified by the Hello. An LSR
mai ntains a hold timer with each Hell o adjacency that it restarts
when it receives a Hello that matches the adjacency. |If the tiner
expires without receipt of a matching Hello fromthe peer, LDP

concl udes that the peer no |onger wi shes to |abel switch using that

| abel space for that link (or target, in the case of Targeted Hell os)
or that the peer has failed. The LSR then deletes the Hello

adj acency. Wen the last Hello adjacency for an LDP session is

del eted, the LSR term nates the LDP session by sending a Notification
message and cl osing the transport connection

2.5.6. Mintaining LDP Sessions
LDP i ncl udes nechanisns to nonitor the integrity of the LDP session

LDP uses the regul ar recei pt of LDP PDUs on the session transport
connection to nonitor the integrity of the session. An LSR maintains
a KeepAlive Tiner for each peer session that it resets whenever it
receives an LDP PDU fromthe session peer. |If the KeepAlive Timer
expires without receipt of an LDP PDU fromthe peer, the LSR
concludes that the transport connection is bad or that the peer has
failed, and it term nates the LDP session by closing the transport
connecti on.

After an LDP session has been established, an LSR nust arrange that
its peer receive an LDP PDU fromit at |east every KeepAlive tine
period to ensure the peer restarts the session KeepAlive Tiner. The
LSR may send any protocol nessage to neet this requirenment. In

ci rcunmstances where an LSR has no other information to comunicate to
its peer, it sends a KeepAlive message.

An LSR may choose to ternminate an LDP session with a peer at any

time. Should it choose to do so, it inforns the peer with a Shutdown
nessage
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2.6. Label Distribution and Managenent

The MPLS architecture [ RFC3031] allows an LSR to distribute a FEC
| abel binding in response to an explicit request from another LSR
This is known as Downstream On Demand | abel distribution. It also
allows an LSR to distribute | abel bindings to LSRs that have not
explicitly requested them [RFC3031] calls this method of | abel
distribution Unsolicited Downstream this document uses the term
Downst r eam Unsol i cit ed.

Both of these |abel distribution techniques nay be used in the sane
network at the sane tine. However, for any given LDP session, each
LSR rmust be aware of the label distribution nethod used by its peer
in order to avoid situations where one peer using Downstream
Unsolicited | abel distribution assumes its peer is also. See Section
"Downstream on Demand Label Advertisenent".

2.6.1. Label Distribution Control Mde

The behavior of the initial setup of LSPs is determ ned by whether
the LSR is operating with i ndependent or Ordered LSP Control. An LSR
may support both types of control as a configurable option.

2.6.1.1. Independent Label Distribution Control

When usi ng i ndependent LSP control, each LSR nmay advertise | abel
mappings to its neighbors at any tinme it desires. For exanple, when
operating in i ndependent Downstream on Demand node, an LSR nay answer
requests for | abel mappings i mediately, without waiting for a | abel
mappi ng fromthe next hop. Wen operating in independent Downstream
Unsolicited node, an LSR may advertise a | abel mapping for a FEC to
its neighbors whenever it is prepared to | abel-switch that FEC

A consequence of using independent node is that an upstream | abel can
be advertised before a downstream | abel is received.

2.6.1.2. Odered Label Distribution Control

When using LSP Ordered Control, an LSR may initiate the transm ssion
of a label mapping only for a FEC for which it has a | abel napping
for the FEC next hop, or for which the LSRis the egress. For each
FEC for which the LSRis not the egress and no nmappi ng exists, the
LSR MUST wait until a |label froma downstream LSR is received before
mappi ng the FEC and passing corresponding | abels to upstream LSRs.
An LSR rmay be an egress for some FECs and a non-egress for others.

An LSR may act as an egress LSR, with respect to a particular FEC,
under any of the follow ng conditions:
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1. The FEC refers to the LSRitself (including one of its directly
attached interfaces).

2. The next hop router for the FEC is outside of the Labe
Swi t chi ng Net wor k.

3. FEC el enments are reachabl e by crossing a routing domain
boundary, such as another area for OSPF summary networks, or
anot her aut ononobus system for OSPF AS externals and BGP routes
[ RFC2328] [ RFC4271].

Note that whether an LSR is an egress for a given FEC may change over
time, depending on the state of the network and LSR configuration
settings.

2.6.2. Label Retention Mde

The MPLS architecture [ RFC3031] introduces the notion of |abe
retention node which specifies whether an LSR naintains a | abe
binding for a FEC | earned from a nei ghbor that is not its next hop
for the FEC

2.6.2.1. Conservative Label Retention Mde

I n Downstream Unsolicited adverti sement node, |abel mapping
advertisenents for all routes nmay be received fromall peer LSRs.
When using Conservative Label retention, advertised |abel nmappings
are retained only if they will be used to forward packets (i.e., if
they are received froma valid next hop according to routing). If
operating in Downstream on Demand node, an LSR will request |abe
mappi ngs only fromthe next hop LSR according to routing. Since
Downst ream on Demand node is primarily used when | abel conservation
is desired (e.g., an ATMswitch with limted cross connect space), it
is typically used with the Conservative Label retention node.

The main advant age of the conservative nmode is that only the |abels
that are required for the forwarding of data are allocated and

mai ntained. This is particularly inmportant in LSRs where the | abe
space is inherently limted, such as in an ATMswitch. A

di sadvant age of the conservative node is that if routing changes the
next hop for a given destination, a new | abel nust be obtained from
the new next hop before | abel ed packets can be forwarded.

2.6.2.2. Liberal Label Retention Mde
I n Downstream Unsolicited adverti senent node, |abel napping

advertisenents for all routes nay be received fromall LDP peers
When using Liberal Label retention, every |abel mappings received
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froma peer LSR is retained regardl ess of whether the LSR is the next
hop for the advertised mapping. When operating in Downstream on
Demand nmode with Liberal Label retention, an LSR mi ght choose to
request | abel mappings for all known prefixes fromall peer LSRs.
Not e, however, that Downstream on Denmand node is typically used by
devi ces such as ATM switch-based LSRs for which the conservative
approach is recomended.

The mai n advant age of the Liberal Label retention node is that
reaction to routing changes can be qui ck because | abels al ready
exi st. The main di sadvantage of the liberal node is that unneeded
| abel mappings are distributed and nmai ntai ned.

2.6. 3. Label Adverti senment NMbde

Each interface on an LSR is configured to operate in either

Downst ream Unsol i cited or Downstream on Dermand adverti senent node.
LSRs exchange adverti senent nodes during initialization. The ngjor
di fference between Downstream Unsolicited and Downstream on Demand
modes is in which LSR takes responsibility for initiating mapping
requests and mappi ng adverti senents.

2.7. LDP Identifiers and Next Hop Addresses

An LSR maintains |earned |abels in a Label Information Base (LIB)
When operating in Downstream Unsolicited node, the LIB entry for an
address prefix associates a collection of (LDP lIdentifier, |abel)
pairs with the prefix, one such pair for each peer advertising a

| abel for the prefix.

When the next hop for a prefix changes, the LSR nust retrieve the

| abel advertised by the new next hop fromthe LIB for use in
forwarding. To retrieve the |abel, the LSR nust be able to map the
next hop address for the prefix to an LDP ldentifier

Simlarly, when the LSR learns a |abel for a prefix froman LDP peer,
it nust be able to determ ne whether that peer is currently a next
hop for the prefix to determ ne whether it needs to start using the
newy | earned | abel when forwardi ng packets that match the prefix.

To make that decision, the LSR nust be able to map an LDP Identifier
to the peer’s addresses to check whether any are a next hop for the
prefi x.

To enable LSRs to map between a peer LDP ldentifier and the peer’s

addresses, LSRs advertise their addresses using LDP Address and
W t hdraw Addr ess nessages.

Ander sson, et al. St andards Track [ Page 22]



RFC 5036 LDP Specification Cct ober 2007

An LSR sends an Address nessage to advertise its addresses to a peer
An LSR sends a Wthdraw Address nessage to w t hdraw previously
adverti sed addresses from a peer.

2.8. Loop Detection

Loop Detection is a configurable option that provides a mechani smfor
finding | ooping LSPs and for preventing Label Request nessages from
| ooping in the presence of non-nerge capabl e LSRs.

The nechani sm nakes use of Path Vector and Hop Count TLVs carried by
Label Request and Label Mapping nmessages. It builds on the follow ng
basi c properties of these TLVs:

- A Path Vector TLV contains a list of the LSRs that its
contai ni ng nessage has traversed. An LSRis identified in a
Path Vector list by its unique LSR Identifier (1d), which is
the first four octets of its LDP Identifier. Wen an LSR
propagates a message containing a Path Vector TLV, it adds its
LSRId to the Path Vector list. An LSR that receives a nessage
with a Path Vector that contains its LSR I1d detects that the
message has traversed a | oop. LDP supports the notion of a
maxi mum al | owabl e Path Vector |ength; an LSR that detects a
Pat h Vector has reached the nmaxi num |l ength behaves as if the
cont ai ni ng nessage has traversed a | oop

- A Hop Count TLV contains a count of the LSRS that the
contai ni ng nessage has traversed. Wen an LSR propagates a
nmessage containing a Hop Count TLV, it increnments the count.
An LSR that detects a Hop Count has reached a configured
maxi mum val ue behaves as if the containing nessage has
traversed a | oop. By convention, a count of O is interpreted
to nean the hop count is unknown. Increnenting an unknown hop
count value results in an unknown hop count value (0).

The foll owi ng paragraphs describe LDP Loop Detection procedures. For
t hese paragraphs, and only these paragraphs, "MJST" is redefined to
mean "MJST if configured for Loop Detection". The paragraphs specify
messages that MJUST carry Path Vector and Hop Count TLVs. Note that
the Hop Count TLV and its procedures are used w thout the Path Vector
TLV in situations when Loop Detection is not configured (see

[ RFC3035] and [ RFC3034]).

2.8.1. Label Request Message
The use of the Path Vector TLV and Hop Count TLV prevent Label

Request nessages from |l ooping in environnents that include non-nerge
capabl e LSRs.
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The rul es that govern use of the Hop Count TLV in Label Request
messages by LSR R when Loop Detection is enabled are the foll ow ng:

- The Label Request nmessage MJST include a Hop Count TLV.

- |If Ris sending the Label Request because it is a FEC ingress, it
MUST include a Hop Count TLV with hop count val ue 1.

- If Ris sending the Label Request as a result of having received a
Label Request from an upstream LSR, and if the received Labe
Request contains a Hop Count TLV, R MJST increnent the received
hop count value by 1 and MJUST pass the resulting value in a Hop
Count TLV to its next hop along with the Label Request message.

The rul es that govern use of the Path Vector TLV in Label Request
messages by LSR R when Loop Detection is enabled are the foll ow ng:

- |If Ris sending the Label Request because it is a FEC ingress,
then if Ris non-merge capable, it MJST include a Path Vector TLV
of length 1 containing its own LSR Id.

- If Ris sending the Label Request as a result of having received a
Label Request from an upstream LSR, then if the received Labe
Request contains a Path Vector TLV or if R is non-merge capabl e:

R MUST add its own LSR Id to the Path Vector, and MJST pass the
resulting Path Vector to its next hop along with the Labe
Request nessage. |If the Label Request contains no Path Vector
TLV, R MJST include a Path Vector TLV of length 1 containing
its owmn LSR Id.

Note that if R receives a Label Request message for a particul ar FEC
and R has previously sent a Label Request nmessage for that FECto its
next hop and has not yet received a reply, and if Rintends to nerge
the newy received Label Request with the existing outstandi ng Labe

Request, then R does not propagate the Label Request to the next hop.

If Rreceives a Label Request nmessage fromits next hop with a Hop
Count TLV that exceeds the configured maxi mumvalue, or with a Path
Vector TLV containing its own LSR Id or which exceeds the naximm
al l owabl e I ength, then R detects that the Label Request nessage has
traveled in a | oop.

When R detects a loop, it MIST send a Loop Detected Notification

message to the source of the Label Request nessage and drop the Labe
Request nessage.
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2.8.2. Label WMapping Message

The use of the Path Vector TLV and Hop Count TLV in the Label Mapping
message provide a mechanismto find and term nate | ooping LSPs. Wen
an LSR recei ves a Label Mapping nessage froma next hop, the nessage
i s propagated upstream as specified below until an ingress LSRis
reached or a loop is found.

The rul es that govern the use of the Hop Count TLV in Label WMapping
messages sent by an LSR R when Loop Detection is enabled are the
fol | owi ng:

- R MJST include a Hop Count TLV.
- If Ris the egress, the hop count value MJST be 1.

- |If the Label Mapping nessage is being sent to propagate a Label
Mappi ng nessage received fromthe next hop to an upstream peer,
the hop count value MJST be determined as foll ows:

o If Ris a nmenber of the edge set of an LSR domai n whose LSRs do
not perform’ TTL-decrenent’ (e.g., an ATM LSR domain or a Frane
Rel ay LSR domai n) and the upstream peer is within that donain,
R MUST reset the hop count to 1 before propagating the nessage.

0 Oherwise, R MIST increnment the hop count received fromthe
next hop before propagating the nessage.

- |f the Label Mapping nessage is not being sent to propagate a
Label Mapping nessage, the hop count value MJST be the result of
incrementing R's current know edge of the hop count |earned from
previ ous Label Mapping nessages. Note that this hop count val ue
will be unknown if R has not received a Label Mapping nmessage from
t he next hop.

Any Label Mappi ng message MAY contain a Path Vector TLV. The rules
that govern the mandatory use of the Path Vector TLV in Label Mapping
messages sent by LSR R when Loop Detection is enabled are the

fol | owi ng:

- If Ris the egress, the Label Mappi ng nmessage need not include a
Pat h Vector TLW.

- If Ris sending the Label Mapping nmessage to propagate a Label

Mappi ng nessage received fromthe next hop to an upstream peer,
t hen:
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o If Ris merge capable and if R has not previously sent a Labe
Mappi hg nessage to the upstream peer, then it MJST include a
Path Vector TLV.

o |f the received nessage contains an unknown hop count, then R
MUST include a Path Vector TLW.

o |If R has previously sent a Label Mapping nmessage to the
upstream peer, then it MJST include a Path Vector TLV if the
recei ved nessage reports an LSP hop count increase, a change in
hop count from unknown to known, or a change from known to
unknown.

If the above rules require Rinclude a Path Vector TLV in the Labe
Mappi ng nessage, R conputes it as foll ows:

o |If the received Label Mapping nessage included a Path Vector,
the Path Vector sent upstream MJUST be the result of adding R's
LSR Id to the received Path Vector

o If the received nessage had no Path Vector, the Path Vector
sent upstream MUST be a Path Vector of length 1 containing Rs
LSR 1d.

- |f the Label Mapping nmessage is not being sent to propagate a
recei ved nmessage upstream the Label Mapping nmessage MJST incl ude
a Path Vector of length 1 containing R s LSR Id.

If Rreceives a Label Mapping nessage fromits next hop with a Hop
Count TLV that exceeds the configured maxi mumvalue, or with a
Path Vector TLV containing its owmn LSR Id or that exceeds the

maxi mum al | owabl e I ength, then R detects that the correspondi ng
LSP contains a | oop.

When R detects a loop, it MJST stop using the |abel for
forwardi ng, drop the Label Mappi ng nmessage, and signal Loop
Detected status to the source of the Label Mpping nessage.

3. Di scussi on

If Loop Detection is desired in an MPLS donain, then it should be
turned on in ALL LSRs within that MPLS donmain, else Loop Detection
will not operate properly and may result in undetected | oops or in
fal sely detected | oops.

LSRs that are configured for Loop Detection are NOT expected to store
the Path Vectors as part of the LSP state.
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Note that in a network where only non-nerge capable LSRs are present,
Path Vectors are passed downstreamfromingress to egress, and are
not passed upstream Even when nerge is supported, Path Vectors need
not be passed upstreamalong an LSP that is known to reach the
egress. \Wen an LSR experiences a change of next hop, it need pass
Path Vectors upstreamonly when it cannot tell fromthe hop count
that the change of next hop does not result in a |oop

In the case of ordered | abel distribution, Label Mpping nessages are
propagated fromegress toward ingress, naturally creating the Path
Vector along the way. |In the case of independent |abel distribution,
an LSR may originate a Label Mapping nmessage for a FEC before
receiving a Label Mapping nmessage fromits downstream peer for that
FEC. In this case, the subsequent Label Mapping nessage for the FEC
received fromthe downstream peer is treated as an update to LSP
attributes, and the Label Mapping nessage nust be propagated
upstream Thus, it is recommended that Loop Detection be configured
in conjunction with ordered | abel distribution, to mnimze the
nunber of Label Mapping update nessages.

2.9. Authenticity and Integrity of LDP Messages

This section specifies a mechanismto protect against the

i ntroduction of spoofed TCP segnents into LDP session connection
streans. The use of this mechani sm MJST be supported as a

confi gurabl e option.

The nmechani smis based on use of the TCP MD5 Signature Option
specified in [RFC2385] for use by BGP [ RFC4271]. See [RFC1321] for a
specification of the MD5 hash function. Froma standards maturity
poi nt of view, the current docunent relates to [ RFC2385] the same way
as [RFC4271] relates to [ RFC2385]. This is explained in [ RFC4278].

2.9.1. TCP MX5 Signature Option
The foll owi ng quotes from[RFC2385] outline the security properties
achi eved by using the TCP MD5 Signature Option and summarize its
operati on:
"I ESG Not e
Thi s docunent describes current existing practice for securing

BGP agai nst certain sinple attacks. It is understood to have
security weaknesses agai nst concerted attacks."
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" Abstract

This meno describes a TCP extension to enhance security for
BGP. It defines a new TCP option for carrying an MD5 [ RFC1321]
digest in a TCP segnent. This digest acts |ike a signature for
that segnent, incorporating information known only to the
connection end points. Since BGP uses TCP as its transport,
using this option in the way described in this paper
significantly reduces the danger fromcertain security attacks
on BGP. "

"] ntroduction

The primary notivation for this optionis to allow BGP to
protect itself against the introduction of spoofed TCP segments
into the connection stream O particular concern are TCP
resets.

To spoof a connection using the scheme described in this paper,
an attacker would not only have to guess TCP sequence nunbers,
but woul d al so have had to obtain the password included in the
MD5 digest. This password never appears in the connection
stream and the actual formof the password is up to the
application. It could even change during the lifetinme of a
particul ar connection so |long as this change was synchronized
on both ends (although retransni ssion can becone probl ematica
in some TCP inplenentations with changi ng passwords).

Finally, there is no negotiation for the use of this option in
a connection, rather it is purely a matter of site policy
whet her or not its connections use the option."

"MD5 as a Hashing Al gorithm

Since this meno was first issued (under a different title), the
MD5 al gorithm has been found to be vulnerable to collision
search attacks [Dobb], and is considered by sone to be
insufficiently strong for this type of application

This nmeno still specifies the MD5 algorithm however, since the
option has al ready been depl oyed operationally, and there was
no "algorithmtype" field defined to allow an upgrade using the
sane option nunber. The original docunent did not specify a
type field since this would require at | east one nore byte, and
it was felt at the time that taking 19 bytes for the conplete
option (which would probably be padded to 20 bytes in TCP

i mpl ementations) would be too nuch of a waste of the already
limted option space.
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Thi s does not prevent the depl oynent of another simlar option
whi ch uses anot her hashing algorithm (like SHA-1). Also, if
nmost i npl enentations pad the 18 byte option as defined to 20
bytes anyway, it would be just as well to define a new option
whi ch contains an algorithmtype field.

This woul d need to be addressed in another document, however."
End of quotes from [ RFC2385].
2.9.2. LDP Use of TCP MD5 Signature Option
LDP uses the TCP MD5 Signature Option as foll ows:

- Use of the MD5 Signature Option for LDP TCP connections is a
configurabl e LSR opti on.

- An LSR that uses the MD5 Signature Option is configured with a
password (shared secret) for each potential LDP peer

- The LSR applies the MD5 algorithmas specified in [ RFC2385] to
conpute the VD5 digest for a TCP segnment to be sent to a peer
Thi s conputation nakes use of the peer password as well as the
TCP segment .

- \When the LSR receives a TCP segrment with an MD5 digest, it
val i dates the segment by calculating the MD5 digest (using its
own record of the password) and conpares the conputed di gest
with the received digest. |If the conparison fails, the segnent
i s dropped w thout any response to the sender

- The LSR ignores LDP Hellos fromany LSR for which a password
has not been configured. This ensures that the LSR establishes
LDP TCP connections only with LSRs for which a password has
been confi gured.

2.10. Label Distribution for Explicitly Routed LSPs

Traffic Engineering [RFC2702] is expected to be an inportant MPLS
application. MPLS support for Traffic Engineering uses explicitly
routed LSPs, which need not follow normally-routed (hop-by-hop) paths
as determ ned by destination-based routing protocols. CR-LDP [ CRLDP]
defines extensions to LDP to use LDP to set up explicitly routed
LSPs.
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3.

3.

Prot ocol Specification

Previ ous sections that describe LDP operation have di scussed
scenarios that involve the exchange of nessages anong LDP peers.
Thi s section specifies the nessage encodi ngs and procedures for
processi ng the nessages.

LDP message exchanges are acconplished by sending LDP protocol data
units (PDUs) over LDP session TCP connecti ons.

Each LDP PDU can carry one or nore LDP nessages. Note that the
messages in an LDP PDU need not be related to one another. For
exanple, a single PDU could carry a nmessage advertising FEC-|abe

bi ndi ngs for several FECs, another nmessage requesting | abel bindings
for several other FECs, and a third Notification nmessage signaling
sone event.

1. LDP PDUs

Each LDP PDU is an LDP header followed by one or nore LDP messages.
The LDP header is:

0 1 2 3
012345678901234567890123456789¢01

R et e s i o e s i i
| Version | PDU Lengt h |
B i s T T i i o S o T Ji I
| LDP Identifier |
+ i i i S I S S
s T i T s sl T S i R S R T
Ver si on
Two octet unsigned integer containing the version nunber of the
protocol. This version of the specification specifies LDP

protocol version 1.

PDU Lengt h
Two octet integer specifying the total length of this PDU in
octets, excluding the Version and PDU Length fi el ds.

The maxi num al | owabl e PDU Length is negoti abl e when an LDP session
is initialized. Prior to conpletion of the negotiation, the
maxi mum al | owabl e I ength is 4096 bytes.
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LDP I dentifier
Six octet field that uniquely identifies the | abel space of the
sending LSR for which this PDU applies. The first four octets
identify the LSR and MJUST be a gl obally uni que value. |t SHOULD
be a 32-bit router Id assigned to the LSR and al so used to
identify it in Loop Detection Path Vectors. The last two octets
identify a | abel space within the LSR  For a platformw de | abe
space, these SHOULD both be zero.

Note that there is no alignnment requirenent for the first octet of an
LDP PDU

3.2. LDP Procedures
LDP defi nes messages, TLVs, and procedures in the foll ow ng areas:

- Peer discovery

- Session nanagenent

- Label distribution

- Notification of errors and advi sory information

The sections that follow describe the nessage and TLV encodi ngs for
these areas and the procedures that apply to them

The | abel distribution procedures are conplex and are difficult to
describe fully, coherently, and unanbi guously as a collection of
separ ate nessage and TLV specificati ons.

Appendi x A, "LDP Label Distribution Procedures”, describes the | abe
distribution procedures in terns of |abel distribution events that
may occur at an LSR and how the LSR must respond. Appendix Ais the
specification of LDP |abel distribution procedures. |If a procedure
described el sewhere in this docunent conflicts with Appendi x A,
Appendi x A specifies LDP behavi or

3.3. Type-Length-Val ue Encodi ng

LDP uses a Type-Length-Val ue (TLV) encodi ng scheme to encode much of
the information carried in LDP nessages.

An LDP TLV is encoded as a 2 octet field that uses 14 bits to specify
a Type and 2 bits to specify behavior when an LSR doesn’'t recognize
the Type, followed by a 2 octet Length field, followed by a variable
| ength Val ue field.
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0 1 2 3

01234567890123456789012345678901
s e e e e e e e e e e be e e e e e e e e e e e e e e e e e e -
Ul Fi Type | Lengt h |
Fo e e b e e e b e e e e e e e e e e e e e e e e e e e e e e

Val ue

|
|
+

+
I
+
|
|
| i S i S s i SR S S o
I

+

B S S O i sl S N
U bit
Unknown TLV bit. Upon receipt of an unknown TLV, if Uis clear
(=0), a notification MJST be returned to the nessage ori gi nator
and the entire nmessage MJST be ignored; if Uis set (=1), the
unknown TLV MUST be silently ignored and the rest of the nessage

processed as if the unknown TLV did not exist. The sections
followi ng that define TLVs specify a value for the Ubit.

F-bit
Forward unknown TLV bit. This bit applies only when the U-bit is
set and the LDP nessage containing the unknowmn TLV is to be
forwarded. |If Fis clear (=0), the unknown TLV is not forwarded
with the containing nessage; if Fis set (=1), the unknown TLV is
forwarded with the containing message. The sections follow ng
that define TLVs specify a value for the F-bit. By setting both
the U and F-bits, a TLV can be propagated as opaque data through
nodes that do not recogni ze the TLV.

Type
Encodes how the Value field is to be interpreted.

Length
Specifies the length of the Value field in octets.

Val ue
Cctet string of Length octets that encodes information to be
interpreted as specified by the Type field.

Note that there is no alignnment requirenent for the first octet of a
TLV.

Note that the Value field itself may contain TLV encodings. That is,
TLVs may be nest ed.
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The TLV encoding schene is very general. In principle, everything
appearing in an LDP PDU coul d be encoded as a TLV. This
specification does not use the TLV schene to its full generality. It

is not used where its generality is unnecessary and its use woul d
wast e space unnecessarily. These are usually places where the type
of a value to be encoded is known, for exanple by its position in a
message or an enclosing TLV, and the length of the value is fixed or
readily derivable fromthe value encoding itself.

Sone of the TLVs defined for LDP are simlar to one another. For
exanple, there is a Generic Label TLV, an ATM Label TLV, and a Frane
Rel ay TLV; see Sections "Ceneric Label TLV', "ATM Label TLV', and
"Frame Relay TLV'

VWiile it is possible to think about TLVs related in this way in terns
of a TLV type that specifies a TLV class and a TLV subtype that
specifies a particular kind of TLV within that class, this
specification does not fornmalize the notion of a TLV subtype.

The specification assigns type values for related TLVs, such as the
| abel TLVs, froma contiguous block in the 16-bit TLV type nunber
space.

Section "TLV Sunmary" lists the TLVs defined in this version of the
protocol and the section in this docunment that describes each

3.4. TLV Encodings for Commonly Used Paraneters
There are several paraneters used by nore than one LDP nessage. The
TLV encodings for these commonly used paraneters are specified in
this section.

3.4.1. FEC TLV

Label s are bound to Forwardi ng Equi val ence O asses (FECs). A FECis
a list of one or nore FEC el enents. The FEC TLV encodes FEC itens.
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Its encoding is:

0 1 2 3
01234567890123456789012345678901
B S e i i S i e s R o i SH S
EC (0x0100) | Lengt h |
R T T e R e e St i S S S R R SR S S
FEC El enent 1 |
B S S e i S S T A S S S S S S i S S

+- 4o+
0] F
+-+- +

o

B s o T o i R R S i ik i Sh SRR N S
FEC El enment n |
B S S e i S S T A S S S S S S i S S

+—+— I+ +— +

FEC El enent 1 to FEC El enent n
There are several types of FEC el enents; see Section "FECs". The
FEC el ement encodi ng depends on the type of FEC el ement.

A FEC El ement value is encoded as a 1 octet field that specifies
the elenent type, and a variable length field that is the type-
dependent el enment value. Note that while the representation of
the FEC el enent value is type-dependent, the FEC el enent encodi ng
itself is one where standard LDP TLV encoding is not used.

The FEC El enent val ue encoding is:

FEC El enent Type Val ue
type nane
W | dcard 0x01 No value; i.e., 0 value octets;
see bel ow.
Prefix 0x02 See bel ow.

Note that this version of LDP supports the use of nultiple FEC
El ements per FEC for the Label Mpping nessage only. The use of
multiple FEC El ements in other messages is not permitted in this
version, and is a subject for future study.

W dcard FEC El enent
To be used only in the Label Wthdraw and Label Rel ease
messages. Indicates the withdraw release is to be applied to

all FECs associated with the label within the foll owi ng | abel
TLV. Must be the only FEC El enent in the FEC TLV.
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Prefix FEC El enent val ue encodi ng:

0 1 2 3
01234567890123456789012345678901
i I S T S S i I S A SHE N SR
|  Prefix (2) | Address Fam |y | PrelLen |
I i I S e i S I kM SRR SR S
| Prefix |
B i s T T i i o S o T Ji I

Address Fam |y
Two octet quantity containing a value from ADDRESS FAM LY
NUMBERS i n [ ASSI GNED_AF] that encodes the address famly for
the address prefix in the Prefix field.

PreLen
One octet unsigned integer containing the length in bits of
the address prefix that follows. A length of zero indicates
a prefix that matches all addresses (the default
destination); in this case, the Prefix itself is zero
octets).

Prefix
An address prefix encoded according to the Address Family
field, whose length, in bits, was specified in the PrelLen
field, padded to a byte boundary.

3.4.1.1. FEC Procedures

If in decoding a FEC TLV an LSR encounters a FEC El enent with an
Address Family it does not support, it SHOULD stop decodi ng the FEC
TLV, abort processing the nessage containing the TLV, and send an
"Unsupported Address Fam |ly" Notification message to its LDP peer
signaling an error.

If it encounters a FEC El enent type it cannot decode, it SHOULD stop
decodi ng the FEC TLV, abort processing the nessage containing the
TLV, and send an "Unknown FEC' Notification message to its LDP peer
signaling an error.

3.4.2. Label TLVs

Label TLVs encode | abels. Label TLVs are carried by the nessages
used to advertise, request, release, and w thdraw | abel mappi ngs.

There are several different kinds of Label TLVs that can appear in
situations that require a Label TLV.
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3.4.2.1. GCeneric Label TLV

An LSR uses Generic Label TLVs to encode |abels for use on links for
whi ch | abel val ues are independent of the underlying |ink technol ogy.
Exampl es of such links are PPP and Ethernet.

0 1 2 3
01234567890123456789012345678901
B S S e i S S T A S S S S S S i S S
0| 0] Ceneric Label (0x0200) | Lengt h |
R s et S T it e I R S S e ol St (R B S e 5

+
I
+-
| Label |
R et e s i o e s i i
Label
This is a 20-bit | abel value represented as a 20-bit nunber in a 4
octet field as foll ows:

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Label | |
R e s T o T S R El ok i R e e S S e o o s

For further information, see [RFC3032].
3.4.2.2. ATM Label TLV
An LSR uses ATM Label TLVs to encode | abels for use on ATM | i nks.

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| 0] O] ATM Label (0x0201) | Lengt h |
i i i T i I S i e s o o i i
| Res| V| VPI | val |
R et e s i o e s i i

Res
This field is reserved. |t MJST be set to zero on transni ssion
and MUST be ignored on receipt.

V-bits
Two-bit switching indicator. |If V-bits is 00, both the VPl and
VCl are significant. |If V-bits is 01, only the VPI field is
significant. If V-bit is 10, only the VCl is significant.
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Virtual Path Identifier. |If VPl is less than 12-bits it SHOULD be
right justified in this field and preceding bits SHOULD be set to
0.

Virtual Channel Identifier. |If the VC is less than 16-bits, it
SHOULD be right justified in the field and the preceding bits MJST
be set to 0. If Virtual Path switching is indicated in the V-bits
field, then this field MIST be ignored by the receiver and set to
0 by the sender.

3.4.2.3. Franme Relay Label TLV
An LSR uses Franme Relay Label TLVs to encode | abels for use on Frane
Rel ay |i nks.

0 1 2 3
01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S

| 0| 0] Frame Rel ay Label (0x0202)| Length |
el i I e i it T e e e e i i T o S e e S e T R R
| Reserved | Len| DLCl |
BT T o e S e i i S T e e i s TTE P S S S
Res

This field is reserved. It MJST be set to zero on transm ssion

Len

and MUST be ignored on receipt.
This field specifies the nunber of bits of the DLCI. The
foll owi ng val ues are support ed:

= 10 bits of DLCI
= 23 bits of DLC

Len values 1 and 3 are reserved.

DLCI

Ander s

The Data Link Connection ldentifier
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For a 10-bit DLCl, the encoding is:

0 1 2 3

01234567890123456789012345678901
i I S T S S i I S A SHE N SR
| 0| 0] Frame Rel ay Label (0x0202)| Length |
I T S el s i S S i S e
| Reserved | Len| 0 | 10-bit DLCI |
B i s T T i i o S o T Ji I

For a 23-bit DLCl, the encoding is:

0 1 2 3

01234567890123456789012345678901
i T o T i e S S S i S e S
0| 0] Franme Rel ay Label (0x0202)| Length |
e b T S i i S S S S e e s S i T T i S S

Reserved | Len]| 23-bit DLC |

+
+-
K L S S Su e S S S S SR S R i o e Sy

For further information, see [ RFC3034].

3.4.3. Address List TLV

The Address List TLV appears in Address and Address Wt hdraw
nessages.

Its encoding is:

0 1 2 3
01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| 0| 0] Address List (0x0101) | Length |
el i I e i it T e e e e i i T o S e e S e T R R
Address Fam |y |
e i i i i i S S

I I
+- I
I I
| Addr esses |
I I
e L o i e S  th o i R S
Address Famly
Two octet quantity containing a value from ADDRESS FAM LY NUVBERS

in [ ASSI GNED_AF] that encodes the addresses contained in the
Addresses field.
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Addr esses
A list of addresses fromthe specified Address Family. The
encodi ng of the individual addresses depends on the Address

Fam |y.
The foll owi ng address encodi ngs are defined by this version of the
pr ot ocol :

Address Famly Addr ess Encodi ng

| Pv4 4 octet full |Pv4 address

| Pv6 16 octet full |1Pv6 address

3.4.4. Hop Count TLV

The Hop Count TLV appears as an optional field in nessages that set
up LSPs. It calculates the nunber of LSR hops along an LSP as the
LSP is being set up.

Note that setup procedures for LSPs that traverse ATM and Frame Rel ay
l'inks require use of the Hop Count TLV (see [RFC3035] and [ RFC3034]).

0 1 2 3
012345678901234567890123456789¢01

T e L o o o e i i s it NN R SR S B S
| 0| 0] Hop Count (0x0103) | Lengt h |
B i s T T i i o S o T Ji I
| HC Val ue |

R e e

HC Val ue

1 octet unsigned integer hop count val ue.
3.4.4.1. Hop Count Procedures

During setup of an LSP, an LSR R may receive a Label Mapping or Label
Request nessage for the LSP that contains the Hop Count TLV. If it
does, it SHOULD record the hop count val ue.

If LSR R then propagates the Label Mapping nessage for the LSP to an
upstream peer or the Label Request nessage to a downstream peer to
continue the LSP setup, it nust determine a hop count to include in
the propagated nessage as foll ows:

- |If the message is a Label Request nmessage, R MJST increnent the
recei ved hop count;
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- |If the nmessage is a Label Mapping nessage, R determ nes the hop
count as foll ows:

o If Ris a nenber of the edge set of an LSR domai n whose LSRs do
not perform ' TTL-decrenent’ and the upstream peer is within
that domain, R MJUST reset the hop count to 1 before propagating
t he message.

0 Oherwise, RMIST increnent the received hop count.

The first LSRin the LSP (ingress for a Label Request nessage, egress
for a Label Mapping message) SHOULD set the hop count value to 1.

By convention, a value of 0O indicates an unknown hop count. The
result of increnmenting an unknown hop count is itself an unknown hop
count (0).

Use of the unknown hop count value greatly reduces the signaling
over head when independent control is used. Wen a new LSP is

establi shed, each LSR starts with an unknown hop count. Addition of
a new LSR whose hop count is also unknown does not cause a hop count
update to be propagated upstream since the hop count renmi ns unknown.
When the egress is finally added to the LSP, then the LSRs propagate
hop count updates upstream via Label Mappi ng nessages.

Wt hout use of the unknown hop count, each tine a new LSR is added to
the LSP a hop count update woul d need to be propagated upstreamif
the new LSR is closer to the egress than any of the other LSRs.

These updates are usel ess overhead since they don't reflect the hop
count to the egress.

From t he perspective of the ingress node, the fact that the hop count
i s unknown inplies nothing about whether a packet sent on the LSP
will actually make it to the egress. Al it inplies is that the hop
count update fromthe egress has not yet reached the ingress.

If an LSR receives a nessage containing a Hop Count TLV, it MJST
check the hop count value to determ ne whether the hop count has
exceeded its configured maxi mum al | owabl e value. If so, it MJST
behave as if the containing nessage has traversed a | oop by sending a
Notification nessage signaling Loop Detected in reply to the sender
of the message.

If Loop Detection is configured, the LSR MIST foll ow the procedures
specified in Section "Loop Detection”
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3.4.5. Pat h Vector TLV

The Path Vector TLV is used with the Hop Count TLV in Label Request
and Label Mapping nessages to inplenent the optional LDP Loop

Det ecti on nechanism See Section "Loop Detection". |Its use in the
Label Request nessage records the path of LSRs the request has
traversed. Its use in the Label Mapping nmessage records the path of
LSRs a | abel advertisenment has traversed to set up an LSP. |Its
encodi ng is:

0 1 2 3
01234567890123456789012345678901
B s o T ol i R R S e i ik i Sh SRR N S
| 0] Path Vector (0x0104) | Lengt h |
i T o T i e S S S i S e S
LSR 1d 1 |
B S i i T S i ik i H

o

T A S S i Sl S i T oI S S S S S S S T e e

LSR Id n |
e T S T e S I S

+—+— I+ +— +

One or nore LSR Ids
A list of router-ids indicating the path of LSRs the nessage has
traversed. Each LSR Id is the first four octets (router-id) of
the LDP Identifier for the corresponding LSR. This ensures it is
uni que wi thin the LSR network.
3.4.5.1. Path Vector Procedures

The Path Vector TLV is carried in Label Mpping and Label Request
messages when Loop Detection is configured.

3.4.5.1.1. Label Request Path Vector

Section "Loop Detection" specifies situations when an LSR nust
include a Path Vector TLV in a Label Request nessage.

An LSR that receives a Path Vector in a Label Request nessage MJST
performthe procedures described in Section "Loop Detection".

If the LSR detects a loop, it MIST reject the Label Request nessage.
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The LSR MUST:

1. Transnmit a Notification message to the sending LSR signaling
"Loop Detected".

2. Not propagate the Label Request nessage further.

Note that a Label Request nessage with a Path Vector TLV is forwarded
until:

1. Aloop is found,
2. The LSP egress is reached, or

3. The maxi mum Path Vector limt or maxi mum Hop Count limt is
reached. This is treated as if a | oop had been detect ed.

3.4.5.1.2. Label Mapping Path Vector

Section "Loop Detection" specifies the situations when an LSR nust
include a Path Vector TLV in a Label Mapping nessage.

An LSR that receives a Path Vector in a Label Mapping nessage MJST
performthe procedures described in Section "Loop Detection".

If the LSR detects a loop, it MIST reject the Label Mapping nessage
in order to prevent a forwarding | oop. The LSR MJST:

1. Transnit a Label Rel ease nessage carrying a Status TLV to the
sending LSR to signal "Loop Detected".

2. Not propagate the message further.

3. Check whet her the Label Mpping nessage is for an existing LSP.
If so, the LSR nust unsplice any upstream | abels that are
spliced to the downstream | abel for the FEC.

Note that a Label Mapping nessage with a Path Vector TLV is forwarded
until:

1. Aloop is found,
2. An LSP ingress is reached, or

3. The maxi mum Pat h Vector or nmaxi mum Hop Count limt is reached.
This is treated as if a | oop had been detect ed.
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3.4.6. Status TLV

Notification nessages carry Status TLVs to specify events being
si gnal ed.

The encoding for the Status TLV is:

0 1 2 3
01234567890123456789012345678901
B T i T o o o S e i i S S
U F| Status (0x0300) | Length |
i T T e e i e o i i S O S e S S S it i S e NI S
St at us Code |
B i s i T Tt s sl It S ST S T S S S e S S
Message |1 D |
B T i T o o o S e i i S S
Message Type |
B S S O i sl S N

i e e i s

U bi t
SHOULD be 0 when the Status TLV is sent in a Notification nmessage.
SHOULD be 1 when the Status TLV is sent in sone ot her nessage.

F-bit
SHOULD be the same as the setting of the F-bit in the Status Code
field.

St at us Code
32-bit unsigned integer encoding the event being signaled. The
structure of a Status Code is:

0 1 2 3

01234567890123456789012345678901
B T S i T s i i e e SEI S
| E| F| Status Data |
R i T I e T S S e S TR S T e i I S e S e e e e o o

E-bit
Fatal error bit. |If set (=1), this is a fatal Error
Notification. |If clear (=0), this is an Advisory Notification.

F- bi t
Forward bit. |If set (=1), the notification SHOULD be forwarded
to the LSR for the next-hop or previous-hop for the LSP, if
any, associated with the event being signaled. |If clear (=0),
the notification SHOULD NOT be forwarded.
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Status Dat a
30-bit unsigned integer that specifies the status information.

Thi s specification defines Status Codes (32-bit unsigned
integers with the above encodi ng).

A Status Code of 0 signals success.

Message | D
If non-zero, 32-bit value that identifies the peer nessage to
which the Status TLV refers. |If zero, no specific peer nessage is

bei ng identified.

Message Type
If non-zero, the type of the peer nessage to which the Status TLV
refers. |If zero, the Status TLV does not refer to any specific
nessage type.

Note that use of the Status TLV is not limted to Notification
messages. A message other than a Notification message may carry a
Status TLV as an Optional Paraneter. Wen a nessage other than a
Notification carries a Status TLV, the U-bit of the Status TLV SHOULD
be set to 1 to indicate that the receiver SHOULD silently discard the
TLV if unprepared to handle it.

3.5. LDP Messages
Al'l LDP nessages have the follow ng format:
0 1 2 3
01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Y Message Type | Message Length |
el i I e i it T e e e e i i T o S e e S e T R R

| Message | D |
I S i o T s S S S e s s T

Mandat ory Parameters
i o o i ot o e S e S I i (R S S S i st S S S e

I I
+ +
I I
+ +
I I
+- +
I I
+ +
| Optional Parameters |
+ +
I I
BT T o e S e i i S T e e i s TTE P S S S
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U bit
Unknown nessage bit. Upon receipt of an unknown nessage, if Uis
clear (=0), a notification is returned to the nmessage origi nator;
if Uis set (=1), the unknown nessage is silently ignored. The
sections followi ng that define nessages specify a value for the
U-bit.

Message Type
ldentifies the type of nessage.

Message Length
Specifies the curmulative length in octets of the Message |ID,
Mandat ory Paraneters, and Optional Paraneters.

Message | D
32-bit value used to identify this nessage. Used by the sending
LSR to facilitate identifying Notification nessages that nmay apply
to this nessage. An LSR sending a Notification nmessage in
response to this nessage SHOULD i nclude this Message IDin the
Status TLV carried by the Notification message; see Section
"Notification Message".

Mandat ory Paraneters
Variable I ength set of required nessage paraneters. Sone nessages
have no required paraneters.

For messages that have required paraneters, the required
paraneters MJST appear in the order specified by the individual
nmessage specifications in the sections that foll ow

Optional Parameters
Variable I ength set of optional nessage paraneters. Many nessages
have no optional paraneters.

For nmessages that have optional paraneters, the optional
paraneters nmmy appear in any order.

Note that there is no alignment requirenent for the first octet of an

LDP nmessage and that there is no padding at the end of a nessage;
that is, paraneters can end at odd-byte boundari es.
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The foll owi ng nessage types are defined in this version of LDP:

Message Nane Section Title
Notification "Notification Message"

Hel | o "Hel | o Message"
Initialization "Initializati on Message"
KeepAl i ve "KeepAl i ve Message"

Addr ess " Addr ess Message”

Addr ess Wt hdraw "Address Wt hdraw Message"
Label Mappi ng "Label Mapping Message"
Label Request "Label Request Message"
Label Abort Request "Label Abort Request Message"
Label Wt hdraw "Label Wt hdraw Message"
Label Rel ease "Label Rel ease Message"

The sections that follow specify the encodi ngs and procedures for
t hese nessages.

Sone of the above nessages are related to one another, for exanple
the Label Mapping, Label Request, Label Wthdraw, and Label Rel ease
nessages.

Wiile it is possible to think about nmessages related in this way in
terns of a nessage type that specifies a nessage class and a nessage
subtype that specifies a particular kind of message w thin that
class, this specification does not formalize the notion of a nessage
subt ype.

The specification assigns type values for rel ated nessages, such as
the Label messages, fromof a contiguous block in the 16-bit nessage
type nunber space.

3.5.1. Notification Message
An LSR sends a Notification nessage to informan LDP peer of a
significant event. A Notification nessage signals a fatal error or

provi des advi sory information such as the outcome of processing an
LDP nmessage or the state of the LDP session
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The encoding for the Notification nessage is:

0 1 2 3
01234567890123456789012345678901
T I T S S i T T S AR

| O Notification (0x0001) | Message Length |
I T I S T S i T i S N SRR S
| Message |1 D |

B i s T T i i o S o T Ji I
| Status (TLV) |
R e s T o T S R El ok i R e e S S e o o s
| Optional Paraneters |
R e o T T e S S T ol S i T S s ik i I S I S S R S R

Message | D
32-bit value used to identify this nessage.

Status TLV
I ndi cates the event being signaled. The encoding for the Status
TLV is specified in Section "Status TLV'.

Optional Paraneters
This variable length field contains O or nore paraneters, each
encoded as a TLV. The followi ng Optional Paraneters are generic
and may appear in any Notification nessage:

Opti onal Parameter Type Length Val ue

Ext ended St at us 0x0301 4 See bel ow
Ret ur ned PDU 0x0302 var See bel ow
Ret ur ned Message 0x0303 var See bel ow

O her Optional Paraneters, specific to the particul ar event being
signal ed by the Notification nessages, namy appear. These are
descri bed el sewhere.

Ext ended St at us
The 4 octet value is an Extended Status Code that encodes
additional information that supplenments the status information
contained in the Notification Status Code.

Ret ur ned PDU

An LSR uses this paraneter to return part of an LDP PDU to the LSR
that sent it. The value of this TLV is the PDU header and as much

PDU data follow ng the header as appropriate for the condition
bei ng signaled by the Notification nmessage.
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Ret ur ned Message
An LSR uses this paraneter to return part of an LDP nessage to the
LSR that sent it. The value of this TLV is the nmessage type and
length fields and as nuch nessage data followi ng the type and
length fields as appropriate for the condition being signaled by
the Notification nessage.

3.5.1.1. Notification Message Procedures

If an LSR encounters a condition requiring it to notify its peer with
advisory or error information, it sends the peer a Notification
message containing a Status TLV that encodes the information and
optionally additional TLVs that provide nore information about the
condi tion.

If the condition is one that is a fatal error, the Status Code
carried in the Notification will indicate that. |In this case, after
sending the Notificatio