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Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this nenop is unlimted.

Copyright Notice
Copyright (C The IETF Trust (2007).
Abst ract

Thi s docunent describes an extensibility mechani smfor the Kerberos
V5 protocol when used over TCP transports. The mechani sm uses the
reserved high-bit in the length field. It can be used to negotiate
TCP-speci fi c Kerberos extensions.
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1.

I nt roducti on

The Kerberos V5 [3] specification, in section 7.2.2, reserves the
high order bit in the initial length field for TCP transport for
future expansion. This docunent updates [3] to describe the
behavi our when that bit is set. This nmechanismis intended for
extensions that are specific for the TCP transport.

Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY"', and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [1].

Ext ensi on Mechani sm for TCP Transport

The reserved high bit of the request length field is used to signa
the use of this extension mechanism Wen the reserved high bit is
set in the length field, the remaining 31 bits of the initial 4
octets are interpreted as a bitmap. Each bit in the bitnmask can be
used to request a particular extension. The 31 bits formthe
"extension bitmask". It is expected that other docunents will
describe the details associated with particular bits.

A 4-octet value with only the high bit set, and thus the extension
bitmask all zeros, is called a PROBE. A client may send a probe to
find out which extensions a KDC supports. A client may al so set
particular bits in the extension bitmask directly, if it does not
need to query the KDC for avail abl e extensi ons before deciding which
extension to request.

Note that clients are not forced to use this extension nechanism and
further, clients are expected to only use it when they wish to
negotiate a particul ar extension.

The protocol is as follows. The client MJST begin by sending a
4-octet value with the high bit set. The packet is thus either a
PROBE or a specific request for sone extension(s). The client MJST
NOT send additional data before the server has responded.

If a KDC receives a request for a set of extensions that it supports,
it MUST respond by sending a 4-octet zero value, i.e., 0x00000000.
The KDC MAY directly send additional data after the zero val ue,

wi thout waiting for the client to respond, as specified by the
particul ar negotiated extension. (Note: A 4-octet zero value can
never be sent by an inplenentation that conforns to RFC 4120 and t hat
does not support this extension nechanism because a KRB-ERROR i s

al ways of non-zero size.)
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If a KDC receives a PROBE, or if a KDC does not support al

ext ensi ons corresponding to set bits in the extension bitmask, the
KDC MUST return 4 octets with the high bit set, and with the
remai ni ng bitmask indicating which extensions it supports. The KDC
then MUST wait, and the client MJST send a second 4-octet value with
the high bit set. |If the second 4-octet value is a PROBE or an
unsupported extension, the KDC MJST cl ose the connection. This can
be used by the client to shut down a session when the KDC did not
support an extension that is required by the client. |If the second
4-octet value is a supported extension, the KDC MUST respond by
sending a 4-octet zero value, i.e., 0x00000000. The KDC MAY directly
send additional data after the zero value, as specified by the
particul ar negotiated extension.

The client and KDC SHOULD wait for the other side to respond
according to this protocol, and the client and KDC SHOULD NOT cl ose
the connection prematurely. Resource availability considerati ons may
i nfl uence whether, and for how long, the client and KDC will wait for
the other side to respond to a request.

The KDC MUST NOT support the extension nmechanismif it does not
support any extensions. |If no extensions are supported, the KDC MJST
return a KRB- ERROR nessage with the error KRB_ERR FI ELD TOOLONG and
MUST cl ose the TCP stream sinmilar to what an inplenmentation that
does not understand this extension nmechani smwoul d do.

The behavi our when nore than one non-high bit is set depends on the
particul ar extension nechanisns. |f a requested extension (bit X
does not specify how it interacts with another requested extension
(bit Y), the KDC MIUST treat the request as a PROBE or unsupported
ext ensi on, and proceed as above.

Each extensi on MJST describe the structure of protocol data beyond
the length field, and the behaviour of the client and KDC. 1In
particular, the structure may be a protocol with its own nessage
framing. |f an extension mechanismreserves nultiple bits, it MJST
descri be how they interact.

4. Interoperability Consideration

I mpl enentations with support for TCP that do not claimto conformto
RFC 4120 may not handle the high bit correctly. The KDC behavi our
may include closing the TCP connection w thout any response, and

| ogging an error nessage in the KDC | og. Wen this was witten, this
probl em exi sted in nodern versions of popular KDC inpl ementati ons.

I npl enent ati ons experiencing trouble getting the expected responses
froma KDC m ght assune that the KDC does not support this extension
mechanism A client might renmenber this sem -pernmanently, to avoid
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triggering the same probl emati c behaviour on the KDC every tine.

Care shoul d be taken to avoi d unexpected behavi our for the user when
the KDC is eventual |y upgraded. |Inplementations mght also provide a
way to enable and disable this extension on a per-real mbasis. How
to handl e these backwards conpatibility quirks are in general |eft
unspeci fi ed.

5. Security Considerations

Because the initial length field is not protected, it is possible for
an active attacker (i.e., one that is able to nodify traffic between
the client and the KDC) to nmake it appear to the client that the
server does not support this extension mechani sm (a downgrade
attack). Further, active attackers can also interfere with the
negoti ati on of which extensions are supported, which may al so result
in a downgrade attack. This problemcan be solved by having a policy
inthe clients and in the KDC to reject connections that do not have
the desired properties. The problemcan also be nmitigated by having
the negoti ated extension send a cryptographi c checksum of the offered
ext ensi ons.

6. | ANA Consi derations

| ANA has created a new registry for "Kerberos TCP Extensions". The
initial contents of this registry are:

Bit # Ref er ence
0..29 AVAI LABLE for registration
30 RESERVED. RFC 5021

IANA will register values 0 to 29 after | ESG Approval, as defined in
BCP 64 [2]. Assigning value 30 requires a Standards Action that
updat es or obsol etes this docunent.

Regi stration policy: The IESGw ||l act as a steward for the
nanespace, considering whether the registration is justified given
the linmted size of the namespace. The IESGwill also confirmthat
proposed regi strations are not harnful to the Internet.
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Appendi x A.  Copying Conditions

Regarding this entire docunent or any portion of it, the author makes
no guarantees and is not responsible for any damage resulting from
its use. The author grants irrevocable perm ssion to anyone to use,
modi fy, and distribute it in any way that does not dimnish the
rights of anyone else to use, nodify, and distribute it, provided
that redistributed derivative works do not contain m sl eading author
or version information. Derivative works need not be |icensed under
simlar terns.
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Ful I Copyright Statenent
Copyright (C) The I ETF Trust (2007).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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