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Transfer Protocols

Status of This Meno

Thi s document specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.

Copyri ght Notice
Copyright (C) The IETF Trust (2007).

Abst ract
Thi s docunent describes an XML Schena for use by Internet Registry
Information Service (IRI'S) application transfer protocols that share
common characteristics. 1t describes common information about the
transfer protocol, such as version, supported extensions, and
supported security nechanisns.
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1.

I nt roducti on

IRIS [8] has two transfer protocols, LW (Iightweight using
conpression) [9] and XPC (XM pipelining with chunks) [10], that
share comopn negotiation nechanisns. Both transfer protocols have a
need for the server to provide rich status information to clients
during protocol negotiation. |In many cases, this status information
woul d be too conplex to describe using sinple bit fields and | ength-
specified octet sequences. This docunent defines an XM. Schenma for
this rich status informati on and descri bes the usage of confornmant
XML for conveying this status infornation.

Thi s docunent defines five types of information used in the

negoti ati on of protocol capabilities: version, size, authentication
success, authentication failure, and other information. The version
information is used to negotiate the versions and extensions to the
transfer protocol, the application operations protocol, and data
nmodel s used by the application operations. Size infornmation is used
to indicate request and response size capabilities and errors.

Aut henti cation success and failure information is used to indicate
the outcome of an authentication action. Oher types of information
may al so be conveyed that is generally a result of an error but
cannot be corrected through defined protocol behavior

As an exanple, upon initiation of a connection, a server may send
version information informng the client of the data nodel s supported
by the server and the security mechani sns supported by the server

The client may then respond appropriately. For exanple, the client
may nhot recogni ze any of the data nodels supported by the server, and
therefore close the connection. On the other hand, the client nmay
recogni ze the data nodels and the security nechani sns and begin the
procedure to initialize a security nechanismwi th the server before
proceeding to query data according to a recogni zed data nodel

Both LVWZ [9] and XPC [10] provide exanples of the usage of the XM
Schema defined in this docunent.

Docurent Ter mi nol ogy
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [6].
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3. Formal XM Syntax

The following is the XML Schema used to define transfer protoco

status information. See the follow ng specifications: [2], [3], [4],

[5]. Updates or changes to this schema require a docunent that
UPDATES or OBSOLETES this docunent.

<?xm version="1.0"?>

<schema xm ns="http://ww. w3. or g/ 2001/ XM_Scherma"
xmns:iristrans="urn:ietf:parans:xm:ns:iris-transport™
target Nanespace="urn:ietf: parans: xm:ns:iris-transport"”
el ement For mDef aul t ="qual i fied" >

<annot at i on>
<document ati on>
A schema for describing status information
for use by nultiple transfer protocols.
</ docurnent ati on>
</ annot ati on>

<el ement nane="versi ons" >
<conpl exType>
<sequence>
<el enent nanme="transferProtocol" nmaxCccurs="unbounded">
<conpl exType>
<sequence>
<el enent nanme="application” m nQccurs="0"
maxQOccur s="unbounded" >
<conpl exType>
<sequence>
<el enent nane="dat aMbdel " m nCccur s="0"
maxCccur s="unbounded" >
<conpl exType>
<attribute name="protocol I d" type="token"
use="required" />
<attribute name="extensionl ds"
type="normal i zedString" />
</ conpl exType>
</ el ement >
</ sequence>
<attribute name="protocol I d" type="token"
use="required" />
<attribute name="extensionlds"
type="normal i zedString" />
</ conpl exType>
</ el ement >
</ sequence>
<attribute name="protocol I d" type="token" use="required"
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/>
<attribute name="extensionlds" type="normalizedString" />
<attribute name="aut henticationl ds”
type="normalizedString" />
<attribute name="responseSi zeCct et s"
type="positivelnteger" />
<attribute name="request Si zeCct et s"
type="positivelnteger" />
</ conpl exType>
</ el ement >
</ sequence>
</ conpl exType>
</ el ement >

<el enent name="si ze">
<conpl exType>
<sequence>
<el enent nanme="request"
nm nCccur s="0"
type="iristrans: octetsType" />
<el enent nane="response"
m nCccur s="0"
type="iristrans: octetsType" />
</ sequence>
</ conpl exType>
</ el ement >

<conpl exType nane="oct et sType" >
<choi ce>
<el ement nane="exceedsMaxi nuni >
<conpl exType/ >
</ el enent >
<el enent nanme="octets" type="positivelnteger" />
</ choi ce>
</ conpl exType>

<el ement nane="aut henti cati onSuccess" >
<conpl exType>
<sequence>
<el enment nane="descri ption" m nQccurs="0"
maxQccur s="unbounded" >
<conpl exType>
<si npl eCont ent >
<ext ensi on base="string">
<attribute name="| anguage" type="I| anguage"
use="required"/>
</ ext ensi on>
</ si npl eCont ent >
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</ conpl exType>
</ el enent >
<el enent nane="data" m nCccurs="0" maxCccurs="1"
type="base64Bi nary"/ >
</ sequence>
</ conpl exType>
</ el enent >

<el enent nane="aut henti cati onFai | ure">
<conpl exType>
<sequence>
<el enent nanme="description" m nQccurs="0"
maxQccur s="unbounded" >
<conpl exType>
<si npl eCont ent >
<ext ensi on base="string">
<attribute name="| anguage" type="I| anguage"
use="required"/>
</ ext ensi on>
</ si npl eCont ent >
</ conpl exType>
</ el ement >
</ sequence>
</ conpl exType>
</ el ement >

<el enent nane="ot her" >
<conpl exType>
<sequence>
<el enent nanme="descri ption" m nQccurs="0"
maxQccur s="unbounded" >
<conpl exType>
<si npl eCont ent >
<ext ensi on base="string">
<attribute name="| anguage" type="I| anguage"
use="required"/>
</ ext ensi on>
</ si npl eCont ent >
</ conpl exType>
</ el ement >
</ sequence>
<attribute type="token" name="type" use="required"/>
</ conpl exType>
</ el enent >

</ schema>
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4.

Version I nformation

The <versions> elenent is used to describe version information about
the transfer protocol, the application protocol, and data nodels used
by the application protocol

The <versions> el enent has one or nore <transferProtocol > child

el ements. <transferProtocol > el enents have zero or nore <application>
child elenents. And <application> el enents have zero or nore

<dat aMbdel > el enents. Each of these elenent types has a 'protocolld
attribute identifying the protocol they represent and an optiona
"extensionlds’ attribute identifying the protocol extensions they
support.

During capabilities negotiation, it is expected that both sides of
the negoti ation recogni ze the 'protocolId value of the
<transferProtocol > el enent and at | east one of the <application> and

<dat aMbdel > el enents. |If the negotiation produces a situation where
this is not possible, an error SHOULD be gi ven and conmuni cati on
ended. It is not expected that each side rmust recognize the

"ext ensionlds’ values, and unrecogni zed ' extensionlds val ues MJST be
i gnor ed.

Addi tionally, the <transferProtocol > el enent has optiona

"aut henticationlds’, 'responseSizeCctets’, and 'request SizeCctets
attributes. The 'authenticationlds’ attribute identifies

aut henti cati on mechani sms supported by the associated transfer
protocol. The ’'responseSi zeCctets’ attribute describes the maxi mum
response size in octets the server will give. The
"request Si zeCctets’ attribute describes the maxi mumrequest size in
octets the server will accept.

The protocol, extension, and authentication mechanismidentifiers are
of no specific type, and this docunment defines none. Specifications
using this XM. Schema MJUST define the identifiers for use with the
<versions> element and its children

The neaning of octets for the transfer of data is counted in
different ways for different transfer protocols. Sone transfer
protocols need only to specify the octets of the data being
transferred, while other transfer protocols need to account for

addi tional octets used to transfer the data. Specifications using
this XML Schema MJUST describe how these octet counts are cal cul at ed.
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The following is exanple XM. describing version infornation.

<versions xmns="urn:ietf:parans: xm :ns:iris-transport">
<transferProtocol protocolld="iris.|lwz"
aut henti cati onl ds="PLAI N EXTERNAL" >
<application protocolld="urn:ietf:params:xm:ns:irisl"
ext ensi onl ds="http:// exanpl e. com S| MPLEBAG' >
<dat aMbdel protocol ld="urn:ietf:parans: xm :ns:dchkl"/>
<dat aMbdel protocolld="urn:ietf:parans:xm:ns:dregl"/>
</ application>
</transferProtocol >
</ versi ons>

Version Information Exanpl e
5. Size Infornation

The <size> el enent provides a neans for a server to conmunicate to a
client that a given request has exceeded a negotiated size
(<request>) or that a response to a given request will exceed a
negoti ated size (<response>).

A server may indicate one of two size conditions by specifying the
followi ng child el ements:

<exceedsMaxi mum> - this child elenent sinply indicates that the
si ze exceeded the negotiated size.

<octets> - this child elenment indicates that the size exceeded the
negoti ated size and conveys the nunber of octets that is the

maxi mum for a request if the parent element is a <request> el enent
or the nunber of octets needed to provide the response if the
parent element is a <response> el ement.

The neaning of octets for the transfer of data is counted in
different ways for different transfer protocols. Some transfer
protocols need only to specify the octets of the data being
transferred, while other transfer protocols need to account for
additional octets used to transfer the data. Specifications using
this XML Schema MJUST describe how these octet counts are cal cul at ed.

The following is exanple XM describing size information.

<size xm ns="urn:ietf:params:xm:ns:iris-transport">
<response>
<octets>1211</oct et s>
</ response>
</ size>
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Si ze Informati on Exanpl e
6. Authentication Success Information

The <aut henticationSuccess> el ement indicates that a client has
successfully authenticated to a server. Along with this indication,
it can provide text that may be presented to a user with regard to
this successful authentication using child <description> el ements.

Each <description> el enent MJST have a 'l anguage’ attribute

descri bing the | anguage of the content of the <description> el enent.
Clients are not expected to concatenate multiple descriptions;
therefore, servers MJST NOT provide multiple <description> el enents
with the sane | anguage descri ptor.

Finally, additional security data may be sent back with the
aut henti cati on success nessage using the <data> el enent. The content
of this elenent is of the base64Bi nary sinple type.

The followi ng is exanple XM describi ng authentication success
i nformation.

<aut henti cati onSuccess
xmns="urn:ietf:parans:xm:ns:iris-transport">
<descri pti on | anguage="en">
user 'bob’ authenticates via password
</ descri ption>
</ aut henti cati onSuccess>

Aut henti cati on Success Exanpl e
7. Authentication Failure Information

The <aut henticationFailure> elenment indicates that a client has
failed to properly authenticate to a server. Along with this
indication, it can provide text that nmay be presented to a user with
regard to this authentication failure using child <description>

el enent s.

Each <description> el enent MJST have a 'l anguage’ attribute

descri bing the | anguage of the content of the <description> el enent.
Clients are not expected to concatenate multiple descriptions;
therefore, servers MJUST NOT provide multiple <description> el enents
with the sane | anguage descri ptor.

The following is exanple XM describing authentication failure
i nformation.
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<aut henti cati onFail ure
xm ns="urn:ietf:paranms: xm :ns:iris-transport”>
<description | anguage="en">
pl ease consult your admin if you have forgotten your password
</ description>
</ aut henti cati onFai | ure>

Aut henti cation Fail ure Exanple
8. Oher Information

The <ot her> el enment conveys status information that may require
interpretation by a human to be nmeaningful. This elenment has a
required 'type’ attribute, which contains an identifier regarding the
nature of the information. This docunment does not define any
identifiers for use in this attribute, but the intent is that these
identifiers are well-known so that clients may take different classes
of action based on the content of this attribute. Therefore,

speci fications making use of this XM. Schema MUST define these

i dentifiers.

The <other> el ement may have zero or nore <description> el enents.
Each <description> el enrent MJST have a 'l anguage’ attribute
describing the | anguage of the content of the <description> el enent.
Servers may use these child elenments to convey textual information to
clients regarding the class (or type) of status information being
specified by the <other> element. Cients are not expected to
concatenate nultiple descriptions; therefore, servers MJST NOT
provide nultiple <description> elenents with the sane | anguage

descri ptor.

The followi ng is exanple XML describing other information

<ot her xml ns="urn:ietf:params:xm:ns:iris-transport” type="systeni>
<descri pti on | anguage="en">unavai | abl e, conme back
| at er </ descri ption>
</ ot her >

O her Information Exampl e
9. Internationalization Considerations
XM. processors are obliged to recogni ze both UTF-8 and UTF-16 [ 1]
encodi ngs. XM provides for mechanisns to identify and use other
character encodings. Application transfer protocols MJST define

whi ch addi tional character encodings, if any, are to be allowed in
the use of the XML defined in this docunent.
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10.

10.

11.

I ANA Consi derations
1. XM Nanespace URN Registration
Thi s docunent nakes use of the XM. nanespace and schena registry
specified in XM._URN [7]. Accordingly, the followi ng registrations
have been nmade by | ANA
0 XM Nanespace URN URI:

* urn:ietf:parans:xm:ns:iris-transport
o Contact:

*  Andrew Newt on <andy@xr. us>
o XM

*  None
0 XM Schema URN URI:

* urn:ietf:params: xm:schema:iris-transport
o Contact:

*  Andrew Newt on <andy@xr. us>
o XM

*  The XML Schema specified in Section 3

Security Considerations
Transfer protocols using XML conformant to the XM. Schenma in this
docunent and offering security properties such as authentication and
confidentiality SHOULD offer an initial nessage fromthe server to
the client using the <versions> elenment. This <versions> el enent
SHOULD contain all relevant authentication identifiers inits

"authenticationld attribute. The purpose of providing this initia
nmessage is to help thwart downgrade attacks.
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Ful I Copyright Statenent
Copyright (C) The I ETF Trust (2007).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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