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Requirements Related to DNS Security (DNSSEC) Trust Anchor Roll over
Status of This Meno

This menmo provides information for the Internet community. |t does
not specify an Internet standard of any kind. Distribution of this
meno i s unlimted.

Abst r act

Every DNS security-aware resol ver nust have at | east one Trust Anchor
to use as the basis for validating responses from DNS si gned zones.
For various reasons, nost DNS security-aware resolvers are expected
to have several Trust Anchors. For some operations, nanual

nmoni toring and updating of Trust Anchors may be feasible, but many
operations will require automated nmethods for updating Trust Anchors
in their security-aware resolvers. This docunment identifies the
requirenents that must be met by an automated DNS Trust Anchor

roll over solution for security-aware DNS resol vers.
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1.

I nt roducti on

The Domai n Nanme System Security Extensions (DNSSEC), as described in
[2], [3], and [4], define new records and protocol nodifications to
DNS that permit security-aware resolvers to validate DNS Resource
Records (RRs) fromone or nore Trust Anchors held by such security-
awar e resol vers

Security-aware resolvers will have to initially obtain their Trust
Anchors in a trustworthy manner to ensure the Trust Anchors are
correct and valid. There are a nunber of ways that this initial step
can be acconplished; however, details of this step are beyond the
scope of this docunment. Once an operator has obtained Trust Anchors,
initially entering the Trust Anchors into their security-aware
resolvers will in many instances be a nanual operation

For sone operational environnents, manual managenent of Trust Anchors
m ght be a viabl e approach. However, nany operational environnents
will require a nore autonated, specification-based nethod for
updati ng and managi ng Trust Anchors. This document provides a |ist
of requirements that can be used to measure the effectiveness of any
proposed automated Trust Anchor rollover nechanismin a consistent
manner .

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [1].

The use of RFC 2119 words in the requirenents is intended to

unamnbi guously describe a requirenment. |If a tradeoff is to be nade
bet ween conflicting requirenments when choosing a solution, the
requirenment with MJUST | anguage wi |l have hi gher preference than
requirenents with SHOULD, MAY, or RECOVMENDED | anguage. It is
understood that a tradeoff may need to be nade between requirenents
that both contain RFC 2119 | anguage.

Backgr ound

DNS resol vers need to have one or nore starting points to use in
obtai ning DNS answers. The starting points for stub resolvers are
normally the | P addresses for one or nore recursive nane servers.

The starting points for recursive name servers are normally IP
addresses for DNS Root name servers. Simlarly, security-aware

resol vers nust have one or nore starting points to use for building
the authenticated chain to validate a signed DNS response. |nstead
of | P addresses, DNSSEC requires that each resolver trust one or nore
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DNSKEY RRs or DS RRs as their starting point. Each of these starting
points is called a Trust Anchor.

It should be noted that DNSKEY RRs and DS RRs are not Trust Anchors
when they are created by the signed zone operator nor are they Trust
Anchors because the records are published in the signed zone. A
DNSKEY RR or DS RR becones a Trust Anchor when an operator of a
security-aware resol ver determnes that the public key or hash will
be used as a Trust Anchor. Thus, the signed zone operator that
created and/or published these RRs may not know if any of the DNSKEY
RRs or DS RRs associated with their zone are being used as Trust
Anchors by security-aware resolvers. The obvious exceptions are the
DNSKEY RRs for the Root Zone, which will be used as Trust Anchors by
many security-aware resolvers. For various reasons, DNSKEY RRs or DS
RRs from zones ot her than Root can be used by operators of security-
aware resolvers as Trust Anchors. It follows that responsibility
lies with the operator of the security-aware resolver to ensure that
the DNSKEY and/or DS RRs they have chosen to use as Trust Anchors are
valid at the time they are used by the security-aware resolver as the
starting point for building the authentication chain to validate a

si gned DNS response.

When operators of security-aware resol vers choose one or nore Trust
Anchors, they must also determi ne the nethod(s) they will use to
ensure that they are using valid RRs and that they are able to

det erm ne when RRs being used as Trust Anchors shoul d be replaced or
renoved. Early adopters of DNS signed zones have published

i nformati on about the processes and nethods they will use when their
DNSKEY and/or DS RRs change so that operators of security-aware
resol vers can manual | y change the Trust Anchors at the appropriate
time. This manual approach will not scale and, therefore, drives the
need for an automated specification-based approach for rollover of
Trust Anchors for security-aware resolvers

4. Definitions

Thi s docunent uses the definitions contained in RFC 4033, section 2,
plus the followi ng additional definitions:

Trust Anchor: From RFC 4033, "A configured DNSKEY RR or DS RR hash
of a DNSKEY RR. A validating security-aware resolver uses this
public key or hash as a starting point for building the
aut hentication chain to a signed DNS response." Additionally, a
DNSKEY RR or DS RR is associated with precisely one point in the
DNS hierarchy, i.e., one DNS zone. Miltiple Trust Anchors MAY be
associ ated with each DNS zone and MAY be held by any nunber of
security-aware resolvers. Security-aware resolvers MAY have Trust
Anchors fromnultiple DNS zones. Those responsible for the
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I'n

operation of security-aware resolvers are responsible for
determning the set of RRs that will be used as Trust Anchors by
that resol ver.

tial Trust Relationship: Operators of security-aware resolvers
must ensure that they initially obtain any Trust Anchors in a
trustworthy manner. For exanple, the correctness of the Root Zone
DNSKEY RR(s) could be verified by conparing what the operator
believes to be the Root Trust Anchor(s) with several ’well-known’
sources such as the 1ANA web site, the DNS published Root Zone and
the publication of the public key in well-known hard-copy forns.
For other Trust Anchors, the operator nust ensure the accuracy and
validity of the DNSKEY and/or DS RRs before designating them Trust
Anchors. This mght be acconplished through a conbi nation of
techni cal, procedural, and contractual relationships, or use other
existing trust relationships outside the current DNS protocol

Trust Anchor Distribution: The nmethod or nethods used to convey the

DNSKEY and/ or DS RR(s) between the signed zone operator and the
security-aware resol ver operator. The method or met hods MJST be
deened sufficiently trustworthy by the operator of the security-
aware resolver to ensure source authenticity and integrity of the
new RRs to maintain the Initial Trust Relationship required to
desi gnate those RRs as Trust Anchors.

Trust Anchor Mai ntenance: Any change in a validating security-aware

resolver to add a new Trust Anchor, delete an existing Trust
Anchor, or replace an existing Trust Anchor with another. This
change m ght be acconplished manually or in sone automated nanner.
Those responsi bl e for the operation of the security-aware resol ver
are responsi ble for establishing policies and procedures to ensure
that a sufficient Initial Trust Relationship is in place before
addi ng Trust Anchors for a particular DNS zone to their security-
awar e resol ver configuration.

Trust Anchor Revocation and Renpval: The invalidation of a

El and,

particul ar Trust Anchor that results when the operator of the

si gned zone revokes or renoves a DNSKEY RR or DS RR that is being
used as a Trust Anchor by any security-aware resolver. It is

possi ble that a zone adm nistrator may invalidate nore than one RR
at one point in tinme;, therefore, it MJST be clear to both the zone
adm ni strator and the security-aware resol ver the exact RR(s) that
have been revoked or renoved so the proper Trust Anchor or Trust
Anchors are renoved
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Trust Anchor Rollover: The nethod or nethods necessary for the
secure repl acenent of one or multiple Trust Anchors held by
security-aware resolvers. Trust Anchor Rollover shoul d be
consi dered a subset of Trust Anchor Mi ntenance.

Normal or Pre-Schedul ed Trust Anchor Rollover: The operator of a
DNSSEC si gnhed zone has issued a new DNSKEY and/or DS RR(s) as a
part of an operational routine.

Ener gency or Non- Schedul ed Trust Anchor Rollover: The operator of a
signed zone has issued a new DNSKEY and/or DS RR(s) as part of an
exceptional event.

Emer gency Trust Anchor Revocation: The operator of a signed zone
wi shes to indicate that the current DNSKEY and/or DS RR(sS) are no
| onger valid as part of an exceptional event.

5. Requirements

Foll owi ng are the requirements for DNSSEC aut omated specification-
based Trust Anchor Rol |l over:

5.1. Scalability

The automated Trust Anchor Rol |l over solution MJST be capabl e of
scaling to Internet-w de usage. The probabl e | argest nunber of

i nstances of security-aware resolvers needing to rollover a Trust
Anchor will be those that use the public key(s) for the Root Zone as
Trust Anchor(s). This nunber could be extrenely large if a nunber of
appl i cations have enbedded security-aware resol vers

The automated Trust Anchor Rollover solution MIST be able to support
Trust Anchors for multiple zones and nultiple Trust Anchors for each
DNS zone. The nunber of Trust Anchors that m ght be configured into
any one validating security-aware resolver is not known with
certainty at this time; in nbost cases it will be less than 20 but it
may even be as high as one thousand.

5.2. No Known Intellectual Property Encunbrance

Because trust anchor rollover is likely to be "nandatory-to-

i mpl ement”, section 8 of [5] requires that the technical solution
chosen must not be known to be encunbered or nust be avail abl e under
royalty-free ternmns.

For this purpose, "royalty-free" is defined as foll ows: worldw de,

irrevocabl e, perpetual right to use, without fee, in commerce or
ot herwi se, where "use" includes descriptions of algorithns,
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di stribution and/ or use of hardware inplenmentations, distribution
and/ or use of software systems in source and/or binary form in all
DNS or DNSSEC applications including registry, registrar, domain nane
service including authority, recursion, caching, forwarding, stub
resolver, or simlar.

In sunmary, no inplenentor, distributor, or operator of the
technol ogy chosen for trust anchor managenent shall be expected or
required to pay any fee to any I PR holder for the right to inplenent,
distribute, or operate a system which includes the chosen nandatory-
to-i npl enent sol ution.

5.3. Ceneral Applicability

The sol ution MJST provide the capability to maintain Trust Anchors in
security-aware resolvers for any and all DNS zones.

5.4. Support Private Networks

The sol ution MJST support private networks with their own DNS
hi er ar chy.

5.5. Detection of Stale Trust Anchors

The Trust Anchor Rollover solution MJST allow a validating security-
aware resolver to be able to detect if the DNSKEY and/or DS RR(s) can
no | onger be updated given the current set of actual trust-anchors.
In these cases, the resolver should informthe operator of the need
to reestablish initial trust.

5.6. Manual Qperations Permitted
The operator of a security-aware resolver may choose manual or

automated rol |l over, but the rollover protocol nust allowthe
i npl ementation to support both automated and manual Trust Anchor

Mai nt enance operations. |nplenmentation of the rollover protocol is
likely to be mandatory, but that’s out of scope for this requirenents
docurnent .

5.7. Planned and Unpl anned Rol | overs
The solution MJST permit both planned (pre-schedul ed) and unpl anned

(non-schedul ed) rollover of Trust Anchors. Support for providing an
Initial Trust Relationship is OPTI ONAL.
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5.8. Tineliness

Resource Records used as Trust Anchors SHOULD be able to be
distributed to security-aware resolvers in a tinmely manner

Security-aware resolvers need to acquire new and renove revoked
DNSKEY and/or DS RRs that are being used as Trust Anchors for a zone
such that no old RRis used as a Trust Anchor for long after the zone
i ssues new or revokes existing RRs.

5.9. High Availability

I nformati on about the zone adm nistrator’s view of the state of
Resource Records used as Trust Anchors SHOULD be available in a
trustworthy manner at all times to security-aware resolvers

I nformati on about Resource Records that a zone adm ni strator has
invalidated and that are known to be used as Trust Anchors shoul d be
available in a trustworthy manner for a reasonable length of tine.

5.10. New RR Types

If a Trust Anchor Rollover solution requires new RR types or protocol
nmodi fications, this should be considered in the eval uation of
solutions. The working group needs to deternine whether such changes
are a good thing or a bad thing or sonething el se.

5.11. Support for Trust Anchor Mai ntenance Operations

The Trust Anchor Rollover solution MIUST support operations that allow
a validating security-aware resolver to add a new Trust Anchor

del ete an existing Trust Anchor, or replace an existing Trust Anchor
wi t h anot her.

5.12. Recovery from Conprom se

The Trust Anchor Rollover solution MJST allow a security-aware
resolver to be able to recover fromthe conpronise of any of its
configured Trust Anchors for a zone so long as at |east one other
key, which is known to have not been conprom sed, is configured as a
Trust Anchor for that same zone at that resolver

5.13. Non-Degradi ng Trust
The Trust Anchor Rollover solution MJST provide sufficient neans to

ensure authenticity and integrity so that the existing trust relation
does not degrade by performng the rollover
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6.

Security Considerations

Thi s docunent defines overall requirenments for an automated

speci fication-based Trust Anchor Rollover solution for security-aware
resol vers but specifically does not define the security nechanisns
needed to neet these requirenents.
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Ful I Copyright Statenent
Copyright (C) The I ETF Trust (2007).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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