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Status of This Menp

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmeno is unlimted.

Abst r act

This meno defines a portion of the Managenment |nformati on Base (M B)
for use with network nmanagenent protocols in the Internet comunity.
In particular, it describes managed objects for information rel ated
to the managenent of Fi bre Channel’s Registered State Change
Notifications (RSCNs).
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1. Introduction

This meno defines a portion of the Management |nformati on Base (M B)
for use with network managenent protocols in the Internet comunity.
In particular, it describes managed objects for information rel ated
to Registered State Change Notifications (RSCNs) [FC-LS] in a Fibre
Channel network, including which Nx_Ports are registered to receive
whi ch types of RSCNs, the control and generation of Sinple Network
Management Protocol (SNMP) notifications on registration failures,
and RSCN-rel ated statistics.

This meno was previously approved by | Nternational Conmmittee for

I nformation Technol ogy Standards (I NCITS) Task Group T11.5
(http://ww. t11.0rg); this docunent is a product of the IETF s | M5S
wor ki ng gr oup.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119

[ RFC2119] .

2. The Internet-Standard Managenment Franmewor k

For a detail ed overview of the docunents that describe the current
I nt ernet - Standard Managenent Framework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
the Managenent Infornmation Base or MB. M B objects are generally
accessed t hrough the Sinple Network Managerment Protocol (SNWVP).
ojects in the MB are defined using the nechani sns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
modul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

3. Short Overview of Fibre Channel

The Fibre Channel (FC) is logically a bidirectional point-to-point
serial data channel, structured for high performance. Fibre Channel
provi des a general transport vehicle for higher |level protocols such
as Snmall Conputer System Interface (SCSI) command sets, the High-
Performance Parallel Interface (H PPlI) data franming, |IP (Internet
Protocol ), |EEE 802.2, and ot hers.

Physically, Fibre Channel is an interconnection of multiple

conmmuni cation points, called N Ports, interconnected either by a
switching network, called a Fabric, or by a point-to-point link. A
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Fi bre Channel "node" consists of one or nore N Ports. A Fabric may
consist of multiple Interconnect El ements, some of which are
switches. An N _Port connects to the Fabric via a port on a switch
called an F Port. When nmultiple FC nodes are connected to a single
port on a switch via an "Arbitrated Loop" topology, the switch port
is called an FL_Port, and the nodes’ ports are called NL_Ports. The
termNx_Port is used to refer to either an N Port or an NL_Port. The
termFx_Port is used to refer to either an F_Port or an FL Port. A
switch port, which is interconnected to another switch port via an
Inter-Switch Link (I1SL), is called an E Port. A B Port connects a
bridge device with an E Port on a switch; a B Port provides a subset
of E Port functionality.

Many Fi bre Channel conponents, including the fabric, each node, and
nmost ports, have globally unique nanmes. These gl obally uni que nanes
are typically formatted as Wrld Wde Nanes (WWs). Mre information
on WANs can be found in [FCGFS]. WA\Ws are expected to be persistent
across agent and unit resets.

Fi bre Channel frames contain 24-bit address identifiers that identify
the frame’s source and destination ports. Each FC port has both an
address identifier and a WAW. Wen a fabric is in use, the FC
address identifiers are dynam cally assigned by a switch. Each octet
of a 24-bit address represents a |level in an address hierarchy, with
a Domai n_I D being the highest |evel of the hierarchy.

Regi stered State Change Notifications (RSCNs) are defined in [FC LS]
as a neans to provide Nx_Ports that have registered to receive such
notifications with a tinely indication of changes in the state of
nodes attached to the fabric. Specifically, an Nx _Port may choose to
register, using a State Change Registration (SCR) request [FC-LS] to
receive RSCNs. Wen an event occurs that may affect a registered
Nx_Port’s port’s state, the registered Nx_Port will receive an RSCN
For exanple, an Nx_Port can use RSCNs as the nmeans by which it is
informed of the failures of other nodes, of new devices com ng
online, or even of more network-accessible storage becom ng
avai l abl e. The payl oad of the RSCN i ndicates the type of change and
i ncludes the address of the changed port. RSCNs are often generated
by the fabric, but an Nx_Port can al so generate (and send to the
fabric) an RSCN if and when it detects an event not visible to the
fabric. The sender of an RSCN may coal esce several events into a
singl e RSCN nessage. Each RSCN is a "request" that is acknow edged
by the receiver with an accept or reject.

An RSCN is received by an Nx_Port fromthe Fabric as an Extended Link
Service (ELS) request [FC-LS]. The Fabric distributes RSCNs between
Switches using an SWILS frane with an Inter-Switch RSCN payl oad,

al so known as an SWRSCN [ FC-SW4]. So, when a Switch has directly
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attached Nx_Ports that have registered to receive RSCNs, it converts
received SWRSCNs (i.e., SWILS frames contai ni ng SWRSCN payl oads)
into ELS requests containing the correspondi ng RSCN which it sends to
each such Nx_Port.

The |l atest standard for an interconnecting Fabric containing multiple
Fabric Switch elenments is [FCG-SW4]. [FC-SW4] carries forward the
earlier specification for the operation of a single Fabric in a
physi cal infrastructure, and augnents it with the definition of
Virtual Fabrics and with the specification of how multiple Virtual
Fabrics can operate within one (or nore) physical infrastructures.
The use of Virtual Fabrics provides for each frame to be tagged in
its header to indicate which one of several Virtual Fabrics that
frane is being transmitted on. Al frames entering a particul ar
"Core Switch" [FC-SW4] (i.e., a physical switch) on the sane Virtual
Fabric are processed by the same "Virtual Switch" within that Core
Swi t ch.

4. Relationship to Oher MBs

The first standardized MB for Fibre Channel [RFC2837] was focused on
Fi bre Channel switches. It was replaced by the nore generic Fibre
Channel Managenent M B [ RFC4044] which defines basic information for
Fi bre Channel hosts and switches, including extensions to the
standard [IF-M B] for Fibre Channel interfaces. [RFC4044] includes
the specification of how the generic objects defined in [IF- M B]
apply to Fibre Channel interfaces.

This M B inports sone comobn Textual Conventions defined in the
T11-TG-M B [ RFC4439] and in the T11- FC- NAME- SERVER-M B [ RFC4438] .

5. M B Overvi ew

This section explains the use of a Fibre Channel managenent instance,
a Switch Index, and a Fabric Index. It also describes the four MB
groups contained in the MB.

5.1. Fibre Channel Managenent |nstance

A Fi bre Channel nmanagenent instance is defined in [ RFC4044] as a
separ abl e managed i nstance of Fibre Channel functionality. Fibre
Channel functionality may be grouped into Fi bre Channel nanagenent

i nstances in whatever way is nmobst convenient for the

i npl ementation(s). For exanple, one such groupi ng accommpdates a
singl e SNVP agent having nmultiple Agent X [ RFC2741] sub-agents, with
each sub-agent inplenmenting a different Fibre Channel managenent

i nst ance.
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The object, fcm nstancel ndex, is | MPORTed fromthe FC MGMI-M B

[ RFC4044] as the index value to uniquely identify each Fi bre Channe
managenent instance, for exanple, within the same SNVMP cont ext

([ RFC3411], section 3.3.1).

5.2. Switch | ndex

The FC-MGMI-M B [ RFC4044] defines the fcnBwitchTable as a table of

i nformati on about Fibre Channel sw tches which are nanaged by Fibre
Channel managenent instances. Each Fibre Channel managenent instance
can nanage one or nore Fibre Channel switches. The Switch Index,
fcnBwi tchlndex, is | MPORTed fromthe FC-MAGMI-M B as the index val ue
to uniquely identify a Fibre Channel sw tch anpbngst those (one or
nmore) managed by the sane Fi bre Channel managenent instance

5.3. Fabric I ndex

Whet her operating on a Physical Fabric (i.e., without Virtua

Fabrics) or within a Virtual Fabric, the manner of operation of RSCNs
within a/each Fabric is identical. Therefore, this MB defines al
Fabric-related information in tables that are | NDEXed by an arbitrary
i nteger, naned a "Fabric Index", the syntax of which is | MPORTed from
the T11-TC-M B [ RFC4439]. Wen a device is connected to a single
Physi cal Fabric, w thout use of any Virtual Fabrics, the val ue of
this Fabric Index will always be 1. 1In an environment of multiple
Virtual and/or Physical Fabrics, this index provides a neans to

di stingui sh one Fabric from anot her

It is quite possible, and nay even be likely, that a Fibre Channe
switch will have ports connected to nmultiple Virtual and/or Physica
Fabrics. Thus, in order to sinplify a nanagenment protocol query
concerning all the Fabrics to which a single switch is connected,
fcmbwi tchlndex will be listed before t11FcRscnFabricl ndex when they
bot h appear in the same | NDEX cl ause.

5.4. The tllFcRscnRegistrati onG oup G oup

Thi s group contains information about the Nx_Ports which have
registered to recei ve RSCNs.

5.5. The tl1llFcRscnNotifyG oup G oup

This group contains two notifications: one generated when a switch
rejects an SCR or RSCN;, the other when a switch rejects an SW RSCN
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5.5.1. FlowControl for Notifications

VWhen defining SNVP notifications for events that occur in the data-
pl ane, the maxi num frequency of their generation needs to be
considered. Unless there is sone limting factor, such notifications
need to be flowcontrolled in some way, e.g., defined such that after
some maxi mum nunber within a specified tinme interval have occurred,
further notifications are suppressed for some subsequent tinme
interval. However, when such a suppression occurs, the Network
Managenent System (NMVB) that didn't receive the notifications
(because they were suppressed) needs to be able to obtain an

i ndi cation of how many were suppressed. Therefore, an additiona
Count er 32 obj ect needs to be defined, and/or a new type of
notification needs to be defined for use at the end of the interval
VWhile this is extra complexity, it is necessary for notifications
that need to be flow controll ed.

In contrast, for notifications such as both the ones defined in this
M B nodul e, which are generated due to control -plane events (and are
not able to start a chain reaction), the extra conplexity of flow
controlling these types of notifications is not warranted.

5.6. The tl1lFcRscnNotifyControl G oup G oup

This group contains one object for each notification in the

t 11FcRscnNoti fyGroup group to enabl e/ di sable that notification, as
wel|l as three objects that record information about the |atest
rejection of an SCR, RSCN or SWRSCN. Specifically, they record the
content (if available) of the rejected request, the source of the
rejected request, and the reason for the rejection

5.7. The t1l1FcRscnStat sG oup G oup

This group contains RSCN-rel ated statistics. Two |evels of
statistics are included:

1) counters at the nmessage-type level, for
- the nunmber of SCRs received/rejected,
- the nunmber of RSCNs sent/received/rejected,
- the nunmber of SWRSCNs sent/received/rejected.

2) counters for each different category of sent/received RSCNs,
where different categories are indicated by different val ues of
the "Event Qualifier’ contained in an RSCN nmessage. Note that
i f and when several RSCN events are coal esced into a single
RSCN nessage, then that nmessage may be counted in nore than one
of these counters. No counters are defined in this MB for the
"Event Qualifier’ value of '0001' b (neaning "Changed Nane
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Server (bject") because these types of RSCNs are counted by the
t 11NsI nRscns and t 11NsQut Rscns objects already defined in
[ RFC4438] .

6. Definitions

6.1. The T11- FC-RSCN- M B Mbdul e

T11-FC-RSCN-M B DEFINITIONS ::= BEG N

-- The Fibre Channel RSCN M B

-- for the nonitoring of registrations by Nx_Ports to receive

-- Registered State Change Notifications (RSCNs), and the
-- monitoring of RSCN usage.

I MPORTS
MODULE- | DENTI TY, OBJECT- TYPE,
NOTI FI CATI ON- TYPE,

Counter32, mb-2 FROM SNMPv2- SM -- [ RFC2578]
MODUL E- COVPLI ANCE, OBJECT- GROUP,

NOTI FI CATI ON- GROUP FROM SNMPv2- CONF - - [ RFC2580]
Trut hVal ue FROM SNWPv2- TC -- [ RFC2579]
fcm nst ancel ndex, fcnbwi t chl ndex,

FcNarel dOr Zer o, FcAddressl dOr Zero FROM FC-MaMI-M B -- [ RFC4044]
T11NsGs4Rej ect ReasonCode FROM T11- FC- NAME- SERVER-M B -- [ RFC4438]
T11lFabri cl ndex FROM T11-TC-M B; -- [RFC4439]

t11FcRscnM B MODULE- | DENTI TY
LAST- UPDATED "200701080000Z"
ORGANI ZATION "For the initial versions, T11.
For later versions, the IETF s | MSS Wirking G oup."
CONTACT- | NFO
" Cl audi o DeSanti
Cisco Systens, Inc.
170 West Tasman Drive
San Jose, CA 95134 USA
EMai |l ;. cds@i sco. com

Keith McC oghrie

Cisco Systens, Inc.

170 West Tasman Drive
San Jose, CA 95134 USA
EMai | : kzm@&i sco. cont

DESCRI PTI ON
"The M B nodul e for the managenent of registrations
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by Nx_Ports to receive RSCNs (Registered State Change
Notifications) on a Fibre Channel Fabric, as defined

in FG-LS, and for the nonitoring of RSCNs sent/received
or rejected in a Fibre Channel Fabric.

Copyright (C The Internet Society (2007). This version of
this MB nmodule is part of RFC 4983; see the RFCitself for

full legal notices."
REVI SI ON "2007010800002"
DESCRI PTI ON

"Initial version of this MB nodul e, published as RFC 4983."
o= { mb-2 161 }

t11FcRscnNoti ficati ons OBJECT | DENTI FI ER : :
t 11FcRscnj ect s OBJECT | DENTI FI ER ::
t 11FcRscnConf or mance OBJECT | DENTI FI ER : :
t 11FcRscnRegi strations OBJECT | DENTI FIER : :
t11FcRscnSt at s OBJECT | DENTI FI ER : :
t 11FcRscnl nf or mati on OBJECT | DENTI FI ER : :

t11FcRscnM B 0 }
t11FcRscnM B 1 }
t 11FcRscnM B 2 }
t 11FcRscnoj ects 1 }
t 11FcRscnObj ects 2 }
t 11FcRscnoj ects 3 }

1 T O O I |
A A A A

-- State Change Regi stration Table

t 11FcRscnRegTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Tl1llFcRscnRegEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table of Nx_Ports that have registered to receive
RSCNs on all Fabrics configured on one or nore Fibre
Channel switches."

::={ tllFcRscnRegi strations 1 }

t11FcRscnRegEntry OBJECT- TYPE

SYNTAX T1ll1FcRscnRegEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An entry containing information about one Nx_Port that
has registered with a particular switch (identified by
val ues of fcmnlnstancel ndex and fcnBwi tchl ndex) for a
particular Fabric (identified by a t1llFcRscnFabri cl ndex
val ue) . "

INDEX { fcm nstancel ndex, fcnbwi tchlndex, tl1llFcRscnFabri cl ndex,

t 11FcRscnRegFcl d }
::={ tllFcRscnRegTable 1 }

T1l1lFcRscnRegEntry ::= SEQUENCE {
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t 11FcRscnFabri cl ndex T11lFabri cl ndex,
t 11FcRscnRegFcl d FcAddr essl dOr Zer o,
t 11FcRscnRegType BITS

}

t 11FcRscnFabri cl ndex OBJECT- TYPE
SYNTAX T11Fabri cl ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An index value that uniquely identifies a particular
Fabri c.

In a Fabric conformant to FC-SW4, multiple Virtual Fabrics
can operate within one (or nore) physical infrastructures.
In such a case, this index value is used to uniquely
identify a particular Fabric within a physica
infrastructure

In a Fabric that has (or can have) only a single Fabric
operating within the physical infrastructure, the
val ue of this Fabric Index will always be 1."
REFERENCE
"ANSI INCITS 418-2006, Fibre Channel - Switch Fabric - 4
(FC-SW4), Decenber 2006."
::={ tllFcRscnRegEntry 1 }

t 11FcRscnRegFcld OBJECT- TYPE

SYNTAX FcAddressl dOr Zero (Sl ZE (3))
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The Fi bre Channel Address ldentifier of the
registering Nx_Port."
::={ tllFcRscnRegEntry 2 }

t 11FcRscnRegType OBJECT- TYPE
SYNTAX BI TS {
fronftabricController(0),
from\xPort (1)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object indicates the type of registration
desired by the registering Nx_Port, one bit per type:

"fronfFabricController’ -- RSCNs generated for events
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detected by the Fabric Controller.

"from\xPorts’ -- RSCNs generated for events

detected by the affected Nx_Port."
REFERENCE

"ANSI | NCI TS 433- 2007, Fibre Channel - Link Services
(FC-LS), July 2007, Table 40."
::={ tllFcRscnRegEntry 3 }

-- Statistics

t11FcRscnSt at sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Tl1llFcRscnStatsEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The RSCN-rel ated statistics on all Fabrics configured
on one or nore Fibre Channel switches.

Two | evel s of statistics are included:

1) counters at the nessage-type |level, for:
- the nunber of SCRs received/rejected,
- the nunmber of RSCNs sent/received/rejected,
- the number of SWRSCNs sent/received/rejected.

2) counters of sent/received RSCNs per 'Event
Qualifier’ value. Note that if and when several
RSCN events are coal esced into a single RSCN
message, then that nmessage may be counted in
nmore than one of these counters."
::={ tllFcRscnStats 1 }

t11FcRscnStat sentry OBJECT- TYPE

SYNTAX T1l1FcRscnSt at sEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An entry containing statistics for a particular Fabric
(identified by a t1llFcRscnFabriclndex value) on a particul ar
switch (identified by values of fcnlnstancel ndex and
fcnBwi t chl ndex) . "
I NDEX { fcm nstancel ndex, fcnBwi tchlndex, tllFcRscnFabriclndex }
::={ tllFcRscnStatsTable 1 }

Tl1lFcRscnStat seEntry :: = SEQUENCE {
t11FcRscnl nScrs Count er 32,
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t 11FcRscnl nRscns

t 11FcRscnCut Rscns

t 11FcRscnl nSwRscns

t 11FcRscnQut SWRscns

t 11FcRscnScr Rej ect s

t 11FcRscnRscnRej ect s

t 11FcRscnSwRscnRej ect s

t 11FcRscnl nUnspeci fi edRscns

t 11FcRscnQut Unspeci fi edRscns

t 11FcRscnl nChangedAttri bRscns
t 11FcRscnQut ChangedAttri bRscns
t 11FcRscnl nChangedSer vi ceRscns
t 11FcRscnQut ChangedSer vi ceRschns
t 11FcRscnl nChangedSwi t chRscns
t 11FcRscnQut ChangedSwi t chRscns
t 11FcRscnl nRenobvedRscns

t 11FcRscnQut RenbvedRscns
}
t11FcRscnl nScrs OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of SCRs received from Nx_Ports

RSCN M B

Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32

by this switch on this Fabric.

This counter has no discontinuities other than
those that all Counter32s have when sysUpTi ne=0."

::={ tllFcRscnStatsEntry 1 }

t 11FcRscnl nRscns OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of RSCNs received from Nx_Ports

by this switch on this Fabric.

This counter has no discontinuities other than
those that all Counter32s have when sysUpTi ne=0."

::={ tllFcRscnStatsEntry 2 }

t 11FcRscnQut Rscns OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DeSanti, et al. St andards Track
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DESCRI PTI ON
"The nunber of RSCNs transmitted to Nx _Ports
by this switch on this Fabric.

This counter has no discontinuities other than

those that all Counter32s have when sysUpTi ne=0."
::={ tllFcRscnStatsEntry 3 }

t 11FcRscnl nSwRscns  OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunmber of SWRSCNs received by this switch from
other switches on this Fabric.

This counter has no discontinuities other than
those that all Counter32s have when sysUpTi ne=0."
::={ tllFcRscnStatsEntry 4 }

t 11FcRscnQut SwRscns  OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunmber of SWRSCNs transmitted by this switch
fromother switches on this Fabric.

This counter has no discontinuities other than
those that all Counter32s have when sysUpTi ne=0."
::={ tllFcRscnStatsEntry 5 }

t 11FcRscnScr Rej ects  OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of SCRs rejected by this switch on
this Fabric.

This counter has no discontinuities other than
those that all Counter32s have when sysUpTi ne=0."
::={ tllFcRscnStatsEntry 6 }

t 11FcRscnRscnRej ect s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
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STATUS current

DESCRI PTI ON
"The number of RSCNs rejected by this switch on this
Fabri c.

This counter has no discontinuities other than
those that all Counter32s have when sysUpTi ne=0."
::={ tllFcRscnStatsEntry 7 }

t 11FcRscnSwRscnRej ects  OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of SWRSCN rejected by this switch on this
Fabri c.

This counter has no discontinuities other than
those that all Counter32s have when sysUpTi ne=0."
::={ tllFcRscnStatsEntry 8 }

t 11FcRscnl nUnspeci fi edRscns OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The number of Registered State Change Notifications
(RSCNs) received by this switch on this Fabric which
contai ned an RSCN Event Qualifier value of 0000 b
meani ng ' Event is not specified' .

This counter has no discontinuities other than
those that all Counter32s have when sysUpTi ne=0."
REFERENCE
"ANSI | NCI TS 433-2007, Fibre Channel - Link Services
(FCG-LS), July 2007, Table 36."
::={ tllFcRscnStatsEntry 9 }

t 11FcRscnQut Unspeci fi edRscns OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The number of Registered State Change Notifications
(RSCNs) sent by this switch on this Fabric which
contai ned an RSCN Event Qualifier value of '0000'b
meani ng ' Event is not specified'.
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This counter has no discontinuities other than
those that all Counter32s have when sysUpTi ne=0."
REFERENCE
"ANSI | NCI TS 433-2007, Fibre Channel - Link Services
(FC-LS), July 2007, Table 36."
::={ tllFcRscnStatsEntry 10 }

t 11FcRscnl nChangedAttri bRscns OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The number of Registered State Change Notifications
(RSCNs) received by this switch on this Fabric which
contai ned an RSCN Event Qualifier value of '0002'b
meani ng ' Changed Port Attribute’.

This counter has no discontinuities other than
those that all Counter32s have when sysUpTi ne=0."
REFERENCE
"ANSI | NCI TS 433-2007, Fibre Channel - Link Services
(FC-LS), July 2007, Table 36."
::={ tllFcRscnStatsEntry 11 }

t 11FcRscnQut ChangedAttri bRscns OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunmber of Registered State Change Notifications
(RSCNs) sent by this switch on this Fabric which
contai ned an RSCN Event Qualifier value of '0002'b
meani ng ' Changed Port Attribute’.

This counter has no discontinuities other than
those that all Counter32s have when sysUpTi ne=0."
REFERENCE
"ANSI | NCI TS 433-2007, Fibre Channel - Link Services
(FCG-LS), July 2007, Table 36."
::={ tllFcRscnStatsEntry 12 }

t 11FcRscnl nChangedSer vi ceRscns  OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of Registered State Change Notifications
(RSCNs) received by this switch on this Fabric which
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contai ned an RSCN Event Qualifier value of '0003'b
meani ng ' Changed Service (bject’.

This counter has no discontinuities other than
those that all Counter32s have when sysUpTi ne=0."
REFERENCE
"ANSI | NCI TS 433-2007, Fibre Channel - Link Services
(FCG-LS), July 2007, Table 36."
::={ tllFcRscnStatsEntry 13 }

t 11FcRscnQut ChangedSer vi ceRscns OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of Registered State Change Notifications
(RSCNs) sent by this switch on this Fabric which
contai ned an RSCN Event Qualifier value of '0003'b
meani ng ' Changed Service (bject’.

This counter has no discontinuities other than
those that all Counter32s have when sysUpTi ne=0."
REFERENCE
"ANSI | NCI TS 433-2007, Fibre Channel - Link Services
(FC-LS), July 2007, Table 36."
::={ tllFcRscnStatsEntry 14 }

t 11FcRscnl nChangedSwi t chRscns OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The number of Registered State Change Notifications
(RSCNs) received by this switch on this Fabric which
contai ned an RSCN Event Qualifier value of '0004'b
meani ng ' Changed Switch Configuration’.

This counter has no discontinuities other than
those that all Counter32s have when sysUpTi ne=0."
REFERENCE
"ANSI | NCI TS 433-2007, Fibre Channel - Link Services
(FCG-LS), July 2007, Table 36."
::={ tllFcRscnStatsEntry 15 }

t 11FcRscnQut ChangedSwi t chRscns OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"The number of Registered State Change Notifications
(RSCNs) sent by this switch on this Fabric which
contai ned an RSCN Event Qualifier value of '0004'b
meani ng ' Changed Switch Configuration’.

This counter has no discontinuities other than
those that all Counter32s have when sysUpTi ne=0."
REFERENCE
"ANSI | NCI TS 433-2007, Fibre Channel - Link Services
(FC-LS), July 2007, Table 36."
::={ tllFcRscnStatsEntry 16 }

t 11FcRscnl nRenovedRscns OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The number of Registered State Change Notifications
(RSCNs) received by this switch on this Fabric which
contai ned an RSCN Event Qualifier value of 0005 b
meani ng ' Renmoved Obj ect’.

This counter has no discontinuities other than
those that all Counter32s have when sysUpTi ne=0."
REFERENCE
"ANSI | NCI TS 433-2007, Fi bre Channel - Link Services
(FC-LS), July 2007, Table 36."
::={ tllFcRscnStatsEntry 17 }

t 11FcRscnCut RenmovedRscns OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunmber of Registered State Change Notifications
(RSCNs) sent by this switch on this Fabric which
contai ned an RSCN Event Qualifier value of '0005 b
meani ng ' Renoved Obj ect’.

This counter has no discontinuities other than
those that all Counter32s have when sysUpTi ne=0."
REFERENCE
"ANSI | NCI TS 433-2007, Fibre Channel - Link Services
(FCG-LS), July 2007, Table 36."
::={ tllFcRscnStatsEntry 18 }
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-- Notification Control Table

t 11FcRscnNot i f yContr ol Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11FcRscnNotifyControl Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table of control information for notifications
generated due to the rejection of an SCR or RSCN. "
::={ tllFcRscninformation 1 }

t 11FcRscnNoti fyCont r ol Entry OBJECT- TYPE

SYNTAX T11FcRscnNoti fyControl Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Each entry contains notification control information
concerning the rejection of RSCN SCRs for a particul ar
Fabric (identified by the value of tl1lFcRscnFabri cl ndex)
by a particular switch (identified by val ues of
fcm nst ancel ndex and fcnBw t chl ndex). "
I NDEX { fcml nstancel ndex, fcnBwitchlndex, tllFcRscnFabriclndex }
::={ tllFcRscnNotifyControl Table 1 }

T11FcRscnNotifyControl Entry ::= SEQUENCE ({
t 11FcRscnl | sRej ect Not i f yEnabl e Trut hVval ue,
t 11FcRscnEl sRej ect Not i f yEnabl e Trut hval ue,
t 11FcRscnRej ect edRequest Stri ng OCTET STRI NG
t 11FcRscnRej ect edRequest Sour ce FcNarel dOr Zer o,
t 11FcRscnRej ect ReasonCode T11NsGs4Rej ect ReasonCode,
t 11FcRscnRej ect ReasonCodeExp OCTET STRI NG
t 11FcRscnRej ect ReasonVendor Code OCTET STRI NG
}
t 11FcRscnl | sRej ect Not i f yEnabl e OBJECT- TYPE
SYNTAX Trut hVval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"This object specifies if a tl1lFcRscnll sReject RegNotify
notification should be generated when this switch
rejects an SWRSCN on this Fabric.

Values witten to this object should be retained
over agent reboots."

DEFVAL { false }

::={ tllFcRscnNotifyControl Entry 1 }
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t 11FcRscnEl sRej ect Not i f yEnabl e OBJECT- TYPE

SYNTAX Tr ut hVval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"This object specifies if a tl1lFcRscnEl sRej ect RegNotify
notification should be generated when this swtch
rejects an RSCN or SCR on this Fabric.

Values witten to this object should be retained
over agent reboots."

DEFVAL { fal se }

::={ tllFcRscnNotifyControl Entry 2 }

t 11FcRscnRej ect edRequest St ri ng OBJECT- TYPE

SYNTAX OCTET STRING (SI ZE (0..255))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The binary content of the RSCN, SCR, or SW RSCN t hat
was nmost recently rejected by this switch on this Fabric.
The value is formatted as an octet string (in network
byte order) as described in the rel evant Fi bre Channel
standard, containing the payload (which is typically a
list of affected ports and error codes) of the rejected
RSCN or SCR as described in FC-LS, or the rejected

SW RSCN as described in FCG SW4.

Thi s object contains the zero-length string if and when

the RSCN SCR/ SW RSCN payl oad i s unavail able. Wen the

I ength of this object is 255 octets, it contains the

first 255 octets of the payload (in network byte order)."
REFERENCE

"ANSI I NCITS 433-2007, Fibre Channel - Link Services

(FC-LS), July 2007, Tables 34 & 39.

ANSI INCITS 418-2006, Fibre Channel - Switch Fabric - 4
(FC-SW4), Decenber 2006, Table 45."
::={ tl1llFcRscnNotifyControl Entry 3 }

t 11FcRscnRej ect edRequest Sour ce OBJECT- TYPE

SYNTAX FcNanmel dOr Zer o
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The WAN t hat was the source of the RSCN, SCR, or
SW RSCN that was nost recently rejected by this switch
on this Fabric."

DeSanti, et al. St andards Track [ Page 19]



RFC 4983 Fi bre Channel RSCN M B August 2007

::={ tllFcRscnNotifyControl Entry 4 }

t 11FcRscnRej ect ReasonCode OBJECT- TYPE

SYNTAX T11NsGs4Rej ect ReasonCode
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Thi s object contains the Reason Code of the nobst recent
rejection by this switch of an RSCN, SCR or SW RSCN on
this Fabric."

REFERENCE
"ANSI I NCI TS 433-2007, Fibre Channel - Link Services
(FCG-LS), July 2007, Table 146.

ANSI INCI TS 418-2006, Fibre Channel - Switch Fabric - 4
(FC-SW4), Decenber 2006, Table 5."
::={ tllFcRscnNotifyControl Entry 5 }

t 11FcRscnRej ect ReasonCodeExp OBJECT- TYPE

SYNTAX OCTET STRING (SI ZE(1))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Thi s object contains the Reason Code Expl anation
of the nost recent rejection by this switch of an
RSCN, SCR or SWRSCN on this Fabric."

REFERENCE
"ANSI I NCI TS 433-2007, Fibre Channel - Link Services
(FC-LS), July 2007, Table 147.

ANSI INCITS 418-2006, Fibre Channel - Switch Fabric - 4
(FC-SW4), Decenber 2006, Table 6."
::={ tl1llFcRscnNotifyControl Entry 6 }

t 11FcRscnRej ect ReasonVendor Code OBJECT- TYPE

SYNTAX OCTET STRING (Sl ZE(1))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This object contains the Reason Vendor Specific

Code of the npbst recent rejection by this switch

of an RSCN, SCR or SWRSCN on this Fabric."
REFERENCE

"ANSI | NCI TS 433-2007, Fibre Channel - Link Services

(FCG-LS), July 2007, Table 148.

ANSI I NCI TS 418-2006, Fibre Channel - Switch Fabric - 4
(FC-SW4), Decenber 2006, Section 6.1.3."
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1= { tllFcRscnNotifyControl Entry 7 }

-- Notifications

t 11FcRscnEl sRej ect ReqNot i fy NOTI FI CATI ON- TYPE
OBJECTS { t1l1FcRscnRej ect edRequest Stri ng,
t 11FcRscnRej ect edRequest Sour ce,
t 11FcRscnRej ect ReasonCode,
t 11FcRscnRej ect ReasonCodeExp,
t 11FcRscnRej ect ReasonVendor Code }
STATUS current
DESCRI PTI ON
"This notification is generated when a switch rejects
an SCR or RSCN.

The val ue of t1llFcRscnRejectedRequestString indicates the
bi nary content of the rejected request if available, or
the zero-length string otherwi se. The source of the
rejected request is given by tllFcRscnRej ect edRequest Source,
and the reason for rejection is given by the val ues of
t 11FcRscnRej ect ReasonCode, t 11FcRscnRej ect ReasonCodeExp
and t 11FcRscnRej ect ReasonVendor Code. "
c:={ tllFcRscnNotifications 1}

t 11FcRscnl | sRej ect ReqNot i fy NOTI FI CATI ON- TYPE
OBJECTS { t1l1FcRscnRej ect edRequest Stri ng,
t 11FcRscnRej ect edRequest Sour ce,
t 11FcRscnRej ect ReasonCode,
t 11FcRscnRej ect ReasonCodeExp,
t 11FcRscnRej ect ReasonVendor Code }
STATUS current
DESCRI PTI ON
"This notification is generated when a switch rejects
an SW RSCN.

The val ue of t1llFcRscnRejectedRequestString indicates the
bi nary content of the rejected request if available, or
the zero-length string otherwi se. The source of the
rejected request is given by tllFcRscnReject edRequest Source,
and the reason for rejection is given by the val ues of
t 11FcRscnRej ect ReasonCode, t11FcRscnRej ect ReasonCodeExp
and t 11FcRscnRej ect ReasonVendor Code. "
::={ tllFcRscnNotifications 2 }

-- Confornmance
t 11FcRscnConpl i ances OBJECT | DENTI FI ER ::
t 11FcRscnG oups OBJECT | DENTI FI ER : :

{ t1l1lFcRscnConformance 1 }
{ t11FcRscnConfornmance 2 }
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t 11FcRscnConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for entities that inplenent
this MB. "
MODULE
MANDATORY- GROUPS { t11FcRscnRegi strati onG oup,
t 11FcRscnNot i f yCont r ol G oup,
t 11FcRscnNoti fyGroup }

GROUP  tl1llFcRscnStatsG oup

DESCRI PTI ON
"These counters, containing RSCN-rel ated statistics, are
mandatory only for those systens that count such events.

OBJECT t 11FcRscnl | sRej ect Not i fyEnabl e
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT t 11FcRscnEl sRej ect Not i f yEnabl e
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”

::={ t1llFcRscnConpliances 1 }

-- Units of conformance

t 11FcRscnRegi strati onG oup OBJECT- GROUP
OBJECTS { t1l1FcRscnRegType }
STATUS current
DESCRI PTI ON
"A collection of objects for nonitoring RSCN
registrations.”
:={ tl1lFcRscnGoups 1 }

t11FcRscnSt at sG oup OBJECT- GROUP
OBJECTS { t11FcRscnl nScrs,
t11FcRscnl nRscns,
t 11FcRscnCut Rscns,
t 11FcRscnl nSwRscns,
t 11FcRscnQut SwRscns,
t 11FcRscnScr Rej ect s,
t 11FcRscnRscnRej ect s,
t 11FcRscnSwRscnRej ect s,
t 11FcRscnl nUnspeci fi edRscns,

2007
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t 11FcRscnQut Unspeci fi edRscns,

t 11FcRscnl nChangedAttri bRscns,

t 11FcRscnQut ChangedAt tri bRscns,
t 11FcRscnl nChangedSer vi ceRscns,
t 11FcRscnQut ChangedSer vi ceRscns,
t 11FcRscnl nChangedSwi t chRscns,

t 11FcRscnQut ChangedSwi t chRscns,
t 11FcRscnl nRenovedRscns,

t 11FcRscnQut RenovedRscns

}
STATUS current
DESCRI PTI ON
"A collection of objects for collecting RSCN-rel at ed
statistics."”
:={ tl1lFcRscnG oups 2 }

t 11FcRscnNot i fyControl G oup OBJECT- GROUP

OBJECTS { t1l1FcRscnll sReject NotifyEnabl e,
t 11FcRscnEl sRej ect Not i f yEnabl e,
t 11FcRscnRej ect edRequest St ri ng,
t 11FcRscnRej ect edRequest Sour ce,
t 11FcRscnRej ect ReasonCode,
t 11FcRscnRej ect ReasonCodeExp,
t 11FcRscnRej ect ReasonVendor Code

}
STATUS current
DESCRI PTI ON
"A collection of notification control and
notification information objects.”
.= { tl1lFcRscnG oups 3 }

t 11FcRscnNoti f yGroup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS { t11FcRscnl | sRej ect ReqNoti fy,
t 11FcRscnEl sRej ect RegNoti fy
}

STATUS current
DESCRI PTI ON
"A collection of notifications for nonitoring
ILS and ELS rejections by the RSCN nodul e. ™
.= { tl1lFcRscnG oups 4 }
END
7. | ANA Consi derations

| ANA has assigned a MB OD for the T1ll- FC-RSCN-M B nodul e under the
appropri ate subtree.
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8.

Security Considerations

There are a nunber of nanagenment objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in some network
envi ronments. The support for SET operations in a non-secure

envi ronment w t hout proper protection can have a negative effect on
networ k operations. These objects and their
sensitivity/vulnerability are:

t 11FcRscnl | sRej ect Noti f yEnabl e
t 11FcRscnEl sRej ect Not i f yEnabl e
-- ability to enable/disable a notification; these object, if
m sconfi gured, would either generate unwanted notifications
or suppress wanted notifications.

Some of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may al so be consi dered
sensitive or vulnerable in some network environments. It is thus
inmportant to control even GET and/or NOTIFY access to these objects
and possibly to even encrypt the values of these objects when sending
them over the network via SNMP. These are the tables and objects and
their sensitivity/vulnerability:

t 11FcRscnRegTabl e -- contains a list of Nx_Ports that are
currently registered to recei ved RSCNs.

t11FcRscnStat sTabl e -- contains RSCN-rel ated statistics.

t 11FcRscnNoti fyControl Tabl e -- contains control and | oggi ng
information for notifications that are concerned with the
rejection of RSCN-rel ated requests.

SNWVP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using |IPsec),
even then, there is no control as to who on the secure network is

all oned to access and GET/ SET (read/change/create/delete) the objects
in this MB nodul e.

It is RECOVWENDED t hat inplenentors consider the security features as
provi ded by the SNMPv3 framework (see [ RFC3410], section 8),
including full support for the SNMPv3 cryptographic nechani sns (for
aut henti cation and privacy).

Further, deploynent of SNWP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to deploy SNMPv3 and to
enabl e cryptographic security. It is then a customner/operator
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10.

responsibility to ensure that the SNWMP entity giving access to an
instance of this MB nmodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/delete) them
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