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Status of This Meno

This menmo provides information for the Internet community. |t does
not specify an Internet standard of any kind. Distribution of this
meno i s unlimted.

Abst r act

This docunment is an analysis of nmultihonming in the context of network
mobility (NEMD in IPv6. As there are many situations in which
mobi | e networks may be nulti honed, a taxonony is proposed to classify
the possible configurations. The possible depl oynment scenarios of

mul ti honed nobil e networks are described together with the associ ated
i ssues when network nobility is supported by RFC 3963 (NEMO Basic
Support). Reconmendations are offered on how to address these

i ssues.
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I nt roducti on

The desi gn goal s and objectives of Network Mbility (NEMD support in
IPv6 are identified in [1], while the terminology is described in [2]
and [3]. NEMO Basic Support (RFC 3963) [4] is the solution proposed
by the NEMO Worki ng Group to provide continuous |Internet connectivity
to nodes located in an | Pv6 nmobile network, e.g., like in an in-
vehi cl e enbedded I P network. The NEMO Basic Support sol ution does so
by setting up bi-directional tunnels between the nobile routers (MRs)
connecting the nobile network (NEMO) to the Internet and their
respective home agents (HAs), nuch like howthis is done in Mbile
IPv6 [5], the solution for host mobility support. NEMO Basic Support
is transparent to nodes | ocated behind the MR (i.e., the nobile

net wor k nodes, or MNNs), and as such, does not require M\Ns to take
any action in the nmobility nmanagenent.

However, nobile networks are typically connected by neans of wireless
and thus less reliable links; there could also be nmany nodes behi nd
the MR A loss of connectivity or a failure to connect to the
Internet has thus a nore significant inpact than for a single nobile
node. Scenarios illustrated in [6] denonstrate that providing a

per manent access to nobile networks typically require the use of
several interfaces and technol ogies. For exanple, this is
particularly useful for Intelligent Transport Systens (ITS)
appl i cations since vehicles are noving across di stant geographi cal

| ocations. Access would be provided through different access
technologies (e.g., Wmax, Wfi, 3G and through different access
oper at ors.

As specified in Section 5 of the NEMO Basic Support Requirenments [1]
(R 12), the NEMO WG nust ensure that NEMO Basic Support does not
prevent mobile networks to be multihomed, i.e., when there is nore
than one point of attachnent between the nobile network and the
Internet (see definitions in [3]). This arises either

o when an MR has nultiple egress interfaces, or

o the nmobile network has multiple MRs, or

o the nobile network is associated with nultiple HAs, or

o multiple global prefixes are available in the nobile network.
Usi ng NEMO Basi ¢ Support, this would translate into having multiple

bi -directional tunnels between the MR(s) and the correspondi ng HA(S),
and may result in nultiple Mbile Network Prefixes (M\Ps) avail abl e
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to the M\Ns. However, NEMO Basic Support does not specify any
particul ar mechanismto manage multiple bi-directional tunnels. The
obj ectives of this neno are thus nultifold:

0 to determine all the potential multihonmed configurations for a
NEMO, and then to identify which of these may be useful in a real-
life scenario;

0 to capture issues that may prevent sone nultihomed configurations
to be supported under the operation of NEMO Basic Support. It
does not necessarily nmean that the ones not supported will not
work with NEMO Basic Support, as it may be up to the inplenentors
to make it work (hopefully this neno will be hel pful to these
i mpl ement or s) ;

0 to decide which issues are worth solving and to deternine which WG
is the nost appropriate to address these;

o to identify potential solutions to the previously identified
i ssues.

In order to reach these objectives, a taxonony for classifying the
possi bl e mul ti honmed configurations is described in Section 2

Depl oynent scenarios, their benefits, and requirements to neet these
benefits are illustrated in Section 3. Following this, the related

i ssues are studied in Section 4. The issues are then sumarized in a
matrix for each of the depl oynment scenario, and recomendations are
made on which of the issues should be worked on and where in

Section 5. This nmeno concludes with an eval uati on of NEMO Basic
Support for nmultihomed configurations. Alternative classifications
are outlined in the Appendi x.

The readers should note that this docunent considers nultihomng only

fromthe point of view of an IPv6 environnment. |In order to
understand this nmenpo, the reader is expected to be familiar with the
above cited docunents, i.e., with the NEMO term nology as defined in

[2] (Section 3) and [3], Mdtivations and Scenarios for Miltihom ng
[6], Goals and Requirenments of Network Mbility Support [1], and the
NEMO Basi ¢ Support specification [4]. Goals and benefits of

mul ti homi ng as discussed in [6], are applicable to fixed nodes,
nmobi | e nodes, fixed networks, and nobil e networks.

Cl assification
As there are several configurations in which nobile networks are
mul ti honed, there is a need to classify theminto a clearly defined

taxonony. This can be done in various ways. A Configuration-
Oriented taxonony is described in this section. Two other
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taxononi es, nanely, the Omership-Oiented Approach and the Problem
Oiented Approach, are outlined in Appendix A 1 and Appendi x A 2.

Mul ti homed configurations can be classified depending on how many MRs
are present, how nany egress interfaces, Care-of Address (CoA), and
Hone Addresses (HoA) the MRs have, how nany prefixes (M\Ps) are

avail able to the nobile network nodes, etc. W use three key
paraneters to differentiate the multihonmed configurations. Using
these paraneters, each configuration is referred by the 3-tuple

(x,¥,2), where 'x', 'y', "z’ are defined as follows:

o] X' indicates the nunber of MRs where:

x=1 inplies that a nobile network has only a single MR
presumably mul ti homed.

x=n inplies that a nobile network has nore than one MR

0 'y’ indicates the nunmber of HAs associated with the entire nobile
net wor k, where:

y=1 inplies that a single HA is assigned to the nobile network

y=n inplies that multiple HAs are assigned to the nobile network.

z' indicates the nunber of MNPs available within the NEMO, where:
z=1 inplies that a single MNP is available in the NEMO
z=N inplies that nultiple M\Ps are available in the NEMO

It can be seen that the above three parameters are fairly orthogona
with one another. Thus, different values of "x', 'y’, and 'z’ result

in different conbinations of the 3-tuple (x,Y, 2z).

As will be described in the sub-sections below, a total of 8 possible
configurations can be identified. One thing the reader has to keep
inmndis that in each of the following 8 cases, the MR may be

mul tihoned if either (i) nultiple prefixes are available (on the hone
link, or on the foreign link), or (ii) the MR is equipped with

multiple interfaces. In such a case, the MR would have multiple
(HoA, CoA) pairs. |Issues pertaining to a nultihomed MR are al so
addressed in [7]. |In addition, the readers should also keep in nind

that when "MNP(s) is/are available in the NEMJ', the MNP(s) may
either be explicitly announced by the MR via router advertisenent, or
made avail abl e t hrough Dynami ¢ Host Configuration Protocol (DHCP)

[8].

et al. I nf or mat i onal [ Page 5]



RFC 4980 Anal ysi s of Miltihom ng in NEMO Cct ober 2007

2.1. (1,1,1): Single MR Single HA, Single M\P

The (1,1,1) configuration has only one MR it is associated with a
single HA, and a single MNP is available in the NEMO. The MR and the
AR are connected to the Internet via a single Access Router (AR). To
fall into a multihomed configuration, at |east one of the follow ng
condi ti ons must hol d:

o The MR has nultiple interfaces and thus it has multiple CoAs;

o Miltiple global prefixes are available on the foreign Iink, and
thus it has nmultiple CoAs; or

o Miltiple global prefixes are avail able on the hone |ink, and thus
the MR has nore than one path to reach the HA

Note that the case where multiple prefixes are available on the
foreign |link does not have any bearing on the M\Ps. M\Ps are

i ndependent of prefixes available on the link where the MR is
attached to, thus prefixes available on the foreign link are not
announced on the NEMO |ink. For the case where nultiple prefixes are
avai l abl e on the hone |ink, these are only announced on the NEMO |ink
if the MRis configured to do so. In the present (1,1,1)
configuration, only one MNP i s announced.

A bi-directional tunnel would then be established between each
(HoA, CoA) pair.

Regardi ng M\Ns, they are (usually) not nultihoned since they would

configure a single global address fromthe single MNP avail able on
the link they are attached to.

| I-1<_ |-|Z|-I |- _
|11 | |11
MN\INs MR AR Internet AR HA
Figure 1: (1,1,1): 1 MR 1 HA 1 M\P
2.2. (1,1,n): Single MR Single HA, Miultiple MPs

The (1,1,n) configuration has only one MR it is associated with a
single HA, and two or nore MNPs are available in the NEMO
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2. 3.

Ng,

The MR may itself be multihomed, as detailed in Section 2.1. 1In such
a case, a bi-directional tunnel would be established between each
(HoA, CoA) pair.

Regardi ng M\Ns, they are multihonmed because several M\Ps are
available on the link they are attached to. The M\Ns woul d then
configure a gl obal address fromeach MNP avail abl e on the |ink.

_ plLp2 _ | I
[ _I-1<-_ |-1_I-| | - _
B S B [ [ N
[ _I-1 I I-I_I-I
MNINs MR AR Internet AR HA
Figure 2: (1,1,n): 1 MR 1 HA nultiple MPs
(1,n,1): Single MR, Miltiple HAs, Single M\P

The (1,n,1) configuration has only one MR and a single M\P is
available in the NEMO. The MR, however, is associated with nultiple
HAs.

The NEMO is nmultihoned since it has multiple HAs, but in addition,
the conditions detailed in Section 2.1 may al so hold for the MR A
bi -directional tunnel would then be established between each

(HoA, CoA) pair.

Regardi ng M\Ns, they are (usually) not nultihonmed since they would

configure a single global address fromthe single MNP avail able on
the link they are attached to.

I
M\Ns MR AR Internet AR HA1

Figure 3: (1,n,1): 1 MR multiple HAs, 1 M\P
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2.4. (1,n,n): Single MR Miltiple HAs, Miltiple M\Ps

The (1,n,n) configuration has only one MR  However, the MRis
associated with multiple HAS and nore than one MNP is available in
t he NEMO.

The MR is multihoned since it has multiple HAs, but in addition, the
conditions detailed in Section 2.1 may also hold. A bi-directiona
tunnel would then be established between each (HoA, CoA) pair.

Regardi ng M\Ns, they are multihonmed because several M\Ps are
available on the link they are attached to. The M\Ns woul d then
configure a global address with each MNP avail able on the |ink

_ pLp2z  _ | | - I
[ _I-1<-_ |-1_I-1 I _
B S [ (-1 — I-1_l
[ _I-1 | }-I_I-I
M\Ns MR AR Internet AR HAL
Figure 4: (1,n,n): 1 MR, multiple HAs, multiple MPs
2.5, (n,1,1): Miltiple MRs, Single HA, Single M\P
The (n,1,1) configuration has nore than one MR advertising gl oba
routes. However, the MR(s) are associated with a single HA, and
there is a single MNP available in the NEMO
The NEMO is multi honed since it has multiple MRs, but in addition the
conditions detailed in Section 2.1 nay also hold for each MR A bi -

directional tunnel would then be established between each (HoA, CoA)
pair.

Regardi ng M\Ns, they are (usually) not nultihomed since they woul d

configure a single global address fromthe single MNP avail able on
the link they are attached to.

Ng, et al. I nf or mat i onal [ Page 8]
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M\Ns  MR1 I nt er net AR HA
Figure 5: (n,1,1): Miultiple MRs, 1 HA, 1 M\P
2.6. (n,1,n): Miltiple MRs, Single HA, Multiple M\Ps
The (n,1,n) configuration has nore than one MR, nultiple global
routes are advertised by the MRs and nultiple MNPs are avail abl e
within the NEMO
The NEMO is nmultihoned since it has multiple MRs, but in addition,
the conditions detailed in Section 2.1 may al so hold for each MR A
bi -directional tunnel would then be established between each
(HoA, CoA) pair.
Regardi ng M\Ns, they are multi honed because several M\Ps are

available on the link they are attached to. The M\Ns woul d then
configure a gl obal address with each MNP avail abl e on the |ink.

M\Ns  MR1 I nt er net AR HA
Figure 6: (n,1,n): Miltiple MRs, 1 HA, nultiple MPs
2.7. (n,n,1): Miltiple MRs, Multiple HAs, Single M\P
The (n,n,1) configuration has nore than one MR advertising multiple

gl obal routes. The nobile network is sinultaneously associated with
multiple HAs and a single MNP is available in the NEMO

Ng, et al. I nf or mat i onal [ Page 9]
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The NEMO is nmultihoned since it has multiple MR and HAs, but in
addition, the conditions detailed in Section 2.1 may al so hold for
each MR A bi-directional tunnel would then be established between
each (HoA, CoA) pair.

Regardi ng M\Ns, they are (usually) not nultihonmed since they would
configure a single global address fromthe single MNP avail able on
the link they are attached to.

MR2 AR HA2

p
M\Ns  MR1 Internet AR HAL
Figure 7: (n,n,1): Miltiple MRs, Miltiple HAs, 1 M\P
2.8. (n,n,n): Miltiple Ms, Miultiple HAs, Miltiple MPs

The (n,n,n) configuration has nultiple MRs advertising different
gl obal routes. The nmobile network is sinultaneously associated with
nmore than one HA and nultiple MNPs are available in the NEMO

The NEMO is nmultihoned since it has multiple MR and HAs, but in
addition, the conditions detailed in Section 2.1 nmay also hold for
each MR A bi-directional tunnel would then be established between
each (HoA, CoA) pair.

Regardi ng M\Ns, they are multihonmed because several M\Ps are

available on the link they are attached to. The M\Ns woul d then
configure a global address with each MNP avail able on the |ink.

Ng, et al. I nf or mat i onal [ Page 10]
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I
M\Ns  MR1 Internet AR HAL
Figure 8 (n,n,n): Miltiple MR, HAs, and M\Ps

3. Deployment Scenarios and Prerequisites

Cct ober 2007

The foll owi ng generic goals and benefits of nultihom ng are discussed

in [6]:

1. Permanent and Ubi quitous Access

2. Reliability

3. Load Sharing

4. Load Bal anci ng/ Fl ow Di stribution

5. Preference Settings

6. Aggregate Bandw dth

These benefits are now illustrated froma NEMO perspectiv

typical instance scenario for each case in the taxonony.

di scuss the prerequisites to fulfill these

3.1. Deploynment Scenarios
x=1: Miltihomed nobile networks with a single MR
o0 Exanple 1:

MR with dual /multiple access interfaces (e.g., 802
capabilities). This is a (1,1,*) if a single HAis
both. If two independent HAs are used, this is a (

configuration.

Benefits: Ubiquitous Access, Reliability, Load Shar
Preference Settings, Aggregate Bandw dth.

Ng, et al. I nf or mat i onal
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x=n: Miltihonmed nmobile networks with multiple Ms

o Example 1:
Train with one MR in each car, all served by the sane HA thus
a (n,1,*) configuration. Alternatively, the train conpany
m ght use different HAs, in different countries, thus a (n,n,n)
confi guration.

Benefits: Ubiquitous Access, Reliability, Load Sharing,
Aggr egat e Bandwi dt h.

o Exanple 2:
Wrel ess personal area network with a GPRS-enabl ed phone and a
W Fi -enabl ed PDA. This is a (n,n,n) configuration if different
HAs are al so used.

Benefits: Ubiquitous Access, Reliability, Preference Settings,
Aggr egat e Bandwi dt h.

y=1: Miltihonmed nobile networks with a single HA
o Exanpl e:
Most single HA cases in above exanpl es.
y=n: Miltihonmed nobile networks with nultiple HAs
o Exanple 1:
Most nultiple HAs cases in above exanpl es.
o0 Exanple 2:

Transatlantic flight with a HA in each continent. This is a
(1,n,1) configuration if there is only one MR

Benefits: Ubiquitous Access, Reliability, Preference Settings
(reduced del ay, shortest path).

z=1: Miltihomed nobile networks with a single M\P
o Exanpl e:

Most single HA cases in above exanpl es.

Ng, et al. I nf or mat i onal [ Page 12]
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z=n: Ml tihonmed nobile networks with rmultiple MPs

o Example 1:
Most nmultiple HAs cases in above exanpl es.

o Exanple 2:
Car with a prefix taken from home (personal traffic is
transmtted using this prefix and is paid by the owner) and one
that belongs to the car nmanufacturer (maintenance traffic is
paid by the car manufacturer). This will typically be a
(1,1,n) or a (1,n,n,) configuration
Benefits: Preference Settings

3.2. Prerequisites

In this section, requirenments are stated in order to conply with the
expected benefits of multihom ng as detailed in [6].

At | east one bi-directional tunnel nust be available at any point in
time between the nobile network and the fixed network to neet al
expectations. But for npost goals to be effective, nultiple tunnels
must be mai ntai ned sinultaneously:

o Permanent and Ubi quitous Access:

At | east one bi-directional tunnel nust be avail able at any point
in time.

0 Reliability:
Both the i nbound and outbound traffic nust be transnmitted or
di verted over another bi-directional tunnel once a bi-directiona
tunnel is broken or disrupted. 1t should be noted that the
provi sion of fault tol erance capabilities does not necessarily

require the existence of nultiple bi-directional tunnels
si mul t aneousl y.

0 Load Sharing and Load Bal anci ng:

Mul tiple tunnels must be maintained sinultaneously.

Ng, et al. I nf or mat i onal [ Page 13]
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4.

4. 1.
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0 Preference Settings:

Implicitly, multiple tunnels nmust be maintained simnultaneously if
preferences are set for deciding which of the avail able bi-
directional tunnels should be used. To allow user/application to
set the preference, a nechani sm shoul d be provided to the user/
application for the notification of the availability of multiple
bi -directional tunnels, and perhaps also to set preferences. A
sim | ar mechani sm shoul d al so be provided to network

adm nistrators to nmanage preferences

0 Aggregate Bandwi dth:

Mul tiple tunnels nmust be maintained simultaneously in order to
increase the total aggregated bandw dth available to the nobile
net wor K.

Mul ti hom ng | ssues

As discussed in the previous section, multiple bi-directional tunnels
need to be naintained either sequentially (e.g., for fault tol erance)
or simultaneously (e.g., for load sharing).

In sone cases, it may be necessary to divert packets froma (perhaps
failed) bi-directional tunnel to an alternative (perhaps newy
established) bi-directional tunnel (i.e., for matters of fault
recovery, preferences), or to split traffic between nmultiple tunnels
(l oad sharing, |oad bal ancing).

So, depending on the configuration under consideration, the issues
di scussed bel ow may need to be addressed sonetinmes dynamically. For
each issue, potential ways to solve the problemare investigated.

Fault Tol erance

One of the goals of nultihoming is the provision of fault tolerance
capabilities. |In order to provide such features, a set of tasks need
to be performed, including: failure detection, alternative avail abl e
pat h expl oration, path selection, and re-hom ng of established
conmuni cations. These are also discussed in [9] by the Shine Wa In
the follow ng sub-sections, we |ook at these issues in the specific
context of NEMO, rather than the general Shinb perspective in [9].

In addition, in sone scenarios, it may also be required to provide
the mechani snms for coordination between different HAs (see

Section 4.3) and al so the coordination between different MRS (see
Section 4.4).
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4.1.1. Failure Detection

It is expected for faults to occur nore readily at the edge of the
network (i.e., the nobile nodes) due to the use of wireless
connections. Efficient fault detection nechanisns are necessary to
recover in tinmely fashion

Dependi ng on the NEMO configuration considered, the failure
protection domain greatly varies. In some configurations, the
protection domain provided by NEMO nultihonming is limted to the
links between the MR(s) and the HA(s). |In other configurations, the
protection domain allows to recover fromfailures in other parts of
the path, so an end-to-end failure detection nechanismis required.

The failure detection capabilities required for each configuration
are detail ed bel ow

o For the (1,1,*) cases, multiple paths are avail abl e between a
single MR and a single HA. Al the traffic to and fromthe NEMO
flows through the MR and HA. Failure detection mechani sms need
only to be executed between these two devices. This is a NEMO-/
M Pv6-specific issue.

o For the (n,1,*) cases, there is a single HA, so all the traffic to
and fromthe NEMO wi Il flow through it. The failure detection
mechani sms need to be able to detect failure in the path between
the used MR and the only HA. Hence, the failure detection
mechani sm needs only to involve the HA and the MRs. This is a
NEMO M Pv6 specific issue.

o For the (n,n,*) cases, there are nmultiple paths between the
different HAs and the different MRs. Moreover, the HAs may be
| ocated in different networks, and have different Internet access
links. This inplies that changing the HA used may not only allow
recovering fromfailures in the link between the HA and the MR
but also fromother failure nodes, affecting other parts of the
path. In this case, an end-to-end failure detection mechani sm
woul d provide additional protection. However, a higher nunber of
failures is likely to occur in the Iink between the HA and the MR
so it may be reasonable to provide optimzed failure detection
mechani sns for this failure node. The (n,n,n) case is hybrid,
since selecting a different prefix results in a change of path.
For this case, the Shinmb protocols (such as those discussed in
[9]) may be useful.

Most of the above cases involve the detection of tunnel failures

bet ween HA(s) and MR(s). This is no different fromthe case of
failure detection between a nobile host and its HA(s). As such, a
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4.1.
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solution for MPv6 should apply to NEMO as well. For case (n,*,*),
an MR synchroni zation solution (see Section 4.4) should be able to
compl enent a MPv6 failure detection solution to achieve the desired
functionality for NEMO

In order for fault recovery to work, the MRs and HAs nust first
possess a neans to detect failures:

0 Onthe MRs side, the MR can rely on router advertisenents from
access routers, or other layer-2 trigger nmechani sns to detect
faults, e.g., [10] and [11].

0 Onthe HAs side, it is more difficult to detect tunnel failures.
For an | SP depl oynment nodel, the HAs and MRs can use proprietary
met hods (such as constant transm ssion of heartbeat signals) to

detect failures and check tunnel liveness. |n the subscriber
nmodel (see Appendix A 2: S/P nodel), a | ack of standardized
"tunnel liveness" protocol neans that it is harder to detect
failures.

A possible nethod is for the MRs to send binding updates nore
regularly with shorter Lifetinme values. Simlarly, HAs can return
bi ndi ng acknow edgnment nessages with snaller Lifetine values, thus
forcing the MRs to send binding updates nore frequently. These

bi ndi ng updates can be used to emul ate "tunnel heartbeats”. This,
however, may lead to nore traffic and processi ng overhead, since
bi ndi ng updates sent to HAs nust be protected (and possibly
encrypted) with security associations.

2. Path Exploration

Once a failure in the currently used path is detected, alternative
pat hs have to be explored in order to identify an avail abl e one.
This process is closely related to failure detection in the sense
that paths being explored need to be alternative paths to the one
that has failed. There are, however, subtle but significant

di fferences between path exploration and failure detection. Failure
detection occurs on the currently used path while path exploration
occurs on the alternative paths (not on the one currently being used
for exchangi ng packets). Although both path exploration and failure
detection are likely to rely on a reachability or keepalive test
exchange, failure detection also relies on other information, such as
upper layer information (e.g., positive or negative feedback from
TCP), lower layer information (e.g., an interface is down), and
network | ayer information (e.g., as an address being deprecated or

| CMP error message).
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Basi cally, the same cases as in the analysis of the failure detection
(Section 4.1.1) issue are identified:

o For the (1,1,*) cases, multiple paths are avail abl e between a
single MR and a single HA. The existing paths between the HA and
the MR have to be explored to identify an avail able one. The
mechani sminvolves only the HA and the MR This is a NEMO/

M Pv6-speci fic issue.

o For the (n,1,*) cases, there is a single HA, so all the traffic to
and fromthe NEMO will flow through it. The available alternative
paths are the different ones between the different MRs and the HA
The pat h-expl oration mechani smonly involves the HA and the MRs.
This is a NEMJ M Pv6 specific issue.

o For the (n,n,*) cases, there are nultiple paths between the
different HAs and the different MRs. In this case, alternative
pat hs may be routed conpletely independent fromone another. An
end-t o-end pat h-expl orati on nmechani smwoul d be able to discover if
any of the end-to-end paths is available. The (n,n,1) case,
however, seens to be pretty NEMO specific, because of the absence
of multiple prefixes. The (n,n,n) case is hybrid, since selecting
a different prefix results in a change of path. For this case,
the Shinme protocols (such as those discussed in [9]) may be
useful .

Most of the above cases involve the path exploration of tunnels

bet ween HA(s) and MR(s). This is no different fromthe case of path
expl oration between a nobile host and its HA(s). As such, a solution
for MPv6 should apply to NEMO as well. For case (n,*,*), an MR
synchroni zati on solution (see Section 4.4) should be able to

compl enent an M Pv6 pat h-expl orati on solution to achieve the desired
functionality for NEMO

In order to performpath exploration, it is sonmetinmes al so necessary
for the MRto detect the availability of network nedia. This nmay be
achi eved using layer 2 triggers [10], or other mechani sm devel oped/
recomrended by the Detecting Network Attachnent (DNA) Wbrking G oup
[11]. This is related to Section 4.1.1, since the ability to detect
medi a availability would often inply the ability to detect nedia
unavail ability.

4.1.3. Path Selection

Ng,

A path-sel ection mechanismis required to select anong the multiple
avai | abl e paths. Depending on the NEMO nul ti hom ng configuration
i nvol ved, the differences between the paths may affect only the part
bet ween the HA and the MR, or they may affect the full end-to-end
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Ng,

path. In addition, depending on the configuration, path selection
may be performed by the HA(s), the MR(s), or the hosts thensel ves
through address selection, as will be described in detail next.

The nultiple available paths may differ on the tunnel between the MR
and the HA used to carry traffic to/fromthe NEMO. In this case,
path selection is performed by the MR and the intra-NEMO routing
systemfor traffic flowing fromthe NEMDO, and path selection is
performed by the HA and intra-Home Network routing systemfor traffic
flowing to the NEMO

Alternatively, the nultiple paths available nmay differ in nore than
just the tunnel between the MR and the HA, since the usage of
different prefixes may result in using different providers; hence, in
completely different paths between the involved endpoints. 1In this
case, besides the nechani sns presented in the previous case,
addi ti onal nechanisns for the end-to-end path selection nmay be
needed. This nmechanismmay be closely related to source address

sel ection nechanisns within the hosts, since selecting a given
address inplies selecting a given prefix, which is associated with a
given | SP serving one of the home networKks.

A dynani ¢ path-sel ection nmechanismis thus needed so that this path
coul d be sel ected by:

o The HA: it should be able to select the path based on sone
i nformati on recorded in the binding cache.

0o The MR it should be able to select the path based on router
adverti senents received on both its egress interfaces or on its
ingress interfaces for the (n,*,*) case.

o The MNN: it should be able to select the path based on "Default
Rout er Sel ection" (see [Section 6.3.6 Default Router Sel ection]
[12]) in the (n,*,*) case or based on "Source Address Sel ection"
inthe (*,*,n) cases (see Section 4.7 of the present neno).

0 The user or the application: e.g., in case where a user wants to
sel ect a particular access technol ogy anong the avail abl e
technol ogi es for reasons, e.g., of cost or data rate.

o A conbination of any of the above: a hybrid mechani sm should be
al so available, e.g., one in which the HA, the MR and/or the MNs
are coordinated to select the path.

When nmultiple bi-directional tunnels are avail abl e and possibly used

si mul taneously, the node of operation nmay be either primary-secondary
(one tunnel is precedent over the others and used as the default
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tunnel, while the other serves as a backup) or peer-to-peer (no
tunnel has precedence over one another, they are used with the sane
priority). This questions which of the bi-directional tunnels would
be sel ected, and based on which of the paraneters (e.g., type of flow
that goes into/out of the nobile network).

The nechani sns for the selection anong the different tunnel s between
the MR(s) and the HA(s) seemto be quite NEMJY M Pv6 specific.

For (1,*,*) cases, they are no different fromthe case of path

sel ection between a nobile host and its HA(s). As such, a solution
for MPv6 should apply to NEMO as well. For the (n,*,*) cases, an MR
synchroni zati on solution (see Section 4.4) should be able to

compl enent an M Pv6 pat h-sel ection solution to achieve the desired
functionality for NEMO

The nechani sns for selecting anong di fferent end-to-end paths based
on address selection are simlar to the ones used in other
mul ti hom ng scenarios, as those considered by Shint (e.g., [13]).

4.1.4. Re-Hom ng

4. 2.

Ng,

After an outage has been detected and an avail able alternative path
has been identified, a re-hom ng event takes place, diverting the
exi sting communi cati ons fromone path to the other. Similar to the
previous itens involved in this process, the re-hom ng procedure
heavily varies depending on the NEMO nul ti hom ng configuration

o For the (*,*,1) configurations, the re-honing procedure invol ves
only the MR(s) and the HA(s). The re-hom ng procedure may invol ve
t he exchange of additional BU messages. These nechanisns are
shared between NEMO Basi ¢ Support and M Pv6

o For the (*,*,n) cases, in addition to the previ ous nmechani sns,
end-t o-end nechani sns nmay be required. Such nechani sns nmay
i nvol ve sone form of end-to-end signaling or may sinply rely on
usi ng different addresses for the conmunication. The involved
mechani sms may be simlar to those required for re-hom ng Shing
communi cations (e.g., [13]).

Ingress Filtering
Ingress filtering nechanisns [14][15] may drop the outgoi ng packets
when multiple bi-directional tunnels end up at different HAs. This

could particularly occur if different M\Ps are handl ed by different
HAs. |If a packet with a source address configured froma specific
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MNP is tunneled to a HA that does not handle that specific M\P, the
packet may be discarded either by the HA or by a border router in the
home net wor k.

The ingress filtering conpatibility issue is heavily dependent on the
particul ar NEMO mul ti homi ng confi gurati on:

o For the (*,*,1) cases, there is not such an issue, since there is
a single MP.

o For the (1,1,*) and (n,1,1) cases, there is not such a problem
since there is a single HA accepting all the M\Ps.

o For the (n,1,n) case, though ingress filtering would not occur at
the HA, it may occur at the MRs, when each MR is handling
different M\Ps.

o (*,n,n) are the cases where the ingress filtering presents sone
difficulties. 1In the (1,n,n) case, the problemis sinplified
because all the traffic to and fromthe NEMO is routed through a
single MR  Such configuration allows the MR to properly route
packets respecting the constraints inposed by ingress filtering.
In this case, the single MR may face ingress filtering probl ens
that a nultihomed nobil e node may face, as docunmented in [7]. The
nmore conplex case is the (n,n,n) case. A sinplified case occurs
when all the prefixes are accepted by all the HAs, so that no
probl ems occur with the ingress filtering. However, this cannot
be al ways assunmed, resulting in the probl em described bel ow.

As an exanpl e of how this could happen, consider the depl oynent
scenario illustrated in Figure 9: the nobile network has two nobile
routers MRL and MR2, with hone agents HA1l and HA2, respectively. Two
bi -directional tunnels are established between the two pairs. Each
MR advertises a different MNP (P1 and P2 respectively). MNP Pl is
registered to HAL, and MNP P2 is registered to HA2. Thus, MNs
shoul d be free to auto-configure their addresses on any of P1 or P2.
Ingress filtering could thus happen in tw cases:

o If the two tunnels are available, MN cannot forward packet with
source address equals P1.MNN to MR2. This would cause ingress
filtering at HA2 to occur (or even at MR2). This is contrary to
normal Nei ghbor Discovery [12] practice that an | Pv6 node is free
to choose any router as its default router regardl ess of the
prefix it chooses to use.
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(0]

If the tunnel to HAl is broken, packets that would normally be
sent through the tunnel to HA1 shoul d be diverted through the
tunnel to HA2. If HA2 (or sone border router in HA2's domain)
performs ingress filtering, packets with source address configured
from MNP P1 may be di scarded
Prefix: P1 +----- + Aot - -oooo oo + Fo-m-- +
+--| MRL|--| AR|--| |---| HAL |
| +- - - - - + -+ | +- - - - - +
I P: +----- + | | Prefix: P1
P1.M\N or | M\N [--+ | I'nternet |
P2. M\N  +----- + | | | Prefix: P2
| +----- + -+ | +----- +
+--| MR2|--| AR|--] |---1 HA2 |
Prefix: P2 +----- L N T + - +

Figure 9: An (n,n,n) nobile network

Possi bl e solutions to the ingress filtering inconpatibility problem
may be based on the foll ow ng approaches:

(0]

Sone form of source address-dependent routing, whether host-based
and/ or router-based where the prefix contained in the source
address of the packet is considered when deciding which exit
router to use when forwardi ng the packet.

The usage of nested tunnels for (*,n,n) cases. Appendix B
descri bes one such approach

Deprecating those prefixes associated to non-avail able exit
routers.

The ingress filtering inconpatibilities problens that appear in sone
NEMO nul ti homi ng configurations are simlar to those considered in
Shinmé (e.g., see [16]).

4. 3.

HA Synchroni zati on

In the (*,n,*) configuration, a single M\P woul d be registered at
different HAs. This gives rise to the foll ow ng cases:

(o]

0

Ng,

Only one HA may actively advertise a route to the M\P

Multiple HAs at different domains nmay advertise a route to the
same M\P.
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4. 4.

Ng,

This may pose a problemin the routing infrastructure as a whole if
the HAs are located in different admnistrative donmains. The
inmplications of this aspect needs further exploration. A certain

| evel of HA coordination may be required. A possible approach is to
adopt an HA synchroni zati on mechani sm such as that described in [17]
and [18]. Such synchronization m ght al so be necessary in a (*,n,*)
configuration, when an MR sends bi ndi ng update nmessages to only one

HA (instead of all HAs). In such cases, the binding update
i nformati on m ght have to be synchroni zed between HAs. The npde of
synchroni zati on may be either primary-secondary or peer-to-peer. In

addition, when a MNP is delegated to the MR (see Section 4.5), sone
| evel of coordination between the HAs may al so be necessary.

This issue is a general nobility issue that will also have to be
dealt with by Mbile IPv6 (see Section 6.2.3 in [7]) as well as NEMO
Basi ¢ Support.

MR Synchroni zati on

In the (n,*,*) configurations, there are common deci si ons that may
require synchroni zati on anong different MRs [19], such as:

0 advertising the same MNP in the (n,*,1) configurations (see also
"prefix delegation" in Section 4.5);

o0 one MR relaying the advertisenent of the MNP from anot her failed
MR in the (n,*,n) configuration; and

o relaying between MRs everything that needs to be rel ayed, such as
data packets, creating a tunnel fromthe ingress interface, etc.,
inthe (n,*,*) configuration

However, there is no known standardi zed protocol for this kind of
router-to-router synchronization. Wthout such synchronization, it
may not be possible for a (n,*,*) configuration to achieve various
mul ti hom ng goals, such as fault tol erance.

Such a synchroni zation nechani smcan be primary-secondary (i.e., a
master MR, with the other MRs as backup) or peer-to-peer (i.e., there
is no clear administrative hierarchy between the MRs). The need for
such nmechanismis general in the sense that a nulti-router site in
the fixed network would require the same | evel of router
synchroni zati on.

Thus, this issue is not specific to NEMDO Basic Support, though there
is a nore pressing need to devel op an MR-to- MR synchroni zati on schene
for proving fault tolerances and failure recovery in NEMO
configurations due to the higher possibility of links failure.
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4. 5.

4. 6.

4.7.

Ng,

In conclusion, it is recormended to investigate a generic solution to
this issue although the solution would first have to be devel oped for
NEMO depl oyment s

Prefix Del egation

In the (*,*,1) configurations, the same MNP nust be advertised to the
M\Ns t hrough different paths. There is, however, no synchronization
mechani sm avai l abl e to achieve this. Wthout a synchronization
mechani sm MR may end up announcing inconpatible MNPs. Particularly,

o for the (*,n,1) cases, how can nultiple HAs del egate the sane M\P
to the nobile network? For doing so, the HAS may be sonmehow
configured to advertise the sane MNP (see also "HA
Synchroni zation" in Section 4.3).

o for the (n,*,1) cases, how can multiple Ms be synchronized to
advertise the same MNP down the NEMOD|ink? For doing so, the MRs
may be sonehow configured to advertise the same MNP (see also "M
Synchroni zation" in Section 4.4).

Prefix del egati on nechani sns [20][21][22] could be used to ensure all
routers advertise the sanme MNP. Their applicability to a multihomed
mobi | e network shoul d be consi der ed.

Mul ti pl e Bi ndi ngs/ Regi strations

When an MR is configured with multiple CoAs, it is often necessary
for it to bind these CoAs to the same M\P.

This is a generic nobility issue, since Mbile |IPv6 nodes face a
simlar problem This issue is discussed in [7]. It is sufficient
to note that solutions like [23] can solve this for both Mbile |IPv6
and NEMO Basic Support. This issue is being dealt with in the
Monamni 6 WG

Source Address Sel ection

In the (*,*,n) configurations, MNNs would be configured with multiple
addresses. Source address sel ection nmechani sns are needed to decide
whi ch address to choose from

However, currently avail abl e source address sel ecti on nechani sns do
not allow MNNs to acquire sufficient information to select their
source addresses intelligently (such as based on the traffic
condition associated with the hone network of each MNP). It may be
desirable for MNNs to be able to acquire "preference" information on
each MNP fromthe MRs. This would allow default address sel ection
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4. 8.

4. 9.

Ng,

mechani sms, such as those specified in [24], to be used. Further
expl oration on setting such "preference" information in Router
Advertisement based on performance of the bi-directional tunnel m ght
prove to be useful. Note that source address sel ection may be
closely related to path selection procedures (see Section 4.1.3) and
re-hom ng techniques (see Section 4.1.4).

This is a general issue faced by any node when offered multiple
prefixes.

Loop Prevention in Nested Mbile Networks

When a nul ti homed nobile network is nested within another nobile
network, it can result in very conplex topol ogies. For instance, a
nested nobile network may be attached to two different root-MRs, thus
the aggregated network no longer fornms a sinple tree structure. In
such a situation, infinite loop within the nobile network may occur

This problemis specific to NEMO Basic Support. However, at the time
of witing, nore research is recomrended to assess the probability of
| oops occurring in a multihoned nobile network. For related work,
see [25] for a mechanismto avoid | oops in nested NEMO

Prefix Oanership

When a (n,*,1) network splits, (i.e., the two MRs split themnsel ves
up), Mrs on distinct links may try to register the only avail abl e
MNP. This cannot be allowed, as the HA has no way to know whi ch node
with an address configured fromthat MNP is attached to which MR
Some nmechani sm nust be present for the MNP to either be forcibly
renoved fromone (or all) MRs, or the inplenentors nust not allow a
(n,*, 1) network to split.

A possi bl e approach to solving this problemis described in [26].

This problemis specific to NEMO Basic Support. However, it is
uncl ear whether there is a sufficient deploynent scenario for this
problemto occur.

It is recommended that the NEMO WG standardi ze a solution to solve
this problemif there is sufficient vendor/operator interest, or
specify that the split of a (n,*,1) network cannot be allowed w t hout
router renunbering.
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4.10. Preference Settings

Ng,

VWhen a nobile network is multihonmed, the MNNs may be able to benefit
fromthis configuration, such as to choose anong the avail abl e pat hs
based on cost, transm ssion del ays, bandwi dth, etc. However, in sone
cases, such a choice is not nade available to the MNs.

Particularly:

o In the (*,*,n) configuration, the MNNs can influence the path by
source address selection (see Section 4.1.3 and Section 4.7).

o Inthe (n,*,*) configuration, the M\INs can influence the path by
default router selection (see Section 4.1.3).

o In the (1,n,1) configuration, the M\NNs cannot influence the path
sel ecti on.

One aspect of preference setting is that the preference of the M\N
(e.g., application or transport |ayer configuration) nmay not be the
same as the preference used by MR  Thus, forwardi ng choices nade by
the MR may not be the best for a particular flow, and may even be
detrinental to sone transport control loops (i.e., the flow contro
algorithmfor TCP nmay be nmessed up when MR unexpectedly perforns | oad
bal ancing on a TCP flow). A mechanismthat allows the M\N to
indicate its preference for a given traffic mght be hel pful here.

Anot her aspect of preference setting is that the MNN may not even be
aware of the existence of multiple forwarding paths, e.g., the
(1,n,1) configuration. A mechanismfor the MR to advertise the
availability of nmultiple tunneling paths would allow the M\N to take
advantage of this, coupled with the previously nmentioned mechani sm
that allows the MNN to indicate its preference for a given traffic.

This problemis general in the sense that |Pv6 nodes may w sh to

i nfluence the routing decision done by the upstreamrouters. Such a
mechanismis currently being explored by various Ws, such as the
NSIS and IPFIX Was. It is also possible that the Shinb layer in the
M\Ns may possess such a capability. It is reconmended for vendors or
operators to investigate into the solutions devel oped by these Wss
when providing multihom ng capabilities to nobile networks.

In addition, the Monani 6 Wsis currently developing a flow filtering
solution for nobile nodes to indicate how fl ows shoul d be forwarded
by a filtering agent [27] (such as HA and nobil e anchor points). It
is reconmended that the Monam 6 WG consi der the issues described here
so that flow filtering can be perforned by the MNN to indicate how

fl ows should be forwarded by the MR
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Recomendati ons to the Wirki ng G oup

Several issues that mght inpact the deploynent of NEMO with

mul ti homi ng capabilities were identified in Section 4. These are
shown in the matrix below, for each of the eight multihom ng
configurations, together with indications fromwhich Ws) a solution

to each issue is npost

likely to be found.

[} s —p—_————r
| #of MRs: | 1] 2] 2] 2] n| n|] nj| n|j
| #of Has: | 1] 2| n| n| 2] 1| n| n|
| # of Prefixes: | 1| n| 1| n| 1| n| 1] n|
B oo e oo

o e e e e e e e e e e e e e e T T S
| Failure Detection INMNMNMNMNMNM N| S|
. e e S E i R e
| Path Exploration INMNMNMNMNMNM N| S|
T e LR ST SN e R
| Path Selection | N|SSM M|SIM N|S/IN N|S'N
o e e e e e e e e e e e e e e T T S
| Re-Hom ng INM SINM S|INM S|INM S|
. e e S E i R e
| I'ngress Filtering | -1 .| | t ] .| .| .| NJ
T e LR ST SN e R
| HA Synchronization | . INMNM . | INMNM
o e e e e e e e e e e e e e e T T S
| MR Synchroni zation | - | - | - | -] G| G| G| G|
. e e S E i R e
| Prefix Del egation | -] -] NJ] N|] N|] N| N| N|
Fom e meeieeeeeeeiiemeeacaeaaaas e LR ST SN e R
| Multiple Binding/Registrations | M| M| M| M| M| M| M| M|
o e e e e e e e e e e e e e e T T S
| Source Address Sel ection | .| G| .| G| .| G| .| GJ
. e e S E i R e
| Loop Prevention in Nested NEMO | N| N| N| N| N| N| NJ| N|
Fem e eemeeieeeeeeciicmaeccceaaaas e LR ST SN e R
| Prefix Oanership | - -] - | - | N| .| N| .|

e

| Preference Settings | G| G| G| G| G| G| G| G|
+:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::+
N - NEMO Specific M- MPv6 Specific G - Generic |IPv6
S - SHM W D - DNA WG
. - Not an Issue t - trivial
* - Fault Tolerance is a conbination of Failure Detection, Path

Expl oration, Path Sel ection, and Re-Hom ng

Figure 10: Matrix of NEMO Multihoning |ssues
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The above matrix serves to identify which issues are NEMO specific,
and which are not. The readers are renminded that this matrix is a
simplification of Section 4 as subtle details are not represented in
Fi gure 10.

As can be seen from Figure 10, the foll owing are sonme concerns that
are specific to NEMO Failure Detection, Path Exploration, Path

Sel ection, Re-Homing, Ingress Filtering, HA Synchronization, Prefix
Del egation, Loop Prevention in Nested NEMO, and Prefix Omnership
Based on the authors’ best know edge of the possible depl oynents of
NEMO, it is recommended that:

o0 A solution for Failure Detection, Path Exploration, Path
Sel ection, and Re-Homi ng be solicited from ot her WGs.

Al t hough Path Selection is reflected in Figure 10 as NEMD
Specific, the technical consideration of the problemis believed
to be quite simlar to the selection of multiple paths in nobile
nodes. As such, we would recomend vendors to solicit a solution
for these issues fromother Wss in the IETF, for instance, the
Monam 6 or Shinme WG

0 Ingress Filtering on the (n,n,n) configuration can be solved by
t he NEMD WG

This problemis clearly defined, and can be solved by the WG
Depl oyment of the (n,n,n) configuration can be envisioned on
vehicles for mass transportation (such as buses, trains) where
different service providers may install their own MRs on the
vehi cl e/ vessel

It should be noted that the Shinb W5 may be devel opi ng a nechani sm
for overcoming ingress filtering in a nore general sense. W thus
recomrend that the NEMO WG concentrate only on the (n,n,n)
configuration should the WG decide to work on this issue.

o A solution for HA Synchronization can be | ooked at in a mobility-
specific W5 taking into consideration both mobile hosts operating
Mobile I Pv6 and MRs operating NEMO Basic Support.

0o A solution for Miltiple Bindings/Registrations is presently being
devel oped by the Mnani 6 WG

o Prefix Delegation should be reviewed and checked by the NEMO WG

The proposed solutions [22] and [21] providing prefix del egation
functionality to NEMO Basi ¢ Support should be reviewed in order to
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make sure concerns, as discussed in Section 4.5, are properly
handl ed.

0 Loop Prevention in Nested NEMO shoul d be investigated

Further research is reconmmended to assess the risk of having a
loop in the nesting of nultihoned nobil e networks.

0 Prefix Oanership should be considered by the vendors and
oper at ors.

The problem of Prefix Omership only occurs when a nobile network
with nultiple MR and a single MNP can arbitrarily join and split.
Vendors and operators of nobile networks are encouraged to input
their views on the applicability of deploying such kind of nobile
net wor ks.

Concl usi on

This menmo presented an analysis of nultihoming in the context of
network mobility under the operation of NEMO Basic Support (RFC
3963). The purpose was to investigate issues related to such a bi-
directional tunneling nechani smwhere nobile networks are nulti honed
and nultiple bi-directional tunnels are established between Hone
Agent and Mobile Router pairs. For doing so, nobile networks were
classified into a taxonony conprising eight possible nultihomed
configurations. 1ssues were explained one by one and then sunmarized
into a table showing the nmultihomed configurations where they apply,
suggesting the nost rel evant | ETF working group where they could be
solved. This analysis will be helpful to extend the existing
standards to support rmultihom ng and to inplenentors of NEMO Basic
Support and nul ti hom ng-rel at ed mechani sms.

Security Considerations

This is an informational docunent where the multihom ng
configurations under the operation of NEMO Basic Support are

anal yzed. Security considerations of these multihomn ng
configurations, should they be different fromthose that concern NEMO
Basi ¢ Support, nust be considered by forthcom ng solutions. For

i nstance, an attacker could try to use the nultihonmed device as a
means to access another network that woul d not be normally reachabl e
through the Internet. Even when forwarding to another network is
turned of f by configuration, an attacker could conpronise a systemto
enable it.
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Appendi x A. Alternative C assifications Approach

A.1. Omnership-Oiented Approach

A 1.

Ng,

An alternative approach to classifying a multihomed nobil e network
was proposed by Erik Nordmark (Sun M crosystens) by breaking the
classification of nultihoned network based on ownership. This is
more of a tree-like, top-down classification. Starting fromthe
control and ownership of the HA(s) and MR(s), there are two different
possibilities: either (i) the HA(s) and MR(s) are controlled by a
single entity, or (ii) the HA(s) and MR(s) are controlled by separate
entities. W called the first possibility the 'ISP Mdel’, and the
second the ' Subscriber/Provider Model’ .

1. |1SP Mde

The case of the HA(s) and MR(s) are controlled by the sane entity can
be best illustrated as an Internet Service Provider (ISP) installing
MRs on trains, ships, or planes. It is up to the ISP to deploy a
certain configuration of nobile network; all 8 configurations, as
described in the Configuration-Oriented Approach, are possible. In
the remaining portion of this docunent, when specifically referring
to a nobile network configuration that is controlled by a single
entity, we will add an 'ISP prefix; for exanple, ISP-(1,1,1) or |SP-
(1,n,n).

When the HA(s) and MR(s) are controlled by a single entity (such as
an | SP), the ISP can decide whether it wants to assign one or
multiple MNPs to the nobile network just like it can nake the sane
decision for any other link inits network (wired or otherwise). In
any case, the ISP will make the routing between the nobile networks
and its core routers (such as the HAs) work. This includes not

i ntroduci ng any aggregati on between the HAs, which will filter out
routi ng announcenents for the MNP(s).

To such ends, the ISP has various neans and nechani sns. For one, the
ISP can run its Interior Gateway Protocol (I1GP) over bi-directiona
tunnel s between the MR(s) and HA(s). Alternatively, static routes
may be used with the tunnels. Wen static routes are used, a
mechanismto test "tunnel |iveness" nmight be necessary to avoid

mai ntaining stale routes. Such "tunnel liveness" may be tested by
sendi ng heartbeats signals fromMR(s) to the HA(s). A possibility is
to sinulate heartbeats using Binding Updates nessages by controlling
the "Lifetine" field of the Binding Acknow edgnment message to force
the MR to send Binding Update messages at regul ar intervals.

However, a nore appropriate tool mght be the Binding Refresh Request
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A 1.

Ng,

message, though conformance to the Binding Refresh Request nessage
may be less strictly enforced in inplenentations since it serves a
somewhat secondary rol e when conpared to Bi ndi ng Update nessages

2. Subscri ber/ Provi der Mde

The case of the HA(s) and MR(s) controlled by the separate entities
can be best illustrated with a subscriber/provider nodel, where the
MRs bel ongs to a single subscriber and subscribes to one or nore | SPs
for HA services. There is two sub-categories in this case: when the
subscri ber subscribes to a single | SP, and when the subscri ber
subscribes to nultiple I1SPs. In the remaining portion of this
docunent, when specifically referring to a nobile network
configuration that is in the subscriber/provider nodel where the
subscri ber subscribes to only one ISP, we will add an 'S/P prefix;
for exanple, S/P-(1,1,1) or S/P-(1,n,n). Wen specifically referring
to a nobile network configuration that is in the subscriber/provider
nmodel where the subscriber subscribes to nultiple ISPs, we will add
an 'S/nP prefix; for exanple, S/nP-(1,1,1) or S/nP-(1,n,n).

Not all 8 configurations are likely to be deployed for the S/P and
S/ nP nodels. For instance, it is unlikely to foresee a S/nP-(*,1,1)
mobi | e network where there is only a single HA. For the S/ P nodel,
the following configurations are likely to be depl oyed:

o S/P-(1,1,1): Single Provider, Single MR Single HA, Single M\P

o S/P-(1,1,n): S

ngl e Provider, Single MR Single HA, Miltiple MPs
o S/P-(1,n,1): Single Provider, Single MR Miltiple HAs, Single M\P

o S/P-(1,n,n): Single Provider, Single MR Miltiple HAs, Miltiple
M\Ps

o0 S/P-(n,n,1): Single Provider, Miultiple MRs, Single HA, Single M\P

o S/P-(n,1,n): S
MNPs

ngle Provider, Miltiple MRs, Single HA, Miltiple

o S/P-(n,n,1): S
MNP

ngle Provider, Multiple MRs, Miultiple HAs, Single

o S/P-(n,n,n): S
MNPs

ngle Provider, Miultiple MRs, Miultiple HAs, Miltiple
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A 2.

Ng,

For the S/ nP nodel, the follow ng configurations are likely to be
depl oyed:

o S/nP-(1,n,1): Miultiple Providers, Single MR, Miltiple HAs, Single
MNP

o S/nmP-(1,n,n): Miltiple Providers, Single MR, Miltiple HAs,
Mul tiple MNPs

o S/nP-(n,n,n): Miultiple Providers, Miltiple MRs, Miltiple HAs,
Mul tiple MNPs

When the HA(s) and MR(s) are controlled by different entities, it is
more likely that the MRis controlled by one entity (i.e., the
subscriber), and the MR is establishing nultiple bi-directional
tunnels to one or nore HA(s) provided by one or nore I1SP(s). In such
cases, it is unlikely that the ISP will run |IGP over the bi-
directional tunnel, since the ISP will mnmost certainly wish to retain
full control of its routing domain.

Probl em Oi ent ed Approach

A third approach was proposed by Pascal Thubert (Ci sco Systens).

This focused on the problens of nultihomed nobil e networks rather
than the configuration or ownership. Wth this approach, there is a
set of 4 categories based on two orthogonal paraneters: the number of
HAs, and the nunber of M\Ps advertised. Since the two paraneters are
orthogonal, the categories are not nutually exclusive. The four
categories are:

o0 Tarzan: Single HA for Different CoAs of Sane MNP
This is the case where one MR registers different CoAs to the sane
HA for the sane subnet prefix. This is equivalent to the case of
y=1, i.e., the (1,1,*) nobile network.

0o JetSet: Miultiple HAs for Different CoAs of Sane MNP
This is the case where the MR registers different CoAs to
different HAs for the sane subnet prefix. This is equivalent to
the case of y=n, i.e., the (1,n,*) nobile network.

o Shinkansen: Single MNP Advertised by MR(s)
This is the case where one MNP is announced by different MRs.

This is equivalent to the case of x=n and z=1, i.e., the (n,*, 1)
nmobi | e net wor k.
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0 Doubl eBed: Multiple MIPs Advertised by MR(s)

This is the case where nore than one MNPs are announced by the
different MRs. This is equivalent to the case of x=n and z=n,
i.e., the (n,*,n) nobile network.

Appendi x B. Nested Tunneling for Fault Tol erance

B. 1.

Ng,

In order to utilize the additional robustness provided by

mul ti homing, MRs that enploy bi-directional tunneling with their HAs
shoul d dynamically change their tunnel exit points depending on the
link status. For instance, if an MR detects that one of its egress
interface is down, it should detect if alternate routes to the gl oba
Internet exists. This alternate route may be provi ded by any other
MRs connected to one of its ingress interfaces that has an

i ndependent route to the global Internet, or by another active egress
interface the MR itself possesses. |If such an alternate route
exists, the MR should re-establish the bi-directional tunnel using
this alternate route.

In the remaining part of this Appendix, we will attenpt to

i nvestigate nethods of perform ng such re-establishnent of bi-
directional tunnels. This method of tunnel re-establishment is
particularly useful for the (*,n,n) NEMO configuration. The nethod
described is by no neans conplete and nerely serves as a suggestion

on how to approach the problem It is also not the objective to
specify a new protocol specifically tailored to provide this form of
re-establishnents. Instead, we will limt ourselves to currently

avai | abl e nmechani sns specified in Mbile IPv6 [5] and Nei ghbor
Di scovery in IPv6 [12].

Detecting Presence of Alternate Routes

To actively utilize the robustness provided by rmultihom ng, an MR
must first be capable of detecting alternate routes. This can be
manual |y configured into the MR by the adm nistrators if the
configuration of the nobile network is relatively static. It is
however highly desirable for MRs to be able to discover alternate
routes automatically for greater flexibility.

The case where an MR possesses nultiple egress interface (bound to
the sane HA or otherw se) should be trivial, since the MR should be
able to "realize" it has nultiple routes to the global Internet.

In the case where nultiple MRs are on the nobile network, each MR has
to detect the presence of other MR An MR can do so by listening for
Rout er Advertisenment nessage on its *ingress* interfaces. Wen an MR
receives a Router Advertisenent nessage with a non-zero Router
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Lifetime field fromone of its ingress interfaces, it knows that
anot her MR that can provide an alternate route to the gl obal Internet
is present in the nobile network.

B.2. Re-Establishnment of Bi-Directional Tunnels

When an MR detects that the link by which its current bi-directiona
tunnel with its HAis using is down, it needs to re-establish the bi-
directional tunnel using an alternate route detected. W consider
two separate cases here: firstly, the alternate route is provided by
anot her egress interface that belongs to the MR, secondly, the
alternate route is provided by another MR connected to the nobile
network. We refer to the former case as an alternate route provided
by an alternate egress interface, and the latter case as an alternate
route provided by an alternate MR

B.2.1. Using Alternate Egress Interface

B. 2.

Ng,

When an egress interface of an MR | oses the connection to the gl oba
Internet, the MR can nake use of its alternate egress interface
should it possess multiple egress interfaces. The nost direct way to
do so is for the MRto send a binding update to the HA of the failed
interface using the CoA assigned to the alternate interface in order
to re-establish the bi-directional tunneling using the CoA on the
alternate egress interface. After a successful binding update, the
MR encapsul at es out goi ng packets through the bi-directional tunne
using the alternate egress interface.

The idea is to use the global address (nost likely a CoA) assigned to
an alternate egress interface as the new (back-up) CoA of the MR to
re-establish the bi-directional tunneling with its HA

2. Using Alternate Mbile Router

When the MR | oses a connection to the global Internet, the MR can
utilize a route provided by an alternate MR (if one exists) to re-
establish the bi-directional tunnel with its HA. First, the MR has
to obtain a CoA fromthe alternate MR (i.e., attach itself to the
alternate MR). Next, it sends binding update to its HA using the CoA
obtained fromthe alternate MR Fromthen on, the MR can encapsul ate
out goi ng packets through the bi-directional tunnel via the alternate
MR.

The idea is to obtain a CoA fromthe alternate MR and use this as the
new (back-up) CoA of the MR to re-establish the bi-directiona
tunneling with its HA
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B. 3.

B. 4.

Ng,

Note that every packet sent between MNNs and their correspondent
nodes will experience two | evels of encapsulation. The first |eve

of tunneling occurs between an MR that the MNN uses as its default
router and the MR s HA. The second | evel of tunneling occurs between
the alternate MR and its HA

To Avoid Tunneling Loop

The nethod of re-establishing the bi-directional tunnel as described
in Appendix B.2 may lead to infinite | oops of tunneling. This
happens when two MRs on a nobile network | ose connection to the

gl obal Internet at the same tine and each MR tries to re-establish
bi -directional tunnel using the other MR W refer to this
phenomenon as tunneling | oop

One approach to avoid tunneling loop is for an MR that has | ost
connection to the global Internet to insert an option into the Router
Advertisement nmessage it broadcasts periodically. This option serves
to notify other MRs on the link that the sender no | onger provides

gl obal connection. Note that setting a zero Router Lifetime field
will not work well since it will cause MNNs that are attached to the
MR to stop using the MR as their default router too (in which case,
things are back to square one).

Poi nts of Consi derations

Thi s method of using tunnel re-establishnents is by no neans a

conpl ete solution. There are still points to consider in order to
develop it into a fully functional solution. For instance, in
Appendi x B. 1, it was suggested that MR detects the presence of other
MRs using Router Advertisenents. However, Router Advertisenments are
l'ink scoped, so when there is nore than one link, some information
may be lost. For instance, suppose a case where there are three MRs
and three different prefixes and each MRis in a different link with
regul ar routers in between. Suppose nowthat only a single MRis
wor ki ng; how do the other MRs identify which prefix they have to use
to configure the new CoA? In this case, there are three prefixes
bei ng announced, and an MR whose |ink has failed knows that its
prefix is not to be used, but it does not have enough information to
deci de which one of the other two prefixes to use to configure the
new CoA. In such cases, a nechanismis needed to allow an MR to
withdraw its own prefix when it discovers that its link is no | onger
wor ki ng.
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