Net wor k Wor ki ng G oup B. Rosen
Request for Comments: 4967 NeuSt ar
Cat egory: Standards Track July 2007
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Status of This Meno

Thi s document specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.

Copyri ght Notice
Copyright (C) The IETF Trust (2007).
Abst ract

RFC 3966 explicitly states that "tel’ URI's may not represent a dial
string. That |eaves no way specify a dial string in a standardized
way. G eat confusion exists with the SIP URl paraneter "user=phone",
and specifically, if it can represent a dial string. This nmeno
creates a new value for the user paraneter "dialstring", so that one
may specify "user=dialstring" to encode a dial string as a 'sip:’ or
"sips:’ URI.
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1.

I nt roducti on

A user at a phone often has a linmted User Interface, and in sone
cases, is limted to a 10 key pad (and sonetines a "flash" function
with the switchhook). The user enters a series of digits that invoke
sonme kind of function. The entered sequence, called a "dial string",
may be translated to a tel ephone nunber, or it may invoke a speci al
service. |In many newer designs, the mapping between a dial string
and a phone nunber or service URI is contained within the phone
(digitmap). However, there are many phones and term nal adapters
that do not have internal translation mechanisms. Wthout a
transl ati on mechani smin the phone, the phone nmust send the dia
string in a ’'sip:’ or 'sips:’ UR [RFC3261] to an intermediary that
can transformthe dial string to a phone nunber or a service
invocation. The internmediary is able to performthis transform
provided that it knows the context (i.e., dialing plan) within which
t he nunmber was dial ed.

There is a problemhere. The intermediary can apply its
transformation only if it recognizes that the user part of the SIP
URI is a dial string. However, there is currently no way to

di stinguish a user part consisting of a dial string froma user part
that happens to be conposed of characters that would appear in a dia
string.

Use of DTMF (dual tone nulti-frequency) detectors after the initial
nunber has been dialed is not uncommon. A comon function sone
systens have is to express a string that incorporates fixed tine

del ays, or in sonme cases, an actual "wait for call conpletion" after
whi ch additional DTMF signals are enitted. For exanple, many

voi cemai | systens use a comon phone nunber, after which the system
expects the desired mail box nunber as a series of DIMF digits to
deposit a message for. Mny gateways have the ability to interpret
such strings, but there is no standardi zed way to express them

| eading to interoperability problens between endpoints. This is
anot her case where the ability to indicate that a dial string is
bei ng presented woul d be usef ul

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

It is assuned that the reader is famliar with the term nol ogy and
acronyns defined in [ RFC3261].
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3.

Requi rement s

A mechanismto express a dial string in a ’'sip:’ or "sips:’” URl is
required. A dial string consists of a sequence of

* the digits 0-9
* the special characters # and *
* the DIMF digits A-D

* characters representing a short pause, and a "Wait for cal
conpletion"” in a dial string

Note: DTMF = dual tone nulti-frequency. Each "tone:" is actually two
frequenci es superinposed. DIMFis a 4 x 4 matrix with four row
frequencies (697, 770, 852, 941 Hz) and four colum frequencies
(1209, 1336, 1477, 1633). Most tel ephones only inplenent 3 of the 4
colums, which are used just as the tel ephone dial pad inplies.

Thus, the digit 2 is the first row, second col um, and consists of
770Hz and 1209Hz frequencies m xed together. The fourth colum is
not used in the PSTN (Public Switched Tel ephone Network). The
"digits" for the fourth colum are usually expressed using the
letters A through D. Thus, "C' is 852/1633Hz. Sone systens do use
these digits, so we include themin the definition of the dial
string.

A dial string always exists within a context. The context MJST be
speci fi ed when expressing a dial string.

It MJUST be possible to distinguish between a dial string and a user
part that happens to consist of the sane characters.

Sol uti on

A new alternative value for the "userinfo" paraneter of the 'sip:’ or
"sips:’ URl schenes is defined, "dialstring". This value nmay be used
ina’'sip:’ or 'sips:’ URl when the user part is a dial string. The
dial string is a sequence of the characters 0-9, A-F, P, X, "* and
"# . E represents *, F represents #, P is a pause (short wait, l|ike
a conma in a nodemstring) and X represents "wait for cal

compl eti on".

When the "user=dial string” is used, a context paraneter, as defined
in [ RFC3966], MJIST be specified. The context paraneter would
nornmal |y be a donmain nanme. The donmi n nane does not have to resol ve
to any actual host but MJUST be under the adm nistrative control of
the entity managi ng the | ocal phone context. The context paraneter
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value is normally configured in the user agent.

The syntax of the context paraneter follows the sane conventions as
the sane paraneter in [RFC3966], that is, it appears between the
digits and the "@ in the userinfo [ RFC3261] of the URI:

dialstring = dialstring-digits context; context from RFC 3966
dialstring-digits = *dial string-elenent dialstring-digit

*di al string-el emrent
dialstring-digit = HEXDIG/ "*" | "#"; HEXDI G from RFC 3966
dial string-elenment = dialstring-digit [/ "P" [ "X [

vi sual - separator; visual-separator from RFC 3966

A dial string SHOULD NOT be used for an AoR (Address of Record) in a
REA STER. Paraneters are ignored in registration. Thus, two
registrations with different phone-contexts woul d be consi dered
equi val ent, which is probably not desirable.

A proxy server or Back to Back User Agent (B2BUA) [ RFC3261], which is
authoritative for the context, may translate the dial string to a

t el ephone number or service invocation URI. The tel ephone nunber MAY
be expressed as a global or local tel: URI, or it MAY be left as a
sip: or sips: URI with the URl paraneter val ue changed from "user=
to "user=phone".

Exanpl es of dial string use include:

;what a SIP Phone m ght emit when a user dials extension 123

si p: 123; phone- cont ext =at | ant a. exanpl e. com@xanpl e. com user =di al string

;existing voicemail systens have a | ocal access extension,
;then expect to see the extension nunber as DIMF for the mail box

si p: 450X123; phone- cont ext =bi | oxi . exanpl e. com@xanpl e. com user =di al string

5.

| ANA Consi der ati ons

[ RFC3969] defines a 'sip:’ or 'sips:’ URl Paranmeter sub registry.
The "user" parameter is specified as having predefined val ues.

This RFC defines a new value for the "user" paraneter, "dialstring"
This RFC has been added to the references listed for the "user"
par aneter.

Security Considerations
Dial strings exposed to the Internet may reveal information about

internal network details or service invocations that could all ow
attackers to use the PSTN or the Internet to attack such interna
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systens. Dial strings normally SHOULD NOT be sent beyond the domain
of the UAC (User Agent Client). If they are sent across the
Internet, they SHOULD be protected agai nst eavesdropping with TLS
(Transport Layer Security) per the procedures in [ RFC3261].
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Ful I Copyright Statenent
Copyright (C) The I ETF Trust (2007).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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