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Abst r act

Recent anal ysis of potential attacks on core Internet infrastructure
i ndi cates an increased vulnerability of TCP connections to spurious
resets (RSTs), sent with forged | P source addresses (spoofing). TCP
has al ways been susceptible to such RST spoofing attacks, which were
indirectly protected by checking that the RST sequence nunber was
inside the current receive window, as well as via the obfuscation of
TCP endpoint and port nunbers. For pairs of well-known endpoints
often over predictable port pairs, such as BGP or between web servers
and wel | -known | arge-scal e caches, increases in the path bandw dt h-
del ay product of a connection have sufficiently increased the receive
wi ndow space that off-path third parties can brute-force generate a
vi abl e RST sequence number. The susceptibility to attack increases
with the square of the bandwi dth, and thus presents a significant

vul nerability for recent high-speed networks. This docunent
addresses this vulnerability, discussing proposed solutions at the
transport | evel and their inherent challenges, as well as existing
network | evel solutions and the feasibility of their depl oynent.

Thi s docunent focuses on vulnerabilities due to spoofed TCP segnents,
and includes a discussion of related | CMP spoofing attacks on TCP
connecti ons.

Touch I nf or mati onal [ Page 1]



RFC 4953 Def endi ng TCP Agai nst Spoofing Attacks July 2007

Tabl e

1.
2

©oo~NO

Touch

of Contents
INtroducti ON .. ... 3
Background .. ... 4
2.1. Review of TCP WNAOWS . ... ot 5
2.2. Recent BGP Attacks Using TCP RSTS ......... ..., 6
2.3. TCP RST Vulnerability ....... .. 6
2. 4. What Changed - the Ever-Qpening Adverti sed Receive Wndow ..7
Proposed Solutions and Mtigations .......... ... .. ... .. ... 10
3.1. Transport Layer Solutions ............ .. ... 10
3.1.1. TCP MD5 Authentication ........... .. .. ... ... .. ... .. 11
3. 1. TCP RST Wndow Attenuation ......................... 11
3.1.3. TCP Tinmestanp Authentication ....................... 12
3.1.4. Oher TCP Cookies ....... .. ... 13
3.1.5. Oher TCP Considerations ............... ..o iiiunio... 13
3.1.6. Oher Transport Protocol Solutions ................. 14
3.2. Network Layer (IP) Solutions ............ . ... 0., 14
3.2.1. Address Filtering ........ ... .. 15
3. 2.2, I PSEC ..o 16
L O P 17
| S SUBS . o 18
5.1. Transport Layer (e.g., TCP) ... ... 18
5.2. Network Layer (1 P) . ... e 19
5.3. Application Layer ........ ... 21
5.4, Link Layer . ... 21
5.5. 1ssuUes Di SCUSSI ON . ...t e e 21
Security Considerati ONS . ... ... 22
CONCl USI ONS .o 23
ACKknowW edgmENt S . .. .. 23
Informative References .......... .. . e 24
I nf or mat i onal [ Page 2]



RFC 4953 Def endi ng TCP Agai nst Spoofing Attacks July 2007

1. Introduction

Anal ysis of the Internet infrastructure has recently denonstrated a
new version of a vulnerability in BGP connections between core
routers using an attack based on RST spoofing fromoff-path attackers
[9]1[10][48]. The attack itself is not new, having been docunented
nearly six years earlier [20]. Such connections, typically using
TCP, can be susceptible to off-path third-party reset (RST) segnments
with forged source addresses (spoofed), which term nate the TCP
connection. BGP routers react to a term nated TCP connection in
various ways, which can anplify the inpact of an attack, ranging from
restarting the connection to deciding that the other router is
unreachabl e and thus flushing the BGP routes [37]. This sort of
attack affects other protocols besides BGP, involving any |ong-1lived
connecti on between wel | -known endpoints. The inpact on the Internet
infrastructure can be substantial (especially for the BGP case), and
warrants imedi ate attention

TCP, like many other protocols, can be susceptible to these off-path
third-party spoofing attacks. Such attacks rely on the increase of
commodity platfornms supporting public access to previously privil eged
resources, such as systemlevel (i.e., root) access. G ven such
access, it is trivial for anyone to generate a packet with any header
desi red.

This, coupled with the |lack of sufficient address filtering to drop
such spoofed traffic, can increase the potential for off-path third-
party spoofing attacks [9][10][48]. Proposed sol utions include the
depl oynent of existing Internet network and transport security as
well as nodifications to transport protocols that reduce its

vul nerability to generated attacks [13][15][20][36]][46].

One way to defeat spoofing is to validate the segnents of a
connection, either at the transport |evel or the network |evel. TCP
with MD5 extensions provides this authentication at the transport

| evel, and | Psec provides authentication at the network | evel
[20][24][27]. In both cases, their deploynment overhead may be
prohibitive, e.g., it my not be feasible for public services, such
as web servers, to be configured with the appropriate certificate
authorities of |arge nunbers of peers (for |IPsec using the Internet
Key Exchange Protocol (IKE)), or shared secrets (for IPsec in
shared-secret node, or TCP/ MD5), because many clients nay need to be
configured rapidly without external assistance. Services |ocated on
public web servers connecting to | arge-scal e caches or BGP with

| arger nunbers of peers can fall into this category.

Touch I nf or mat i onal [ Page 3]



RFC 4953 Def endi ng TCP Agai nst Spoofing Attacks July 2007

The remai nder of this docunent outlines the recent attack scenario in
detail and describes and conpares a variety of solutions, including
exi sting sol utions based on TCP/MD5 and | Psec, as well as recently
proposed sol utions, including nodifications to TCP's RST processing
[36], nodifications to TCP s tinestanp processing [34], and

nmodi fications to | Psec and TCP/ MD5 keying [45]. This docunent
focuses on spoofing of TCP segnments, although a discussion of related
spoofing of | CWMP packets based on spoofed TCP contents is al so

di scussed.

Note that the description of these attacks is not new, attacks using
RSTs on BGP have been known since 1998, and were the reason for the
devel opment of TCP/MD5 [20]. The recent attack scenario was first
docunented by Convery at a NANOG (North American Network Operators
G oup) neeting in 2003, but that analysis assuned the entire sequence
space (2732 packets) needed to be covered for an attack to succeed
[10]. Watson’s nore detailed anal ysis discovered that a single
packet anywhere in the current w ndow could succeed at an attack
[48]. This docunent adds the observation that susceptibility to
attack is directly proportional to the square of bandw dth, due to
the coupling between the linear increase in receive w ndow size and
linear increase in rate of a potential attack, as well as conparing
the variety of nore recent proposals, including nodifications to TCP
use of | Psec, and use of TCP/MD5 to resist such attacks.

2. Background

The recent analysis of potential attacks on BGP has again raised the
issue of TCP's vulnerability to off-path third-party spoofing attacks
[9][10][48]. A variety of such attacks have been known for severa
years, including sending RSTs, SYNs, and even ACKs in an attenpt to
af fect an existing connection or to | oad down servers. These attacks
of ten conbi ne external know edge (e.g., to indicate the | P addresses
to attack, the destination port nunber, and sonetines the Initia
Sequence Nunber (ISN)) with brute-force capabilities enabled by
nmodern conputers and network bandwi dths (e.g., to scan all source
ports or an entire w ndow space). Overall, such attacks are
countered by the use of some form of authentication at the network
(e.g., IPsec), transport (e.g., SYN cookies, TCP/NMD5), or other

| ayers. TCP already includes a weak form of such authentication in
its check of segnent sequence nunbers against the current receiver

wi ndow. Increases in the bandw dth-del ay product for certain |ong
connections have sufficiently weakened this type of weak

aut hentication to make reliance on it inadvisable.
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2.1. Review of TCP W ndows

Bef ore proceeding, it is useful to reviewthe term nol ogy and
conponents of TCP's windowing algorithm TCP connections have three
ki nds of wi ndows [1][35]:

0 Send wi ndow (SND. WAD): the | atest send wi ndow size.

0 Receive window (RCV.VWND): the | atest advertised receive wi ndow
si ze.

0 Congestion wi ndow (CWND): the w ndow determ ned by congestion
feedback that limts how nuch of RCV.W\D can be in-flight in a
round-trip tinme.

For TCP connections in nost nodern inplenmentations, SND. WAD and
RCV. WND are the size of the correspondi ng send and receive socket
buffers, and are configurable using socket buffer resizing comands.

CWN\D det ernmi nes how nuch data can be in transit in a round-trip tine,
SND. WND det ermi nes how nuch data the sender is willing to store on
its side for possible retransm ssion due to | oss, and RCV. WND
determnes the ability of the receiver to accommpdate that | oss and
reorder received packets. CWND never grows beyond RCV.W\D.

H gh bandw dt h- del ay product networks need CAND to be sufficiently

| arge to accommpdate as nmuch data as can be in transit in a round
trip tinme; otherwise, their performance will suffer. As a result, it
is recommended that users and various automati c prograns increase
RCV.WND to at |east the size of bandw dt h*del ay (the bandwi dt h-del ay
product) [23][38].

As the bandw dt h-del ay product of the network increases, however,
such increases in the advertised receive wi ndow can cause increased
susceptibility to spoofing attacks, as the renmainder of this docunent
shows. This assunmes, however, that the receive w ndow size (e.g.,
via increased receive socket buffer configuration) is increased with
the increased bandwi dt h-del ay product; if not, then connection
performance wi ||l degrade, but susceptibility to spoofing attacks wll
increase only linearly (with the rate at which the attacker can send
spoof ed packets), not as the square of the bandwi dth. Note that
either increase depends on the receive windowitself, and is

i ndependent of the congestion state or amount of data transnitted.
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3.

Recent BGP Attacks Using TCP RSTs

BGP represents a particular vulnerability to spoofing attacks because
it uses TCP connectivity to infer routability, so losing a TCP
connection with a BGP peer can result in the flushing of routes to
that peer [37].

Until six years ago, such connections were assuned difficult to
attack because they were described by a few conparatively obscure
paraneters [20]. Most TCP connections are protected by nmultiple
| evel s of obfuscation except at the endpoints of the connection

0 Both endpoint addresses are usually not well-known; although
server addresses are advertised, clients are somewhat anonynous.

0 Both port nunbers are usually not well-known; the server’'s is
usual |y advertised (representing the service), but the client’s is
typically sufficiently unpredictable to an off-path third-party.

o Valid sequence number space is not well-known.

0 Connections are relatively short-lived and valid sequence space
changes, so any attenpt to guess (e.g., by external know edge or
brute force) the above information is unlikely to be useful

BGP represents an exception to the above criteria (though not the
only case). Both endpoints can be well-known, or guessed using hints
frompart of an AS path. The destination port is typically fixed to
i ndicate the BGP service. The source port used by a BGP router is
sonetines fixed and advertised to enable firewall configuration; even
when not fixed, there are only approximately 65,000 valid source
ports, which thus may be exhaustively attacked. Connections are

Il ong- lived, and, as noted before, some BGP inpl enentations interpret
successive TCP connection failures as routing failures, discarding
the corresponding routing information. |In addition, the valid

sequence nunber space once thought to provide sone protection has
been significantly weakened by increasing advertised receive w ndow
si zes.

TCP RST Vul nerability

TCP has a known vulnerability to third-party spoofed segnents. SYN
fl oodi ng consunmes server resources in hal f-open connections,
affecting the server’s ability to open new connections [4][11]. ACK
spoofing can cause connections to transmt too nmuch data too quickly,
creating network congestion and segnent |oss, causing connections to
slowto a crawl. In the npst recent attacks on BGP, RSTs cause
connections to be dropped. As noted earlier, sone BGP

Touch I nf or mat i onal [ Page 6]



RFC 4953 Def endi ng TCP Agai nst Spoofing Attacks July 2007

i mpl erentations interpret TCP connection termination, or a series of
such failures, as a network failure [37]. This causes routers to
drop the BGP routing information already exchanged, in addition to

i nhibiting their ongoi ng exchanges, thus anplifying the inpact of the
attack. The result can affect routing paths throughout the Internet.

The dangerous effects of RSTs on TCP have been known for many years,
even when used by the legitimte endpoints of a connection. TCP RSTs
cause the receiver to drop all connection state; because the source
is not required to maintain a TIME WAIT state, such a RST can cause
premature reuse of address/port pairs, potentially allow ng segnents
froma previous connection to contaninate the data of a new
connection, known as TIME_ WAIT assassination [8]. 1In this case,
assassination occurs inadvertently as the result of duplicate
segnents froma legitimte source, and can be avoi ded by bl ocki ng RST
processing while in TIME WAIT. However, assassination can be usefu
to deliberately reduce the state held at servers; this requires that
the source of the RSTs go into TIME WAIT state to avoid such hazards,
and that RSTs are not blocked in the TIME WAIT state [12].

Firewal | s and | oad bal ancers, so-called ’m ddl eboxes’, sonetines emt
RSTs on behal f of transited connections to optim ze server
performance, as noted in RFC 3360 [14]. This is effectively an on-
path RST attack in which the RSTs are sent for benign or beneficia
intent. There are numerous hazards with such use of RSTs, outlined
in that RFC

2.4. \What Changed - the Ever-Qpening Adverti sed Recei ve W ndow

RSTs represent a hazard to TCP, especially when conpletely
unval i dated. Fortunately, there are a nunber of obfuscation

mechani sms that make it difficult for off-path third parties to forge
(spoof) valid RSTs, as noted earlier. W have already shown it is
easy to learn both endpoi nt addresses and ports for sonme protocols,
notably BGP. The final obfuscation is the segnent sequence nunber.

TCP segnents include a sequence nunber, which enabl es out-of -order
recei ver processing as well as duplicate detection. The sequence
nunber space is al so used to manage congestion, and indicates the

i ndex of the next byte to be transmtted or received. For RSTs, this
is relevant because legitimte RSTs use the next sequence nunber in
the transmtter wi ndow, and the receiver checks that incom ng RSTs
have a sequence nunber in the expected receive wi ndow. Such
processing is intended to elimnate duplicate segnents (somewhat npot
for RSTs, though), and to drop RSTs that were part of previous
connecti ons.
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TCP uses two wi ndow nechani sns, a primary nechani smfor reordering
and congestion control (which uses a space of 32 bits), and a
secondary mechani smthat scales this window [23][35]. The valid
advertised receive windowis a fraction, not to exceed approxi mately
hal f, of this space, or ~2 billion (2 * 1079, i.e., 2E9 or 2 U S
billion). Under typical configurations, the majority of TCP
connections open to a very small fraction of this space, e.g.,

10, 000- 60, 000( approxi mately 5-100 segnents). This is because the
advertised receive window typically matches the receive socket buffer
size. It is recomended that this buffer be tuned to match the needs
of the connection, either nmanually or by automatic external neans
[38].

On a lowloss path, the advertised receive w ndow shoul d be
configured to match the path bandw dt h-del ay product, including
buffering del ays (assune 1 packet/hop) [38]. Many paths in the

I nternet have end-to-end bandw dths of under 1 Mops, |atencies under
100 s, and are under 15 hops, resulting in fairly snmall advertised
recei ve wi ndows as above (under 35,000 bytes). Under these
conditions, and further assumng that the initial sequence nunber is
sui tably (pseudo-randomy) chosen, a valid guessed sequence number
woul d have odds of 1 in 57,000 of falling within the advertised
receive window. Put differently, a blind (i.e., off-path) attacker
woul d need to send 57,000 RSTs with suitably spaced sequence nunber
guesses within one round-trip time to successfully reset a
connection. At 1 Mips, 57,000 (40 byte) RSTs woul d take only 20
seconds to transmit, but this presunes that both |IP addresses and
both ports are known. Absent know edge of the source port, an off-
pat h spoofer would need to try at |east the entire range of 49152-
65535, or 16,384 different ports, resulting in an attack that woul d
take over 91 hours. Because nobst TCP connections are conparatively
short-lived, even this nmoderate variation in the source port is
sufficient for such environnents, although further port random zation
may be recommended [29].

Recent use of high bandw dth paths of 10 Gbps and higher results in
bandwi dt h- del ay products over 125 MB -- approximately 1/10 of TCP' s
overal | maxi mum advertised receive wi ndow size (i.e., assum ng the
recei ve socket buffers are increased as nmuch as possi bl e) excl uding
scal e, assuming the receiver allocates sufficient buffering (as

di scussed in Section 2). Even under networks that are ten tines
slower (1 Ghps), the active advertised receive w ndow covers 1/100th
of the overall w ndow size. At these speeds, it takes only 10-100
packets, or |less than 32 m croseconds, to correctly guess a valid
sequence nunber and kill a connection. A table of corresponding
exposure to various anmounts of RSTs is shown below, for various |ine
rates, assumng the nore conventional 100-ns | atencies (though even
100 ns is large for BGP cases):
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BW BW del ay RSTs needed Ti ne needed
10 Gops 125 VB 35 1 us (mcrosecond)
1 Gops 12.5 VB 344 110 us
100 Mops 1.25 VB 3,436 10 ms (mllisecond)
10 Mops 0. 125 VB 34, 360 1 second
1 Mops 0.0125 MB 343, 598 2 minutes
100 Kbps 0. 00125 MB 3,435,974 3 hours
Figure 1: Tinme needed to kill a connection

This tabl e denonstrates that the effect of bandw dth on the

vul nerability is squared; for every increase in bandwi dth, there is a
Ii near decrease in the nunber of sequence nunber guesses needed, as
well as a linear decrease in the tine needed to send a set of

guesses. Notably, as inter-router |ink bandw dths approach 1 Mops,
an 'exhaustive' attack becones practical. Checking that the RST
sequence nunber is somewhere in the advertised receive w ndow, out of
the overall maxi mum recei ve wi ndow (2732), is an insufficient

obf uscati on.

Note that this table nmakes a nunber of assunptions:
1. The overall bandw dth-delay product is relatively fixed.

2. Traffic losses are negligible (insufficient to affect the
congesti on wi ndow over the duration of nost of the connection).

3. The advertised receive windowis a large fraction of the overal
maxi mum r ecei ve wi ndow size, e.g., because the receive socket
buffers are set to match a | arge bandw dt h-del ay product.

4. The attack bandwi dth is simlar to the end-to-end path bandw dt h.

O these assunptions, the last two are nore notable. The issue of
recei ve socket buffers was discussed in Section 2. Figure 1

summari zed the tine to a successful attack based on | arge adverti sed
recei ve wi ndows, but many current conmercial routers have limts of
128 KB for large devices, 32 KB for nedium and as little as 4 KB for
nodest ones. Figure 2 shows the tine and bandw dt hs needed to
acconplish an attack on BGP sessions in the tine shown for 100-ns

| atencies; for even short-range network |atencies (10 ns), these
sessions can be still be attacked over short tinmescales (mnutes to
hour s) .
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Recei ve
BW Buf fer Size RSTs needed Ti me needed
10 Mops 0.128 MB 33, 555 1 second
3 Mops 0.032 MB 134, 218 40 seconds
300 Kbps 0. 004 MB 1,073,742 1 hour
Figure 2: Time needed to kill a connection with limted buffers

The issue of the attack bandwi dth is consi dered reasonabl e as
fol |l ows:

1. RSTs are substantially easier to send than data; they can be
preconmputed and they are smaller than data packets (40 bytes).

2. Although susceptibl e connections use sonewhat |ess ubiquitous
hi gh- bandwi dt h paths, the attack may be distributed, at which
point only the ingress link of the attack is the primary
limtation.

3. For the purposes of the above table, we assune that the ingress at
the attack has the sane bandwi dth as the path, as an
appr oxi mat i on.

The previous sections discussed the nature of the recent attacks on
BGP due to the vulnerability of TCP to RST spoofing attacks, due
largely to recent increases in the fraction of the TCP advertised
recei ve wi ndow space in use for a single, long-lived connection

3. Proposed Solutions and Mtigations

TCP currently authenticates received RSTs using the address and port
pai r nunbers, and checks that the sequence nunber is inside the valid
recei ver wi ndow. The previous section denonstrated how TCP has
becone nore vul nerable to RST spoofing attacks due to the increases
in the receive wi ndow size. There are a nunber of current and
proposed solutions to this vulnerability, all attenpting to provide
evi dence that a received RST is |legitimte.

3.1. Transport Layer Sol utions

The transport |ayer represents the |ast place that segnments can be
aut henti cated before they affect connection managenent. TCP has a
variety of current and proposed nechani snms to increase the

aut henti cation of segments, protecting against both off-path and on-
path third-party spoofing attacks. Oher transport protocols, such
as SCTP and DCCP, al so have linited antispoofing nechani sns.
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3.1.1. TCP MD5 Authentication

An extension to TCP supporting MD5 authenticati on was devel oped in
1998 specifically to authenticate BGP connections (although it can be
used for any TCP connection) [20]. The extension relies on a pre-
shared secret key to authenticate the entire TCP segnent, including
the data, TCP header, and TCP pseudo- header (certain fields of the IP
header). Al segments are protected, including RSTs, to be accepted
only when their signature matches. This option, although wi dely
deployed in Internet routers, is considered undepl oyable for

wi despread use because the need for pre-shared keys [3][30]. It
further is considered conputationally expensive for either hosts or
routers due to the overhead of NMD5 [43][44].

There are al so concerns about the use of MD5 due to recent collision-
based attacks [22]. Simlar concerns exist for SHA-1, and the | ETF
is currently evaluating how these attacks inpact the recomrendati on
for using these hashes, both in TCP/MD5 and in the | Psec suite. For
the purposes of this discussion, the particular algorithmused in
either protocol suite is not the focus, and there is ongoing work to
all ow TCP/MD5 to evolve to a nore general TCP security option
[6][47].

3.1.2. TCP RST W ndow Attenuation

A recent proposal extends TCP to further constrain received RST to
mat ch the expected next sequence nunber [36]. This restores TCP' s
resi stance to spurious RSTs, effectively limting the receive w ndow
for RSTs to a single nunber. As a result, an attacker would need to
send 2732 different packets to brute-force guess the sequence nunber
(worst case, the average would be half that); this makes TCP' s

vul nerability to attack independent of the size of the receive w ndow
(RCV.VAD). The extension further nmodifies the RST receiver to react
to incorrectly-nunbered RSTs, by sending a zero-length ACK. If the
RST source is legitimte, upon receipt of an ACK, the closed source
woul d presunably emit a RST with the sequence nunber matching the
ACK, correctly resetting the intended recipient. This nodification
changes TCP's control processing, adding to its conplexity and thus
potentially affecting its correctness (in contrast to addi ng MD5
signatures, which is orthogonal to TCP control processing

al together). For exanple, there may be conplications between RSTs of
di fferent connections between the sanme pair of endpoints because RSTs
flush the TIME-WAIT (as nentioned earlier). Further, this proposa
modi fies TCP so that, under sone circunstances, a RST causes a reply
(an ACK), in violation of generally accepted practice, if not gentle
recomendation -- although this can be omitted, allowing tineouts to
suffice. The advantage to this proposal is that it can be depl oyed
incremental ly and has benefit to the endpoint on which it is
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depl oyed. The other advantage to this proposal is that the w ndow
attenuation described here nakes the vulnerability to spoofed RST
packets i ndependent of the size of the receive w ndow.

A variant of this proposal uses a different value to attenuate the

wi ndow of viable RSTs. It requires RSTs to carry the initial
sequence nunber rather than the next expected sequence nunber, i.e.,
the val ue negotiated on connection establishment [42][49]. This

proposal has the advantage of using an explicitly negotiated val ue,
but at the cost of changing the behavior of an unnodified endpoint to
a currently valid RST. It would thus be nore difficult, wthout
addi ti onal mechanism to deploy incrementally.

Anot her variant of this proposal involves increasing TCP' s w ndow

space, rather than decreasing the valid range for RSTs, i.e.
i ncreasing the sequence space from32 bits to 64 bits. This has the
equi val ent effect -- the ratio of the valid sequence nunbers for any

segnment to the overall sequence nunmber space is significantly
reduced. The use of the larger space, as with current schenes to
establi sh weak authentication using initial sequence nunbers (I SNs),
is contingent on using suitably random values for the ISN. Such
randommess adds additional conplexity to TCP both in specification
and i npl enentati on, and provides only very weak authentication. Such
a nodification is not obviously backward conpatibl e, and would be
thus difficult to depl oy.

A converse variant of increasing TCP s wi ndow space is to decrease
the receive wi ndow (RCV. WND) explicitly, which would further reduce
the effectiveness of spoofed RSTs with random sequence nunbers. This
alternative may reduce the throughput of the connection, if the
advertised receive window is snaller than the bandw dt h-del ay product
of the connecti on.

3.1.3. TCP Tinestanp Authentication

Anot her way to authenticate TCP segnents is via its tinmestanp option
using the value as a sort of authentication [34]. This requires that
the receiver TCP di scard segnments whose tinestanp is outside the
accepted wi ndow, which is derived fromthe tinmestanps of other
packets fromthe same connection. This technique uses an existing
TCP option, but also requires nodified TCP control processing (with
the same caveats) and may be difficult to deploy incrementally

wi t hout further nodifications. Additionally, the tinestanp val ue may
be easier to guess because it can be derived predictably, either
assunming it represents actual tine at the host, or by probing the
host using unrel ated benign traffic.
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3.1.4. Oher TCP Cookies

Al'l of the above techniques are variants of cookies, otherw se
meani ngl ess data whose value is used to validate the packet. 1In the
case of MD5 checksuns, the cookie is conputed based on a shared
secret. Note that even a signature can be guessed, and presents a 1
in 2"(signature length) probability of attack. The primary
difference is that MD5 signatures are effectively one-tine cookies,
not predictabl e based on on-path snoopi ng, because they are dependent
on packet data and thus do not repeat. Wndow attenuation sequence
nunbers can be guessed by snoopi ng the sequence nunber of current
packets of an existing connection, and tinestanps can be guessed even
less directly, either by separate benign connections or by assum ng
they roughly correlate to local tine. These variants of cookies are
simlar in spirit to TCP SYN cookies, again patching a vulnerability
to off-path third-party spoofing attacks based on a (fairly weak,
excepting MD5) formof authentication. Another form of cookie is the
source port itself, which can be randoni zed but provides only 16 bits
of protection (65,000 conbinations), which nmay be exhaustively
attacked. This can be conbined with destination port random zation
as well, but that would require a separate coordination nechani sm(so
both parties know which ports to use), which is equivalent to (and as
i nfeasi bl e for |arge-scal e depl oynents as) exchangi ng a shared secret
[39].

3.1.5. Oher TCP Considerations

The anal ysis of the potential for RST spoofing above assunes that the
advertised receive window is opened to the nmaxi mum extent suggested
by the bandw dt h-del ay product of the end-to-end path, and that the
wi ndow i s opened to an appreciable fraction of the overall sequence
nunber space. As noted earlier, for nost common cases, connections
are too brief or over bandw dths too |low for such a |l arge wi ndow to

be useful. Expanding TCP' s sequence nunber space is a direct way to
further avoid such vulnerability, even for |ong connections over
emer gi ng bandwi dths. |If either manual tuning or autonatic tuning of

the advertised receive wi ndow (via receive buffer tuning) is not
provided, this is not an issue (although connection performance will
suffer) [38].

It may be sufficient for the endpoint to linmt the advertised receive

wi ndow by deliberately leaving it small. |If the receive socket
buffer is limted, e.g., to the ubiquitous default of 64 KB, the
advertised receive window will not be as vul nerabl e even for very

| ong connections over very high bandwi dths. The vulnerability wll
grow linearly with the increased network speed, but not as the

square. The consequence is | ower sustained throughput, where only
one wi ndow s worth of data per round-trip time (RTT) is exchanged.
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This will keep the connection open |onger; for |ong-lived connections
wi th continuous sourced data, this may continue to present an attack
opportunity, albeit a sparse and sl ow noving target. For the npst
recent case where BGP data is being exchanged between | nternet
routers, the data is bursty and the aggregate traffic nay be snall
(i.e., unlikely to cover a substantial portion of the sequence space,
even if long-lived), so snmaller advertised receive wi ndows (via snall
recei ver buffers) may, in sone cases, sufficiently address the

i medi ate problem This assunmes that the routing tables can be
exchanged qui ckly enough with bandw dth reduced due to the smaller
buffers, or perhaps that the advertised receive wi ndow is opened only
during a | arge burst exchange (e.g., via sone other signal between
the two routers, or a tine-based signal, though either would be

nonst andar d) .

3.1.6. Oher Transport Protocol Solutions

Segnent aut hentication has been addressed at the transport layer in
other protocols. Both SCTP and DCCP include cookies for connection
establi shnent and use themto authenticate a variety of other contro
messages [28][41]. The inclusion of such mechanismat the transport
protocol, although energing as standard practice, conplicates the
design and i npl enentation of new protocols [32]. As new attacks are
di scovered (SYN floods, RSTs, etc.), each protocol mnust be nodified
individually to conpensate. A network solution rmay be nore
appropriate and efficient.

It should be noted that RST attacks, which rely on brute-force, are
relatively easy for intrusion detection software to detect at the TCP
| ayer. Any connection that receives a large nunber of invalid --

out si de-wi ndow -- RSTs mi ght have subsequent RSTs bl ocked, to defeat
such attacks. This would have the side-effect of blocking legitimte
RSTs to that connection, which mght then interfere with cleaning up
the transport state between the endpoint peers. This side-effect,
coupled with the increased nonitoring | oad, mght render such
solutions undesirable in the general case, but they mght usefully be
applied to special cases, e.g., for BGP for routers.

3.2. Network Layer (IP) Solutions

There are two prinary variants of network |ayer solutions to
spoofing: address filtering and | Psec. Address filtering is an
indirect systemthat relies on other parties to filter packets sent
upstream of an attack, but does not necessarily require participation
of the packet source. |Psec requires cooperation between the
endpoints wanting to avoid attack on their connection, which
currently invol ves preexisting shared know edge of either a shared
key or shared certificate authority.
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3.2.1. Address Filtering

Address filtering is often proposed as an alternative to protoco
mechani sns to defeat | P source address spoofing [2][13]. Address
filtering restricts traffic from downstream sources across transit
net wor ks based on the I P source address. A kind of filtering already
occurs at the endpoints of a connection, because attack nessages nust
mat ch the socket pair to succeed; again, note that such attacks
require knowi ng the entire socket pair, and are unlikely except in
particul ar cases. This section discusses filtering based on address
only, typically done at the borders of an AS.

It can also restrict core-to-edge paths to reject traffic that should
have originated further toward the edge. It cannot restrict traffic
fromedges lacking filtering through the core to a particul ar edge.
As a result, each border router nust performthe appropriate
filtering for overall protection to result; failure of any border
router to filter defeats the protection of all participants inside
the border, and potentially those outside as well. Address filtering
at the border can protect those inside the border from sonme kinds of
spoofing, i.e., connections anong those inside a border, because only
interior addresses should originate inside the border. It cannot,
however, protect connections including endpoints outside the border
(i.e., those that traverse the AS boundary) except to restrict where
the traffic enters from e.g., if it expected fromone AS and not

anot her .

As a result, address filtering is not a local solution that can be
depl oyed to protect communicating pairs, but rather relies on a
distributed infrastructure of trusted gateways filtering forged
traffic where it enters the network. It is not feasible for Iocal,
i ncremental deploynment, but may be applicable to connections anong
those inside the protected border in sone scenarios. Applying
filtering can also be useful to reduce the network | oad of spoofed
traffic [31].

A nore recent variant of address filtering checks the IP TTL (Time to
Live) field, relying on the TTL set by the other end of the
connection [15]. This techni que has been used to provide filtering
for BGP. It assunes the connection source TTL is set to 255; packets
at the receiver are checked for TTL=255, and others are dropped.

This restricts traffic to one hop upstreamof the receiver (i.e., a
BGP router), but those hops could include other user prograns at
those nodes (e.g., the BGP router’s peer) or any traffic those nodes
accept via tunnels -- because tunnels need not decrenent TTLs,
notably for "bunp in the wire" (BITW or Bl TWequival ent scenari os
[33] (see also Section 5.1 of [15] and [16]). TTL filtering works
only where all traffic fromthe other end of the tunnel is trusted,
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i.e., where it does not originate or transit spoofed traffic. The
use of TTL rather than link or network security al so assunes an

unt anpered point-to-point |ink, where no other traffic can be spoofed
onto a |ink.

This nmethod of filtering works best where traffic originates one hop
away, so that the address filtering is based on the trust of only
directly-connected (tunneled or otherw se) nodes. Like conventiona
address filtering, this reduces spoofing traffic in general, but is
not considered a reliable security mechani sm because it relies on
distributed filtering (e.g., the fact that upstream nodes do not
termnate tunnels arbitrarily).

3.2.2. | Psec

TCP is susceptible to RSTs, but also to other off-path and on-path
spoofing attacks, including SYN attacks. Qher transport protocols,
such as UDP and RTP are equally susceptible. Although energing
transport protocols attenpt to defeat such attacks at the transport
| ayer, such attacks take advantage of network |ayer identity
spoofing. The packet is com ng froman endpoint that is spoofing
anot her endpoint, either upstream or sonewhere else in the Internet.
| Psec was designed specifically to establish and enforce

aut hentication of a packet’s source and contents in order to nost
directly and explicitly address this security vulnerability.

The larger problemw th IPsec is that of key distribution and use.

I Psec is often cunbersone, and has only recently been supported in
many end-system operating systens. Myre inportantly, it relies on
preshared keys, signed X 509 certificates, or a trusted third-party
(e.g., Kerberos) key infrastructure to establish and exchange keyi ng
information (e.g., via IKE). Each of these issues presents
chal | enges when using I Psec to secure traffic to a well-known server,
whose clients may not support |Psec or may not have registered with a
previ ousl y-known certificate authority (CA)

These keying chall enges are being addressed in the I ETF in ways that
wi Il enabl e servers secure associations with other parties w thout
advance coordination [45][46]. This can be especially useful for
publicly-avail able servers, or for protecting connections to servers
that -- for whatever reason -- have not or will not depl oy
conventional |Psec certificates (i.e., core Internet BGP routers).
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4.

| CWP

Just as spoofed TCP packets can term nate a connection, so too can
spoofed | CMP packets. | CWVWP can be used to launch a variety of
attacks on TCP including connection resets, path-MIU attacks, and can
al so be used to attack the host with non-TCP ' ping of death’ and
"snmurf attacks’, etc. [40]. |1CWP thus represents a substanti al

threat to TCP, but this is not the focus of this docunent, although a
nunber of protections are di scussed bel ow because some are conparabl e
to TCP anti-spoofing techniques. Note also that |CVWP attacks on TCP
assune that the socket pair is known by the attacker, which is
unlikely except for a subset of services between pairs of w dely-
known endpoi nts.

TCP headers can be included inside certain | CMP nessages [7]. There
have been recent suggestions to validate the sequence nunber of TCP
headers when they occur inside | CVP nessages [18]. This sequence
checking is simlar to checks that would occur for conventional data
packets in TCP, but is being proposed in the spirit of the RST w ndow
attenuation described in Section 3.1.2.

Sone such checks may be reasonabl e, especially where they parallel
the validations already perfornmed by TCP processing, notably where
they enul ate the senmantics of such processing. For exanple, the TCP
checksum shoul d be validated (if the entire TCP segnent is contained
in the | CMP nessage) before any fields of the TCP header are

exam ned, to avoid reacting to corrupted packets. Simlarly, if the
TCP VD5 option is present, its signature should probably be validated
before considering the contents of the nmessage. Such validation can
ensure that the packet was not corrupted prior to the | CVP generation
(checksum), that the packet was one sent by the source (IPsec or

TCP/ MD5 aut henticated), or that the packet was not in the network for
an excess of 2*MSL (valid sequence nunber).

| CMP presents a particular chall enge because sone nessages can reset
a connection nore easily -- with less validation -- than even sone
spoof ed TCP segnments. One other proposed alternative is to change
TCP's reaction to ICMPs after a connection is established; that may
| eave TCP suscepti bl e during connection establishnment and nodifies
TCP's reaction to certain valid network events [19]. This considers
the context-sensitivity of |ICMP nessages, as does |Psec in sone
tunnel ed configurations, but the recomendati ons are amnbi guous
regardi ng such filtering [27].

Utimately, requiring TCP | CMP nessages to be "in window may be
insufficient protection, as this docunent shows for spoofed data.

| CMP packets can be authenticated when originating at known, trusted
endpoi nts, such as endpoints of connections or routers in known
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domains with preexisting | Psec associations. Unfortunately, they

al so can originate at other places in the network. |In addition, some
networks filter all | CVMP packets because validation may not be
possi bl e, especially because they can be injected fromanywhere in a
network, and so cannot be easily and locally address filtered [27].
As a result, they are not addressed separately in the issues or
security considerations of this docunment further

5. | ssues

There are a nunber of existing and proposed sol uti ons addressing the
vul nerability of transport protocols in general (and TCP in specific)
to off-path third-party spoofing attacks. As shown, these operate at
the transport or network |layer. Transport solutions require separate
nmodi fi cation of each transport protocol, addressing network identity
spoofing separately in the context of each transport association

Net work sol utions require distributed coordination (filtering) or can
be computationally intensive and require pervasive registration of
certificate authorities with every possible endpoint

(authentication). This section explains these observations further.

5.1. Transport Layer (e.g., TCP)

Transport solutions rely on shared cookies to authenticate segnents,

i ncludi ng data, transport header, and even pseudo-header (e.g., fixed
portions of the outer IP header in TCP). Because the Internet relies
on stateless network protocols, it nakes sense to rely on state
establ i shnent and nmi nt enance available in sone transport |ayers not
only for the connection but for authentication state. Three-way
handshakes and heartbeats can be used to negotiate authentication
state in conjunction with connection parameters, which can be stored
with connection state easily.

As noted earlier, transport |ayer solutions require separate

nmodi fication of all transport protocols to include authentication

Not all transport protocols support negotiated endpoint state (e.g.,
UDP), and | egacy protocols have been notoriously difficult to safely
augrment. Not all authentication solutions are created equal, either,
and relying on a variety of transport solutions exposes end-systens
to increased potential for incorrectly specified or inplenented
solutions. Transport authentication has often been devel oped pi ece-
Wi se, in response to specific attacks, e.g., SYN cookies and RST

wi ndow attenuation [4][36].

Transport |ayer solutions are not only per-protocol, but often per-
connection. This has both advantages and drawbacks. One advant age
to transport |layer solutions is that they can protect the transport
protocol when | ower |ayers have failed, e.g., due to bugs in
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i npl ementation. TCP already includes a variety of packet validation
mechani sms to protect in these cases, e.g., checking that RSTs are
in-wi ndow. Mre strict checks can increase the protections provided,
e.g., to protect against msaddressed RSTs that end up in-w ndow (via
TCPsecure) or to protect agai nst connection interruption due to RSTs,
SYNs, or data injection from m saddressed packets (TCP/ MD5) [ 36].

Anot her advantage is that transport |ayer protections can be nore
specifically limted to a particul ar connection. Because each
connection negotiates its state separately, that state can be nore
specifically tied to that connection. This is both an advantage and
a drawback. It can nmake it easier to tie security to an individua
connection, although in practice a shared secret or certificate wll
generally be shared across nultiple connections.

As a drawback, each transport connection needs to negotiate and

mai ntain authentication state separately. Sone overhead is not
anortized over multiple connections, e.g., overheads in packet
exchanges, whereas other overheads are not anortized over different
transport protocols, e.g., design and inplementation conplexity --
both as would be the case in a network | ayer solution. Because the
aut henti cation happens |l ater in packet processing than is required,
addi ti onal endpoi nt resources nay be needl essly consuned, e.g., in
demul ti pl exi ng recei ved packets, indexing connection identifiers, and
continuing to buffer spoofed packets, etc., only to be dropped |ater
at the transport |ayer.

5.2. Network Layer (IP)

A network |ayer solution avoids the hazards of nultiple transport
variants, using a single shared endpoint authentication mechani sm
early in receiver packet processing to discard unauthenticated
packets at the network | ayer instead. This defeats spoofing entirely
because spoofing invol ves masqueradi ng as anot her endpoint, and
network | ayer security validates the endpoint as the source of the
packets it emts. Such a network |level solution protects al
transport protocols as a result, including both | egacy and energing
protocol s, and reduces the conmplexity of these protocols as well. A
shared solution al so reduces protocol overhead, and decoupl es the
managenent (and refreshing) of authentication state fromthat of

i ndi vidual transport connections. Finally, a network |ayer solution
protects not only the transport |ayer but the network [ ayer as well,
e.g., fromlGwW, and sonme kinds of |ICMP (Section 4), spoofing

att acks.

The | ETF Proposed Standard protocol for network | ayer authentication

is | Psec [27]. |Psec specifies the overall architecture, including
header authentication (AH) [25] and encapsul ation (ESP) nodes [ 26].
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AH aut henticates both the I P header and | P data, whereas ESP
authenticates only the IP data (e.g., transport header and payl oad).
AH i s being phased out since ESP is nore efficient and the Security
Paraneters Index (SPl) includes sufficient information to verify the
| P header anyway [27]. These two npbdes describe the security applied
to individual packets within the | Psec system key exchange and
managenent is perforned either out-of-band (via pre-shared keys) or
by an aut omat ed key exchange protocol, e.g., IKE [24].

| Psec al ready provides authentication of an I P header and its data
contents sufficient to defeat both on-path and off-path third-party
spoofing attacks. |KE can configure authentication between two
endpoi nts on a per-endpoi nt, per-protocol, or per-connection basis,
as desired. |KE also can perform automatic periodic re-keying,
further defeating crypto-analysis based on snooping (cl andestine data
collection). The use of IPsec is already commonly strongly
recomrended for protected infrastructure.

Exi sting | Psec is not appropriate for many deploynments. It is
computationally intensive both in key management and i ndivi dua

packet authentication [43]. This conputational overhead can be
prohibitive, and so often requires additional hardware, especially in
commercial routers. As inportantly, IKE is not anonynobus; keys can
be exchanged between parties only if they trust each other’s X 509
certificates, trust sone other third-party to help with key
generation (e.g., Kerberos), or pre-share a key. These certificates
provide identification (the other party knows who you are) only where
the certificates thenselves are signed by certificate authorities
(CAs) that both parties already trust. To a large extent, the CAs
thensel ves are the pre-shared keys that help | KE establish security
associ ation keys, which are then used in the authentication

al gorithms.

Al ternative nechani sns are under devel opnent to address this
limtation, to allow publicly-accessible servers to secure
connections to clients not known in advance, or to allow unilatera
rel axation of identity validation so that the remaining protections
of I Psec can be made available [45][46]. |In particular, these
mechani sms can prevent a client (but w thout knowi ng who that client
is) frombeing affected by spoofing fromother clients, even when the
attackers are on the same communi cati ons path.

| Psec, although widely available both in comercial routers and
commodity end-systens, is not often used except between parties that
al ready have a preexisting relationship (enployee/enpl oyer, between
two | SPs, etc.). Servers to anonynous clients (e.g., custoner/

busi ness) or nore open services (e.g., BGP, where routers nmay have

| arge nunbers of peers) are unnmanageable, due to the breadth and fl ux
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of CAs. New endpoints cannot establish | Psec associations with such
servers unless their own certificate is signed by a CA al ready
trusted by the server. Different servers -- even within the sane
overall system (e.g., BGP) -- often cannot or will not trust
over |l appi ng subsets of CAs in general

5.3. Application Layer

There are a nunber of application |ayer authentication mechani smns,
often inplicit within end-to-end encryption. Application |ayer
security (e.g., TLS, SSH, or MD5 checksuns within a BGP strean)
provides the ultimte protection of application data from al
intermedi aries, including network routers as well as exposure at
other layers in the end-systems. This is the only way to ultimately
protect the application data.

Application authentication cannot protect either the network or
transport protocols from spoofing attacks, however. Spoofed packets
interfere with network processing or reset transport connections
before the application checks the data. Authentication needs to

wi nnow t hese packets and drop them before they interfere at these

| ower | ayers.

An alternate application |ayer solution would involve resilience to

reset connections. |If the application can recover from such
connection interruptions, then such attacks have | ess inpact.
Unfortunately, attackers still affect the application, e.g., in the

cost of restarting connections, delays until connections are
restarted, or increased connection establishnment nessages on the
network. Some applications -- notably BGP -- even interpret TCP
connection reliability as an indicator of route path stability, which
is why attacks on BGP have such substantial consequences.

5.4. Link Layer

Li nk | ayer security operates separately on each hop of an Internet.
Such security can be critical in protecting Iink resources, such as
bandwi dt h and |ink rmanagenent protocols. Protection at this |ayer
cannot suffice for network or transport |ayers, because it cannot

aut henticate the endpoint source of a packet. Link authentication
ensures only the source of the current link hop where it is exam ned.

5.5. Issues Discussion
The issues raised in this section suggest that there are chall enges
with all solutions to transport protection from spoofing attacks.

This raises the potential need for alternate security levels. Wile
it is already widely recognized that security needs to occur
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simul taneously at many protocol |ayers, there also may be utility in
supporting a variety of strengths at a single layer. For exanple,

| Psec al ready supports a variety of algorithns (MD5, SHA1l, etc., for
aut hentication), but always assunes that:

1. The entire body of the packet is secured.

2. Security associations are established only where identity is
aut henticated by a known certificate authority or other pre-shared
key.

3. Both on-path and off-path third-party spoofing attacks nust be
def eat ed

These assunptions are prohibitive, especially in many cases of
spoofing attacks. For spoofing, the primary issue is whether packets
are comng fromthe sane party the server can reach. Only the IP
header is fundanentally in question, so securing the entire packet

(1) is conputational overkill. It is sufficient to authenticate the
other party as "a party you have exchanged packets with", rather than
establishing their trusted identity ("Bill" vs. "Bob") as in (2).

Finally, many cookie systens use clear-text (unencrypted), fixed
cooki e val ues, providing reasonable (1 in 2*{cooki e-size}) protection
agai nst off-path third-party spoof attacks, but not addressing on-
path attacks at all. Such potential solutions are discussed in the
Better Than Nothing Security (BTNS) documents [5][45][46]. Note also
that NULL Encryption in | Psec applies a variant of this cookie, where
the SPI is the cookie, and no further encryption is applied [17].

6. Security Considerations

This entire docunment focuses on increasing the security of transport
protocols and their resistance to spoofing attacks. Security is
addr essed t hroughout .

Thi s docunent describes a nunmber of techniques for defeating spoofing
attacks. Those relying on clear-text cookies, either explicit or
inmplicit (e.g., w ndow sequence attenuation) do not protect from on-
pat h spoofing attacks, since valid values can be | earned from prior
traffic. Those relying on true authentication algorithns are
stronger, protecting even fromon-path attacks, because the

aut hentication hash in a single packet approaches the behavior of
"one-time" cookies.

The security of various levels of the protocol stack is addressed.
Spoofing attacks are fundanmentally identity masqueradi ng, so we
believe the npst appropriate solutions defeat these at the network
| ayer, where end-to-end identity lies. Sonme transport protocols
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subsume endpoint identity information fromthe network |ayer (e.g.,
TCP pseudo- headers), whereas others establish per-connection identity
based on exchanged nonces (e.g., SCTP). It is reasonable, if not
recomended, to address security at all layers of the protocol stack

Not e that Network Address Transl ators (NATs) and ot her niddl eboxes
conmplicate the design and depl oynent of techniques to defeat spoofing
attacks. Devices such as these, that nodify I P and/or TCP headers
in-transit, generate traffic equivalent to a spoofing attack, and
thus shoul d be inhibited by anti spoofing nechanisnms. Details of
these ni ddl ebox-rel ated problens are out of scope for this docunent,
but issues thereof are addressed in RFCs and energi ng docunents that
di scuss the interactions between such devices and the Internet

architecture, e.g., [21]. Fortunately, many of the npbst critica
TCP- based connections -- in particular, those supporting routing
protocols like BGP -- do not traverse such m ddl eboxes, and are not

affected by this Iimtation.
7. Concl usions

Thi s docunent describes the details of the recent BGP spoofing
attacks involving spurious RSTs, which could be used to shutdown TCP
connections. It summarizes and discusses a variety of current and
proposed sol utions at various protocol |ayers.
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