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Thi s docunent reports the outcome of a workshop held by the Internet
Architecture Board (1 AB) on Unwanted Internet Traffic. The workshop
was held on March 9-10, 2006 at USC/ISI in Marina del Rey, CA USA
The primary goal of the workshop was to foster interchange between
the operator, standards, and research conmunities on the topic of
unwanted traffic, as manifested in, for exanple, Distributed Denial
of Service (DDoS) attacks, spam and phishing, to gain understandi ngs
on the ultimte sources of these unwanted traffic, and to assess
their inpact and the effectiveness of existing solutions. It was

al so a goal of the workshop to identify engineering and research
topics that could be undertaken by the | AB, the IETF, the IRTF, and
the network research and devel opnent community at |arge to devel op
ef fecti ve counterneasures agai nst the unwanted traffic.
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1. Introduction

The Internet carries a lot of unwanted traffic today. To gain a
better understanding of the driving forces behind such unwant ed
traffic and to assess existing countermeasures, the | AB organized an
"Unwanted Internet Traffic" workshop and invited experts on different
aspects of unwanted traffic fromoperator, vendor, and research
communities to the workshop. The intention was to share infornmation
anong people fromdifferent fields and organi zations, fostering an

i nterchange of experiences, views, and ideas between the various
communities on this inmportant topic. The major goal of this workshop
was to stinmulate discussion at a deep technical |evel to assess
today’s situation in regards to:

o the kinds of unwanted traffic that are seen on the Internet,
o how bad the picture |ooks,

o who and where are the najor sources of the problem

0o which solutions work and which do not, and

o what needs to be done.

The workshop was very successful. Over one and hal f days of

i ntensive di scussions, the major sources of the unwanted traffic were
identified, and a critical assessnent of the existing mtigation
tools was conducted. However, due to the limtation of available
time, it was inpossible to cover the topic of unwanted traffic in its
entirety. Thus, for some of the inportant issues, only the surface
was touched. Furthernore, because the primary focus of the workshop
was to collect and share information on the current state of affairs,
it is left as the next step to attenpt to derive solutions to the
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i ssues identified. This will be done in part as activities within
the 1AB, the | ETF, and the |IRTF.

During the workshop, a nunmber of product and conpany nanes were
cited, which are reflected in the report to a certain extent.
However, a mention of any product in this report should not be taken
as an endorsenent of that product; there may well be alternative,
equal ly relevant or efficacious products in the market place.

This report is a summary of the contributions by the workshop
participants, and thus it is not an | AB docunent. The views and
positions docurmented in the report do not necessarily reflect | AB
vi ews and positions.

The workshop participant list is attached in Appendix A The agenda
of the workshop can be found in Appendix B. Links to a subset of the
presentations are provided in Appendix C the rest of the
presentations are of a sensitive nature, and it has been agreed that
they will not be nade public. Definitions of the jargon used in
describing unwanted traffic can be found in Section 9

2. The Root of Al Evils: An Underground Econony

The first inportant nmessage this workshop would like to bring to the
Internet community’s attention is the existence of an underground
econony. This underground econony provi des an enornous amount of
monetary fuel that drives the generation of unwanted traffic. This
econom c incentive feeds on an Internet that is to a |l arge extent

wi de open. The open nature of the Internet fosters innovations but
offers virtually no defense agai nst abuses. It connects to nmillions
of nmostly unprotected hosts owned by millions of nostly naive users.
These users explore and benefit fromthe vast opportunities offered
by the new cyberspace, with little understanding of its vulnerability
to abuse and the potential danger of their conputers being

conprom sed. Mreover, the Internet was designed without built-in
auditing trails. This was an appropriate choice at the tinme, but now
the lack of traceability makes it difficult to track down mali cious
activities. Combined with a legal systemthat is yet to adapt to the
new chal | enge of regulating the cyberspace, this neans the Internet,
as of today, has no effective deterrent to m screants. The
unfettered design and freedomfromregul ati on have contributed to the
extraordi nary success of the Internet. At the same tine, the

conbi nation of these factors has also led to an increasing vol ume of
unwanted traffic. The rest of this section provides a nore detail ed
account of each of the above factors.
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2.1. The Underground Econony

As in any econom c system the underground econony is regulated by a
demand and supply chain. The underground economny, which began as a
barter system has evolved into a giant shopping nall, conmonly
running on IRC (Internet Relay Chat) servers. The |IRC servers

provi de various online stores selling informati on about stolen credit
cards and bank accounts, malware, bot code, botnets, root accesses to
comprom sed hosts and web servers, and nmuch nore. There are DDoS
attack stores, credit card stores, PayPal and bank account stores, as
wel |l as Cisco and Juniper router stores that sell access to

conprom sed routers. Although not everything can be found on every
server, nost common tools used to operate in the underground econony
can be found on alnost all the servers.

How do miscreants turn attack tools and conprom sed nmachi nes into
real assets? |In the sinplest case, niscreants electronically
transfer nmoney from stol en bank accounts directly to an account that
they control, often in another country. |In a nore sophisticated
exanpl e, mscreants use stolen credit cards or PayPal accounts for
online purchases. To hide their trails, they often find remilers
who receive the purchased goods and then repackage themto send to
the miscreants for a fee. The miscreants may al so sell the goods
through online nmerchandi sing sites such as eBay. They request the
paynments be nade in cashier checks or noney orders to be sent to the
peopl e who provide noney | aundering services for the mscreants by
recei ving the paynents and sending themto banks in a different
country, again in exchange for a fee. |In either case, the
destination bank accounts are used only for a short period and are
cl osed as soon as the noney is withdrawn by the niscreants.

The nmiscreants obtain private and financial information from
comprom sed hosts and install bots (a.k.a. zonbies) on them They
can al so obtain such information from phishing attacks. Spam
nmessages m sl ead naive users into accessing spoofed web sites run by
the miscreants where their financial information is extracted and
col | ect ed.

The miscreants in general are not skilled programrers. Wth noney,
however, they can hire professional witers to produce well phrased
spam nessages, and hire coders to devel op new viruses, worms,

spyware, and botnet control packages, thereby resupplying the

under ground nmarket with new tools that produce nmore unwanted traffic
on the Internet: spam nessages that spread phishing attacks, botnets
that are used to | aunch DDoS attacks, click fraud that "earns" income
by deceiving online comercial advertisers, and new viruses and worns
that conpronise nore hosts and steal additional financial infornmation
as well as system passwords and personal identity information.
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The inconme gained fromthe above illegal activities allows mscreants
to hire spanmers, coders, and | RC server providers. Spamrers use
botnets. Direct marketing companies set up dirty affiliate prograns.
Sone | ess than scrupul ous banks are also involved to earn transaction
fees fromnmoving the dirty noney around. In the underground narket,
everything can be traded, and everything has a value. Thus is
spawned unwanted traffic of all Kkinds.

The under ground econony has evol ved very rapidly over the past few
years. In the early days of bots and botnets, their activities were
| argely devoted to DDoS attacks and were relatively easy to detect.
As the underground econony has evol ved, so have the botnets. They
have noved from easily detectabl e behavior to masqueradi ng as norna
user network activity to achieve their goals, naking detection very
difficult even by vigilant system adm nistrators.

The drive for this rapid evolution cones to a large extent fromthe
change in the intention of mscreant activity. Early virus attacks
and botnets were largely anarchic activities. Many were done by
"script kiddies" to disrupt systenms without a real purpose or to
demonstrate the prowess of the attacker, for exanple in conprom sing
systens that were touted as "secure". Mrroring the
commercialization of the Internet and its increasing use for

e-busi ness, miscreant activity is now nostly focused on conventiona
crimnal lines. Systens are quietly subverted with the goal of
obtaining illicit financial gain in the future, rather than causing
vi sible disruptions as was often the aimof the early hackers.

2.2. CQur Eneny Using Qur Networks, Qur Tools

Internet Relay Chat (I RC) servers are commonly used as the command
and control channel for the underground nmarket. These servers are
paid for by m screants and are professionally supported. They are
advertised widely to attract potential consuners, and thus are easy
to find. The miscreants first talk to each other on the servers to
find out who is offering what on the nmarket, then exchange encrypted
private nmessages to settle the deals.

The miscreants are not afraid of network operators seeing their
actions. |If their activities are interrupted, they sinply nove to
anot her venue. \When |SPs take actions to protect their custoners,
revenge attacks are uncommon as long as the niscreants’ cash flowis
not disturbed. Wen a botnet is taken out, they nove on to the next
one, as there is a plentiful supply. However, if an IRC server is
taken out that disturbs their cash flow, mscreants can be ruthless
and severe attacks may follow. They currently have no fear, as they
know t he chances of their being caught are mninal.
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Qur enem es nmake good use of the Internet’s global connectivity as
well as all the tools the Internet has devel oped. |RC servers
provide a job market for the m screants and shopping malls of attack
tools. Networking research has produced abundant results nmaking it
easier to build large scale distributed systens, and these have been
adopted by mscreants to build large size, well-controlled botnets.
Power f ul search engines al so enable one to quickly find readily
avai l abl e tools and resources. The sophistication of attacks has
increased with tine, while the skills required to |l aunch effective
attacks have becone mnimal. Attackers can be hiding anywhere in the
Internet while attacks get |aunched on a gl obal scale.

2.3. Conprom sed Systens Being a Major Source of Problens

The current Internet provides a field ripe for exploitation. The
majority of end hosts run vulnerable platforns. People from al

wal ks of life eagerly junp into the newy discovered online world,

yet w thout the proper training needed to understand the ful
inplications. This is at least partially due to nbst users failing
to anticipate how such a great invention can be readily abused. As a
result, the Internet has ended up with a huge nunber of conpronised
hosts, without their owners being aware that it has happened.

Unprot ected hosts can be conprom sed in nmultiple ways. Viruses and
worns can get into the systemthrough exploiting bugs in the existing
operating systems or applications, sometinmes even in anti-virus
progranms. A phishing site may al so take the opportunity to instal

mal ware on a victins conputer when a user is lured to the site.

More recently, viruses have al so started bei ng propagated through
popul ar peer-to-peer file sharing applications. Wth nultiple
channel s of propagation, malware has beconme w de-spread, and infected
machi nes include not only hone PCs (although they do represent a

| arge percentage), but also corporate servers, and even gover nnent
firewalls.

News of new exploits of vulnerabilities of Mcrosoft Wndows
platforns is all too frequent, which |l eads to a conmobn perception
that the Mcrosoft Wndows platformis a major source of

vul nerability. One of the reasons for the frequent vulnerability
exploits of the Wndows systemis its popularity in the market place;
thus, a mscreant’s investnent in each exploit can gain big returns
frominfecting nmillions of machines. As a result, each incident is
also likely to make headlines in the news. |In reality, all other

pl atforns such as Linux, Solaris, and MAC OS for exanple, are also
vul nerabl e to conpromi ses. Routers are not exenpt from security
break-ins either, and using a high-end router as a DoS | aunchpad can
be a ot nore effective than using a bundl e of hone PCs.
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Quietly subverting | arge nunbers of hosts and making them part of a
botnet, while leaving their normal functionality and connectivity
essentially uninmpaired, is now a major aimof mscreants and it
appears that they are being all too successful. Bots and the
functions they performare often hard to detect and nost of the tine
their existence are not known to system operators or owners (hence,
the alternative name for hosts infected with bots controlled by

m screants - zonbies); by the time they are detected, it mght very
well be too late as they have carried out the intended

(mal -)function.

The exi stence of a |arge nunber of conpromni sed hosts is a
particularly challenging problemto the Internet’s security. Not
only does the stolen financial information | ead to enornmous economic
| osses, but also there has been no quick fix to the problem As

not ed above, in many cases the owners of the conprom sed conputers
are unaware of the problem Even after being notified, sone owners

still do not care about fixing the problemas Iong as their own
interest, such as playing online ganes, is not affected, even though
the public interest is endangered --- large botnets can use nulti-

mllions of such conprom sed hosts to | aunch DDoS attacks, w th each
host sending an insignificant anount of traffic but the aggregate
exceedi ng the capacity of the best engi neered systens.

2.4. Lack of Meaningful Deterrence

One of the Internet’s big strengths is its ability to provide

seamnl ess interconnection anong an effectively unlimted nunber of
parties. However, the other side of the sane coin is that there may
not be clear ways to assign responsibilities when sonething goes
wong. Taking DDoS attacks as an exanple, an attack is normally

| aunched froma | arge nunber of comprom sed hosts, the attack traffic
travel s across the Internet backbone to the access network(s) Iinking
to the victins. As one can see, there are a nunber of independent

st ake- hol ders involved, and it is not imediately clear which party
shoul d take responsibility for resolving the probl em

Furt hernmore, tracking down an attack is an extrenmely difficult task
The Internet architecture enables any IP host to conmunicate with any
other hosts, and it provides no audit trails. As a result, not only
is there no limt to what a host nay do, but also there is no trace
after the event of what a host may have done. At this tinme, there is
virtually no effective tool available for problem diagnosis or packet
trace back. Thus, tracking down an attack is |abor intensive and
requires sophisticated skills. As will be nmentioned in the next
section, there is also a lack of incentive to report security
attacks. Conpounded with the high cost, these factors make forensic
tracing of an attack to its root a rare event.
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In human society, the legal systens provide protection against
crimnals. However, in the cyberspace, the |legal systenms are |agging
behind in establishing regulations. The |aws and regul ati ons ai m at
penal i zing the conduct after the fact. |If the likelihood of
detection is low, the deterrence would be mninal. Many nationa
jurisdictions have regul ati ons about acts of conputer fraud and
abuse, and they often carry significant crimnal penalties. |In the
US (and many other places), it is illegal to access governnent
computers w thout authorization, illegal to danage protected
governnment conputers, and illegal to access confidential information
on protected conmputers. However, the definition of "access" can be
difficult to ascertain. For exanple, is sending an | CVWP (Internet
Control Messagi ng Protocol) packet to a protected conputer considered
illegal access? There is a |ack of technical understandi ng anong

| awmakers that would be needed to specify the | aws precisely and
provide effective targeting limted to undesirable acts. Conputer
fraud and liabilities |l aws provide a forumto address illegal access
activities and enabl e prosecution of cybercrimnals. However, one
difficulty in prosecuting affiliate prograns using bot infrastructure
is that they are either borderline legal, or there is little
evidence. There is also the nentality of taking |egal action only
when t he nmeasurabl e nonetary damage exceeds a high threshold, while
it is often difficult to quantify the nonetary danage in individua
cases of cyberspace cri nes.

There is a coalition between countries on collecting cybercrinina

evi dence across the world, but there is no rigorous way to trace
across borders. Laws and rules are nostly local to a country,
policies (when they exist) are nostly enacted and enforced | ocally,
while the Internet itself, that carries the unwanted traffic,
respects no borders. One estinmate suggests that nost players in the
under ground econony are outside the US, yet npbst | RC servers
supporting the underground nmarket may be running in US network

provi ders, enjoying the reliable service and wi de connectivity to the
rest of the world provided by the networks.

In addition, the definition of "unwanted" traffic al so varies between
different countries. For exanple, China bans certain types of
network traffic that are considered legitimte el sewhere. Yet
another major difficulty is the trade-off and blurred Iine between
having audit trails to facilitate forensic analysis and to enforce
censorship. The greater ability we build into the network to contro
traffic, the stronger would be the nonitoring requirenents com ng
fromthe | egislators.

It should be enphasized that, while a |l egal systemis necessary to

create effective deterrence and sanctions against mscreants, it is
by no neans sufficient on its own. Rather, it must be acconpani ed by
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technical solutions to unwanted traffic detection and damage
recovery. It is also by no neans a substitute for user education
Only a well infornmed user conmmunity can collectively establish an
effective defense in the cyberspace.

2.5. Consequences
What we have today is not a rosy picture: there are
0 big econonmic incentives and a rich environnment to exploit,
0 no specific party to carry responsibility,
0 no auditing systemto trace back to the sources of attacks, and
o0 no well established Iegal regulations to punish offenders.
The conbination of these factors inevitably |eads to ever increasing
types and volune of unwanted traffic. However, our real threats are

not the bots or DDoS attacks, but the crimnals behind them
Unwanted traffic is no |l onger only aimng for maxi mal disruption; in

many cases, it is now a neans to illicit ends with the specific
pur pose of generating financial gains for the m screants. Their
crimes cause huge econonic | osses, counted in nultiple billions of

dol l'ars and conti nui ng.
3. How Bad Is The Probl en?

There are quite a nunber of different kinds of unwanted traffic on
the Internet today; the discussions at this workshop were mainly
around DDoS traffic and spam The inpact of DDoS and spam on
different parts of the network differs. Below, we summarize the

i npact on backbone providers, access providers, and enterprise
custoners, respectively.

3.1. Backbone Providers

Si nce backbone providers’ main |ine of business is packet forwarding,
the inpact of unwanted traffic is mainly nmeasured by whether DDoS
traffic affects network availability. Spamor malware is not a mgjor
concern because backbone networks do not directly support end users.
Rout er conproni ses may exist, but they are rare events at this tine.

3.1.1. DDoS Traffic
observation shows that, in the magjority of DDoS attacks, attack

traffic can originate fromal nbst anywhere in the Internet. In
particul ar, those regions with high speed user connectivity but
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poorly nanaged end hosts are often the originating sites of DDoS
attacks. The m screants tend to find targets that offer maxi ma
returns with mniml efforts.

Backbone networks in general are well-provisioned in regard to
traffic capacities. Therefore, core routers and backbone I|ink
capacity do not get affected rmuch by nost DDoS attacks; a 5Ghps
attack could be easily absorbed wi thout causing noticeable inmpact on
the performance of backbone networks. However, DDoS attacks often
saturate access networks and make a significant inpact on custoners.
In particular, nultihomed custoners who have nultiple well-
provi si oned connections for high throughput and perfornance may
suffer from aggregated DDoS traffic coming in fromall directions.

3.1.2. Problem Mtigation

Currently, backbone networks do not have effective diagnosis or
mtigation tools against DDoS attacks. The forenost problemis a

| ack of incentives to deploy security solutions. Because |IP transit
services are a commodity, controlling cost is essential to surviving
the conpetition. Thus, any expenditure tends to require a clearly
identified return-on-investnment (RO). Even when new security

sol utions becone avail abl e, providers do not necessarily upgrade
their infrastructure to deploy the solutions, as security solutions
are often prevention nmechani sns that may not have an easily
quantifiable RO. To survive in the conpetitive environnent in which
they find thensel ves, backbone providers also try to recruit nore
custoners. Thus, a provider’'s reputation is inportant. Due to the

| arge nunber of attacks and inadequate security solution depl oynent,
effective attacks and security glitches can be expected. However, it
is not in a provider’'s best interest to report all the observed
attacks. Instead, the provider's first concern is to mnimze the
nunber of publicized security incidents. For exanple, a "trouble
ticket" acknow edging the problemis issued only after a custoner
conplains. An informal estimate suggested that only about 10% of
DDoS attacks are actually reported (sonme other estimates have put the
figure as low as 2% . |In short, there is a |lack of incentives to
either report problens or deploy solutions.

Partly as a consequence of the |ack of incentive and | ack of funding,
there exist few DDoS mitigation tools for backbone providers

Net wor k operators often work on their own tine to fight the battle
against malicious attacks. Their primary mitigation tools today are
Access Control Lists (ACL) and BGP (Border Gateway Protocol) nul
routes to bl ack-hole unwanted traffic. These tools can be turned on
|l ocally and do not require coordination across admnistrative

domai ns. Wen done at, or near, DDoS victins, these sinple tools can
have an i medi ate effect in reducing the DDoS traffic vol une.
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However, these tools are rather rudinentary and i nadequate, as we
will elaborate in Section 4.2.1.

3.2. Access Providers

A common i ssue that access providers share with backbone providers is
the lack of incentive and the shortage of funding needed to depl oy
security solutions. As with the situation with security incidents on
t he backbone, the nunber of security incidents reported by access
providers is estimated to be significantly |lower than the nunber of
the actual incidents that occurred.

Because access providers are directly connected to end custoners,
they al so face uni que problens of their own. Fromthe access

provi ders’ viewpoint, the nost severe inpact of unwanted traffic is
not the bandw dt h exhaustion, but the custoner support load it
engenders. The primary inpact of unwanted traffic is on end users,
and access providers nmust respond to incident reports fromtheir
custoners. Today, access providers are playing the role of IT help
desk for many of their customers, especially residential users.
According to sonme access providers, during the Mcrosoft Blaster worm
attack, the average tine taken to handle a custoner call was over an
hour. Due to the high cost of staffing the help desks, it is
believed that, if a custoner calls the hel p desk just once, the
provider would | ose the profit they would ot herw se have ot herw se
made over the lifetine of that custoner account.

To reduce the high custoner service cost caused by security breaches,
nost access providers offer free security software to their
custonmers. It is much cheaper to give the custoner "free" security
software in the hope of preventing system conpronises than handling
the system break-ins after the event. However, perhaps due to their
| ack of understanding of the possible security problens they may
face, many custoners fail to install security software despite the
free offer fromtheir access providers, or even when they do, they
may | ack the skill needed to configure a conplex systemcorrectly.

VWhat factors may influence how quickly customers get the security
breaches fixed? Past experience suggests the foll ow ng observati ons:

o Notification has little inpact on end user repair behavior

0 There is no significant difference in terns of repair behavior
between different industries or between business and honme users.

o0 Users’ patching behavior follows an exponential decay pattern with

a tine constant of approximtely 40% per nonth. Thus, about 40%
of conputers tend to be patched very quickly when a patch is
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3. 3.

And

rel eased, and approxi mately 40% of the remnaining vul nerable

computers in each follow ng month will show signs of being
patched. This |eaves a few percent still unpatched after 6
months. In the very |l arge popul ation of Internet hosts, this

results in a significant nunmber of hosts that will be vul nerable
for the rest of their life.

o There is a general |ack of user understanding: after being
conmprom sed, unmanaged conputers may get replaced rather than
repaired, and this often results in infections occurring during
the installation process on the replacenent.

Enterprise Networks: Perspective froma Large Enterprise

The operators of one big enterprise network reported their experience
regarding unwanted traffic to the workshop. Enterprises perceive
many fornms of bad traffic including worns, malware, spam spyware,

I nstant Messaging (1M, peer-to-peer (P2P) traffic, and DoS

Conpared to backbone and access providers, enterprise network
operators are nore willing to investigate security breaches, although
they may hesitate to pay a high price for security solutions. False
positives are very costly. Mst operators prefer fal se negatives to
false positives. In general, enterprises prefer prevention solutions
to detection solutions.

Deliberately created unwanted traffic (as opposed to unwanted traffic
that mght arise fromm sconfiguration) in enterprise networks can be
sorted into three categories. The first is "Nuisance", which

i ncludes unwanted traffic such as spam and peer-to-peer file sharing.
Al t hough there were different opinions anong the workshop
participants as to whether P2P traffic should, or should not, be
consi dered as unwanted traffic, enterprise network operators are
concerned not only that P2P traffic represents a significant share of
the total network |l oad, but they are also sensitive to potenti al
copyright infringenent issues that night |ead to significant

financial and | egal inpacts on the conpany as a whole. |n addition,
P2P file sharing applications have al so becane a popul ar channel for
mal war e propagati on.

The second category of unwanted traffic is |abeled "Malicious", which
includes the traffic that spreads malware. This class of traffic can
be small in volume but the cost fromthe resulting damage can be
high. The clean up after an incident also requires highly skilled
oper at or s.

The third category of unwanted traffic is "Unknown": it is known that

there exists a class of traffic in the network that can be best
described in this way, as no one knows its purpose or the |ocations
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of the sources. Malicious traffic can be obscured by encryption,
encapsul ati on, or covered up as legitimate traffic. The existing
detection tools are ineffective for this type of traffic. Noisy
worns are easy to identify, but stealth worns can open a backdoor on
hosts and stay dormant for a long tine w thout causing any noticeable
detrinmental effect. This type of bad traffic has the potential to
make the greatest inpact on an enterprise froma threat perspective.

There are nmore mtigation tools avail able for enterprise networks
than for backbone and access network providers; one explanation m ght
be the greater affordability of solutions for enterprise networks.
The costs of damage from a security breach can al so have a very
significant inmpact on the profits of an enterprise. At the sane
time, however, the workshop participants al so expressed concerns
regardi ng the ongoing arns race between security exploits and
patching solutions. Up to now, security efforts have, by and | arge,
been reactive, creating a chain of security exploits and a consequent

stream of "fixes". Such a reactive node has not only created a big
security market, but also does not enable us to get ahead of
attackers.

3.4. Donmmi n Nane Services

D fferent from backbone and access providers, there also exists a
class of Internet service infrastructure providers. Provision of
Domai n Nanme System (DNS) services offers an exanple here. As
reported by operators froma major DNS hosting conpany, over time
there have been increasingly significant DDoS attacks on .com . net
and root servers.

DNS service operators have w tnessed | arge scal e DDoS attacks. The
nmost recent ones include reflection attacks resulting from queries
usi ng spoofed source addresses. The major damage caused by these
attacks are bandw dth and resource exhaustion, which led to

di sruption of critical services. The peak rate of daily DNS
transacti ons has been growing at a much faster rate than the nunber
of Internet users, and this trend is expected to continue. The heavy
| oad on the DNS servers has led to increasing conplexity in providing
the services

In addition to intentional DDoS Attacks, sone other causes of the
heavy DNS | oad included (1) well known bugs in a small nunber of DNS
servers that still run an old version of the BIND software, causing
significant |oad increase at top | evel servers; and (2)

i nappropriately configured firewalls that all ow DNS queries to come
out but block returning DNS replies, resulting in big adverse inpacts
on the overall system Mbst of such issues have been addressed in
the DNS operational guidelines drafted by the | ETF DNS Operations
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Wor ki ng Group; however, nany DNS operators have not taken appropriate
acti ons.

At this time, the only effective and viable mtigation approach is
over-engi neering the DNS service infrastructure by increasing |ink
bandwi dt h, the nunber of servers, and the server processing power, as
wel | as depl oyi ng network anycast. There is a concern about whet her
the safety margin gai ned fromover-engineering is, or is not,
adequate in sustaining DNS services over future attacks. Looking
forward, there are also a few new i ssues |oonmng. Two inm nent ones
are the expected wi despread depl oynment of |Pv6 whose new DNS software
woul d inevitably contain new bugs, and the DNS Security Extensions
(DNSSEC), which could potentially be abused to generate DDoS attacks.

4. Current Vulnerabilities and Existing Sol utions

Thi s section summari zes three aspects of the workshop di scussions.

We first collected the major vulnerabilities nentioned in the

wor kshop, then made a sunmary of the existing solutions, and foll owed
up with an exam nation of the effectiveness, or lack of it, of the
exi sting sol utions.

4.1. Internet Vulnerabilities

Belowis a list of known Internet vulnerabilities and i ssues around
unwanted traffic.

o0 Packet source address spoofing: there has been specul ation that
attacks using spoofed source addresses are decreasing, due to the
proliferation of botnets, which can be used to | aunch various
attacks without using spoofed source addresses. It is certainly
true that not all the attacks use spoofed addresses; however, many
attacks, especially reflection attacks, do use spoofed source
addr esses.

0 BGP route hijacking: in a survey conducted by Arbor Networks,
route hijacking together with source address spoofing are listed
as the two nost critical vulnerabilities on the Internet. It has
been observed that m screants hijack bogon prefixes for spam
message i njections. Such hijacks do not affect normal packet
delivery and thus have a | ow chance of being noticed.

o Everything over HTTP: port scan attacks occur frequently in
today’s Internet, |ooking for open TCP or UDP ports through which
to gain access to conputers. The reaction from conputer system
managenment has been to close down all the unused ports, especially
infirewalls. One result of this reaction is that application
desi gners have nmoved to transporting all data conmunications over
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4.

4.
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HTTP to avoid firewall traversal issues. Transporting "everything
over HTTP" does not block attacks but has sinmply nmoved the
vul nerability fromone place to another.

0 Everyone cones from Everywhere: in the earlier life of the
Internet it had been possible to get sone indication of the
authenticity of traffic froma specific sender based for exanple
on the Tine To Live (TTL). The TTL would stay al nost constant
when traffic froma certain sender to a specific host entered an
operators network, since the sender will "always" set the TTL to
the sane value. |If a change in the TTL val ue occurred wi thout an
acconpanyi ng change in the routing, one could draw the concl usion
that this was potential unwanted traffic. However, since hosts
have beconme nobile, they may be roaming within an operator’s
network and the resulting path changes may put nmore (or |ess) hops
bet ween the source and the destination. Thus, it is no |onger
possible to interpret a change in the TTL value, even if it occurs
wi t hout any correspondi ng change in routing, as an indication that
the traffic has been subverted.

0 Conplex Network Authentication: Network authentication as it is
used today is far too conplex to be feasible for users to use
effectively. It will also be difficult to nake it work with new
Wi rel ess access technol ogi es.

A possi bl e scenari o envi sages a custoners handset that is
initially on a corporate wireless network. [If that custoner
steps out of the corporate building, the handset may get
connected to the corporate network through a GPRS network. The
handset may then roamto a wirel ess LAN network when the user
enters a public area with a hotspot. Consequently, we need

aut hentication tools for cases when the underlying data |ink

| ayer technol ogy changes quickly, possibly during a single
application session.

0 Unused Security Tools: Vendors and standards have produced quite a
nunber of useful security tools; however, not all, or even nost,
of them get used extensively.

Exi sting Sol utions
1. Existing Solutions for Backbone Providers

Several engineering solutions exist that operators can deploy to
defend the network against unwanted traffic. Adequate provisioning
is one commonly used approach that can dimnish the inpact of DDoS on
the Internet backbone. The solution that received npst nentions at

t he wor kshop was BCP 38 on ingress filtering: universal deploynent of
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BCP 38 can effectively bl ock DDoS attacks using spoofed source IP
addresses. At present, Access Control List (ACL) and BGP nul
routing are the two tools nmost conmonly used by network operators to
mtigate DDoS attacks. They are effective in bl ocking DDoS attacks,
especially when being applied at or near a victinis site.

Unfortunately, BCP 38 is not w dely deployed today. BCP 38 nay
require device upgrades, and is considered tedious to configure and
mai ntain. Al though w despread depl oynent of BCP 38 could benefit the
Internet as a whole, deploynent by individual sites inposes a certain
anount of cost to the site, and does not provide a direct and
tangi bl e benefit in return. In other words, BCP 38 suffers froma

| ack of depl oynment incentives.

Both BGP null routing and ACL have the drawback of relying on manua
configuration and thus are | abor intensive. |In addition, they also
suffer from bl ocking both attack and | egiti mate packets. There is
al so a potential that some tools could back-fire, e.g., an overly
long ACL list might significantly slow down packet forwarding in a
router.

Uni cast Reverse Path Filtering (uRPF), which is avail able on sone
routers, provides a neans of inplenenting a restricted formof BCP 38
ingress filtering without the effort of maintaining ACLs. uRPF uses
the routing table to check that a valid path back to the source

exi sts. However, its effectiveness depends on the specificity of the
routes agai nst which source addresses are compared. The preval ence
of asymretric routing neans that the strict uRPF test (where the
route to the source nmust | eave fromthe sane interface on which the
packet being tested arrived) may have to be replaced by the | oose
URPF test (where the route may | eave fromany interface). The |oose
URPF test is not a guarantee against all cases of address spoofing,
and it may still be necessary to maintain an ACL to deal with
exceptions.

4.2.2. Existing Solutions for Enterprise Networks

A wide variety of commercial products is available for enterprise
networ k protection. Three popul ar types of protection mechani sns are

o Firewalls: firewalls are perhaps the nost widely depl oyed
protection products. However, the effectiveness of firewalls in
protecting enterprise confidential information can be weakened by
spyware installed internally, and they are ineffective against
attacks carried out frominside the perineter established by the
firewalls. Too often, spyware installation is a byproduct of
installing other applications pernmitted by end users.
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o Application | evel gateways: these are becom ng nore wi dely used.
However, because they require application-specific support, and in
many cases they cache all the in-flight docunents, configuration
can be difficult and the costs high. Thus, enterprise network
operators prefer network | evel protections over |ayer-7 sol utions.

0 Anti-spamsoftware: Anti-spam nmeasures consume significant human
resources. Current spammnitigation tools include blacklists and
content filters. The nore recent "learning” filters may help
significantly reduce the human effort needed and decrease the
nunber of both fal se positives and negati ves.

A nore recent devel opnent is conmputer adnission control, where a
computer is granted network access if and only if it belongs to a
valid user and appears to have the nmpbst recent set of security
patches installed. It is however a nore expensive solution. A nmgjor
remai ning i ssue facing enterprise network operators is howto solve
the user vulnerability problem and reduce reliance on user’s

under standi ng of the need for security maintenance.

4.3. Shortfalls in the Existing Network Protection
4.3.1. Inadequate Tools

General | y speaki ng, network and service operators do not have
adequate tools for network problem diagnosis. The current approaches
largely rely on the experience and skills of the operators, and on

ti me-consum ng manual operations. The sane is true for mtigation
tool s agai nst attacks.

4.3.2. |nadequate Depl oynents

The Iimted nunber of existing Internet protection neasures have not
been wi dely depl oyed. Depl oynent of security solutions requires
resources which may not be available. 1t also requires education
anong the operational comunity to recognize the critical inportance
of patch installation and software upgrades; for exanple, a bug in
the BIND packet was di scovered and fixed in 2003, yet a nunber of DNS
servers still run the old software today. Perhaps nost inportantly,
a security solution nmust be designed with the right incentives to
pronote their deploynent. Effective protection also requires

coordi nati on between conpeting network providers. For the tine
being, it is often difficult to even find the contact infornmation for
operators of other networks.

A nunber of workshop participants shared the viewthat, if all the

known engi neeri ng approaches and bug fixes were universally depl oyed,
the Internet could have been enjoying a substantially reduced numnber
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of security problens today. |In particular, the need for, and | ack
of , BCP 38 depl oynent was nentioned nunerous tinmes during the

wor kshop. There is also a | ack of enthusiasm about the routing
security requirenments docunent being devel oped by the | ETF RPSEC
(Routing Protocol Security) Wrking Goup, which focuses heavily on
crypt ographi cal |l y-based protection requirenments. Not only woul d
crypt ographi cal | y-based sol utions face the obstacle of funding for
depl oynent, but also they are likely to bring with themtheir own set
of probl ens.

4.3.3. I|nadequate Education

There exi sts an educational challenge to disseninate the know edge
needed for secure Internet usage and operations. Easily guessed
passwords and pl ai ntext password transm ssion are still comon in
many parts of the Internet. One comon runor clains that G sco
routers were shipped with a default password "cisco" and this was
used by attackers to break into routers. |In reality, operators often
configure Cisco routers with that password, perhaps because of the
difficulty of dissem nating passwords to multiple maintainers. A
simlar problemexists for Juniper routers and other vendors
products.

How to provide effective education to the Internet user community at
| arge remains a great challenge. As nentioned earlier in this
report, the existence of a |arge nunber of conproni sed hosts is one
maj or source of the unwanted traffic problem and the ultimate
solution to this problemis a well-inforned, vigilant user comunity.

4.3.4. |s dosing Down Open Internet Access Necessary?

One position made at the workshop is that, facing the problens of

m | lions of vulnerable conputers and | ack of effective deterrence,
protecting the Internet might require a fundanental change to the
current Internet architecture, by replacing unconstrai ned open access
to the Internet with strictly controlled access. Although the
participants held different positions on this issue, a rough
consensus was reached that, considering the overall picture,
enforcing controll ed access does not seemthe best solution to

Internet protection. Instead, the workshop identified a nunber of
needs that should be satisfied to nove towards a well protected
I nternet:

o the need for risk assessnent for service providers; at this tinme,
we | ack a commonly agreed bar for security assurance;

0 the need to add traceability to allow tracking of abnornal
behavi or in the network, and
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o the need for liability if someone fails to foll ow reconmended
practi ces.

Addi ng traceability has been difficult due to the distributed nature
of the Internet. Collaboration anbng operators is a necessity in
fighting cybercrinmes. W nust also pay attention to preparation for
the next cycle of miscreant activity, and not devote all our efforts
to fixing the existing problens. As discussed above, the current
reactive approach to security problens is not a w nning strategy.

5. Active and Potential Solutions in the Pipeline

This section addresses the issues that vendors recogni zed as
i mportant and for which there will be solutions available in the near
future.

There are a nunber of potential solutions that vendors are working
on, but are not yet offering as part of their product portfolio, that
will allegedly remedy or di agnose the problenms described in

Section 4.1.

I nevitably, when vendors have or are about to nmake a decision on
i npl ementing new features in their products but have not nade any
announcenent, the vendors are not willing to tal k about the new
features openly, which linmts what can be said in this section

5.1. Central Policy Repository

One idea is to build a Central Policy Repository that holds policies
that are known to work properly, e.g., policies controlling from whom
one woul d accept traffic when under attack. This repository could,
for exanple, keep information on which neighbor router or AS is doing
proper ingress address filtering. The repository could also hold the
configurations that operators use to upgrade configurations on their
routers.

If such a repository is to be a shared resource used by multiple

operators, it will necessarily require validation and authentication
of the stored policies to ensure that the repository does not becone
the cause of vulnerabilities. Inevitably, this would nean that the

informati on comes with a cost and it will only be viable if the sum
of the reductions in individual operators’ costs is greater than the
costs of mmintaining the repository.
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5.2. Flow Based Tool s

A set of tools based on flow data is widely used to extract
informati on fromboth network and data Iink |ayers. Tools have been
built that can be used to find out the sources of al nbst any type of
traffic, including certain unwanted traffic. These fl ow based tools
make it possible to do things |ike DDoS traceback, traffic/peering
anal yses, and detection of botnets, wornms, and spyware.

These tools nonitor flows on the network and build baselines for what
is the "normal" behavior. Once the baseline is available, it is

possi ble to detect anomal ous activity. It is easy to detect
variations over tinme, and decide if the variation is legitinmte or
not. It is possible to take this approach further, typically
involving the identification of signatures of particular types of
traffic.

These fl ow based tools are anal ogous to the "sonar" that is used by
navies to listen for submarines. Once a particular submarine is
identified, it is possible to record its sonar signature to be used
to provide rapid identification in the future when the sanme subnarine
i s encountered again.

Exanpl es of existing tools include

Cisco | OS Net Fl ow <http://ww. ci sco. com en/ US/ product s/ ps6601/
products_i os_prot ocol _group_homne. ht m >,

sFl ow <http://ww. sfl ow org/>, and

NeTraMet <http://ww. cai da. org/tool s/ measur enent/ netranet/> based on
the | ETF RTFM and | PFl X st andar ds.

There are also tools for working with the output of NetFlow such as
j Fl ow <http://ww. net-track. ch/ opensource/jflow > and

Arbor Networks’ Peakfl ow
<http://ww. ar bor . net/ products_pl atform php>

The Cooperative Association for Internet Data Anal ysis (CAl DA)
mai ntai ns a taxonony of available tools on its web site at
<http://ww. cai da. or g/ t ool s/t axonomy/ i ndex. xmi >.

5.3. Internet Mdtion Sensor (IMS)

The Internet Mtion Sensor (IM5) [IMS] nmay be used to watch traffic
to or from "Darknets" (routable prefixes that don’t have end hosts
attached), unassigned address spaces, and unannounced address spaces.
By watching activities in these types of address spaces, one can
under stand and detect, e.g., scanning activities, DDoS worns, worm

i nfected hosts, and m sconfigured hosts.
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Currently, the IMSis used to nmonitor approximtely 17 million
prefixes, about 1.2% of the |Pv4d address space. The use of |IM has
hi ghl i ghted two maj or characteristics of attacks; malicious attacks
are nore targeted than one m ght have assuned, and a vulnerability in
a system does not necessarily lead to a threat to that system (e.qg.
the vulnerability may not be exploited to | aunch attacks if the
perceived "benefit" to the attacker appears snmall). Data fromI| M
and ot her sources indicates that attackers are making increased use
of information fromsocial networking sites to target their attacks
and sel ect perceived easy targets, such as conputers running very old
versi ons of systens or new, unpatched vul nerabilities.

This form of passive data collection is also known as a "Network
Tel escope”. Links to simlar tools can be found on the CAI DA web
site at <http://ww. cai da. or g/ dat a/ passi ve/ networ k_t el escope. xm >

5.4. BCP 38

In the year 2000, the | ETF devel oped a set of recommendations to
limt DOS attacks and Address Spoofing published as BCP 38 [ RFC2827],
"Network Ingress Filtering: Defeating Denial of Service Attacks which
enpl oy | P Source Address Spoofing”. However, up to now BCP 38
capabilities still have not been wi dely depl oyed, perhaps due to the
incentive issue discussed earlier

The | ETF has al so devel oped an additional set of recomendations
extending BCP 38 to nulti honed networks. These recommendations are
publ i shed as BCP 84 [ RFC3704].

5.5. Layer 5 to 7 Awareness

Tool s are being devel oped that will make it possible to perform deep
packet inspection at high speed. Sone conpani es are working on
hardware inplenentation to inspect all layers from2 to 7 (e.qg.

EZchip <http://ww. ezchip.comt_npu whpaper.htne). A nunber of other
conpani es, including G sco and Juni per, offer tools capable of
anal yzi ng packets at the transport |ayer and above.

5. 6. How To’ s

One idea that was discussed at the workshop envi saged operators and
st andards bodi es cooperating to produce a set of "How To" docunents
as guidelines on how to configure networks. Dissem nation and use of
these "How To’ s" shoul d be encouraged by vendors, operators, and

st andar ds bodi es.

Ander sson, et al. I nf or mat i onal [ Page 22]



RFC 4948 Unwanted Traffic August 2007

This type of initiative needs a "sponsor" or "chanpion" that takes
the lead and starts collecting a set of "How To’s" that could be
freely distributed. The workshop did not discuss this further

5.7. SHRED

Met hods to discourage the dissemination of spam by punishing the
spamers, such as Spam Harassnment Reduction via Econom c Disincentive
(SHRED) [SHRED], were discussed. The idea is to nake it increasingly
expensive for spanmmers to use the email system while nornmal users
retain what they have cone to expect as nornal service. There was no
agreenent on the effectiveness of this type of system

6. Research in Progress

In preparation for this session, several researchers active in
I nternet Research were asked two rather open ended questions: "Were
is the focus on Internet research today?" and "Were should it be?"

A summary of the answers to these questions is given bel ow

Section 6.2.2 covers part of the relationship between research and
m screants. For exanple, research activities in each area (please
refer to the slide set for Wrkshop Session 8 which can be found at
the link referred to in Appendix C

6.1. Ongoing Research

Section 6.1 discusses briefly areas where we see active research on
unwanted traffic today.

6.1.1. Exploited Hosts

One area where researchers are very active is analyzing situations
where hosts are exploited. This has been a major focus for a |ong
time, and an abundance of reports have been published. Current
research may be divided into three different categories: prevention,
detection, and defense.

6.1.1.1. Preventi on

Code quality is crucial when it conmes to preventing exploitation of
Internet hosts. Quite a bit of research effort has therefore gone
into inmprovenent of code quality. Researchers are |ooking into

aut omat ed met hods for finding bugs and maybe in the end fixes for any
bugs det ect ed.

A second approach designed to stop hosts from beconm ng conprom sed is
to reduce the "attack surface". Researchers are thinking about
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changes or extensions to the Internet architecture. The idea is to
create a strict client server architecture, where the clients only
are allowed to initiate connections, and while servers may only
accept connecti ons.

Researchers have put a lot of effort into better scaling of honey
pots and honey farnms to better understand and neutralize the methods
m screants are using to exploit hosts. Research also goes into
devel opi ng honey nonkeys in order to understand how hosts are

vul nerable. Both honey pots/farns and honey nonkeys are ai ned at
taki ng neasures that prevent further (ms-)use of possible exploits.

6.1.1.2. Detection

VWhen an attack is |aunched agai nst a conputer system the attack
typically | eaves evidence of the intrusion in the systemlogs. Each
type of intrusion |eaves a specific kind of footprint or signature.
The signature can be evidence that certain software has been
executed, that |ogins have failed, that administrative privileges
have been m sused, or that particular files and directories have been
accessed. Administrators can docunent these attack signatures and
use themto detect the sane type of attack in the future. This
process can be automat ed.

Because each signature is different, it is possible for system

adm nistrators to determ ne by | ooking at the intrusion signature
what the intrusion was, how and when it was perpetrated, and even how
skilled the intruder is.

Once an attack signature is available, it can be used to create a
vulnerability filter, i.e., the stored attack signature is conpared
to actual events in real time and an alarmis given when this pattern
i s repeat ed.

A further step may be taken with autonmated vul nerability signatures,
i.e., when a new type of attack is found, a vulnerability filter is
automatically created. This vulnerability filter can be made
avai l abl e for nodes to defend thensel ves agai nst this new type of
attack. The automated vulnerability signatures may be part of an

I ntrusion Detection System (IDS)

6.1.1.3. Defense

An I DS can be a part of the defense against actual attacks, e.g., by
using vulnerability filters. An Intrusion Detection System (IDS)

i nspects inbound and out bound network activities and detects
signatures that indicate that a systemis under attack from soneone
attenpting to break into or conprom se the system
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6.1.2. Distributed Denial of Service (DDoS) Attacks

Research on DDoS attacks follows two separate approaches, the first
has the application as its focus, while the second focuses on the
net wor k.

6.1.2.1. Application Oriented DDoS Research

The key issue with application oriented research is to distinguish
between legitimate activities and attacks. Today, several tools
exi st that can do this and research has noved on to nore advanced
t hi ngs.

Research today | ooks into tools that can detect and filter activities
that have been generated by bots and bot nets.

One approach is to set up a tool that sends challenges to senders
that want to send traffic to a certain node. The potential sender
then has to respond correctly to that chall enge; otherw se, the
traffic will be filtered out.

The alternative is to get nore capacity between sender and receiver
This is done primarily by some form of use of peer-to-peer
t echnol ogy.

Today, there is "peer-to-peer hype" in the research community; a sure
way of making yourself known as a researcher is to publish sonething
that solves old problens by neans of sone peer-to-peer technol ogy.
Proposal s now exi st for peer-to-peer DNS, peer-to-peer backup
sol utions, peer-to-peer web-cast, etc. Wether these proposals can
live up to the hype remains to be seen

6.1.2.2. Network Oiented DDoS Research

Research on DDoS attacks that takes a network oriented focus may be
descri bed by the followi ng oversinplified three steps.

1. Find the bad stuff
2. Set the "evil bit" on those packets
3. Filter out the packets with the "evil bit" set

Thi s rather unconplicated schene has to be carried out on hi gh-speed
links and interfaces. Automation is the only way of achieving this.

One way of indirectly setting the "evil bit" is to use a nornalized
TTL. The logic goes: the TTL for traffic fromthis sender has al ways
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been "x", but has now suddenly becone "y", wi thout any correspondi ng
change in routing. The conclusion is that soneone is masqueradi ng as
the legitimte sender. Traffic with the "y" TTL is filtered out.

Another idea is to give traffic received from|SPs that are known to
do source address validation the "red carpet treatnent", i.e., to set
the "good bit". Wen an attack is detected, traffic fromeveryone
that doesn’t have the "good bit" is filtered out. Apart from
reacting to the attack, this also give 1SPs an incentive to do source
address validation. |If they don't do it, their peers won't set the
"good bit" and the ISP's custoners will suffer, dragging down their
reputation.

Overlay networks can al so be used to stop a DDoS attack. The idea
here is that traffic is not routed directly to the destination
Instead, it is hidden behind sone entry points in the overlay. The
entry points nmake sure the sender is the host he clains he is, and in
that case, nmarks the packet with a "magic bit". Packets |acking the
"magic bit" are not forwarded on the overlay. This has good scaling
properties; you only need to have enough capacity to tag the anount
of traffic you want to receive, not the amount you actually receive

6.1.3. Spyware

Current research on spyware and nmeasurements of spyware are aining to
find methods to understand when certain activities associated with
spywar e happen and to understand the inpact of this activity.

There are a nunber of research activities around spyware, e.g.,
| ooking into threats caused by spyware; however, these were only
briefly touched upon at the workshop

6.1. 4. Forensic Aids

Lately, research has started to | ook into tools and support to answer
the "What happened here?" question. These tools are called "forensic
aids", and can be used to "recreate" an illegal activity just as the
police do when working on a crime scene.

The techniques that these forensic aids take as their starting point
involve the identification of a process or programthat shoul d not be
present on a conputer. The effort goes into building tools and

met hods that can trace the intruder back to its origin. Methods to
under stand how a specific output depends on a particular input also
exi st.
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6.1.5. Measur enent s

Measurenments are always interesting for the research conmunity,
because they generate new data. Consequently, lots of effort goes
i nto specifying how neasurenents should be perfornmed and into

devel opment of neasurenent tools. Measurenents have been useful in
creating effective counter-neasures agai nst wornms. Before

measur enents gave actual data of how wornms behave, actions taken
agai nst worns were generally ineffective.

6.1.6. Traffic Analysis

One aspect of research that closely relates to neasurenents is
analysis. Earlier, it was comon to | ook for the amount of traffic
traversing certain transport ports. Lately, it has become conmon to
tunnel "everything" over sonmething else, and a shift has occurred
towards | ooki ng for behavior and/or content. Wen you see a certain
behavi or or content over a protocol that is not supposed to behave in
this way, it is likely that something bad is going on

Since this is an arns race, the mscreants that use tunneling
protocols have started to mnic the pattern of something that is
accept abl e.

6.1.7. Protocol and Software Security

The general |ETF design guidelines for robust Internet protocols
says: "Be liberal in what you receive and conservative in what you
send". The downside is that nost protocols believe what they get and
as a consequence al so get what they deserve. The IABis intending to
wor k on new design guidelines, e.g., rules of thunb and things you do
and things you don't. This is not ready yet, but will be offered as
input to a BCP in due course

An area where there is a potential overlap between standards people
and researchers is protocol analysis |anguages. The protoco

anal ysi s | anguages coul d be used, for exanple, |ook for

vul nerabilities.

6.2. Research on the Internet

The wor kshop di scussed the interface between people working in

st andardi zati on organi zations in general and | ETF in particular on
the one hand and people working with research on the other. The
topic of discussion was broader than just "Unwanted traffic". Three
topi cs were touched on: what notivates researchers, how to attract
researchers to problens that are hindering or have been discovered in
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the context of standardization, and the sonmetinmes rocky rel ations
bet ween the research conmunity and the "bad boys".

6.2.1. Research and Standards

The wor kshop di scussed how research and standardi zati on could
mutual |y support each other. Quite often there is a commonality of

i nterest between the two groups. The | AB supports the Internet
Research Task Force (I RTF) as a venue for Internet research. The
delta between what is done and what could be is still substantial

The di scussi on focused on how standardi zation in general and the | ETF
in particular can get help from researchers.

Si nce standardi zati on organi zati ons don’t have the econom c strength
to sinply finance the research they need or want, other neans have to
be used. One is to correctly and clearly conmmuni cate problens,
another is to supply adequate and rel evant infornation.

To attract the research comunity to work with standardi zati on
organi zations, it is necessary to identify the real problens and
state themin such a way that they are anenable to solution. Genera
unspecified problens are of no use, e.g., "This is an inpossible
problem ™ or "All the problens are because ny users behave badl y!"

Instead, saying "This is an absolutely critical problem and we have
no idea howto solve it!" is much nore attractive

The potential research problem should al so be conmunicated in a way
that is public. A researcher that wants to take on a problemis
hel ped if she/he can point at a slide from NANOG or RIPE that
identifies this problem

The way researchers go about solving problens is basically to
identify all the existing constraints, and then relax one of the
constraints and see what happens. Therefore, rock solid constraints
are a show stopper, e.g., "W can't do that, because it has to go
into an ASICI". Real constraints have to be clearly comunicated to
and understood by the researcher.

One reasonabl e way of fostering cooperation is to entice two or three
peopl e and have themwite a paper on the problem Wat w |l happen
then is that this paper will be increnentally inproved by other
researchers. The vast majority of all research goes into inproving
on soneone el se’'s paper

A second inportant factor is to supply sufficient rel evant

informati on. New information that suggests possible ways to address
new probl ens or inprove on old or partial solutions to previously
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i nvestigated problens are attractive. Oten, understandi ng of

i mportant problens comes fromthe operator comunity; when trying to
initiate research froma standards perspective, keeping operators in
the | oop may be beneficial

Today, the research conmunity is largely left on its own, and
consequently tends to generate essentially random untargeted
results. |If the right people in the standards conmunity say the
right things to the right people in the research community, it can
literally focus hundreds of graduate students on a single problem
Probl em statements and data are needed.

6.2.2. Research and the Bad Guys

A general problemwth all research and devel opnent is that what can
be used may al so be m sused. In sone cases, mscreants have received
help fromresearch that was never intended.

There are several exanples of Free Nets, i.e., networks designed to
all ow end-users to participate without revealing their identity or
how and where they are connected to the network. The Free Nets are
desi gned based on technol ogi es such as onion routing or m x networKks.
Free Nets create anonynity that all ows people to express opinions

wi thout having to reveal their true identity and thus can be used to
pronote free speech. However, these are tools that can al so work
just as well to hide illegal activities in denocracies.

M x networks create hard-to-trace comruni cations by using a chain of
proxy servers. A nmessage froma sender to a receiver passes by the
chain of proxies. A nessage is encrypted with a |layered encryption
where each layer is understood by only one of the proxies in the
chain; the actual nmessage is the innernost layer. A mx network wll
achi eve untraceabl e conmuni cation, even if all but one of the proxies
are conproni sed by a potential tracer

Onion routing is a technique for anonynous communi cation over a
computer network; it is a technique that encodes routing information
in a set of encrypted layers. Onion routing is a further devel opnent
of m x networks.

Research projects have resulted in nethods for distributed command
and control, e.g., in the formof Distributed Hash Tabl es (DHT) and
gossip protocols. This of course has legitinmte uses, e.g., for
security and reliability applications, but it also is extrenely
useful for DDoS attacks and unwanted traffic in general

A lot of effort has gone into research around worns, the result is
that we have a very good understandi ng of the characteristics of the

Ander sson, et al. I nf or mat i onal [ Page 29]



RFC 4948 Unwanted Traffic August 2007

technol ogy associated with worms and how they behave. This is a very
good basis when we want to protect against worms. The downside is
that researchers al so understand how to inplenent future worms,

i ncludi ng knowl edge on how to design faster worns that won't |eave a
footprint.

7. Aaddin s Lanmp

If we had an Al addin’s Lanp and could be granted anythi ng we wanted
in the context of renedying unwanted traffic or effects of such
traffic - what would we wi sh for? The topic of this session was

wi shes, i.e., loosening the constraints that depend on what we have
and focus on what we really want.

There certainly are lots of "w shes"” around, not |east of which is
maki ng things sinpler and safer. On the other hand, very few of
these wishes are clearly stated. One comrent on this lack of clarity
was that we are too busy putting out the fires of today and don't
have the time to be thinking ahead.

7.1. Security |Inprovenents

Qperators at the workshop expressed a nunber of wishes that, if
fulfilled, would help to inprove and sinplify security. The Iist

bel ow contai ns a nunber of exanples of actions that ought to inprove
security. The content is still at the "wish-level”, i.e., no effort
has gone in to trying to understand the feasibility of realizing

t hese wi shes.

Wsh: Reliable point of contact in each adm nistrative domain for
security coordination.

First and forenost, operators would |like to see correct and conplete
contact information to coordinate security problens across operators.

The "whoi s" database of registration details for | P addresses and

Aut ononmous System nunbers held by Regional Internet Registries (e.g.,
ARIN, RIPE, APNIC) was intended to be a directory for this type of

i nformati on, and RFC 2142 [ RFC2142] established common mail box nanes
for certain roles and services. There are several reasons why these
tools are largely unused, including unwanted traffic.

Wsh: Organized testing for security.

Today, new hardware and software are extensively tested for
performance. There is alnost no testing of this hardware and
software for security.

Ander sson, et al. I nf or mat i onal [ Page 30]



RFC 4948 Unwanted Traffic August 2007

Wsh: Infrastructure or test bed for security.
It woul d be good to have an organi zed infrastructure or test bed for
testing of security for new products.

Wsh: Defaults for security.
Equi pment and software should cone with a sinple and effective
default setting for security.

W sh: Shared information regardi ng attacks.

It woul d be useful to have an aut omated sharing nmechani smfor
attacks, vulnerabilities, and sources of threats between network
users and providers in order to meet attacks in a nore tinmely and
ef ficient manner.

7.2. Unwanted Traffic

Wsh: Automatic filtering of unwanted traffic.
It woul d be useful, not |east for enterprises, to have nechani sns
that would automatically filter out the unwanted traffic

Sone filtering of spam viruses, and malware that is sent by email is
al ready practicable but inevitably is inperfect because it mainly
relies on "heuristics" to identify the unwanted traffic. This is
anot her exanple of the "arns race" between filtering and the
ingenuity of spammers trying to evade the filters. This "wi sh" needs
to be further discussed and devel oped to nmake it sonething that could
be turned into practical ideas.

Wsh: Fix Spam

A large fraction of the email traffic conmng into enterprises today
is spam and consequently any fixes to the spam problem are very high
on their priority list.

8. Workshop Summary
The wor kshop spent its last two hours discussing the follow ng
question: Wat are the engineering (i mediate and | onger term and
research issues that mght be pursued within the I ETF and the | RTF,
and what actions could the | AB take? The suggested actions can be
summari zed into three cl asses.

8.1. Hard Questions

The di scussions during this concluding section raised a nunber of
questions that touched upon the overall network architecture designs.

0 What should be the roles of cryptographic nechanisns in the
overall Internet architecture? For exanple, do we need to apply
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crypt ographi ¢ nechani sns to harden the shell, or rely on deep
packet inspection to filter out bad traffic?

0 To add effective protection to the Internet, how far are we
willing to go in

* curtailing its openness, and
* increasing the system conplexity?

And what architectural principles do we need to preserve as we go
al ong these paths?

o A simple risk analysis would suggest that an ideal attack target
of mnimal cost but maxi mal disruption is the core routing
infrastructure. However, do we really need an unlinked and
separately managed control plane to secure it? This requires a
deep understandi ng of the architectural design trade-offs.

o Can we, and how do we, change the econom c substructure? A
speci al workshop was suggested as a next step to gain a better
under st andi ng of the question

8.2. Mediumor Long Term Steps

VWi | e answering the above hard questions may take sone tinme and

effort, several specific steps were suggested as nmediumor long term

efforts to add protection to the Internet:

o Tightening the security of the core routing infrastructure.

0o Ceaning up the Internet Routing Registry repository [IRR], and
securing both the database and the access, so that it can be used
for routing verifications.

0 Take down botnets.

o0 Although we do not have a magic wand to wave all the unwanted
traffic off the Internet, we should be able to devel op effective
nmeasures to reduce the unwanted traffic to a tiny fraction of its
current volume and keep it under control

o0 Comunity education, to try to ensure people *use* updated host,
router, and ingress filtering BCPs.
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8.3. Imediately Actionable Steps

The I ETF is recommended to take steps to carry out the foll ow ng
actions towards enhancing the network protection.

0 Update the host requirenments RFC. The Internet host requirenents
([RFC1122], [RFC1123]) were developed in 1989. The Internet has
gone t hrough fundanmental changes since then, including the
pervasive security threats. Thus, a new set of requirements is
over due.

0 Update the router requirements. The original router requirenents
[ RFC1812] were developed in 1995. As with the host requirenents,
it is also overdue for an update.

0 Update ingress filtering (BCP 38 [RFC2827] and BCP 84 [RFC3704]).

One inmedi ate action that the I AB should carry out is to informthe
conmuni ty about the existence of the underground econony.

The I RTF is recommended to take further steps toward understandi ng
t he Underground Econony and to initiate research on devel opi ng
ef fective countermeasures.

Overall, the workshop attendees wish to raise the community’s
awar eness of the underground econony. The community as a whol e
shoul d undertake a systematic exami nation of the current situation
and devel op both near- and | ong-term pl ans.

9. Term nol ogy

This section gives an overview of some of the key concepts and

term nol ogy used in this docunent. It is not intended to be
complete, but is offered as a quick reference for the reader of the
report.

ACL

Access Control List in the context of Internet networking refers to a
set of | P addresses or routing prefixes (layer 3 or Internet |ayer

i nformation), possibly conbined with transport protocol port nunbers
(layer 4 or transport layer infornmation). The layer 3 and/or |ayer 4
information in the packets making up a flow entering or |eaving a
device in the Internet is matched against the entries in an ACL to
det ermi ne whet her the packets should, for exanple, be allowed or
deni ed access to sone resources. The ACL effectively specifies a
filter to be used on a flow of packets.
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BGP route hijacking

Attack in which an inappropriate route is injected into the gl oba
routing systemwith the intent of diverting traffic fromits intended
recipient either as a DoS attack (g.v.) where the traffic is just
dropped or as part of sone wider attack on the recipient. Injecting
spurious routes specifying addresses used for bogons can, for
exanpl e, provide bogus assurance to email systens that spamis coming
fromlegiti nmate addresses.

Bogon

A bogon is an | P packet that has a source address taken for a range
of addresses that has not yet been allocated to |legitimte users, or
is a private [ RFC1918] or reserved address [ RFC3330].

Bogon prefix
A bogon prefix is a route that shoul d never appear in the Internet
routing table, e.g., fromthe private or unallocated address bl ocks.

Bot

A bot is conmon parlance on the Internet for a software programthat
is a software agent. A Bot interacts with other network services
intended for people as if it were a real person. One typical use of
bots is to gather infornmation. The termis derived fromthe word
"robot," reflecting the autononous character in the "virtual robot"-
ness of the concept.

The npbst comon bots are those that covertly install thenselves on
peopl e’ s conmputers for malicious purposes, and that have been
described as remote attack tools. Bots are sonetines called

"zonbi es".

Bot net

Botnet is a jargon termfor a collection of software robots, or bots,
whi ch run autononously. This can also refer to the network of
conputers using distributed conputing software. Wile the term
"botnet" can be used to refer to any group of bots, such as | RC bots,
the word is generally used to refer to a collection of conpronised
machi nes runni ng prograns, usually referred to as wornms, Trojan
horses, or backdoors, under a comon conmand and contro
infrastructure

Cick fraud

Click fraud occurs in pay per click (PPC) advertising when a person,
aut omated script, or conmputer programinitates a legitimte user of a
web browser clicking on an ad for the purpose of generating an

i mproper charge per click. Pay per click advertising is when
operators of web sites act as publishers and offer clickable |inks
fromadvertisers in exchange for a charge per click

Ander sson, et al. I nf or mat i onal [ Page 34]



RFC 4948 Unwanted Traffic August 2007

Dar knet

A Darknet (also known as a Network Tel escope, a Bl ackhole, or an
Internet Sink) is a globally routed network that has no "real"

machi nes attached and carries only a very small anount of specially
crafted legitimate traffic. It is therefore easily possible to
separate out and anal yze unwanted traffic that can arise froma wi de
variety of events including misconfiguration (e.g., a human bei ng
m s-typing an | P address), malicious scanning of address space by
hackers | ooking for vul nerable targets, backscatter from random
source deni al -of -service attacks, and the automated spread of
mal i ci ous software called Internet worns.

Dirty affiliate program

Affiliate prograns are distributed marketing programs that recruit
agents to pronote a product or service. Affiliates get financially
conpensated for each sale associated with their unique "affiliate
ID." Affiliates are normally instructed by the operator of the
affiliate programto not break any |aws while pronoting the product
or service. Sanctions (typically loss of unpaid comm ssions or
renoval fromthe affiliate progran) are normally applied if the
affiliate spans or otherw se violates the affiliate program s
polici es.

Dirty affiliate prograns allow spamring, or if they do nominally
prohi bit spamm ng, they don’t actually sanction violators. Dirty
affiliate programs often promote illegal or deceptive products
(prescription drugs distributed without regard to normal dispensing
requi renents, body part enlargenent products, etc.), enploy anonynous
or untraceable affiliates, offer paynment via anonynous online
financial channels, and may fail to follow normal tax wi thhol ding and
reporting practices.

DoS attack

Deni al -OfF -Service attack, a type of attack on a network that is
designed to bring the network to its knees by flooding it with
useless traffic or otherw se bl ocking resources necessary to all ow
normal traffic flow

DDoS attack

Distributed Denial of Service, an attack where nultiple conprom sed
systens are used to target a single system causing a Denial of
Service (DoS) attack.

Honey farm
A honey farmis a set of honey pots working together.
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Honey nonkey

A honey nonkey is a honey pot in reverse; instead of sitting and
waiting for mscreants, a honey nonkey actively mmcs the actions of
a user surfing the Web. The honey nobnkey runs on virtual nmachines in
order to detect exploit sites.

Honey pot

A honey pot is a server attached to the Internet that acts as a
decoy, attracting potential mscreants in order to study their
activities and nonitor how they are able to break into a system
Honeypots are designed to nmimc systens that an intruder would |ike
to break into but linmt the intruder from having access to an entire

net wor k.

| RC

Internet Relay Chat is a formof instant comunication over the
Internet. It is mainly designed for group (nany-to-nany)

conmmuni cation in discussion foruns called channels, but also allows
one-to-one comunication, originally standardi zed by RFC 1459

[ RFC1459] but rmuch inproved and extended since its origina
invention. |IRCclients rendezvous and exchange nmessages through I RC
servers. | RC servers are run by many organi zations for both benign
and nefarious purposes.

Mal war e

Mal ware is software designed to infiltrate or damage a conputer
system without the owner’s informed consent. There are

di sagreenments about the etynology of the termitself, the primary
uncertainty being whether it is a portmanteau word (of "malicious"
and "software") or sinply conposed of the prefix "mal-" and the
nmor pheme "ware". Ml ware references the intent of the creator,
rather than any particular features. It includes computer viruses,
wor ns, Trojan horses, spyware, adware, and other malicious and
unwanted software. In law, nalware is sonetinmes known as a conputer
cont ami nant .

M x networ ks

M x networks create hard-to-trace communi cati ons by using a chain of
proxy servers [MX]. Each nmessage is encrypted to each proxy; the
resulting encryption is layered like a Russian doll with the nessage
as the innernost layer. Even if all but one of the proxies are
conprom sed by a tracer, untraceability is still achieved. More

i nformati on can be found at

<http://ww. adastral . ucl . ac. uk/ ~hel ger/crypto/link/protocols/

m X. php>.
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Oni on routing

Onion routing is a technique for anonynous communi cation over a
computer network, it is a technique that encodes routing information
in a set of encrypted layers. Onion routing is based on nix cascades
(see mx networks (qg.v.)). Mre information can be found at
<http://ww. oni on-router. net/>.

Phi shi ng
Phishing is a formof crimnal activity using social engineering
techniques. It is characterized by attenpts to fraudulently acquire

sensitive information, such as passwords and credit card details, by
masqueradi ng as a trustworthy person or business in an apparently
official electronic conmunication. Phishing is typically carried out
usi ng spoofed websites, email, or an instant nmessage. The term

phi shing derives from password harvesting and the use of increasingly
sophisticated lures to "fish" for users’ financial information and
passwor ds.

Root access

Access to a systemwith full administrative privil eges bypassing any
security restrictions placed on normal users. Derived fromthe nane
traditionally used for the ’'superuser’ on UniXx systens.

Script kiddy

Derogatory term for an inexperienced hacker who mndl essly uses
scripts and other progranms devel oped by others with the intent of
conprom sing computers or generating DoS attacks.

Spam

Spammi ng is the abuse of el ectronic nessagi ng systens to send
unsol i cited, undesired bul k nessages. The individual nessages are
refereed to as spam The termis frequently used to refer
specifically to the electronic mail form of spam

Spoofi ng

(I'P) spoofing is a technique where the illegitimte source of IP
packets is obfuscated by contriving to use |P address(es) that the
recei ver recognizes as a legitimte source. Spoofing is often used
to gain unauthorized access to computers or mislead filtering
mechani sns, whereby the intruder sends packets into the network with
an | P source address indicating that the nessage is conmng froma
legitimate host. To engage in |IP spoofing, a hacker nust first use a
variety of techniques to find an I P address of a valid host and then
modi fy the packet headers so that it appears that the packets are
com ng fromthat host.
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10.

11.

Spywar e

Any software that covertly gathers user information through the
user’s Internet connection w thout his or her know edge, e.g., for
spam pur poses

UBE

Unsolicited Bulk Email: an official termfor spam

UCE

Unsolicited Commercial Email: an official termfor spam
Virus

A program or piece of code that is |oaded onto a conmputer without the
owner’ s know edge and runs without their consent. A virus is self-
replicating code that spreads by inserting copies of itself into

ot her executabl e code or docunments, which are then transferred to

ot her machines. Typically, the virus has a payl oad that causes sone
harmto the infected machi ne when the virus code is executed.

Wor m

A computer wormis a self-replicating conputer program It uses a
network to send copies of itself to other systens and it nay do so
wi thout any user intervention. Unlike a virus, it does not need to
attach itself to an existing program \Wornms al ways harm the network
(if only by consuni ng bandwi dth), whereas viruses al ways infect or
corrupt files on a targeted conputer.

Zonbi e
This is another nane for a bot.

Security Considerations
Thi s docunent does not specify any protocol or "bits on the wire".
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Appendi x B.  Wirkshop Agenda

Sessi on 1:
How bad is the probl en? What are the npbst inportant synptons?

Sessi on 2:
What are the sources of the probl en?

Lunch session (session 3):
Solutions in regulatory and soci etal space

Sessi on 4:
The under ground econony

Sessi on 5:
Current counternmeasures, what works, what doesn’t

Sessi on 6:
If all our wi shes could be granted, what would they be?

Session 7:
What's in the pipeline, or should be in the pipeline

Sessi on 8:
What is being actively researched on?

Sessi on 9:
What are the engineering (inmrediate and | onger tern) and
research issues that might be pursued within the | ETF/ | AB/ | RTF?

Appendi x C. Slides

Links to a subset of the presentations given by the participants at
the workshop can be found via the | AB Wrkshops page on the | AB web
site at <http://utgard.ietf.org/iab/about/workshops/unwantedtraffic/
i ndex.htm > As nentioned in Section 1, this is not a conplete set
of the presentations because certain of the presentations were of a
sensitive nature which it would be inappropriate to make public at
this tine.
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