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Abst r act

The I nternet Key Exchange (I KE) and Public Key Infrastructure for
X.509 (PKIX) certificate profile both provide frameworks that nust be
profiled for use in a given application. This docunent provides a
profile of IKE and PKI X that defines the requirenents for using PKI
technology in the context of IKE/IPsec. The docunent conpl enents
protocol specifications such as | KEvl and | KEv2, which assune the

exi stence of public key certificates and rel ated keying material s,

but which do not address PKI issues explicitly. This docunent
addresses those issues. The intended audience is inplementers of PKI
for IPsec.
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1.

I nt roducti on

IKE [1], ISAKMP [2], and IKEv2 [3] provide a secure key exchange
mechani smfor use with IPsec [4] [14]. |In many cases, the peers
authenticate using digital certificates as specified in PKIX [5].
Unfortunately, the combination of these standards |eads to an
underspeci fied set of requirements for the use of certificates in the
context of I|Psec.

| SAKMP references the PKIX certificate profile but, in many cases,
nmerely specifies the contents of various nessages w thout specifying
their syntax or semantics. Meanwhile, the PKIX certificate profile
provides a large set of certificate mechanisns that are generally
applicable for Internet protocols, but little specific guidance for

I Psec. G ven the nunmerous underspecified choices, interoperability
is hanpered if all inplenenters do not nmake simlar choices, or at

| east fail to account for inplenentations that have chosen
differently.

This profile of the IKE and PKI X frameworks is intended to provide an
agr eed-upon standard for using PKlI technology in the context of |Psec
by profiling the PKIX framework for use with IKE and | Psec, and by
docunenting the contents of the relevant | KE payl oads and further
specifying their senmantics.

In addition to providing a profile of IKE and PKI X, this docunent
attenpts to incorporate | essons |earned fromrecent experience with
bot h i npl ementati on and depl oynent, as well as the current state of
rel ated protocols and technol ogi es.

Material from | SAKMP, | KEvl, |IKEv2, or PKIX is not repeated here, and
readers of this docunent are assumed to have read and under st ood
those docunments. The requirenents and security aspects of those
docunents are fully relevant to this docunent as well

This docunment is organized as follows. Section 2 defines specia
term nol ogy used in the rest of this docunent, Section 3 provides the
profile of 1KEv1l/ISAKMP, Section 4 provides a profile of |IKEv2, and
Section 5 provides the profile of PKIX. Section 6 covers conventions
for the out-of-band exchange of keying materials for configuration
pur poses.

Terns and Definitions

Except for those ternms that are defined i mediately below, all terns
used in this docunent are defined in either the PKIX [5], |SAKW [2],
I KEvl [1], IKEv2 [3], or Donmmin of Interpretation (D) [6]
document s.
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3.

3.

0 Peer source address: The source address in packets froma peer
This address may be different from any addresses asserted as the
"identity" of the peer.

0o FQN:. Fully qualified domain nane.

0 |D USER FQDN: I KEv2 renaned | D USER FQDN to | D RFC822_ADDR. Both
are referred to as ID USER FQDN i n this docunent.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [7].

Use of Certificates in RFC 2401 and | KEvl/ | SAKMP
1. ldentification Payl oad

The ldentification (1D Payload indicates the identity claimed by the
sender. The recipient can then use the ID as a | ookup key for policy
and for certificate | ookup in whatever certificate store or directory
that it has available. Qur primary concern in this sectionis to
profile the ID payload so that it can be safely used to generate or

| ookup policy. |KE nandates the use of the ID payload in Phase 1.

The DO [6] defines the 11 types of ldentification Data that can be
used and specifies the syntax for these types. These are discussed
below in detail.

The 1D payl oad requirenents in this docunent cover only the portion
of the explicit policy checks that deal with the Identification

Payl oad specifically. For instance, in the case where |ID does not
contain an | P address, checks such as verifying that the peer source
address is permtted by the relevant policy are not addressed here,
as they are out of the scope of this docunent.

| mpl enent ati ons SHOULD popul ate IDwith identity information that is
contained within the end-entity certificate. Populating IDwth
identity information fromthe end-entity certificate enabl es
recipients to use ID as a | ookup key to find the peer end-entity
certificate. The only case where inplenentations may populate ID
with information that is not contained in the end-entity certificate
is when ID contains the peer source address (a single address, not a
subnet or range).

Because i npl enentati ons may use 1D as a | ookup key to determ ne which
policy to use, all inplenentations MJST be especially careful to
verify the truthful ness of the contents by verifying that they
correspond to some keying material denmonstrably held by the peer
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Failure to do so may result in the use of an inappropriate or
i nsecure policy. The follow ng sections describe the nethods for
performng this binding.

The follow ng table sunmarizes the binding of the Identification
Payl oad to the contents of end-entity certificates and of identity
information to policy. Each ID type is covered nore thoroughly in
the follow ng sections.

IDtype | Support | Correspond | Cert | SPD | ookup
| for send | PKIX Attrib | matching | rules

I I I I
I P*_ ADDR | MJUST [a] | SubjAltName | MJUST [b] | [c], [d]
| | i PAddress | |
I I I I
FQDN | MUST [a] | SubjAltName | MJST [b] | [c], [d]
| | dNSNane | |
I I I I
USER FQDN] MUST [a] | SubjAltName | MUST [b] | [c], [d]
| | rfc822Nane | |
I I I I
IP range | MUST NOT | n/a | n/a | n/a
I I I I
DN | MUST [a] | Entire | MUST [b] | MUIST support | ookup
| | Subj ect, | | on any combination
| | bitw se | | of C CN, O or QU
| | conpare | |
I I I I
GN | MUST NOT | n/a | n/la | n/la
I I I I
KEY ID | MJST NOT | n/a | n/a | n/a
| | | |

[ a] I npl enent ati on MJUST have the configuration option to send this
IDtype in the ID payl oad. Wether or not the ID type is used

is a mtter of local configuration.

[b] = The IDin the ID payl oad MJST match the contents of the
corresponding field (listed) in the certificate exactly, with
no other | ookup. The matched I D MAY be used for Security
Pol i cy Database (SPD) | ookup, but is not required to be used
for this.

[c] = At a mninum |nplenmentation MIST be capabl e of being

configured to perform exact matching of the ID payload contents
to an entry in the | ocal SPD.
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[d] = 1In addition, the inplenmentation MAY al so be configurable to
perform substring or wildcard matches of | D payl oad contents to
entries in the local SPD. (Myxre on this in Section 3.1.5.)

When sending an | PVv4_ADDR, |PV6_ADDR, FQDN, or USER FQDN,

i mpl ementati ons MJST be able to be configured to send the same string
as it appears in the correspondi ng Subject Al'tName extension. This
docunent RECOMVENDS t hat depl oyers use this configuration option.

Al these ID types are treated the sane: as strings that can be
conpared easily and quickly to a corresponding string in an explicit
value in the certificate. O these types, FQDN and USER FQDN are
RECOMVENDED over | P addresses (see discussion in Section 3.1.1).

When sending a Distinguished Name (DN) as ID, inplementations MJST
send the entire DNin ID. Al so, inplenentations MJST support at
least the C, CN, O and QU attributes for SPD matching. See Section
3.1.5 for nore details about DN, including SPD matchi ng.

Reci pi ents MJST be able to perform SPD nmatching on the exact contents
of the ID, and this SHOULD be the default setting. |In addition,

i mpl ement ati ons MAY use substrings or wildcards in |ocal policy
configuration to do the SPD matching against the ID contents. In
other words, inplenentations MJIST be able to do exact matches of ID
to SPD, but MAY al so be configurable to do substring or wldcard

mat ches of 1D to SPD.

3.1.1. 1D_IPV4_ADDR and | D_| PV6_ADDR

| mpl enent ati ons MJUST support at | east the 1D | PV4_ADDR or

I D I PV6_ADDR | D type, depending on whether the inplenentation
supports I Pv4, 1Pv6, or both. These addresses MJST be encoded in
"network byte order", as specified in IP [8]: The |least significant
bit (LSB) of each octet is the LSB of the corresponding byte in the
network address. For the 1D | PV4_ADDR type, the payl oad MJUST contain
exactly four octets [8]. For the ID IPV6_ADDR type, the payl oad MJST
contain exactly sixteen octets [10].

| mpl enent ati ons SHOULD NOT popul ate I D payload with | P addresses due
to interoperability issues such as problens with Network Address
Transl ator (NAT) traversal, and problens with IP verification

behavi or .

Depl oynments may only want to consider using the IP address as IDif
all of the follow ng are true:

0 the peer’s IP address is static, not dynam cally changi ng

o the peer is NOT behind a NAT ing device
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o the administrator intends the inplenentation to verify that the
peer source address matches the |IP address in the ID received, and
that in the i PAddress field in the peer certificate’'s
Subj ect Al t Nane ext ensi on

| mpl enent ati ons MJUST be capabl e of verifying that the | P address
presented in I D matches via bitw se conparison the | P address present
inthe certificate' s i PAddress field of the Subject AltNane extension
I mpl enent ati ons MJUST performthis verification by default. Wen
conparing the contents of IDwith the i PAddress field in the

Subj ect Al t Nane extension for equality, binary conparison MIST be
performed. Note that certificates may contain nultiple address
identity types -- in which case, at |east one nust match the source
IP. If the default is enabled, then a m smatch between the two
addresses MJST be treated as an error, and security association setup
MUST be aborted. This event SHOULD be auditable. |nplenentations
MAY provide a configuration option to (i.e., local policy
configuration can enable) skip that verification step, but that
option MJUST be off by default. W include the "option-to-skip-
validation" in order to pernmit better interoperability as current

i mpl ementations vary greatly in how they behave on this topic.

In addition, inplenentations MJST be capabl e of verifying that the
address contained in the IDis the sane as the address contained in
the I P header. |Inplenentations SHOULD be able to check the address
in either the outernost or innernost |P header and MAY provide a
configuration option for specifying which is to be checked. |If there
is no configuration option provided, an inplenentati on SHOULD check
the peer source address contained in the outernost header (as is the

practice of nost of today’'s inplenentations). |If IDis one of the IP
address types, then inplenentations MJST performthis verification by
default. |If this default is enabled, then a m smatch MJST be treated

as an error, and security association setup MIST be aborted. This
event SHOULD be auditable. |Inplenentations MAY provide a
configuration option to (i.e. local policy configuration can enable)
skip that verification step, but that option MIST be off by default.
We include the "option-to-skip-validation" in order to pernmt better
interoperability, as current inplementations vary greatly in how they
behave on the topic of verification of source IP

If the default for both the verifications above are enabl ed, then, by
transitive property, the inplementation will also be verifying that
the peer source | P address matches via a bitw se conparison the
contents of the i PAddress field in the SubjectAl tNane extension in
the certificate. In addition, inplenmentations MAY all ow

adm nistrators to configure a local policy that explicitly requires
that the peer source |IP address natch via a bitwi se conparison the
contents of the i PAddress field in the SubjectAl tName extension in
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the certificate. |Inplenmentations SHOULD al |l ow adm nistrators to
configure a local policy that skips this validation check

I npl enent ati ons MAY support substring, wildcard, or regular
expressi on matching of the contents of IDto look up the policy in
the SPD, and such would be a nmatter of local security policy
configuration.

I mpl enent ati ons MAY use the I P address found in the header of packets
received fromthe peer to | ook up the policy, but such

i npl ementations MJUST still performverification of the |ID payl oad.

Al 't hough packet | P addresses are inherently untrustworthy and mnust
therefore be independently verified, it is often useful to use the
apparent | P address of the peer to |ocate a general class of policies
that will be used until the mandatory identity-based policy |ookup
can be perforned.

For instance, if the I P address of the peer is unrecognized, a VPN
gateway device mght |load a general "road warrior" policy that
specifies a particular Certification Authority (CA) that is trusted
to issue certificates that contain a valid rfc822Name, which can be
used by that inplenmentation to perform authorization based on access
control lists (ACLs) after the peer’s certificate has been vali dated.
The rfc822Nanme can then be used to determ ne the policy that provides
specific authorization to access resources (such as | P addresses,
ports, and so forth).

As anot her exanple, if the I P address of the peer is recognized to be
a known peer VPN endpoint, policy may be determ ned using that
address, but until the identity (address) is validated by validating
the peer certificate, the policy MJST NOT be used to authorize any

| Psec traffic.

3.1.2. 1D _FQDN

| mpl enent ati ons MJST support the ID FQDN ID type, generally to
support host-based access control lists for hosts without fixed IP
addresses. However, inplenmentations SHOULD NOT use the DNS to map
the FQDN to I P addresses for input into any policy decisions, unless
that mapping is known to be secure, for exanple, if DNSSEC [11] were
enpl oyed for that FQDN

If ID contains an | D_FQDN, inplenmentations MJST be capabl e of
verifying that the identity contained in the |ID payl oad matches
identity information contained in the peer end-entity certificate, in
the dNSNanme field in the Subject Al tNane extension. |Inplenentations
MUST performthis verification by default. Wen conparing the
contents of IDwith the dNSNanme field in the SubjectA tNanme extension
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for equality, case-insensitive string conparison MJST be perforned.
Note that case-insensitive string conparison works on
internationalized domain names (IDNs) as well (See IDN [12]).
Substring, wldcard, or regular expression matchi ng MJST NOT be
performed for this conparison. |If this default is enabled, then a
m smat ch MUST be treated as an error, and security association setup
MUST be aborted. This event SHOULD be auditable. Inplenentations
MAY provide a configuration option to (i.e., local policy
configuration can enable) skip that verification step, but that
option MJST be off by default. W include the "option-to-skip-
validation" in order to pernit better interoperability, as current
i npl ementations vary greatly in how they behave on this topic.

I mpl enent ati ons MAY support substring, wldcard, or regular
expressi on matching of the contents of IDto |look up the policy in
the SPD, and such would be a matter of local security policy
configuration.

3.1.3. 1D _USER FQDN

| mpl enent ati ons MJST support the D USER FQDN ID type, generally to
support user-based access control lists for users without fixed IP
addresses. However, inplenentations SHOULD NOT use the DNS to map
the FQDN portion to | P addresses for input into any policy decisions,
unl ess that mapping is known to be secure, for exanple, if DNSSEC
[11] were enployed for that FQDN

| npl enent ati ons MUST be capable of verifying that the identity
contained in the ID payl oad matches identity information contained in
the peer end-entity certificate, in the rfc822Nane field in the

Subj ect Al t Nane extension. |nplenmentations MIST performthis
verification by default. When conparing the contents of IDwth the
rfc822Name field in the SubjectAl tNane extension for equality, case-
insensitive string conparison MIST be perforned. Note that case-
insensitive string conparison works on internationalized donmai n nanes
(IDNs) as well (See IDN[12]). Substring, wildcard, or regular
expressi on matchi ng MUST NOT be perforned for this conparison. |If
this default is enabled, then a m smatch MJST be treated as an error,
and security association setup MIST be aborted. This event SHOULD be
audi tabl e. I npl enentati ons MAY provide a configuration option to
(i.e., local policy configuration can enable) skip that verification
step, but that option MIUST be off by default. W include the
"option-to-skip-validation" in order to pernmt better
interoperability, as current inplementations vary greatly in how they
behave on this topic.
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| mpl enent ati ons MAY support substring, wildcard, or regular
expressi on matching of the contents of IDto |ook up policy in the
SPD, and such would be a matter of l|ocal security policy
configuration.

3.1.4. |1D_|PV4_ADDR SUBNET, | D | PV6_ADDR SUBNET, |D | PV4_ ADDR RANGE,
| D_I PV6_ADDR_RANGE

Note that RFC 3779 [13] defines bl ocks of addresses using the
certificate extension identified by:

i d- pe-i pAddr Bl ock OBJECT IDENTIFIER ::= { id-pe 7 }

al t hough use of this extension in IKE is considered experinental at
this tine.

3.1.5. 1D _DER ASNL_DN

I mpl enent ati ons MJST support receiving the | D DER ASN1_DN I D type.

| mpl enent ati ons MJUST be capabl e of generating this type, and the
decision to do so will be a matter of local security policy
configuration. When generating this type, inplenentations MJST
popul ate the contents of IDwith the Subject field fromthe end-
entity certificate, and MJUST do so such that a binary conparison of
the two will succeed. |If there is not a match, this MJST be treated
as an error, and security association setup MJST be aborted. This
event SHOULD be auditabl e.

| mpl enent ati ons MJUST NOT populate ID with the Subject fromthe end-
entity certificate if it is enpty, even though an enpty certificate
Subject is explicitly allowed in the "Subject" section of the PKIX
certificate profile.

Regar di ng SPD nat chi ng, inpl enentati ons MJST be able to perform

mat chi ng based on a bitw se conparison of the entire DNin IDto its
entry in the SPD. However, operational experience has shown that
using the entire DN in local configuration is difficult, especially
in |large-scal e deployments. Therefore, inplenmentations al so MIST be
able to perform SPD mat ches of any conbi nati on of one or nore of the
C, CN, O QU attributes within Subject DNin the IDto the sane in
the SPD. [|nplenentations MAY support matching using additional DN
attributes in any conbination, although interoperability is far from
certain and is dubious. Inplenentations MAY al so support performng
substring, wldcard, or regular expression matches for any of its
supported DN attributes fromID, in any conbination, to the SPD
Such flexibility allows deployers to create one SPD entry on the
gateway for an entire departnment of a conpany (e.g., O=Foobar Inc.,
OU=Engi neering) while still allowing themto draw out other details
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fromthe DN (e.g., CN=John Doe) for auditing purposes. Al the above
is a mtter of local inplementation and |ocal policy definition and
enforcement capability, not bits on the wire, but will have a great

i mpact on interoperability.

3.1.6. | D DER ASN1_GN

I mpl enent ati ons MUST NOT generate this type, because the recipient
will be unlikely to know how to use it.

3.1.7. IDKEY_ID

The ID_KEY_ID type used to specify pre-shared keys and thus is out of
scope.

3.1.8. Selecting an lIdentity froma Certificate

| mpl enent ati ons MJST support certificates that contain nore than a
single identity, such as when the Subject field and the

Subj ect Al t Nane extension are both popul ated, or the SubjectAl tName
extension contains nultiple identities irrespective of whether or not
the Subject is enpty. |In many cases, a certificate will contain an
identity, such as an I P address, in the SubjectAl tNanme extension in
addition to a non-enpty Subject.

| mpl enent ati ons shoul d popul ate 1D with whichever identity is likely

to be naned in the peer’s policy. 1In practice, this generally neans
FQDN, or USER FQDN, but this infornmation may al so be available to the
adm ni strator through sone out-of-band neans. |n the absence of such

out - of -band configuration information, the identity with which an
i mpl ement ati on chooses to populate the ID payload is a |ocal matter.

3.1.9. Subject for DN Only

If an FQDN is intended to be processed as an identity for the

pur poses of ID matching, it MJST be placed in the dNSNane field of

t he Subj ect Al t Name extension. |nplenmentati ons MIUST NOT popul ate the
Subject with an FQDN in place of populating the dNSName field of the
Subj ect Al t Nane ext ensi on

Wil e nothing prevents an FQDN, USER FQDN, or | P address information
from appearing sonewhere in the Subject contents, such entries MJST
NOT be interpreted as identity information for the purposes of

mat ching with I D or for policy | ookup.
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3.1.10. Binding ldentity to Policy

In the presence of certificates that contain nultiple identities,

i npl ement ati ons shoul d sel ect the nost appropriate identity fromthe
certificate and populate the IDwith that. The recipient MJST use
the identity sent as a first key when selecting the policy. The
reci pi ent MJUST al so use the nost specific policy fromthat database
if there are overl apping policies caused by w ldcards (or the

i npl ement ati on can de-correlate the policy database so there will not
be overlapping entries, or it can also forbid creation of overl apping
policies and | eave the de-correl ation process to the administrator,
but, as this noves the problemto the administrator, it is NOT
RECOMVENDED) .

For exanple, imagine that an inplenentation is configured with a
certificate that contains both a non-enpty Subject and a dNSNane.

The sender’s policy may specify which of those to use, and it

i ndicates the policy to the other end by sending that ID. If the
reci pi ent has both a specific policy for the dNSNanme for this host
and generic wildcard rule for sone attributes present in the Subject
field, it will match a different policy depending on which IDis
sent. As the sender knows why it wanted to connect the peer, it also
knows what identity it should use to match the policy it needs to the
operation it tries to perform it is the only party who can sel ect
the I D adequately.

In the event that the policy cannot be found in the recipient’s SPD
using the ID sent, then the recipient MAY use the other identities in
the certificate when attenpting to match a suitable policy. For
exanple, say the certificate contains a non-enpty Subject field, a
dNSNanme and an i PAddress. |If an i PAddress is sent in ID but no
specific entry exists for the address in the policy database, the
reci pi ent MAY search in the policy database based on the Subject or
the dNSNane contained in the certificate.

3.2. Certificate Request Payl oad

The Certificate Request (CERTREQ Payload allows an inplenmentation to
request that a peer provide sone set of certificates or certificate
revocation lists (CRLs). It is not clear from | SAKMP exactly how
that set should be specified or how the peer should respond. W
descri be the semantics on both sides.
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3.

3.

3.

2.1. Certificate Type

The Certificate Type field identifies to the peer the type of
certificate keying materials that are desired. |SAKMP defines 10
types of Certificate Data that can be requested and specifies the
syntax for these types. For the purposes of this docunent, only the
followi ng types are relevant:

0 X. 509 Certificate - Signature
0 Revocation Lists (CRL and ARL)
0 PKCS #7 wapped X. 509 certificate

The use of the other types are out of the scope of this docunent:

0 X. 509 Certificate - Key Exchange
0 PGP (Pretty Good Privacy) Certificate

o0 DNS Signed Key

0 Kerberos Tokens

0 SPKI (Sinple Public Key Infrastructure) Certificate
0 X. 509 Certificate Attribute

2.2. X. 509 Certificate - Signature

This type requests that the end-entity certificate be a certificate
used for signing.

2.3. Revocation Lists (CRL and ARL)

| SAKMP does not support Certificate Payl oad sizes over approximtely
64K, which is too small for nmany CRLs, and UDP fragnentation is
likely to occur at sizes nuch smaller than that. Therefore, the
acquisition of revocation material is to be dealt with out-of-band of
I KE. For this and other reasons, inplenentati ons SHOULD NOT generate
CERTREQs where the Certificate Type is "Certificate Revocation List
(CRL)" or "Authority Revocation List (ARL)". |Inplenentations that do
generate such CERTREQs MUST NOT require the recipient to respond with
a CRL or ARL, and MJST NOT fail when not receiving any. Upon receipt
of such a CERTREQ, inplenmentations MAY ignore the request.

In lieu of exchanging revocation lists in-band, a pointer to
revocation checking SHOULD be listed in either the

CRLDi stri butionPoints (CDP) or the AuthoritylnfoAccess (Al A)
certificate extensions (see Section 5 for details). Unless other

met hods for obtaining revocation information are avail abl e,

i npl ement ati ons SHOULD be able to process these attributes, and from
them be able to identify cached revocation material, or retrieve the
rel evant revocation nmaterial froma URL, for validation processing.
I'n addition, inplenentations MJUST have the ability to configure
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val i dation checking information for each certification authority.
Regardl ess of the nethod (CDP, AIA or static configuration), the
acqui sition of revocation material SHOULD occur out-of-band of |KE.
Not e, however, that an inability to access revocation status data

t hrough out - of - band neans provi des a potential security vulnerability
that could potentially be exploited by an attacker

3.2.4. PKCS #7 wapped X. 509 certificate

This ID type defines a particular encoding (not a particular
certificate type); some current inplenentations nay ignore CERTREQs
they receive that contain this ID type, and the editors are unaware
of any inplenmentations that generate such CERTREQ nessages.
Therefore, the use of this type is deprecated. |Inplenentations
SHOULD NOT require CERTREQs that contain this Certificate Type.

I npl enentati ons that receive CERTREQ that contain this ID type MAY
treat such payl oads as synonynobus with "X 509 Certificate -

Si gnature".

3.2.5. Location of Certificate Request Payl oads
In IKEvl Main Mode, the CERTREQ payl oad MJUST be in nessages 4 and 5
3.2.6. Presence or Absence of Certificate Request Payl oads

When i n-band exchange of certificate keying materials is desired,
i npl ementations MJUST informthe peer of this by sending at |east one

CERTREQ I n other words, an inplenentation that does not send any
CERTREQs during an exchange SHOULD NOT expect to receive any CERT
payl oads.

3.2.7. Certificate Requests
3.2.7.1. Specifying Certification Authorities

When requesting in-band exchange of keying materials, inplenentations
SHOULD generate CERTREQs for every peer trust anchor that |oca

policy explicitly deems trusted during a given exchange.

I mpl enent ati ons SHOULD popul ate the Certification Authority field
with the Subject field of the trust anchor, popul ated such that

bi nary conpari son of the Subject and the Certification Authority wll
succeed.
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Upon recei pt of a CERTREQ i nplenmentations MJST respond by sending at
| east the end-entity certificate corresponding to the Certification
Authority listed in the CERTREQ unl ess | ocal security policy
configuration specifies that keying materials nmust be exchanged out -
of -band. I nplenmentations MAY send certificates other than the end-
entity certificate (see Section 3.3 for discussion).

Note that, in the case where nultiple end-entity certificates may be
avail abl e that chain to different trust anchors, inplenentations
SHOULD resort to local heuristics to determne which trust anchor is
nost appropriate to use for generating the CERTREQ Such heuristics
are out of the scope of this docunent.

3.2.7.2. Enpty Certification Authority Field

I mpl enent ati ons SHOULD generate CERTREQs where the Certificate Type
is "X.509 Certificate - Signature" and where the Certification
Authority field is not enpty. However, inplenentations MAY generate
CERTREQs with an enpty Certification Authority field under special
conditions. Although PKIX prohibits certificates with an enpty
Issuer field, there does exist a use case where doing so is
appropriate, and carries special nmeaning in the | KE context. This
has becone a convention within the IKE interoperability tests and
usage space, and so its use is specified, explained here for the sake
of interoperability.

USE CASE: Consider the rare case where you have a gateway with
multiple policies for a |large nunber of |KE peers: sonme of these
peers are business partners, sone are renote-access enpl oyees, sone
are tel eworkers, sone are branch offices, and/or the gateway nmay be
si mul t aneously serving many custoners (e.g., Virtual Routers). The
total nunber of certificates, and corresponding trust anchors, is
very high -- say, hundreds. Each of these policies is configured
with one or nore acceptable trust anchors, so that in total, the
gateway has one hundred (100) trust anchors that coul d possibly used
to authenticate an incom ng connection. Assune that nmany of those
connections originate from hosts/gateways w th dynami cally assigned

| P addresses, so that the source IP of the IKE initiator is not known
to the gateway, nor is the identity of the initiator (until it is
revealed in Main Mbde nessage 5). In IKE main node nessage 4, the
responder gateway will need to send a CERTREQto the initiator

G ven this exanple, the gateway will have no idea which of the
hundred possible Certification Authorities to send in the CERTREQ
Sending all possible Certification Authorities will cause significant
processi ng del ays, bandw dth consunption, and UDP fragnentation, so
this tactic is ruled out.
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In such a deploynent, the responder gateway inplenentation should be
able to do all it can to indicate a Certification Authority in the
CERTREQ.  This neans the responder SHOULD first check SPD to see if
it can match the source IP, and find sone indication of which CAis
associated with that IP. |If this fails (because the source IP is not
famliar, as in the case above), then the responder SHOULD have a
configuration option specifying which CAs are the default CAs to

i ndi cate i n CERTREQ during such anbi guous connections (e.g., send
CERTREQ with these N CAs if there is an unknown source IP). [If such
a fall-back is not configured or inpractical in a certain depl oynent
scenari o, then the responder inplenentation SHOULD have both of the
foll owi ng configuration options:

o0 send a CERTREQ payload with an enpty Certification Authority
field, or

0 termnate the negotiation with an appropriate error nessage and
audit log entry.

Recei ving a CERTREQ payl oad with an enpty Certification Authority
field indicates that the recipient should send all/any end-entity
certificates it has, regardless of the trust anchor. The initiator
shoul d be aware of what policy and which identity it will use, as it
initiated the connection on a matched policy to begin with, and can
thus respond with the appropriate certificate.

If, after sending an enpty CERTREQ in Main Mdde nmessage 4, a
responder receives a certificate in nessage 5 that chains to a trust
anchor that the responder either (a) does NOT support, or (b) was not
configured for the policy (that policy was now able to be nmatched due
to having the initiator’s certificate present), this MJST be treated
as an error, and security association setup MJST be aborted. This
event SHOULD be auditabl e.

I nstead of sending an enpty CERTREQ the responder inplenentation MAY
be configured to term nate the negotiation on the grounds of a
conflict with locally configured security policy.

The decision of which to configure is a matter of l|ocal security
policy; this docunent RECOMMVENDS that both options be presented to
adm ni strators.

More exanpl es and expl anation of this issue are included in "Mre on
Enmpty CERTREQs" (Appendi x B)
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3.2.8. Robustness
3.2.8.1. Unrecognized or Unsupported Certificate Types

I mpl enent ati ons MJUST be able to deal with receiving CERTREQs with
unsupported Certificate Types. Absent any recogni zed and supported
CERTREQ types, inplementations MAY treat themas if they are of a
supported type with the Certification Authority field left enpty,
dependi ng on local policy. |SAKMP [2] Section 5.10, "Certificate
Request Payl oad Processing", specifies additional processing.

3.2.8.2. Undecodable Certification Authority Fields

I mpl enent ati ons MJUST be able to deal with receiving CERTREQs with
undecodabl e Certification Authority fields. |Inplenentations MAY

i gnore such payl oads, depending on local policy. |SAKM specifies
ot her actions which nmay be taken

3.2.8.3. Odering of Certificate Request Payl oads

I mpl enent ati ons MUST NOT assune that CERTREQs are ordered in any way.
3.2.9. Optimzations
3.2.9.1. Duplicate Certificate Request Payl oads

I mpl enent ati ons SHOULD NOT send duplicate CERTREQs during an
exchange.

3.2.9.2. Nane Lowest 'Commpbn’ Certification Authorities

When a peer’s certificate keying material has been cached, an

i npl ementation can send a hint to the peer to elide sone of the
certificates the peer would nornmally include in the response. In
addition to the nornmal set of CERTRE(Qs that are sent specifying the
trust anchors, an inplenmentation MAY send CERTREQs specifying the
rel evant cached end-entity certificates. Wen sending these hints,
it is still necessary to send the normal set of trust anchor CERTREQs
because the hints do not sufficiently convey all of the information
required by the peer. Specifically, either the peer may not support
this optim zation or there may be additional chains that could be
used in this context but will not be if only the end-entity
certificate is specified.

No special processing is required on the part of the recipient of
such a CERTREQ, and the end-entity certificates will still be sent.
On the other hand, the recipient MAY elect to elide certificates
based on recei pt of such hints.
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CERTREQs nust contain information that identifies a Certification
Authority certificate, which results in the peer always sending at

| east the end-entity certificate. Al ways sending the end-entity
certificate allows inplenentations to determ ne unanbi guously when a
new certificate is being used by a peer (perhaps because the previous
certificate has just expired), which may result in a failure because
a new internmediate CA certificate mght not be available to validate
the new end-entity certificate). Inplenentations that inplenent this
optim zati on MJST recogni ze when the end-entity certificate has
changed and respond to it by not perfornming this optimzation if the
exchange nust be retried so that any mssing keying materials will be
sent during retry.

3.2.9.3. Exanple

I magi ne that an I KEvl inplenentation has previously received and
cached the peer certificate chain TA->CAl->CA2->EE. If, during a
subsequent exchange, this inplenentation sends a CERTREQ cont ai ni ng
the Subject field in certificate TA this inplenentation is
requesting that the peer send at |east three certificates: CAl, CA2,
and EE. On the other hand, if this inplementation also sends a
CERTREQ contai ning the Subject field of CA2, the inplenentation is
providing a hint that only one certificate needs to be sent: EE
Note that in this exanple, the fact that TAis a trust anchor shoul d
not be construed to inply that TAis a self-signed certificate.

3.3. Certificate Payl oad

The Certificate (CERT) Payload allows the peer to transmt a single
certificate or CRL. Miltiple certificates should be transmtted in
mul ti pl e payl oads. For backwards-conpatibility reasons,

i npl ement ati ons MAY send internediate CA certificates in addition to
the appropriate end-entity certificate(s), but SHOULD NOT send any
CRLs, ARLs, or trust anchors. Exchanging trust anchors and
especially CRLs and ARLs in I KE would increase the |ikelihood of UDP
fragmentation, nmake the | KE exchange nore conpl ex, and consune
addi ti onal network bandw dt h.

Not e, however, that while the sender of the CERT payl oads SHOULD NOT
send any certificates it considers trust anchors, it’'s possible that
the recipient may consider any given internediate CA certificate to
be a trust anchor. For instance, imagine the sender has the
certificate chain TAl->CAl->EEl while the recipient has the
certificate chain TA2->EE2 where TA2=CAl. The sender is merely
including an internmedi ate CA certificate, while the recipient
receives a trust anchor.
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However, not all certificate forns that are legal in the PKIX
certificate profile make sense in the context of |IPsec. The issue of
how to represent |KE-neani ngful nane-forms in a certificate is
especially problematic. This docunent provides a profile for a
subset of the PKIX certificate profile that nmakes sense for | KEvl/

| SAKMP.

3.3.1. Certificate Type

The Certificate Type field identifies to the peer the type of
certificate keying materials that are included. |SAKMP defines 10
types of Certificate Data that can be sent and specifies the syntax
for these types. For the purposes of this docunent, only the
followi ng types are rel evant:

0 X. 509 Certificate - Signature
0 Revocation Lists (CRL and ARL)
0 PKCS #7 wrapped X 509 certificate

The use of the other types are out of the scope of this docunent:

0 X. 509 Certificate - Key Exchange
o PGP Certificate

o0 DNS Signed Key

o Kerberos Tokens

o SPKI Certificate

0 X.509 Certificate Attribute

3.3.2. X. 509 Certificate - Signature

This type specifies that Certificate Data contains a certificate used
for signing.

3.3.3. Revocation Lists (CRL and ARL)

These types specify that Certificate Data contains an X 509 CRL or
ARL. These types SHOULD NOT be sent in IKE. See Section 3.2.3 for
di scussi on.

3.3.4. PKCS #7 Wapped X. 509 Certificate

This type defines a particular encoding, not a particular certificate
type. Inplementations SHOULD NOT generate CERTs that contain this
Certificate Type. |Inplenentations SHOULD accept CERTs that contain
this Certificate Type because several inplementations are known to
generate them Note that those inplenentations sonetines include
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entire certificate hierarchies inside a single CERT PKCS #7 payl oad,
whi ch violates the requirenment specified in | SAKMP that this payl oad
contain a single certificate.

3.3.5. Location of Certificate Payl oads
In I KEvl Main Mode, the CERT payl oad MJUST be in nmessages 5 and 6
3.3.6. Certificate Payl oads Not Mandatory

An inplenentation that does not receive any CERTREQ during an
exchange SHOULD NOT send any CERT payl oads, except when explicitly
configured to proactively send CERT payloads in order to interoperate
wi th non-conpliant inplenentations that fail to send CERTREQs even
when certificates are desired. 1In this case, an inplenentation MAY
send the certificate chain (not including the trust anchor)
associated with the end-entity certificate. This MJST NOT be the
default behavi or of inplenentations.

I mpl enent ati ons whose | ocal security policy configuration expects
that a peer mnust receive certificates through out-of-band neans
SHOULD i gnore any CERTREQ nessages that are received. Such a
condition has been known to occur due to non-conpliant or buggy

i mpl ement ati ons.

I mpl enentati ons that receive CERTREQs from a peer that contain only
unrecogni zed Certification Authorities MAY elect to term nate the
exchange, in order to avoid unnecessary and potentially expensive
crypt ographi ¢ processing, denial-of-service (resource starvation)
att acks.

3.3.7. Response to Multiple Certification Authority Proposals

In response to nultiple CERTREQ that contain different Certification
Authority identities, inplenmentations MAY respond using an end-entity
certificate which chains to a CA that matches any of the identities
provi ded by the peer.

3.3.8. Using Local Keying Materials
I mpl enent ati ons MAY el ect to skip parsing or otherw se decoding a
given set of CERTs if those sane keying materials are available via

some preferable nmeans, such as the case where certificates froma
previ ous exchange have been cached.
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3.3.9. Miltiple End-Entity Certificates

I mpl enent ati ons SHOULD NOT send multiple end-entity certificates and
reci pi ents SHOULD NOT be expected to iterate over nultiple end-entity
certificates.

If multiple end-entity certificates are sent, they MJST have the sane
public key; otherw se, the responder does not know which key was used
in the Main Mbde nessage 5.

3.3.10. Robustness
3.3.10.1. Unrecognized or Unsupported Certificate Types

I mpl enent ati ons MJUST be able to deal with receiving CERTsS with
unrecogni zed or unsupported Certificate Types. |nplenentations MAY
di scard such payl oads, depending on |local policy. |SAKMP [2] Section
5.10, "Certificate Request Payl oad Processing", specifies additiona
processi ng.

3.3.10. 2. Undecodabl e Certificate Data Fiel ds

| npl enent ati ons MJUST be able to deal with receiving CERTs with
undecodabl e Certificate Data fields. |[Inplenentations MAY di scard
such payl oads, depending on | ocal policy. |SAKMP specifies other
actions that may be taken.

3.3.10.3. Odering of Certificate Payl oads
I mpl ement ati ons MUST NOT assume that CERTs are ordered in any way.
3.3.10.4. Duplicate Certificate Payl oads

| npl enent ati ons MJST support receiving nultiple identical CERTs
during an exchange.

3.3.10.5. Irrelevant Certificates

I mpl enent ati ons MJUST be prepared to receive certificates and CRLs
that are not relevant to the current exchange. |nplenentations MAY
di scard such extraneous certificates and CRLs.

I mpl ement ati ons MAY send certificates that are irrelevant to an
exchange. One reason for including certificates that are irrel evant
to an exchange is to mnimze the threat of |eaking identifying
informati on in exchanges where CERT is not encrypted in I KEvl. It
shoul d be noted, however, that this probably provides rather poor
protection against |eaking the identity.
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Anot her reason for including certificates that seemirrelevant to an
exchange is that there may be two chains fromthe Certification
Authority to the end entity, each of which is only valid with certain
val i dation paraneters (such as acceptable policies). Since the end-
entity doesn’'t know which paraneters the relying party is using, it
shoul d send the certificates needed for both chains (even if there's
only one CERTREQ .

I mpl enent ati ons SHOULD NOT send multiple end-entity certificates and
reci pi ents SHOULD NOT be expected to iterate over nultiple end-entity
certificates.

3.3.11. Optimzations
3.3.11.1. Duplicate Certificate Payl oads

I mpl enent ati ons SHOULD NOT send duplicate CERTs during an exchange.
Such payl oads shoul d be suppressed.

3.3.11.2. Send Lowest 'Commpbn’ Certificates

When nmultiple CERTREQ are received that specify certification
authorities within the end-entity certificate chain, inplenentations
MAY send the shortest chain possible. However, inplenentations
SHOULD al ways send the end-entity certificate. See Section 3.2.9.2
for more discussion of this optim zation

3.3.11.3. Ignore Duplicate Certificate Payl oads

| mpl enent ati ons MAY enpl oy | ocal neans to recogni ze CERTs that have
al ready been received and SHOULD di scard these duplicate CERTs.

3.3.11.4. Hash Payl oad

| KEvl specifies the optional use of the Hash Payload to carry a
pointer to a certificate in either of the Phase 1 public key
encryption nodes. This pointer is used by an inplenentation to

| ocate the end-entity certificate that contains the public key that a
peer shoul d use for encrypting payl oads during the exchange.

| mpl enent ati ons SHOULD i ncl ude this payl oad whenever the public
portion of the keypair has been placed in a certificate.
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4. Use of Certificates in RFC 4301 and | KEv2
4.1. Identification Payl oad

The Peer Authorization Database (PAD) as described in RFC 4301 [ 14]
describes the use of the ID payload in | KEv2 and provi des a fornal
nmodel for the binding of identity to policy in addition to providing
services that deal nore specifically with the details of policy
enforcement, which are generally out of scope of this docunment. The
PAD is intended to provide a |ink between the SPD and the security
associ ati on nmanagenent in protocols such as |KE. See RFC 4301 [14],
Section 4.4.3 for nore details.

Note that | KEv2 adds an optional |IDr payload in the second exchange
that the initiator may send to the responder in order to specify
which of the responder’s nultiple identities should be used. The
responder MAY choose to send an IDr in the third exchange that
differs in type or content fromthe initiator-generated IDr. The
initiator MJUST be able to receive a responder-generated IDr that is a
different type fromthe one the initiator generated.

4.2. Certificate Request Payl oad
4.2.1. Revocation Lists (CRL and ARL)

| KEv2 does not support Certificate Payload sizes over approximtely
64K. See Section 3.2.3 for the problens this can cause.

4.2.1.1. 1KEv2' s Hash and URL of X. 509 certificate

This ID type defines a request for the peer to send a hash and URL of
its X.509 certificate, instead of the actual certificate itself.

This is a particularly useful nechani smwhen the peer is a device
with little nmenory and | ower bandwi dth, e.g., a nobile handset or
consuner el ectronics device.

If the KEv2 inplenentation supports URL | ookups, and prefers such a
URL to receiving actual certificates, then the inplenentation will
want to send a notify of type HITP_CERT _LOOKUP_SUPPORTED. From | KEv2
[3], Section 3.10.1, "This notification MAY be included in any
message that can include a CERTREQ payl oad and indicates that the
sender is capable of |ooking up certificates based on an HTTP-based
URL (and hence presunmably woul d prefer to receive certificate
specifications in that format)". |f an HITP_CERT_LOOKUP_SUPPORTED
notification is sent, the sender MJST support the http schene. See
Section 4.3.1 for nore discussion of HITP_CERT_LOOKUP_SUPPORTED.
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4.2.1.2. Location of Certificate Request Payl oads
In I KEv2, the CERTREQ payl oad nust be in messages 2 and 3. Note that
in IKEv2, it is possible to have one side authenticating with
certificates while the other side authenticates with pre-shared keys.

4.3. Certificate Payl oad

4.3.1. 1KEv2' s Hash and URL of X. 509 Certificate

This type specifies that Certificate Data contains a hash and the URL
to a repository where an X. 509 certificate can be retrieved.

An impl enentation that sends an HITP_CERT_LOOKUP_SUPPORTED
notification MIST support the http scheme and MAY support the ftp
schene, and MJST NOT require any specific formof the url-path, and
it SHOULD support havi ng user-nanme, password, and port parts in the
URL. The followi ng are exanpl es of nmandatory forns:

o http://certs. exanple.comcertificate.cer

o0 http://certs. exanple.conm certs/cert. pl ?u=foo; a=pw; val i d-t 0=+86400
o0 http://certs. exanple.com %a/../fool bar/zappa

while the following is an exanple of a formthat SHOULD be support ed:

0 http://user:passwrd@erts. exanpl e.com 8888/ certificate.cer

FTP MAY be supported, and if it is, the following is an exanple of
the ftp schene that MJST be supported:

o ftp://ftp.exanple.conlpub/certificate.cer
4.3.2. Location of Certificate Payl oads
In I KEv2, the CERT payl oad MJST be in nessages 3 and 4. Note that in
I KEv2, it is possible to have one side authenticating with
certificates while the other side authenticates with pre-shared keys.
4.3.3. Odering of Certificate Payl oads
For | KEv2, inplenmentations MJST NOT assune that any but the first
CERT is ordered in any way. |KEv2 specifies that the first CERT

contain an end-entity certificate that can be used to authenticate
the peer.
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5. Certificate Profile for | KEvl/ | SAKMP and | KEv2

Except where specifically stated in this docunment, inplenentations
MUST conformto the requirenents of the PKIX [5] certificate profile.

5.1. X 509 Certificates

Users deploying IKE and I Psec with certificates have often had little
control over the capabilities of CAs available to them

I npl enentations of this specification may include configuration knobs
to di sable checks required by this specification in order to permt
use with inflexible and/or nonconpliant CAs. However, all checks on
certificates exist for a specific reason involving the security of
the entire system Therefore, all checks MJST be enabl ed by default.
Adm ni strators and users ought to understand the security purpose for
the various checks, and be clear on what security will be |ost by

di sabling the check.

5.1.1. Versions

Al t hough PKI X states that "inplenentati ons SHOULD be prepared to
accept any version certificate", in practice, this profile requires
certain extensions that necessitate the use of Version 3 certificates
for all but self-signed certificates used as trust anchors.

I mpl ement ations that conformto this document MAY therefore reject
Version 1 and Version 2 certificates in all other cases.

5.1.2. Subject

Certification Authority inplenentations MIST be able to create
certificates with Subject fields with at | east the foll ow ng four
attributes: CN, C, O and QU. |Inplenmentations MAY support ot her

Subj ect attributes as well. The contents of these attributes SHOULD
be configurable on a certificate-by-certificate basis, as these
fields will likely be used by IKE i npl enentations to match SPD
pol i cy.

See Section 3.1.5 for details on how | KE i npl enentati ons need to be
able to process Subject field attributes for SPD policy | ookup.

5.1.2.1. Enpty Subject Nane

| KE | npl erent ati ons MJUST accept certificates that contain an enpty
Subject field, as specified in the PKIX certificate profile.
ldentity information in such certificates will be contained entirely
in the SubjectAltNane extension
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5.1.2.2. Specifying Hosts and not FQDN in the Subject Nane

I mpl enentati ons that desire to place host nanes that are not intended
to be processed by recipients as FQDNs (for instance "Gateway
Router") in the Subject MJST use the conmonNane attri bute.

5.1.2.3. Email Address

As specified in the PKIX certificate profile, inplementations MJST
NOT popul ate X 500 di stingui shed nanes with the enmail Address
attribute.

5.1.3. X. 509 Certificate Extensions

Conform ng | KE inpl enentati ons MJST recogni ze extensions that nust or
may be marked critical according to this specification. These
extensions are: KeyUsage, SubjectAltNane, and Basi cConstraints.

Certification Authority inplementations SHOULD generate certificates
such that the extension criticality bits are set in accordance with
the PKI X certificate profile and this docunent. Wth respect to
conpliance with the PKIX certificate profile, |IKE inplenentations
processing certificates MAY ignore the value of the criticality bit
for extensions that are supported by that inplenentation, but MJST
support the criticality bit for extensions that are not supported by
that inplenmentation. That is, a relying party SHOULD processes al

the extensions it is aware of whether the bit is true or false -- the
bit says what happens when a relying party cannot process an
ext ensi on.
i npl emrent s bit in cert PKI X mandat e behavi or
yes true true ok
yes true fal se ok or reject
yes fal se true ok or reject
yes fal se fal se ok
no true true reject
no true fal se reject
no fal se true reject
no fal se fal se ok

5.1.3.1. AuthorityKeyldentifier and SubjectKeyldentifier

I mpl enent ati ons SHOULD NOT assune support for the

Aut horityKeyldentifier or SubjectKeyldentifier extensions. Thus,
Certification Authority inplenentations should not generate
certificate hierarchies that are overly conplex to process in the
absence of these extensions, such as those that require possibly
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verifying a signature against a |arge nunber of similarly named CA
certificates in order to find the CA certificate that contains the
key that was used to generate the signature.

5.1.3.2. KeyUsage

| KE uses an end-entity certificate in the authentication process.

The end-entity certificate nay be used for nultiple applications. As
such, the CA can inpose sonme constraints on the manner that a public
key ought to be used. The KeyUsage (KU) and Ext endedKeyUsage ( EKU)
extensions apply in this situation.

Since we are tal king about using the public key to validate a
signature, if the KeyUsage extension is present, then at |east one of
the digital Signature or the nonRepudiation bits in the KeyUsage

ext ensi on MUST be set (both can be set as well). It is also fine if
ot her KeyUsage bits are set.

A summary of the logic flow for peer cert validation foll ows:
o If no KU extension, continue.

o |If KU present and doesn’'t nention digital Signature or
nonRepudi ation (both, in addition to other KUs, is also fine),
reject cert.

o If none of the above, continue.
5.1.3.3. PrivateKeyUsagePeri od

The PKI X certificate profile recommends agai nst the use of this
extension. The PrivateKeyUsageExtension is intended to be used when
signatures will need to be verified | ong past the time when
signatures using the private keypair may be generated. Since |KE
security associations (SAs) are short-lived relative to the intended
use of this extension in addition to the fact that each signature is
validated only a single tinme, the useful ness of this extension in the
context of IKE is unclear. Therefore, Certification Authority

i mpl ement ati ons MJUST NOT generate certificates that contain the

Pri vat eKeyUsagePeri od extension. |If an IKE inplenentation receives a
certificate with this set, it SHOULD ignore it.
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5.1.3.4. CertificatePolicies

Many | KE i npl ementations do not currently provide support for the
CertificatePolicies extension. Therefore, Certification Authority

i npl ementations that generate certificates that contain this

extensi on SHOULD NOT mark the extension as critical. As is the case
with all certificate extensions, a relying party receiving this

ext ensi on but who can process the extension SHOULD NOT reject the
certificate because it contains the extension.

5.1.3.5. PolicyMppings

Many | KE inpl ementations do not support the PolicyMappi ngs extension.
Therefore, inplenmentations that generate certificates that contain
this extension SHOULD NOT mark the extension as critical.

5.1.3.6. SubjectAltNane

Depl oynments that intend to use an I D of FQDN, USER FQDN, | PVv4_ADDR,
or | PV6_ADDR MJST issue certificates with the correspondi ng

Subj ect Alt Nane fields populated with the sane data. |nplenentations
SHOULD generate only the followi ng General Name choices in the

Subj ect Al t Nane extension, as these choices map to | egal |KEv1l/ | SAKMP/
| KEv2 ldentification Payl oad types: rfc822Nane, dNSName, or

i PAddress. Although it is possible to specify any General Name choi ce
in the Identification Payload by using the | D DER ASN1_GN I D type,

i mpl ement ati ons SHOULD NOT assunme support for such functionality, and
SHOULD NOT generate certificates that do so.

5.1.3.6.1. dNSName

If the IKEID type is FQDN, then this field MIST contain a fully
qualified domain nane. |If the IKEID type is FQDN, then the dNSNane
field MUST match its contents. |Inplenentations MJST NOT generate
nanes that contain wldcards. |Inplenentations MAY treat certificates
that contain wildcards in this field as syntactically invalid.

Al though this field is in the formof an FQDN, |KE inplenentations
SHOULD NOT assune that this field contains an FQDN that will resolve
via the DNS, unless this is known by way of sone out-of-band

mechani sm Such a nmechanismis out of the scope of this docunent.

I mpl ement ati ons SHOULD NOT treat the failure to resolve as an error.
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5.1.3.6.2. i PAddress

If the IKE ID type is | PV4A_ADDR or |PV6_ADDR, then the i PAddress
field MUST match its contents. Note that although PKI X pernmits ClDR
[15] notation in the "Name Constraints" extension, the PKIX
certificate profile explicitly prohibits using CIDR notation for
conveying identity information. In other words, the Cl DR notation
MUST NOT be used in the Subject At Nane extension

5.1.3.6.3. rfc822Nane

If the IKE ID type is USER FQDN, then the rfc822Nanme field MJST nmatch
its contents. Although this fieldis in the formof an Internet nail
address, | KE inplenmentations SHOULD NOT assune that this field
contains a valid email address, unless this is known by way of some
out - of -band mechanism Such a nechanismis out of the scope of this
docunent .

5.1.3.7. |ssuer At Nane

Certification Authority inplenmentati ons SHOULD NOT assune that ot her
i mpl ement ati ons support the IssuerAtNanme extension, and especially
shoul d not assume that information contained in this extension wll

be di spl ayed to end users.

5.1.3.8. SubjectDirectoryAttributes

The SubjectDirectoryAttributes extension is intended to convey
identification attributes of the subject. [|KE inplenentations MAY
ignore this extension when it is marked non-critical, as the PKIX
certificate profile mandates

5.1.3.9. Basi cConstrai nts

The PKI X certificate profile mandates that CA certificates contain
this extension and that it be marked critical. |KE inplenentations
SHOULD reject CA certificates that do not contain this extension
For backwards conpatibility, inplenentations may accept such
certificates if explicitly configured to do so, but the default for
this setting MJIST be to reject such certificates

5.1.3.10. NameConstraints

Many | KE inpl ementations do not support the NameConstraints
extension. Since the PKIX certificate profile mandates that this
extension be marked critical when present, Certification Authority
i npl ementations that are interested in nmaximal interoperability for
| KE SHOULD NOT generate certificates that contain this extension
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5.1.3.11. PolicyConstraints

Many | KE inpl ementations do not support the PolicyConstraints
extension. Since the PKIX certificate profile nmandates that this
extension be nmarked critical when present, Certification Authority
i npl ementations that are interested in nmaximal interoperability for
| KE SHOULD NOT generate certificates that contain this extension

5.1.3.12. ExtendedKeyUsage

The CA SHOULD NOT include the ExtendedKeyUsage (EKU) extension in
certificates for use with IKE. Note that there were three |Psec-

rel ated object identifiers in EKU that were assigned in 1999. The
semantics of these values were never clearly defined. The use of
these three EKU values in IKE/IPsec is obsolete and explicitly
deprecated by this specification. CAs SHOULD NOT issue certificates
for use in IKEwith them (For historical reference only, those

val ues were id-kp-ipsecEndSystem id-kp-ipsecTunnel, and id-kp-

i psecUser.)

The CA SHOULD NOT mark the EKU extension in certificates for use with
| KE and one or nore other applications. Nevertheless, this docunent

defines an ExtendedKeyUsage keyPurposel D that MAY be used to limt a
certificate' s use

i d-kp-ipsecl KE OBJECT IDENTIFIER ::={ id-kp 17 }

where id-kp is defined in RFC 3280 [5]. |If a certificate is intended
to be used with both I KE and other applications, and one of the other
applications requires use of an EKU val ue, then such certificates
MUST contain either the keyPurposel D id-kp-ipsecl KE or

anyExt endedKeyUsage [5], as well as the keyPurposel D val ues
associated with the other applications. Simlarly, if a CA issues
multiple otherwise-simlar certificates for nmultiple applications
including IKE, and it is intended that the IKE certificate NOT be
used with another application, the IKE certificate MAY contain an EKU
extension listing a keyPurposel D of id-kp-ipseclKE to discourage its
use with the other application. Recall, however, that EKU extensions
in certificates meant for use in | KE are NOT RECOMMENDED

Conformng | KE inpl enentations are not required to support EKU. If a
critical EKU extension appears in a certificate and EKU i s not
supported by the inplenentation, then RFC 3280 requires that the
certificate be rejected. Inplementations that do support EKU MJST
support the following logic for certificate validation
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5. 1.

o If no EKU extension, continue.

o |If EKU present AND contains either id-kp-ipseclKE or
anyExt endedKeyUsage, conti nue.

o0 Oherwi se, reject cert.
3.13. CRLDi stributionPoints

Because this docunent deprecates the sending of CRLs in-band, the use
of CRLDi stributionPoints (CDP) becones very inportant if CRLs are
used for revocation checking (as opposed to, say, Online Certificate
Status Protocol - OCSP [16]). The |Psec peer either needs to have a
URL for a CRL witten into its local configuration, or it needs to
learn it from CDP. Therefore, Certification Authority

i mpl ement ati ons SHOULD i ssue certificates with a popul ated CDP.

Failure to validate the CRLDi stributionPoints/

I ssui ngDi stributionPoint pair can result in CRL substitution where an
entity knowi ngly substitutes a known good CRL froma different
distribution point for the CRL that is supposed to be used, which
woul d show the entity as revoked. |KE inplenentations MJST support
validating that the contents of CRLD stributionPoints match those of
the IssuingDi stributionPoint to prevent CRL substitution when the
issuing CAis using them At |least one CAis known to default to
this type of CRL use. See Section 5.2.2.5 for nore information.

CDPs SHOULD be "resol vabl e". Several non-conpliant Certification
Authority inplenentations are well known for including unresol vable
CDPs like http://local host/path to CRL and http:///path to CRL that
are equivalent to failing to include the CDP extension in the
certificate.

See the IETF | PR Wb page for CRLDi stributionPoints intellectual
property rights (IPR) information. Note that both the

CRLDi stri butionPoints and |ssuingDi stributionPoint extensions are
RECOMVENDED but not REQUI RED by the PKIX certificate profile, so
there is no requirenent to license any | PR

5.1.3.14. InhibitAnyPolicy

Kor

Many | KE i npl ementati ons do not support the InhibitAnyPolicy
extension. Since the PKIX certificate profile mandates that this
ext ensi on be marked critical when present, Certification Authority
i mpl ementations that are interested in maximal interoperability for
| KE SHOULD NOT generate certificates that contain this extension.
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5.1.3.15. FreshestCRL

| KE i npl ement ati ons MJUST NOT assunme that the Freshest CRL extension
will exist in peer certificates. Note that nost |KE inplenentations
do not support delta CRLs.

5.1.3.16. AuthoritylnfoAccess

The PKI X certificate profile defines the AuthoritylnfoAccess
extension, which is used to indicate "how to access CA information
and services for the issuer of the certificate in which the extension
appears". Because this docunment deprecates the sending of CRLs in-
band, the use of AuthoritylnfoAccess (Al A) becomes very inportant if
OCSP [16] is to be used for revocation checking (as opposed to CRLsS).
The 1 Psec peer either needs to have a URI for the OCSP query witten
into its local configuration, or it needs to learn it fromAIA
Therefore, inplenentations SHOULD support this extension, especially
if OCSP will be used.

5.1.3.17. SubjectlnfoAccess

The PKI X certificate profile defines the SubjectlnfoAccess
certificate extension, which is used to indicate "how to access

i nformati on and services for the subject of the certificate in which
the extension appears". This extension has no known use in the
context of IPsec. Conformant |KE inplenmentations SHOULD i gnore this
ext ensi on when present.

5.2. X. 509 Certificate Revocation Lists

When validating certificates, |IKE inplenmentations MJST nmake use of
certificate revocation information, and SHOULD support such
revocation information in the formof CRLs, unless non-CRL revocation
information is known to be the only method for transmtting this

i nformati on. Deploynents that intend to use CRLs for revocation
SHOULD popul ate the CRLDi stri butionPoi nts extension. Therefore,
Certification Authority inplenentations MJUST support issuing
certificates with this field popul ated. |KE inplenentations MAY
provide a configuration option to disable use of certain types of
revocation information, but that option MJST be off by default. Such
an option is often valuable in lab testing environnents.
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5.2.1. Miltiple Sources of Certificate Revocation |Information

| KE i npl ement ati ons that support multiple sources of obtaining
certificate revocation informati on MUST act conservatively when the
i nformati on provided by these sources is inconsistent: when a
certificate is reported as revoked by one trusted source, the
certificate MJUST be considered revoked.

5.2.2. X. 509 Certificate Revocation List Extensions
5.2.2.1. AuthorityKeyldentifier

Certification Authority inplenmentati ons SHOULD NOT assume that | KE

i mpl ement ati ons support the AuthorityKeyldentifier extension, and
thus shoul d not generate certificate hierarchies which are overly
conplex to process in the absence of this extension, such as those
that require possibly verifying a signature against a | arge nunber of
simlarly named CA certificates in order to find the CA certificate
whi ch contains the key that was used to generate the signature.

5.2.2.2. | ssuer Al t Nane

Certification Authority inplenentations SHOULD NOT assune that | KE
i mpl ement ati ons support the |ssuerAltName extension, and especially
shoul d not assume that information contained in this extension will
be di spl ayed to end users.

5.2.2.3. CRLNunber

As stated in the PKIX certificate profile, all issuers MJST include
this extension in all CRLs.

5.2.2.4. DeltaCRLIndicat or
5.2.2.4.1. If Delta CRLs Are Unsupported

| KE i npl ementations that do not support delta CRLs MJST reject CRLs
that contain the DeltaCRLIndicator (which MJST be nmarked critica
according to the PKIX certificate profile) and MJST nmake use of a
base CRL if it is available. Such inplenentations MJST ensure that a
delta CRL does not "overwite" a base CRL, for instance, in the
keying material database.
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5.2.2.4.2. Delta CRL Recommendati ons

Since some | KE inplenentations that do not support delta CRLs may
behave incorrectly or insecurely when presented with delta CRLs,
adm ni strators and depl oyers shoul d consi der whet her issuing delta
CRLs increases security before issuing such CRLs. And, if all the
elements in the VPN and PKI systens do not adequately support Delta
CRLs, then their use should be questioned.

The editors are aware of several inplenentations that behave in an

i ncorrect or insecure manner when presented with delta CRLs. See
Appendi x A for a description of the issue. Therefore, this

speci ficati on RECOWENDS NOT issuing delta CRLs at this tine. On the
other hand, failure to issue delta CRLs nay expose a | arger w ndow of
vulnerability if a full CRL is not issued as often as delta CRLs
woul d be. See the Security Considerations section of the PKIX [5]
certificate profile for additional discussion. |Inplenenters as well
as administrators are encouraged to consi der these issues.

5.2.2.5. IssuingDistributionPoint

A CAthat is using CRLD stributionPoints nmay do so to provide many
"smal |" CRLs, each only valid for a particular set of certificates
i ssued by that CA. To associate a CRL with a certificate, the CA
pl aces the CRLDi stributionPoints extension in the certificate, and
pl aces the IssuingDistributionPoint in the CRL. The

di stributionPointNane field in the CRLD stributionPoints extension
MUST be identical to the distributionPoint field in the

I ssui ngDi stributionPoint extension. At |east one CAis known to
default to this type of CRL use. See Section 5.1.3.13 for nore

i nformati on.

5.2.2.6. Freshest CRL

G ven the recomendati ons agai nst Certification Authority

i npl ement ati ons generating delta CRLs, this specificati on RECOVWENDS
that inplenmentations do not populate CRLs with the Freshest CRL
extension, which is used to obtain delta CRLs.

5.3. Strength of Signature Hashing Al gorithns

At the time that this docunent is being witten, popul ar
certification authorities and CA software issue certificates using
the RSA-wi th-SHA1 and RSA-wi th-MD5 signature al gorithns.

I mpl enent ati ons MUST be able to validate certificates with either of
those al gorithns.
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As described in [17], both the MD5 and SHA-1 hash al gorithns are
weaker than originally expected with respect to hash collisions.
Certificates that use these hash algorithns as part of their
signature algorithnms could conceivably be subject to an attack where
a CAissues a certificate with a particular identity, and the

reci pient of that certificate can create a different valid
certificate with a different identity. So far, such an attack is
only theoretical, even with the weaknesses found in the hash

al gorithms.

Because of the recent attacks, there has been a hei ghtened interest

i n having wi despread depl oynent of additional signature algorithns.
The al gorithmthat has been nentioned npst often is RSA-w t h- SHA256,
two types of which are described in detail in [18]. It is wdely
expected that this signature algorithmw Il be rmuch nore resilient to
coll'ision-based attacks than the current RSA-with-SHAL and RSA-wit h-
MD5, al though no proof of that has been shown. There is active

di scussion in the cryptographic comunity of better hash functions
that could be used in signature algorithns.

In order to interoperate, all inplementations need to be able to
validate signatures for all algorithnms that the inplementations wll
encounter. Therefore, inplenmentations SHOULD be able to use
signatures that use the sha256Wt hRSAEncrypti on signature algorithm
(PKCS#1 version 1.5) as soon as possible. At the time that this
docunent is being witten, there is at |east one CA that supports
generating certificates with sha256W t hRSAEncrypti on signature
algorithm and it is expected that there will be significant

depl oynent of this algorithmby the end of 2007

6. Configuration Data Exchange Conventi ons

Bel ow, we present a common format for exchangi ng configuration data.
I mpl enent ati ons MUST support these formats, MJST support receiving
arbitrary whitespace at the beginning and end of any |ine, MJST
support receiving arbitrary line | engths although they SHOULD
generate lines less than 76 characters, and MJST support receiving
the following three line-termnation disciplines: LF (US-ASCI1 10),
CR (Us-ASCl | 13), and CRLF.

6.1. Certificates

Certificates MJUST be Base64 [19] encoded and appear between the
followi ng deliniters:

----- BEG N CERTI FI CATE- - - - -
----- END CERTI FI CATE- - - - -
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6.2. CRLs and ARLs

CRLs and ARLs MJST be Base64 encoded and appear between the foll ow ng
delinmters:

6.3. Public Keys

| KE i npl enent ati ons MJUST support two forns of public keys:
certificates and so-called "raw' keys. Certificates should be
transferred in the sane formas Section 6.1. A rawkey is only the
Subj ect Publ i cKeyl nfo portion of the certificate, and MJST be Base64
encoded and appear between the following delimters:

----- BEG N PUBLI C KEY- - - - -
----- END PUBLI C KEY-----

6.4. PKCS#10 Certificate Signing Requests

A PKCS#10 [9] Certificate Signing Request MJST be Base64 encoded and
appear between the following delimters:

----- BEG N CERTI FI CATE REQUEST- - - - -
----- END CERTI FI CATE REQUEST- - - - -

7. Security Considerations
7.1. Certificate Request Payl oad

The Contents of CERTREQ are not encrypted in IKE. 1n sone
environments, this may leak private information. Administrators in
sonme environnments nmay wi sh to use the enpty Certification Authority
option to prevent such information fromleaking, at the cost of

per f or mance.

7.2. | KEvl Main Mode
Certificates may be included in any nessage, and therefore
i mpl ementations may wi sh to respond with CERTs in a nessage that
of fers privacy protection in Main Mdde nmessages 5 and 6
| mpl enent ati ons may not wish to respond with CERTs in the second

message, thereby violating the identity protection feature of Miin
Mode in | KEvl
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7.3. Disabling Certificate Checks

9

9

It is inportant to note that anywhere this docunent suggests

i npl ementers provide users with the configuration option to sinplify,
nmodi fy, or disable a feature or verification step, there may be
security consequences for doing so. Deploynent experience has shown
that such flexibility may be required in sonme environnents, but
maki ng use of such flexibility can be inappropriate in others. Such
configuration options MJST default to "enabled” and it is appropriate
to provide warnings to users when disabling such features.
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Appendi x A.  The Possi bl e Dangers of Delta CRLs

The problemis that the CRL processing algorithmis sometines witten
incorrectly with the assunption that all CRLs are base CRLs and it is
assuned that CRLs will pass content validity tests. Specifically,
such inplenentations fail to check the certificate against all
possible CRLs: if the first CRL that is obtained fromthe keying

mat eri al database fails to decode, no further revocation checks are
performed for the relevant certificate. This problemis conpounded
by the fact that inplenentations that do not understand delta CRLs
may fail to decode such CRLs due to the critical DeltaCRLIndicator
extension. The algorithmthat is inmplemented in this case is
appr oxi mat el y:

o fetch newest CRL
o check validity of CRL signature
o if CRL signature is valid, then

o if CRL does not contain unrecognized critical extensions and
certificate is on CRL, then set certificate status to revoked

The authors note that a nunber of PKI toolkits do not even provide a
met hod for obtaining anything but the newest CRL, which in the
presence of delta CRLs may in fact be a delta CRL, not a base CRL.

Note that the above algorithmis dangerous in many ways. See the
PKIX [5] certificate profile for the correct algorithm

Appendi x B. Mre on Enmpty CERTREQs

Sendi ng enpty certificate requests is comonly used in

impl ementations, and in the | Psec interop neetings, vendors have
generally agreed that it neans that send all/any end-entity
certificates you have (if nmultiple end-entity certificates are sent,
they nmust have same public key, as otherw se, the other end does not
know whi ch key was used). For 99% of cases, the client has exactly
one certificate and public key, so it really doesn't matter, but the
server mght have nmultiple; thus, it sinply needs to say to the
client, use any certificate you have. |f we are tal king about
corporate VPNs, etc., even if the client has multiple certificates or
keys, all of them woul d be usable when authenticating to the server,
so the client can sinmply pick one.

If there is sone real difference on which certificate to use (like

ones giving different pernissions), then the client nust be
configured anyway, or it mght even ask the user which one to use
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(the user is the only one who knows whet her he needs admin
privileges, thus needs to use admin cert, or if the normal email
privil eges are ok, thus uses email only cert).

In 99% of the cases, the client has exactly one certificate, so it
will send it. |In 90%of the rest of the cases, any of the
certificates is ok, as they are sinply different certificates from
the sane CA, or fromdifferent CAs for the same corporate VPN, thus
any of themis ok.

Sendi ng enpty certificate requests has been agreed there to nean
"give ne your cert, any cert".

Justification:

0 Responder first does all it can to send a CERTREQ with a CA, check
for IP match in SPD, have a default set of CAs to use in anbi guous
cases, etc.

0 Sending enpty CERTREQs is fairly conmon in inplenentations today,
and is generally accepted to nean "send ne a certificate, any
certificate that works for you".

0 Saves responder sending potentially hundreds of certs, the
fragmentation problens that follow etc.

o In +90% of use cases, Initiators have exactly one certificate.

0 In +90% of the remmining use cases, the nultiple certificates it
has are issued by the sanme CA

o In the remaining use case(s) -- if not all the others above -- the
Initiator will be configured explicitly with which certificate to
send, so responding to an enpty CERTREQ i s easy.

The foll owi ng exanpl e shows why initiators need to have sufficient
policy definition to know which certificate to use for a given
connection it initiates.

EXAMPLE: Your client (initiator) is configured with VPN policies for
gateways A and B (representing perhaps corporate partners).
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The policies for the two gateways | ook sonething |ike:

Acrre Conpany policy (gateway A)
Engi neering can access 10.1.1.0
Trusted CA: CA-A, Trusted Users: OU=Engi neering
Partners can access 20.1.1.0
Trusted CA: CA-B, Trusted Users: OU=AcnePartners

Bi zco Conpany policy (gateway B)
Sal es can access 30.1.1.0
Trusted CA: CA-C, Trusted Users: QOU=Sal es
Partners can access 40.1.1.0
Trusted CA: CA-B, Trusted Users: OU=Bi zcoPartners

You are an enpl oyee of Acne and you are issued the follow ng
certificates:

o From CA-A: CN=JoeUser, OQU=Engi neeri ng
o0 From CA-B: CN=JoePart ner, OUJ=Bi zcoPart ners

The client MJIST be configured locally to know which CA to use when
connecting to either gateway. |If your client is not configured to
know the |l ocal credential to use for the renpte gateway, this
scenario will not work either. |If you attenpt to connect to Bizco,
everything will work... as you are presented with responding with a
certificate signed by CA-B or CA-C... as you only have a certificate
fromCA-B you are K. If you attenpt to connect to Acnme, you have an
i ssue because you are presented with an anbi guous policy selection

As the initiator, you will be presented with certificate requests
fromboth CA-A and CA-B. You have certificates issued by both CAs,
but only one of the certificates will be usable. How does the client
know which certificate it should present? It nust have sufficiently
clear local policy specifying which one credential to present for the
connection it initiates.
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