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Abst ract

In a distributed, constraint-based routing environment, the

i nformati on used to conpute a path may be out of date. This means
that Miltiprotocol Label Switching (MPLS) and Generalized MPLS
(QWPLS) Traffic Engineered (TE) Label Switched Path (LSP) setup
requests may be bl ocked by links or nodes w thout sufficient
resources. Crankback is a scheme whereby setup failure information
is returned fromthe point of failure to allow new setup attenpts to
be made avoi ding the bl ocked resources. Crankback can al so be
applied to LSP recovery to indicate the |ocation of the failed |ink
or node.

Thi s docunent specifies crankback signaling extensions for use in
MPLS signaling using RSVP-TE as defined in "RSVP-TE: Extensions to
RSVP for LSP Tunnel s", RFC 3209, and GWLS signaling as defined in
"CGeneralized Miulti-Protocol Label Sw tching (GWLS) Signaling
Functional Description", RFC 3473. These extensions nean that the
LSP setup request can be retried on an alternate path that detours
around bl ocked links or nodes. This offers significant inprovements
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in the successful setup and recovery ratios for LSPs, especially in
situations where a | arge nunber of setup requests are triggered at
the sane tine.
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Section A : Problem Statenent
1. Introduction and Franework
1.1. Background

RSVP- TE (RSVP Extensions for LSP Tunnels) [RFC3209] can be used for
establishing explicitly routed LSPs in an MPLS network. Using RSVP-
TE, resources can al so be reserved along a path to guarantee and/or
control QoS for traffic carried on the LSP. To designhate an explicit
path that satisfies Quality of Service (QS) guarantees, it is
necessary to discern the resources available to each link or node in
the network. For the collection of such resource information,
routing protocols, such as OSPF and Internediate Systemto
Internediate System (1S-1S), can be extended to distribute additiona
state information [ RFC2702].

Explicit paths can be conmputed based on the distributed information
at the LSR (ingress) initiating an LSP and signaled as Explicit

Rout es during LSP establishment. Explicit Routes may contain 'l oose
hops’ and ’abstract nodes’ that convey routing through a collection
of nodes. This nmechani smnmay be used to devol ve parts of the path
conputation to internedi ate nodes such as area border LSRs.

In a distributed routing environment, however, the resource

i nformati on used to conpute a constraint-based path may be out of
date. This neans that a setup request may be bl ocked, for exanple,
because a link or node along the selected path has insufficient
resour ces

In RSVP-TE, a bl ocked LSP setup may result in a PathErr nessage sent
to the ingress, or a ResvErr sent to the egress (termnator). These
messages may result in the LSP setup bei ng abandoned. 1In CGeneralized
MPLS [ RFC3473] the Notify nessage nay additionally be used to
expedite notification of failures of existing LSPs to ingress and
egress LSRs, or to a specific "repair point" -- an LSR responsible
for performng protection or restoration.

These exi sting mechani snms provide a certain ampunt of information
about the path of the failed LSP

General i zed MPLS [ RFC3471] and [ RFC3473] extends MPLS into networks
that manage Layer 2, TDM and | anbda resources as well as packet
resources. Thus, crankback routing is also useful in GWLS networks.

In a network wi thout wavel ength converters, setup requests are likely

to be bl ocked nore often than in a conventional MPLS environnent
because the same wavel ength nust be allocated at each Optical Cross-
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Connect on an end-to-end explicit path. This nakes crankback routing
all the nore inportant in certain GWLS net works.

1.2. Control Plane and Data Pl ane Separation

Thr oughout this docunment, the processes and techni ques are descri bed
as though the control plane and data plane el enments that conprise a
Label Switching Router (LSR) coreside and are related in a one-to-one
manner. This is for the conveni ence of documentation only.

It should be noted that GWLS LSRs nmay be deconposed such that the
control plane conponents are not physically collocated. Furthernore,
one presence in the control plane may control nore than one LSR in
the data plane. These points have several consequences wth respect
to this docunent:

0 The nodes, links, and resources that are reported as errors, are
data plane entities.

o The nodes, areas, and Autonompus Systens (ASs) that report that
they have attenpted re-routing are control plane entities.

0 Where a single control plane entity is responsible for nore than
one data plane LSR, crankback signaling may be inplicit in just
the same way as LSP establishnent signaling nay be.

The above points may be considered self-evident, but are stated here
for absolute clarity.

The stylistic convenience of referring to both the control plane

el ement responsible for a single LSR and the data pl ane conponent of
that LSR sinply as "the LSR' should not be taken to mean that this
docunent is applicable only to a coll ocated one-to-one relationship.
Furthernore, in the majority of cases, the control plane and data

pl ane conponents are related in a 1:1 ratio and are usually

col | ocat ed.

1.3. Repair and Recovery

If the ingress LSR or internedi ate area border LSR knows the | ocation
of the blocked Iink or node, it can designate an alternate path and
then reissue the setup request. Determination of the identity of the
bl ocked 1ink or node can be achi eved by the nechani sm known as

crankback routing [PNNI, ASH1l]. In RSVP-TE, crankback signaling
requires notifying the upstream LSR of the |ocation of the bl ocked
link or node. In sone cases, this requires nore information than is

currently available in the signaling protocols.
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On the other hand, various recovery schenmes for link or node failures
have been proposed in [RFC3469] and include fast re-routing. These
schenes rely on the existence of a protecting LSP to protect the
working LSP, but if both the working and protecting paths fail, it is
necessary to re-establish the LSP on an end-to-end basis, avoiding
the known failures. Simlarly, fast re-routing by establishing a
recovery path on demand after failure requires conputati on of a new
LSP that avoids the known failures. End-to-end recovery for
alternate routing requires the location of the failed |link or node.
Crankback routing schenes could be used to notify the upstream LSRs
of the location of the failure.

Furthernmore, in situations where many link or node failures occur at
the sane tine, the difference between the distributed routing
information and the real -time network state becomes nmuch greater than
in normal LSP setups. LSP recovery mght, therefore, be perforned
with inaccurate information, which is likely to cause setup bl ocking.
Crankback routing could inprove failure recovery in these situations.

The requirenent for end-to-end allocation of |anbda resources in
GWLS networ ks wi t hout wavel ength converters nmeans that end-to-end
recovery may be the only way to recover fromLSP failures. This is
because segnent protection may be much harder to achi eve in networks
of photonic cross-connects where a particular |anbda may al ready be
in use on other links: End-to-end protection offers the choice of use
of another |anbda, but this choice is not available in segnent
protection.

Thi s requirenment nakes crankback re-routing particularly useful in a
GWPLS network, particularly in dynamic LSP re-routing cases (i.e.
when there is no pre-establishnment of the protecting LSP)

1.4. Interaction with TE Fl oodi ng Mechani sns

GWPLS uses Interior Gateway Protocols (1 GPs) (OSPF and IS-1S) to
flood traffic engineering (TE) information that is used to construct
a traffic engineering database (TED) which acts as a data source for
pat h conput ati on.

Crankback signaling is not intended to supplenent or replace the
normal operation of the TE fl oodi ng nechani sm since these nechani sns
are independent of each other. That is, information gathered from
crankback signaling may be applied to conpute an alternate path for
the LSP for which the informati on was signal ed, but the information
is not intended to be used to influence the conputation of the paths
of other LSPs.
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Any requirenent to rapidly flood updates about resource availability
so that they may be applied as deltas to the TED and utilized in
future path conputations are out of the scope of this docunent.

1.5. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. Discussion: Explicit versus Inplicit Re-Routing Indications

There have been problens in service provider networks when
"inferring" fromindirect information that re-routing is all owed.
Thi s docunent proposes the use of an explicit re-routing indication
that authorizes re-routing, and contrasts it with the inferred or
inmplicit re-routing indication that has previously been used.

Various existing protocol options and exchanges, including the error
val ues of PathErr message [ RFC2205, RFC3209] and the Notify nessage
[ RFC3473], allow an inplenmentation to infer a situation where re-
routing can be performed. This allows for recovery from network
errors or resource contention

However, such inference of recovery signaling is not always desirable
since it may be dooned to failure. For exanple, experience of using
rel ease messages in TDM based networks, for anal ogous inplicit and
explicit re-routing indications purposes provides sone gui dance.

Thi s background information is given in Appendix A

It is certainly the case that with topology information distribution,
as perforned with routing protocols such as OSPF, the ingress LSR
could infer the re-routing condition. However, convergence of

topol ogy i nformation using routing protocols is typically slower than
the expected LSP setup tinmes. One of the reasons for crankback is to
avoi d the overhead of avail abl e-1ink-bandw dth flooding, and to nore
efficiently use local state information to direct alternate routing
to the path conputation point.

[ ASH1] shows how event - dependent-routing can just use crankback, and
not avail abl e-1ink-bandwi dth flooding, to decide on the re-route path

in the network through "l earning nodels". Reducing this flooding
reduces overhead and can lead to the ability to support much |arger
AS si zes.

Therefore, the use of alternate routing should be based on an
explicit indication, and it is best to know the follow ng information
separately:
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3.

3.

3.

- where bl ockage/ congesti on occurred.
- whether alternate routing "shoul d" be attenpted.
Requi red Qperation

Section 1 identifies sone of the circunstances under which crankback
may be useful. Crankback routing is performed as described in the
foll owi ng procedures, when an LSP setup request is blocked al ong the
pat h or when an existing LSP fails.

1. Resource Failure or Unavailability

When an LSP setup request is blocked due to unavail abl e resources, an
error nessage response with the location identifier of the bl ockage
should be returned to the LSR initiating the LSP setup (ingress LSR)
the area border LSR, the AS border LSR, or sone other repair point.

This error nessage carries an error specification according to

[ RFC3209] -- this indicates the cause of the error and the node/link
on which the error occurred. Crankback operation may require further
information as detailed in Sections 3.2.1 and 6

A repair point (for exanple, an ingress LSR) that receives crankback
information resulting fromthe failure of an established LSP may
apply local policy to govern how it attenpts repair of the LSP. For
exanple, it may prioritize repair attenpts between nultiple LSPs that
have failed, and it may consider LSPs that have been locally repaired
([ RFC4090]) to be Il ess urgent candidates for end-to-end repair.
Furthernmore, there is a likelihood that other LSRs are al so
attenpting LSP repair for LSPs affected by the sanme fault which may
give rise to resource contention within the network, so an LSR may
stagger its repair attenpts in order to reduce the chance of resource
contenti on.

2. Conputation of an Alternate Path

In a flat network without partitioning of the routing topol ogy, when
the ingress LSR receives the error nmessage, it conputes an alternate
pat h around the bl ocked link or node to satisfy QoS guarantees using
link state information about the network. |[If an alternate path is
found, a new LSP setup request is sent over this path.

On the other hand, in a network partitioned into areas such as with
OSPF, the area border LSR may intercept and term nate the error
response, and performalternate (re-)routing within the downstream
ar ea.
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In a third scenario, any node within an area may act as a repair
point. In this case, each LSR behaves much |ike an area border LSR
as described above. It can intercept and term nate the error
response and performalternate routing. This may be particularly
useful where donains of conputation are applied within the
(partitioned) network, where such domains are not coincident on the
routing partition boundaries. However if, all nodes in the network
performre-routing it is possible to spend excessive network and CPU
resources on re-routing attenpts that would be better nade only at
designated re-routing nodes. This scenario is somewhat |ike 'MPLS
fast re-route’ [RFC4090], in which any node in the MPLS donain can
establish "local repair’ LSPs upon failure notification

3.2.1. Information Required for Re-Routing

In order to correctly conpute a route that avoids the bl ocking
problem a repair point LSR nust gather as nuch crankback information
as possible. Ideally, the repair node will be given the node, link,
and reason for the failure.

The reason for the failure may provide an inportant discrimnator to
hel p deci de what action should be taken. For exanple, a failure that
indicates "No Route to Destination” is likely to give rise to a new
pat h conputati on excluding the reporting LSR but the reason
"Tenporary Control Plane Congestion" might lead to a sinple retry
after a suitabl e pause.

However, even this informati on nay not be enough to help with re-
conputation. Consider for instance an explicit route that contains a
non-explicit abstract node or a |oose hop. In this case, the failed
node and link are not necessarily enough to tell the repair point
which hop in the explicit route has failed. The crankback
informati on needs to indicate where, within the explicit route, the
probl em has occurred.

3.2.2. Signaling a New Route

If the crankback information can be used to conmpute a new route
avoi ding the fail ed/bl ocking network resource, the route can be
signal ed as an Explicit Route.

However, it may be that the repair point does not have sufficient
topol ogy information to conpute an Explicit Route that is guaranteed
to avoid the failed link or node. 1In this case, Route Excl usions

[ RFC4874] may be particularly helpful. To achieve this, [RFC4874]
all ows the crankback information to be presented as route excl usions
to force avoidance of the failed node, link, or resource.
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3. 3. Persi stence of Error |Information

The repair point LSR that computes the alternate path should store
the location identifiers of the bl ockages indicated in the error
message until the LSP is successfully established by downstream LSRs
or until the repair point LSR abandons re-routing attenpts. Since
crankback signaling information may be returned to the same repair
poi nt LSR nore than once while establishing a specific LSP, the
repair point LSR SHOULD maintain a history table of all experienced
bl ockages for this LSP (at least until the routing protocol updates
the state of this information) so that the resulting path

conmput ation(s) can detour all bl ockages

If a second error response is received by a repair point (while it is
perform ng crankback re-routing) it should update the history table
that lists all experienced bl ockages, and use the entire gathered

i nformati on when naking a further re-routing attenpt.

Note that the purpose of this history table is to correlate

i nformati on when repeated retry attenpts are nmade by the sane LSR

For exanpl e, suppose that an attenpt is made to route from A through
B, and B returns a failure with crankback information, an attenpt may
be made to route fromA through C, and this nay also fail with the
return of crankback information. The next attenpt SHOULD NOT be to
route fromA through B, and this nay be achi eved by use of the

hi story table.

The history table can be discarded by the signaling controller for A
if the LSP is successfully established through A. The history table
MAY be retained after the signaling controller for A sends an error
upstream however the value this provides is questionable since a
future retry as a result of crankback re-routing should not attenpt
to route through A. If the history information is retained for a

| onger period it SHOULD be discarded after a local tinmeout has
expired. This tiner is required so that the repair point does not
apply the history table to an attenpt by the ingress to re-establish
a failed LSP, but to allowthe history table to be available for use
in re-routing attenpts before the ingress declares the LSP as fail ed.

It is RECOVWENDED that the repair point LSR discard the history table
using a tinmer no larger than the LSP retry tinmer configured on the
ingress LSR.  The correlation of the tiners between the ingress and
repair point LSRs is typically by manual configuration of timers

|l ocal to each LSR, and is outside the scope of this docunent.

The information in the history table is not intended to suppl enent
the TED for the conputation of paths of other LSPs.
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3.4. Handling Re-Route Failure

Mul tiple blockages (for the same LSP) may occur, and successive setup
retry attenpts nay fail. Retaining error information from previous
attenpts ensures that there is no thrashing of setup attenpts, and
know edge of the bl ockages increases with each attenpt.

It may be that after several retries, a given repair point is unable
to conpute a path to the destination (that is, the egress of the LSP)
that avoids all of the blockages. 1In this case, it nust pass an
error indication nessage upstream It is nost useful to the upstream
nodes (and in particular to the ingress LSR) that nmay repair points
for the LSP setup, if the error indication nmessage identifies all of

t he downstream bl ockages and al so the repair point that was unable to
compute an alternate path.

3.5. Limting Re-Routing Attenpts

It is inportant to prevent endless repetition of LSP setup attenpts
usi ng crankback routing information after error conditions are
signal ed, or during periods of high congestion. It may also be
useful to reduce the nunber of retries, since failed retries wll

i ncrease setup | atency and degrade perfornance by increasing the
anount of signaling processing and nessage exchanges within the

net wor k.

The maxi mum nunber of crankback re-routing attenpts that are all owed
may be limted in a variety of ways. This docunent allows an LSR to
limt the retries per LSP, and assunes that such a limt wll be
applied either as a per-node configuration for those LSRs that are
capable of re-routing, or as a network-w de configuration val ue.

When the nunber of retries at a particular LSR is exceeded, the LSR
will report the failure in an upstreamdirection until it reaches the
next repair point where further re-routing attenpts may be attenpted,
or it reaches the ingress which may act as a repair point or declare
the LSP as failed. It is inportant that the crankback information
this is provided indicates that routing back through this node wll
not succeed; this situation is simlar to that in Section 3.4.

4. Existing Protocol Support for Crankback Re-Routing
Crankback re-routing is appropriate for use with RSVP-TE
1) LSP establishnment may fail because of an inability to route,

per haps because links are down. In this case a PathErr nessage is
returned to the ingress.
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2) LSP establishment may fail because resources are unavail abl e.
This is particularly relevant in GWLS where explicit | abe
control may be in use. Again, a PathErr message is returned to
the ingress.

3) Resource reservation may fail during LSP establishnent, as the
Resv is processed. |If resources are not available on the required
link or at a specific node, a ResvErr nessage is returned to the
egress node indicating "Adm ssion Control failure" [RFC2205]. The
egress is allowed to change the FLOASPEC and try again, but in the
event that this is not practical or not supported (particularly in
the non- PSC context), the egress LSR nay choose to take any one of
the follow ng actions.

- lgnore the situation and allow recovery to happen through Path
refresh nessage and refresh tinmeout [RFC2205].

- Send a PathErr nessage towards the ingress indicating "Adni ssion
Control failure".

Note that in nulti-areal/AS networks, the ResvErr m ght be
intercepted and acted on at an areal/ AS border router

4) It is also possible to nake resource reservations on the forward
path as the Path nessage is processed. This choice is conpatible
with LSP setup in GWLS networks [RFC3471], [RFC3473]. 1In this
case, if resources are not available, a PathErr nessage is
returned to ingress indicating "Adm ssion Control failure"

Crankback infornmati on woul d be useful to an upstream node (such as
the ingress) if it is supplied on a PathErr or a Notify nessage that
is sent upstream

4.1. RSVP-TE
In RSVP-TE, a failed LSP setup attenpt results in a PathErr nessage
returned upstream The PathErr nmessage carries an ERROR_SPEC obj ect,
whi ch indicates the node or interface reporting the error and the
reason for the failure.

Crankback re-routing can be perfornmed explicitly avoiding the node or
i nterface reported.
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4.2. GVWPLS-RSVP-TE

GWPLS extends the error reporting described above by allowing LSRs to
report the interface that is in error in addition to the identity of
the node reporting the error. This further enhances the ability of a
re-conputing node to route around the error

GWLS introduces a targeted Notify message that may be used to report
LSP failures direct to a selected node. This nmessage carries the
sanme error reporting facilities as described above. The Notify
nmessage nmay be used to expedite the propagation of error
notifications, but in a network that offers crankback routing at

mul tiple nodes there would need to be sonme agreenment between LSRs as
to whether PathErr or Notify provides the stinulus for crankback
operation. This agreenent is constrained by the re-routing behavior
sel ection (as listed in Section 5.4). Oherw se, multiple nodes

m ght attenpt to repair the LSP at the sane tine, because:

1) these nmessages can flow through different paths before reaching
the ingress LSR and

2) the destination of the Notify nessage might not be the ingress
LSR

Section B : Sol ution
5. Control of Crankback Operation
5.1. Requesting Crankback and Controlling |In-Network Re-Routing

When a request is made to set up an LSP tunnel, the ingress LSR
shoul d specify whether it wants crankback information to be collected
in the event of a failure, and whether it requests re-routing
attenpts by any or specific intermedi ate nodes. For this purpose, a
Re-routing Flag field is added to the protocol setup request

messages. The correspondi ng val ues are nutual |y excl usive.

No Re-routing The ingress node MAY attenpt re-routing
after failure. Internmedi ate nodes SHOULD
NOT attenpt re-routing after failure.
Nodes detecting failures MJST report an
error and MAY supply crankback information.
This is the default and backwards
compati bl e opti on.

End-to-end Re-routing The ingress node MAY attenpt re-routing

after failure. Internedi ate nodes SHOULD
NOT attenpt re-routing after failure.
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Nodes detecting failures MJST report an
error and SHOULD supply crankback
i nformation.

Boundary Re-routing I nternedi ate nodes MAY attenpt re-routing
after failure only if they are Area Border
Routers or AS Border Routers (ABRs/ASBRs).
The boundary (ABR/ ASBR) can either decide
to forward the error nessage upstreamto
the ingress LSR or try to sel ect another
egress boundary LSR.  CQher internediate
nodes SHOULD NOT attenpt re-routing. Nodes
detecting failures MJST report an error and
SHOULD supply crankback information

Segnent - based Re-routing Any node MAY attenpt re-routing after it
receives an error report and before it
passes the error report further upstream
Nodes detecting failures MJST report an
error and SHOULD supply full crankback
i nformati on.

5.2. Action on Detecting a Failure

A node that detects the failure to setup an LSP or the failure of an
est abli shed LSP SHOULD act according to the Re-routing Flag passed on
the LSP setup request.

I f Segnment-based Re-routing is allowed, or if Boundary Re-routing is
all oned and the detecting node is an ABR or ASBR, the detecting node
MAY i mredi ately attenpt to re-route.

If End-to-end Re-routing is indicated, or if Segment-based or
Boundary Re-routing is allowed and the detecting node chooses not to
make re-routing attenpts (or has exhausted all possible re-routing
attenpts), the detecting node MIUST return a protocol error indication
and SHOULD i nclude full crankback information.

5.3. Limting Re-Routing Attenpts

Each repair point SHOULD apply a locally configurable limt to the
nunber of attenpts it nmakes to re-route an LSP. This helps to
prevent excessive network usage in the event of significant faults,
and all ows back-off to other repair points which may have a better
chance of routing around the probl em
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5

5.

6

6

3.1. New Status Codes for Re-Routing

An error code/value of "Routing Problem/"Re-routing Iimt exceeded"
(24/22) is used to identify that a node has abandoned crankback re-
routing because it has reached a threshold for retry attenpts.

A node receiving an error response with this status code MAY al so
attenpt crankback re-routing, but it is RECOMVENDED t hat such
attenpts be limted to the ingress LSR

4. Protocol Control of Re-Routing Behavior

The LSP_ATTRI BUTES object defined in [ RFC4420] is used on Path
messages to convey the Re-Routing Flag described in Section 4.1
Three bits are defined for inclusion in the LSP Attributes TLV as
follows. The bit nunbers bel ow have been assi gned by | ANA

Bit Nane and Usage
Nunber

1 End-to-end re-routing desired.
This flag indicates the end-to-end re-routing behavior for an
LSP under establishment. This MAY al so be used for
speci fyi ng the behavior of end-to-end LSP recovery for
est abl i shed LSPs.

2 Boundary re-routing desired.
This flag indicates the boundary re-routing behavior for an
LSP under establishment. This MAY al so be used for
speci fying the segnent-based LSP recovery through nested
crankback for established LSPs. The boundary ABR/ ASBR can
either decide to forward the PathErr message upstreamto an
upstream boundary ABR/ ASBR or to the ingress LSR
Alternatively, it can try to select another egress boundary
LSR.

3 Segnent - based re-routing desired
This flag indicates the segnent-based re-routing behavior for
an LSP under establishnent. This MAY al so be used to specify
the segnent -based LSP recovery for established LSPs.

Reporting Crankback | nformation
1. Required Information
As descri bed above, full crankback information SHOULD i ndi cate the

node, link, and other resources, which have been attenpted but have
fail ed because of allocation issues or network failure.
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The default crankback infornmati on SHOULD i ncl ude the interface and
t he node address.

Any address reported in such crankback information SHOULD be an
address that was distributed by the routing protocols (OSPF and | S
I'S) in their TE link state advertisenents. However, sone additional
informati on such as conponent link identifiers is additional to this.

6. 2. Pr ot ocol Extensions

[ RFC3473] defines an |IF_I D ERROR SPEC obj ect that can be used on

Pat hErr, ResvErr and Notify nessages to convey the information
carried in the Error Spec Object defined in [RFC3209]. Additionally,
the 1 F_I D ERROR SPEC (bj ect has the scope for carrying TLVs that
identify the link associated with the error.

The TLVs for use with this object are defined in [RFC3471], and are
listed below They are used in two places. |In the |IF_|ID RSVP_HOP
object they are used to identify links. 1In the |IF_ID ERROR SPEC
object they are used to identify the failed resource which is usually
the downstream resource fromthe reporting node.

Type Length Format Description
1 8 | Pv4 Addr. |Pv4 (I'nterface address)
2 20 | Pv6 Addr. |Pv6 (I'nterface address)
3 12 Conpound I F_1 NDEX (I'nterface index)
4 12 Conpound COVPONENT _| F_ DOANSTREAM ( Conponent i nterface)
5 12 Conpound COVPONENT_|I F_UPSTREAM  ( Conponent interface)

Note that TLVs 4 and 5 are obsol eted by [ RFC4201] and SHOULD NOT be
used to identify conmponent interfaces in | F_ID ERROR SPEC obj ects.

In order to facilitate reporting of crankback information, the
followi ng additional TLVs are defi ned.
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6 var See bel ow DOMSTREAM LABEL (GWPLS | abel)

7 var See bel ow UPSTREAM LABEL (GWPLS | abel)

8 8 See bel ow NODE | D (TE Router |D)

9 X See bel ow OSPF_AREA (Area I D

10 X See below |SIS_AREA (Area I D

11 8 See bel ow AUTONOMOUS SYSTEM (Aut ononpus systen)
12 var See bel ow ERO _CONTEXT ( ERO subobj ect)

13 var See bel ow ERO NEXT_ CONTEXT ( ERO subobj ect s)

14 8 | Pv4 Addr. PREVI QUS HOP_I Pv4 (Node address)

15 20 | Pv6 Addr. PREVI QUS HOP_I Pv6 (Node address)

16 8 | Pv4 Addr. |1 NCOM NG | Pv4 (I'nterface address)
17 20 | Pv6 Addr. |1 NCOM NG | Pv6 (I'nterface address)
18 12 Conpound I NCOM NG _| F_I NDEX (I'nterface index)
19 var See bel ow | NCOM NG_DOM_LABEL (GWPLS | abel)

20 var See bel ow | NCOM NG UP_LABEL (QWPLS | abel)

21 8 See bel ow REPORTI NG NODE | D (Router |D)

22 X See bel ow REPORTI NG OSPF_AREA (Area I D

23 X See bel ow REPORTI NG | SI' S _AREA (Area I D

24 8 See bel ow REPORTI NG _AS (Aut ononpus systen)
25 var See bel ow PROPCSED ERO ( ERO subobj ect s)

26 var See bel ow NODE_EXCLUSI ONS (Li st of nodes)

27 var See bel ow LI NK _EXCLUSI ONS (List of interfaces)

For types 1, 2, and 3 the format of the Value field is already
defined in [ RFC3471].

For types 14 and 16, the format of the Value field is the sane as for

type 1.
For types 15 and 17, the format of the Value field is the sane as for
type 2.
For type 18, the format of the Value field is the sane as for type 3.

For types 6, 7, 19, and 20, the length field is variable and the
Value field is a |label as defined in [RFC3471]. As with all uses of
| abels, it is assunmed that any node that can process the | abe

i nformati on knows the syntax and semantics of the |label fromthe
context. Note that all TLVs are zero-padded to a nultiple of four
octets so that if a label is not itself a nultiple of four octets, it
must be di sanbiguated fromthe trailing zero pads by know edge
derived fromthe context.
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For types 8 and 21, the Value field has the format:

0 1 2 3

012345678901 23456789012345678901
o bm bm bm bm bm bm bm bm bm bm bm bm bm bm bm bm bm bm o bm bm o o o o o o o o o o
| Router ID |
o bm bm bm bm bm bm bm bm bm bm bm bm bm bm bm bm bm b bm b be e b b e e e e e e e

Router ID: 32 bits

The TE Router ID (TLV type 8) or the Router ID (TLV type 21)
used to identify the node within the | GP.

For types 9 and 22, the Value field has the format:

0 1 2 3

01234567890123456789012345678901
T S T i T T S e
| OSPF Area ldentifier |
s i S e i i T s S S T ol ST S e e

OSPF Area ldentifier

The 4-octet area identifier for the node. This identifies the
area where the failure has occurred.

For types 10 and 23, the Value field has the fornmat:

0 1 2 3

01234567890123456789012345678901
L e i S e I S ek i S N SR S
| Lengt h | IS-1S Area ldentifier |
B i s T T i i o S o T Ji I
~ IS-1S Area ldentifier (continued) ~
I I S T S S i i L A SUE SN DU SRS

Lengt h

Length of the actual (non-padded) 1S 1S Area ldentifier in
octets. Valid values are from2 to 11 inclusive.

I1S-1S Area ldentifier

The variable-length 1S-1S area identifier. Padded with
trailing zeroes to a four-octet boundary.
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For types 11 and 24, the Value field has the format:

0 1 2 3

01234567890123456789012345678901
i i i T i I S i e s o o i i
| Aut ononpus Syst em Numrber |
R et e s i o e s i i

Aut ononobus System Number: 32 bits

The AS Nunber of the associated Autononpbus System Note that
if 16-bit AS nunbers are in use, the |low order bits (16
through 31) shoul d be used and the high order bits (0 through
15) shoul d be set to zero.

For types 12, 13, and 25, the Value field has the fornmat:

0 1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| |
~ ERO Subobj ect s ~

I I
I S i o T s S S S e s s T
ERO Subobj ect s:
A sequence of Explicit Route Object (ERO subobjects. Any ERO
subobj ects are all owed whether defined in [ RFC3209],
[ RFC3473], or other documents. Note that ERO subobjects
contain their own types and | engths.
For type 26, the Value field has the format:
0 1 2 3
01234567890123456789012345678901
R et e s i o e s i i
I I
~ Node Identifiers ~
I I
+- +

T T S
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6

6

Node ldentifiers:

A sequence of TLVs as defined here of types 1, 2, or 8 that

i ndi cat es downstream nodes that have already participated in
crankback attenpts and have been decl ared unusable for the
current LSP setup attenpt. Note that an interface identifier
may be used to identify a node.

For type 27, the Value field has the fornmat:

0 1 2 3
01234567890123456789012345678901
T S S S T S i S T S U A

+- +

L Link Identifiers L

|+- T S i T S I i i T S S S S S S B S A s o +-L
Link Identifiers:

A sequence of TLVs as defined here of the same format as type

1, 2 or 3 TLVs that indicate incomng interfaces at downstream
nodes that have already participated in crankback attenpts and
have been decl ared unusable for the current LSP setup attenpt.

3. Q@Qidance for Use of |IF_|ID ERROR SPEC TLVs
3.1. GCeneral Principles

I f crankback is not being used, inclusion of an | F_ | D ERROR SPEC
object in PathErr, ResvErr, and Notify messages follows the
processing rules defined in [ RFC3473] and [ RFC4201]. A sender MNAY
i nclude additional TLVs of types 6 through 27 to report crankback
information for informational/nonitoring purposes.

I f crankback is being used, the sender of a PathErr, ResvErr, or
Notify message MUST use the | F_I D ERROR _SPEC object and MJST i ncl ude
at least one of the TLVs in the range 1 through 3 as described in

[ RFC3473], [RFC4201], and the previous paragraph. Additional TLVs
SHOULD al so be included to report further information. The follow ng
section gives advice on which TLVs shoul d be used under different

ci rcumstances, and which TLVs nust be supported by LSRs.

Note that all such additional TLVs are optional and MAY be onitted.
I nclusion of the optional TLVs SHOULD be perforned where doing so
helps to facilitate error reporting and crankback. The TLVs fal
into three categories: those that are essential to report the error,
those that provide additional information that is or may be
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fundanmental to the utility of crankback, and those that provide
additional information that may be useful for crankback in sone
ci rcunst ances

Note that all LSRs MJST be prepared to receive and forward any TLV as
per [RFC3473]. This includes TLVs of type 4 or 5 as defined in

[ RFC3473] and obsol eted by [ RFC4201]. There is, however, no
requirenent for an LSR to actively process any but the TLVs defined
in [RFC3473]. An LSR that proposes to perform crankback re-routing
SHOULD support recei pt and processing of all of the fundanenta
crankback TLVs, and is RECOVMENDED to support the receipt and
processing of the additional crankback TLVs.

It should be noted, however, that sone assunptions about the TLVs
that will be used MAY be made based on the depl oynent scenarios. For
exanple, a router that is deployed in a single-area network does not
need to support the receipt and processing of TLV types 22 and 23.
Those TLVs might be inserted in an | F_|I D ERROR SPEC obj ect, but woul d
not need to be processed by the receiver of a PathErr nessage.

6.3.2. Error Report TLVs

Error Report TLVs are those in the range 1 through 3. (Note that the
obsol eted TLVs 4 and 5 may be considered in this category, but SHOULD
NOT be used.)

As stated above, when crankback information is reported, the IF_ID
ERROR_SPEC obj ect MUST be used. When the |IF_|ID ERROR SPEC object is
used, at |least one of the TLVs in the range 1 through 3 MJST be
present. The choice of which TLV to use will be dependent on the
circunstance of the error and device capabilities. For exanple, a
devi ce that does not support IPv6 will not need the ability to create
a TLV of type 2. Note, however, that such a device MJST still be
prepared to receive and process all error report TLVs.

6.3.3. Fundanental Crankback TLVs

Many of the TLVs report the specific resource that has failed. For
exanple, TLV type 1 can be used to report that the setup attenpt was
bl ocked by some formof resource failure on a specific interface
identified by the I P address supplied. TLVs in this category are 1
through 11, although TLVs 4 and 5 may be considered to be excluded
fromthis category by dint of having been obsol et ed.

These TLVs SHOULD be supplied whenever the node detecting and
reporting the failure with crankback information has the infornmation
avail able. (Note that sonme of these TLVs MJST be included as
described in the previous two sections.)
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The TLVs of type 8, 9, 10, and 11 MAY, however, be omitted according
to local policy and rel evance of the informtion

6.3.4. Additional Crankback TLVs

Some TLVs help to locate the fault within the context of the path of
the LSP that was being set up. TLVs of types 12, 13, 14, and 15 help
to set the context of the error within the scope of an explicit path
that has | oose hops or non-precise abstract nodes. The ERO cont ext
information is not always a requirenent, but a node may notice that
it is a menber of the next hop in the ERO (such as a | oose or non-
speci fic abstract node) and deduce that its upstream nei ghbor may
have sel ected the path using next hop routing. |In this case,
providing the ERO context will be useful to the upstream node that
performs re-routing.

Note the distinction between TLVs 12 and 13 is the distinction
between "this is the hop | was trying to satisfy when | failed" and
"this is the next hop | was trying to reach when | failed"

Reporting nodes SHOULD al so supply TLVs fromthe range 12 through 20
as appropriate for reporting the error. The reporting nodes MAY al so
supply TLVs fromthe range 21 through 27

Note that in deciding whether a TLV in the range 12 through 20 "is
appropriate", the reporting node shoul d consi der anongst ot her
things, whether the information is pertinent to the cause of the
failure. For exanple, when a cross-connection fails, it my be that
the outgoing interface is faulted, in which case only the interface
(for exanple, TLV type 1) needs to be reported, but if the problemis
that the incom ng interface cannot be connected to the outgoing

i nterface because of tenporary or permanent cross-connect

limtations, the node should al so include reference to the incom ng
interface (for exanple, TLV type 16).

Four TLVs (21, 22, 23, and 24) allow the location of the reporting
node to be expanded upon. These TLVs would not be included if the
information is not of use within the |local system but mght be added
by ABRs relaying the error. Note that the Reporting Node ID (TLV 21)
need not be included if the I P address of the reporting node as
indicated in the ERROR SPEC itself, is sufficient to fully identify

t he node.

The last three TLVs (25, 26, and 27) provide additional information
for reconputation points. The reporting node (or a node forwarding
the error) MAY nmake suggestions about how the error could have been
avoi ded, for exanple, by supplying a partial ERO that would cause the
LSP to be successfully set up if it were used. As the error
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propagat es back upstream and as crankback routing is attenpted and
fails, it is beneficial to collect lists of failed nodes and |inks so
that they will not be included in further conputations perforned at
upstream nodes. These lists may also be factored into route

excl usi ons [ RFC4874].

Note that there is no ordering requirenment on any of the TLVs within
the IF_ID Error Spec, and no inplication should be drawn fromthe
ordering of the TLVs in a received IF_ID Error Spec.

The deci sion of precisely which TLV types a reporting node includes
i s dependent on the specific capabilities of the node, and is outside
the scope of this docunent.

6.3.5. Gouping TLVs by Failure Location

Further guidance as to the inclusion of crankback TLVs can be given
by grouping the TLVs according to the |location of the failure and the
context within which it is reported. For exanple, a TLV that reports
an area identifier would only need to be included as the crankback
error report transits an area boundary.
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Resource Fail ure

6 DOWNSTREAM LABEL
7 UPSTREAM LABEL
Interface Failures
1 | Pv4
2 | Pv6
3 I F_I NDEX
4 COVPONENT _| F_DOANSTREAM (obsol et ed)
5 COVPONENT _| F_UPSTREAM  (obsol et ed)
12 ERO_CONTEXT
13 ERO_NEXT_CONTEXT
14 PREVI QUS_HOP_| Pv4
15 PREVI QUS_HOP_| Pv6
16 I NCOM NG | Pv4
17 I NCOM NG _| Pv6
18 I NCOM NG | F_I NDEX
19 | NCOM NG_DOWN_LABEL
20 | NCOM NG_UP_LABEL
Node Fail ures
8 NODE I D
21 REPORTI NG_NODE | D
Area Fail ures
9 OSPF_AREA
10 | SI'S_AREA
22 REPORTI NG_OSPF_AREA
23 REPORTI NG _| SI S_AREA
25 PROPCSED _ERO
26 NODE_EXCLUSI ONS
27 L1 NK_EXCLUSI ONS
AS Fai l ures
11 AUTONOMOUS_SYSTEM
24 REPORTI NG_AS

Al t hough di scussi on of aggregation of crankback information is out of
the scope of this docunment, it should be noted that this topic is
closely aligned to the information presented here. Aggregation is

di scussed further in Section 6.4.5.

6.3.6. Alternate Path lIdentification
No new object is used to distinguish between Pat h/ Resv nessages for
an alternate LSP. Thus, the alternate LSP uses the same SESSI ON and

SENDER_TEMPLATE/ FI LTER_SPEC obj ects as the ones used for the initia
LSP under re-routing.
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6.4. Action on Receiving Crankback I nformation
6.4.1. Re-Route Attenpts

As described in Section 2, a node receiving crankback information in
a PathErr nust first check to see whether it is allowed to perform
re-routing. This is indicated by the Re-routing Flags in the
LSP_ATTRI BUTES obj ect during an LSP setup request.

If a node is not allowed to performre-routing it should forward the
Pat hErr nessage, or if it is the ingress report the LSP as having
fail ed.

If re-routing is allowed, the node should attenpt to conpute a path
to the destination using the original (received) explicit path and
excluding the failed/blocked node/link. The new path should be added
to an LSP setup request as an explicit route and signal ed.

LSRs perform ng crankback re-routing should store all received
crankback information for an LSP until the LSP is successfully
established or until the node abandons its attenpts to re-route the
LSP. On the next crankback re-routing path conputation attenpt, the
LSR shoul d exclude all the failed nodes, links and resources reported
from previous attenpts.

It is an inplenmentation decision whether the crankback information is
di scarded i medi ately upon a successful LSP establishnent or retained
for a period in case the LSP fails.

6.4.2. Location lIdentifiers of Blocked Links or Nodes

In order to compute an alternate path by crankback re-routing, it is
necessary to identify the bl ocked |inks or nodes and their |ocations.
The common identifier of each link or node in an MPLS network shoul d
be specified. Both protocol-independent and protocol - dependent
identifiers may be specified. Al though a general identifier that is
i ndependent of other protocols is preferable, there are a coupl e of
restrictions on its use as described in the foll owi ng subsection

In link state protocols such as OSPF and IS-1S, each Iink and node in
a network can be uniquely identified, for exanple, by the context of
a TE Router ID and the Link ID. |If the topol ogy and resource

i nformati on obtained by OSPF advertisenents is used to conmpute a
constraint-based path, the |ocation of a bl ockage can be represented
by such identifiers.
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Not e that when the routing-protocol-specific link identifiers are
used, the Re-routing Flag on the LSP setup request nust have been set
to show support for boundary or segment-based re-routing.

In this docurment, we specify routing protocol specific |ink and node
identifiers for OSPFv2, OSPFv3, and IS-1S for IPv4 and | Pv6. These
identifiers may only be used if segnent-based re-routing is
supported, as indicated by the Routing Behavior flag on the LSP setup
request.

6.4.3. Locating Errors within Loose or Abstract Nodes

The explicit route on the original LSP setup request nay contain a

| oose or an Abstract Node. |In these cases, the crankback infornation
may refer to links or nodes that were not in the original explicit
rout e.

In order to conpute a new path, the repair point my need to identify
the pair of hops (or nodes) in the explicit route between which the
error/ bl ockage occurred.

To assist this, the crankback information reports the top two hops of
the explicit route as received at the reporting node. The first hop
will likely identify the node or the link, the second hop wll
identify a "next’ hop fromthe original explicit route.

6.4.4. Wen Re-Routing Fails

When a node cannot or chooses not to perform crankback re-routing, it
must forward the PathErr nessage further upstream

However, when a node was responsible for expanding or replacing the
explicit route as the LSP setup was processed, it MJST update the
crankback information with regard to the explicit route that it
received. Only if this is done will the upstream nodes stand a
chance of successfully routing around the probl em

6.4.5. Aggregation of Crankback Information

When a setup blocking error or an error in an established LSP occurs
and crankback information is sent in an error notification nessage,
an upstream node nay choose to attenpt crankback re-routing. |If that
node’'s attenpts at re-routing fail, the node will accunul ate a set of
failure informati on. Wen the node gives up, it MJST propagate the
failure nessage further upstream and include crankback information
when it does so.
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Including a full list of all failures that have occurred due to

mul tiple crankback failures by multiple repair point LSRs downstream
could lead to too nmuch signaled information using the protoco

ext ensi ons described in this docunment. A conpression nmechani sm for
such information is available using TLVs 26 and 27. These TLVs all ow
for a more concise accunul ation of failure informati on as crankback
failures are propagated upstream

Aggregation may involve reporting all links froma node as unusabl e
by flaggi ng the node as unusable, flagging an ABR as unusabl e when
there is no downstream path available, or including a TLV of type 9
which results in the exclusion of the entire area, and so on. The
preci se details of how aggregation of crankback information is
performed are beyond the scope of this docunent.

6.5. Notification of Errors
6.5.1. ResvErr Processing

As described above, the resource allocation failure for RSVP-TE may
occur on the reverse path when the Resv nessage is being processed.

In this case, it is still useful to return the received crankback
information to the ingress LSR.  However, when the egress LSR
receives the ResvErr nessage, per [RFC2205] it still has the option

of re-issuing the Resv with different resource requirenents (although
not on an alternate path).

When a ResvErr carrying crankback information is received at an
egress LSR, the egress LSR MAY ignore this object and performthe
same actions that it would performfor any other ResvErr. However,
if the egress LSR supports the crankback extensions defined in this
docunent, and after all local recovery procedures have failed, it
SHOULD generate a Pat hErr message carrying the crankback information
and send it to the ingress LSR

If a ResvErr reports on nore than one FILTER SPEC (because the Resv
carried nore than one FILTER SPEC) then only one set of crankback

i nformati on should be present in the ResvErr and it should apply to
all FILTER SPEC carried. |In this case, it may be necessary per

[ RFC2205] to generate nore than one Pat hErr.

Farrel, et al. St andards Track [ Page 27]



RFC 4920 Crankback Signaling Extensions July 2007

6.5.2. Notify Message Processing

[ RFC3473] defines the Notify message to enhance error reporting in
RSVP- TE networks. This nmessage is not intended to replace the

Pat hErr and ResvErr nessages. The Notify message is sent to
addresses requested on the Path and Resv nmessages. These addresses
could (but need not) identify the ingress and egress LSRs,
respectively.

Wien a network error occurs, such as the failure of |ink hardware,
the LSRs that detect the error MAY send Notify nessages to the
request ed addresses. The type of error that causes a Notify nessage
to be sent is an inplenentation detail

In the event of a failure, an LSR that supports [RFC3473] and the
crankback extensions defined in this document MAY choose to send a
Notify message carrying crankback information. This would ensure a
speedi er report of the error to the ingress and/or egress LSRs.

6. 6. Error Val ues

Error values for the Error Code "Admi ssion Control Failure" are
defined in [ RFC2205]. Error values for the error code "Routing
Probl emt are defined in [ RFC3209] and [ RFC3473].

A new error value is defined for the error code "Routing Probleni.
"Re-routing limt exceeded" indicates that re-routing has fail ed
because the nunmber of crankback re-routing attenpts has gone beyond
the predeternined threshold at an individual LSR

6.7. Backward Conpatibility

It is recognized that not all nodes in an RSVP-TE network w ||
support the extensions defined in this docunent. It is inportant
that an LSR that does not support these extensions can continue to
process a PathErr, ResvErr, or Notify nessage even if it carries the
new y defined | F_I D ERROR_SPEC information (TLVS).

Thi s docunent does not introduce any backward conpatibility issues

provi ded that existing inplenentations conformto the TLV processing
rules defined in [ RFC3471] and [ RFC3473].
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7. LSP Recovery Considerations

LSP recovery is performed to recover an established LSP when a
failure occurs along the path. 1In the case of LSP recovery, the

ext ensi ons for crankback re-routing explai ned above can be applied
for inproving performance. This section gives an exanple of applying
the above extensions to LSP recovery. The goal of this example is to
gi ve a general overview of how this mght work, and not to give a
detail ed procedure for LSP recovery.

Al t hough there are several techniques for LSP recovery, this section
expl ains the case of on-demand LSP recovery, which attenpts to set up
a new LSP on demand after detecting an LSP failure.

7.1. Upstream of the Fault

When an LSR detects a fault on an adjacent downstream|link or node, a
Pat hErr nessage is sent upstream |n GWLS, the ERROR SPEC obj ect
may carry a Path_State Renove Flag indication. Each LSR receiving
the message then rel eases the corresponding LSP. (Note that if the
state renoval indication is not present on the PathErr nmessage, the
i ngress node MJST issue a Pat hTear nessage to cause the resources to
be released.) If the failed LSP has to be recovered at an upstream
LSR, the IF_I D ERROR SPEC that includes the location information of
the failed link or node is included in the PathErr nmessage. The
ingress, intermediate area border LSR or indeed any repair point
permtted by the Re-routing Flags, that receives the PathErr nessage
can term nate the nessage and then performalternate routing.

In a flat network, when the ingress LSR receives the Pat hErr nessage
with the | F_ID ERROR_SPEC TLVs, it conputes an alternate path around
the bl ocked link or node satisfying the QS guarantees. |If an
alternate path is found, a new Path message is sent over this path
toward the egress LSR

In a network segnmented into areas, the foll ow ng procedures can be
used. As explained in Section 5.4, the LSP recovery behavior is
indicated in the Flags field of the LSP_ATTRI BUTES object of the Path
message. |If the Flags indicate "End-to-end re-routing", the PathErr
nmessage is returned all the way back to the ingress LSR which may
then i ssue a new Pat h nmessage al ong anot her path, which is the sane
procedure as in the flat network case above.

If the Flags field indicates Boundary re-routing, the ingress area
border LSR MAY term nate the Pat hErr nmessage and then perform
alternate routing within the area for which the area border LSR is
the ingress LSR
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If the Flags field indicates segnment-based re-routing, any node NMAY
apply the procedures descri bed above for Boundary re-routing.

2. Downstream of the Fault

This section only applies to errors that occur after an LSP has been
established. Note that an LSR that generates a PathErr with

Pat h_St at e_Renpve Fl ag SHOULD al so send a Pat hTear downstreamto

cl ean up the LSP.

A node that detects a fault and is downstream of the fault MAY send a
Pat hErr and/or Notify message containing an | F_| D ERROR SPEC t hat
i ncludes the location information of the failed Iink or node, and MAY
send a PathTear to clean up the LSP at all other downstream nodes.

However, if the reservation style for the LSP is Shared Explicit (SE)
the detecting LSR MAY choose not to send a PathTear -- this | eaves
the downstream LSP state in place and facilitates nake-before-break
repair of the LSP re-utilizing downstreamresources. Note that if
the detecting node does not send a Pat hTear inmedi ately, then the
unused state will tineout according to the normal rules of [RFC2205].

At a well-known nerge point, an ABR or an ASBR, a simlar decision

m ght also be made so as to better facilitate nake-before-break
repair. In this case, a received PathTear m ght be ’'absorbed’ and
not propagated further downstream for an LSP that has an SE
reservation style. Note, however, that this is a divergence fromthe
protocol and m ght severely inpact normal tear-down of LSPs.

| ANA Consi der ati ons

1. Error Codes

IANA maintains a registry called "RSVP Paraneters” with a subregistry
called "Error Codes and d obal | y-Defi ned Error Val ue Sub- Codes"

Thi s subregistry includes the RSVP-TE "Routing Problent error code
that is defined in [ RFC3209].

| ANA has assigned a new error value for the "Routing Problent error
code as foll ows:

22 Re-routing lint exceeded.

Farrel, et al. St andards Track [ Page 30]



RFC 4920 Crankback Signaling Extensions July 2007

8.2. |F_ID ERROR SPEC TLVs

The |1 F_I D ERROR SPEC TLV type val ues defined in [ RFC3471] are
mai ntained by ANA in the "Interface | D Types" subregistry of the
"GWPLS Signaling Paraneters" registry.

| ANA has nmade new assignnents fromthis subregistry for the new TLV
types defined in Section 6.2 of this docunent.

8.3. LSP_ATTRI BUTES Obj ect

I ANA nmai ntains an "RSVP TE Paraneters" registry with an "Attributes
Fl ags" subregistry. |1ANA has nmade three new allocations fromthis
registry as listed in Section 5. 4.

These bits are defined for inclusion in the LSP Attri butes TLV of the
LSP_ATTRI BUTES. The val ues shown have been assi gned by | ANA

9. Security Considerations

The RSVP-TE trust nodel assumes that RSVP-TE nei ghbors and peers
trust each other to exchange |egitimate and non-nalici ous nessages.
This assunption is necessary in order that the signaling protocol can
function.

Note that this trust nodel is assuned to cascade. That is, if an LSR
trusts its neighbors, it extends this trust to all LSRs that its

nei ghbor trusts. This neans that the trust nodel is usually applied
across the whole network to create a trust domain.

Aut henti cation of neighbor identity is already a standard provision
of RSVP-TE, as is the protection of messages agai nst tanpering and
spoofing. Refer to [RFC2205], [RFC3209], and [RFC3473] for a
description of applicable security considerations. These

consi derati ons and nechani sns are applicable to hop-by-hop nessage
exchanges (such as used for crankback propagati on on PathErr
messages) and directed nessage exchanges (such as used for crankback
propagati on on Notify nessages).

Key managenent may al so be used with RSVP-TE to help to protect

agai nst inpersonation and nessage content falsification. This

requi res the maintenance, exchange, and configuration of keys on each
LSR. Note that such maintenance may be especially onerous to
operators, hence it is inportant to linmt the nunber of keys while
ensuring the required | evel of security.

Thi s docunent does not introduce any protocol elenments or nessage
exchanges that change the operation of RSVP-TE security.
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However, it should be noted that crankback is envisaged as an inter-
domai n mechani sm and as such it is likely that crankback information
i s exchanged over trust domain borders. |In these cases, it is
expected that the information fromw thin a nei ghboring domain woul d
be of little or no value to the node perform ng crankback re-routing
and woul d be ignored. 1In any case, it is highly likely that the
reporting domain will have applied some form of information
aggregation in order to preserve the confidentiality of its network

t opol ogy.

The issue of a direct attack by one donai n upon another domain is
possi bl e and donai n admi ni strators shoul d apply policies to protect
their domai ns agai nst the results of another donmain attenpting to
thrash LSPs by allowing themto set up before reporting them as
failed. On the whole, it is expected that conmercial contracts

bet ween trust donmmins will provide a degree of protection

A nore serious threat might arise if a domain reports that neither it
nor its downstream nei ghbor can provide a path to the destination
Such a report could be bogus in that the reporting domai n m ght not
have all owed t he downstream dormai n the chance to attenpt to provide a
path. Note that the sane problem does not arise for nodes within a
domai n because of the trust nodel. This type of malicious behavior
is hard to overcone, but nmay be detected by use of indirect path
comput ation requests sent direct to the falsely reported domain using
mechani sms such as the Path Conputation El ement [ RFC4655].

Note that a separate docunment describing inter-domain MPLS and GWPLS
security considerations will be produced.

Finally, it should be noted that while the extensions in this
docunent introduce no new security holes in the protocols, should a
mal i ci ous user gain protocol access to the network, the crankback
informati on m ght be used to prevent establishnent of valid LSPs.
Thus, the existing security features available in RSVP-TE shoul d be
carefully considered by all deployers and SHOULD be nade avail abl e by
all inplementations that offer crankback. Note that the

i mpl ementation of re-routing attenpt thresholds are also particularly
useful in this context.
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Appendi x A.  Experience of Crankback in TDM Based Networks

Experi ence of using rel ease nessages in TDM based networ ks for
anal ogous repair and re-routing purposes provides sone gui dance.

One can use the receipt of a rel ease nessage with a Cause Val ue (CV)
indicating "link congestion" to trigger a re-routing attenpt at the
originating node. However, this sonetimes |eads to problens.

K o e e e e e e e e e e e e * K o e e e e e e e e e e e e e *
I || I
| N2 ----------- N3-|--]----- AT--- EQ2 |
|| Y. I I
|| [ l--1- 7 I
|| [ N T |
|| [ A I
|| [l--1- I
|| | /1 Vo I
| NL ----------- Ng-|--|----- ECL |
| || I
K e e e e e e e e e e e mm - - * K e e e e e e e e m m = - *
Al A2
Figure 1. Exanple of network topol ogy
Figure 1 illustrates four exanples based on service-provider
experiences with respect to crankback (i.e., explicit indication)
versus inplicit indication through a release with CV. In this

exanple, N1, N2,N3, and N4 are located in one area (A1), and AT,
EQL, and EQ2 are in another area (A-2).

Note that two distinct areas are used in this exanple to clearly
expose the issues. 1In fact, the issues are not limted to nulti-area
net wor ks, but arise whenever path conputation is distributed

t hroughout the network, for exanple, where | oose routes, AS routes,

or path conputation donains are used

1. A connection request fromnode N1 to EOL may route to N4 and then
find "all circuits busy". N4 returns a release nessage to N1 with
CV34 indicating all circuits busy. Normally, a node such as Nl is
programmed to bl ock a connection request when receiving CV34,
al though there is good reason to try to alternately route the
connection request via N2 and N3.
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Sone service providers have inplenented a techni que call ed Route
Advance (RA), where if a node that is RA capable receives a

rel ease message with Cv34, it will use this as an inplicit re-
route indication and try to find an alternate route for the
connection request if possible. 1In this exanple, alternate route
N1- N2- N3-EOL can be tried and may wel |l succeed.

2. Suppose a connection request goes fromN2 to N3 to AT while trying
to reach EO2 and is blocked at |link AT-EQ2. Node AT returns a
Cv34 and with RA, N2 may try to re-route N2-N1- N4- AT-EQ2, but of
course this fails again. The problemis that N2 does not realize
where this bl ocking occurred based on the Cv34, and in this case
there is no point in further alternate routing.

3. However, in another case of a connection request fromN2 to EO02,
suppose that link N3-AT is blocked. In this case N3 should return
crankback i nformati on (and not CV34) so that N2 can alternate
route to N1-N4- AT-EQ®2, which may well be successful

4. In a final exanple, for a connection request fromEOL to N2, EOL
first tries to route the connection request directly to N3.
However, node N3 may reject the connection request even if there
is bandwi dth available on Iink N3-EOL (perhaps for priority
routing considerations, e.g., reserving bandw dth for high
priority connection requests). However, when N3 returns CV34 in
the rel ease nmessage, EOL bl ocks the connection request (a norma
response to CV34 especially if E0O1-N4 is already known to be
bl ocked) rather than trying to alternate route through AT-N3-N2,
whi ch might be successful. [|f N3 returns crankback information,
EQL could respond by trying the alternate route.

It is certainly the case that with topol ogy exchange, such as
OSPF, the ingress LSR could infer the re-routing condition.
However, convergence of routing information is typically slower
than the expected LSP setup tines. One of the reasons for
crankback is to avoid the overhead of avail abl e-1i nk-bandwi dth
flooding, and to nore efficiently use local state information to
direct alternate routing at the ingress-LSR

[ ASH1] shows how event - dependent-routing can just use crankback, and
not avail abl e-1ink-bandwi dth flooding, to decide on the re-route path

in the network through "l earning nodels". Reducing this flooding
reduces overhead and can lead to the ability to support much |arger
AS si zes.

Therefore, the alternate routing should be indicated based on an
explicit indication (as in exanples 3 and 4), and it is best to know
the followi ng information separately:
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a) where bl ockage/ congestion occurred (as in exanples 1-2)
and

b) whether alternate routing "shoul d* be attenpted even if there
is no "bl ockage" (as in exanple 4).
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