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Connected ldentity in the Session Initiation Protocol (SIP)
Status of This Meno

Thi s document specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.

Copyri ght Notice
Copyright (C) The IETF Trust (2007).
Abst ract

Thi s docunent provides a neans for a Session Initiation Protoco
(SIP) User Agent (UA) that receives a dialog-formng request to
supply its identity to the peer UA by nmeans of a request in the
reverse direction, and for that identity to be signed by an

Aut hentication Service. Because of retargeting of a dial og-formng
request (changing the value of the Request-URI), the UA that receives
it (the User Agent Server, UAS) can have a different identity from
that in the To header field. The same mechani smcan be used to

i ndicate a change of identity during a dialog, e.g., because of sone
action in the Public Switched Tel ephone Network (PSTN) behind a
gateway. This docunent normatively updates RFC 3261 (Sl P)
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1.

I nt roducti on

The Session Initiation Protocol (SIP) (RFC 3261 [1]) initiates
sessions but also provides information on the identities of the
parties at both ends of a session. Users need this infornmation to
hel p deternine how to deal with comunications initiated by a SIP
The identity of the party who answers a call can differ fromthat of
the initial called party for various reasons such as call forwarding,
call distribution and call pick-up. Furthermore, once a call has
been answered, a party can be replaced by a different party with a
different identity for reasons such as call transfer, call park and
retrieval, etc. Although in sonme cases there can be reasons for not
disclosing these identities, it is desirable to have a mechani smfor
providing this information.

This docunent extends the use of the From header field to allowit to
convey what is conmonly called "connected identity" information (the
identity of the connected user) in either direction within the

context of an existing INVITE-initiated dialog. It can be used to
convey:
o the callee identity to a caller when a call is answered;

o the identity of a potential callee prior to answer; or

o the identity of a user that replaces the caller or callee
followi ng a call rearrangenent such as call transfer carried out
within the PSTN or within a back-to-back user agent (B2BUA) using
third party call control techniques

Note that the use of standard SIP call transfer techniques,
i nvol ving the REFER nethod, leads to the establishment of a new
di al og and hence normal mechanisns for caller and callee identity

appl y.

The provision of the identity of the responder in a response
(comonly called "response identity") is outside the scope of this
docurnent .

Note that even if identity were to be conveyed sonehow in a
response, there would in general be difficulty authenticating the
UAS. Providing identity in a separate request allows nornal

aut henti cation techni ques to be used.
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2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [2].

This specification defines the follow ng additional terns:

caller: the user of the UA that issues an INVITE request to initiate
a call.

caller identity: the identity (Address of Record) of a caller

callee: the user of the UA that answers a call by issuing a 2xx
response to an | NVI TE request.

callee identity: the identity (Address of Record) of a callee.

potential callee: the user of any UA to which an INVITE request is
targeted resulting in formation of an early dial og, but because
of parallel or serial forking of the request, not necessarily
the user that answers the call

connected user: any user involved in an established call, including
the caller, the callee or any user that replaces the caller or
callee following a call re-arrangement such as call transfer.

connected identity: the identity (Address of Record) of a connected
user.

3. Overview of Solution

A md-dialog request is used to provide connected identity. The User
Agent Client (UAC) for that request inserts its identity in the From
header field of the request. To provide authentication, the ldentity
header field (RFC 4474 [3]) is inserted by a suitable Authentication
Service on the path of the mid-dialog request. Unless provided at
the UAC, the Authentication Service is expected to be at a proxy that
record routes and is able to authenticate the UAC

A request in the opposite direction to the INVITE request prior to or
at the time the call is answered can indicate the identity of the
potential callee or callee respectively. A request in the sane
direction as the INVITE request prior to answer can indicate a change
of caller. A request in either direction after answering can

i ndi cate a change of the connected user. 1In all cases, a dialog
(early or confirnmed) has to be established before such a request can
be sent.
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Thi s solution uses the UPDATE net hod (RFC 3311 [4]) for the request,
or in some circumstances the re-INVITE nmethod. To send the callee
identity, the UAS for the I NVITE request sends the UPDATE request
after sending the 2xx response to the I NVITE request and after
receiving an ACK request. To send the potential callee identity, RFC
3262 [5] is expected to be supported. In this case, the UAS for the
I NVI TE request sends the UPDATE request after receiving and
responding to a PRACK request (which occurs after sending a reliable
1xx response to the INVITE request). The UPDATE request could

concei vably be used for other purposes too, e.g., it could be used
during an early dialog to send the potential callee identity at the
sane time as a Session Description Protocol (SDP) offer for early
media. To indicate a connected identity change during an established
call, either the UPDATE nethod or the re-1NVITE nethod can be used.
The re-1NVITE net hod woul d be used if required for other purposes
(e.g., when a B2BUA perforns transfer using Third Party Call Contro
(3PCC) techniques it has to issue a re-1NVITE request w thout an SDP
offer to solicit an SDP offer fromthe UA)

Thi s solution involves changing the URI (not the tags) in the To and
From header fields of md-dialog requests and their responses,
conpared with the correspondi ng values in the dialog fornm ng request
and response. Changing the To and From header field URI's was
contenplated in Section 12.2.1.1 of RFC 3261 [1], which says:

"Usage of the URI fromthe To and Fromfields in the origina
request wthin subsequent requests is done for backwards
conpatibility with RFC 2543 [6], which used the URI for dialog
identification. |In this specification, only the tags are used for
dialog identification. It is expected that mandatory refl ection
of the original To and From URl in nid-dial og requests will be
deprecated in a subsequent revision of this specification.”

Thi s docunent therefore deprecates nandatory reflection of the
original To and From URIs in md-dial og requests and their responses,
whi ch constitutes a change to RFC 3261 [1]. This docunent nmakes no
provision for proxies that are unable to tolerate a change of UR
since changing the URI has been expected for a considerable time. To
cater for any UAs that are not able to tolerate a change of URI, a
new option tag "fromchange" is introduced for providing a positive

i ndi cation of support in the Supported header field. By sending a
request with a changed From header field URI only to targets that
have indicated support for this option, there is no need to send this
option tag in a Require header field.

In addition to allowing the From header field URI to change during a

dialog to reflect the connected identity, this docunent al so requires
a UA that has received a connected identity in the URI of the From

El wel | St andards Track [ Page 5]



RFC 4916 SI P Connected I D June 2007

4.

4.

4.

header field of a m d-dialog request to use that URI in the To header
field of any subsequent m d-di al og request sent by that UA

In the absence of a suitable Authentication Service on the path of
the md-dialog request, the UAS will receive an unauthenticated
connected identity (i.e., without a corresponding Identity header
field). The inplications of this are discussed in Section 7

Behavi our

1. Behaviour of a UA that |Issues an |INVITE Request Qutside the

2

Context of an Existing D al og

When issuing an I NVITE request, a UA conpliant with this
specification MIST include the "from change" option tag in the
Supported header field.

Not e that sending the "from change" option tag does not guarantee
that connected identity will be received in subsequent requests.

Behavi our of a UA that Receives an | NVI TE Request outside the
Context of an Existing Dial og

After receiving an I NVITE request, a UA conpliant with this
specification MJUST include the "from change" option tag in the
Supported header field of any dial og-form ng response.

Not e that sending the "from change" option tag does not guarantee
that connected identity will be received in the event of a change
of caller.

After an early dialog has been forned, if the "from change" option
tag has been received in a Supported header field, the UA MAY issue
an UPDATE request (RFC 3311 [4]) on the sane dial og, subject to
havi ng sent a reliable provisional response to the |INVITE request and
havi ng recei ved and responded to a PRACK request. After a ful

di al og has been formed (after sending a 2xx final response to the

I NVITE request), if the "from change" option tag has been received in
a Supported header field and an UPDATE request has not al ready been
sent on the early dialog, the UA MIUST issue an UPDATE request on the
sanme dialog. In either case, the UPDATE request MJST contain the
callee’'s (or potential callee’s) identity in the URI of the From
header field (or an anonymous identity if anonymity is required).

Note that even if the URI does not differ fromthat in the To
header field URI of the INVITE request, sending a new request

all ows the Authentication Service to assert authentication of this
identity and confirnms to the peer UA that the connected identity
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4. 3.

4. 4.

4. 4.

is the sane as that in the To header field URI of the | NVITE
request.

Behavi our of a UA Wose ldentity Changes during an Established
INVITE-initiated Dial og

If the "fromchange" option tag has been received in a Supported
header field during an INVITE-initiated dialog and if the identity
associated with the UA changes (e.g., due to transfer) compared to
the last identity indicated in the From header field of a request
sent by that UA, the UA MJUST issue a request on the same dial og
containing the newidentity in the URI of the From header field (or
an anonynous identity if anonynmity is required). For this purpose
the UA MUST use the UPDATE net hod unl ess for other reasons the re-
INVITE nmethod is being used at the same tine.

Ceneral UA Behavi our
1. Sending a Md-Di al og Request

When sending a md-dial og request, a UA MJST observe the requirements
of RFC 4474 [3] when popul ating the From header field URI, including
provi sions for achieving anonymty.

This will allow an Authentication Service on the path of the m d-
dial og request to insert an ldentity header field.

When sending a md-dial og request, a UA MJST popul ate the To header
field URI with the current value of the renbte URI for that dial og,
where this is subject to update in accordance with the rul es of
Section 4.4.2 of this document rather than being fixed at the

begi nning of the dialog in accordance with RFC 3261 [1].

After sending a request with a revised From header field URI (i.e.,
revised conpared to the URI sent in the From header field of the
previous request on this dialog or in the To header field of the
recei ved dialog-formng I NVITE request if no request has been sent),
the UA MUST send the same URI in the From header field of any future
requests on the same dialog, unless the identity changes again.

Al so, the UA MJUST be prepared to receive the revised URI in the To
header field of subsequent nid-dialog requests and MJST al so conti nue
to be prepared to receive the old URI at least until a request
containing the revised URI in the To header field has been received.

The mi d-di al og request can be rejected in accordance with RFC 4474
[3] if the UAS does not accept the connected identity. |If the UAC
receives a 428, 436, 437, or 438 response to a md-dialog request it
SHOULD regard the dialog as ternmnated in the case of a dial og-
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term nating request and SHOULD take no action in the case of any
ot her request.

Any attenpt to repeat the request or send any other m d-dial og
request is likely to result in the sane response, since the UA has
no control over actions of the Authentication Service.

4.4.2. Receiving a Md-Di al og Request

If a UA receives a md-dialog request fromthe peer UA, the UA can
make use of the identity in the From header field URI (e.g., by
indicating to the user). The UA MAY discrimnate between signed and
unsigned identities. |In the case of a signed identity, the UA SHOULD
invoke a Verifier (see Section 4.6) if it cannot rely on the presence
of a Verifier on the path of the request.

If a UA receives a md-dialog request fromthe peer UA in which the
From header field URI differs fromthat received in the previous
request on that dialog or that sent in the To header field of the
original INVITE request and if the UA sends a 2xx response, the UA
MJST update the renpte URI for this dialog, as defined in RFC 3261
[1]. This will cause the new value to be used in the To header field
of subsequent requests that the UA sends, in accordance with the
rules of Section 4.4.1. |If any other final response is sent the UA
MUST NOT update the renote URI for this dialog.

4.5. Authentication Service Behavi our

An Aut hentication Service MJST behave in accordance with RFC 4474 [ 3]
when dealing with md-dial og requests.

Note that RFC 4474 is silent on how to behave if the identity in
the From header field is not one that the UACis allowed to
assert, and therefore it is a matter for | ocal policy whether to
reject the request or forward it without an ldentity header field.
Policy can be different for a mid-dialog request conpared with

ot her requests.

Note that when UAs conformwi th this specification the

Aut hentication Service should (subject to the normal rules for

aut hentication) be able to authenticate the sender of a request as
being the entity identified in the From header field and hence
will be able provide a signature for this identity. This is in
contrast to UAs that do not support this specification, where
retargeting and md-dialog identity changes can render the From
header field inaccurate as a neans of identifying the sender of
the request.
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4.6. Verifier Behaviour

When dealing with m d-dial og requests, an Authentication Service MJST
behave in accordance with RFC 4474 [3] updated as stated bel ow.

RFC 4474 [3] states that it is a matter of policy whether to reject a
request with a 428 (Use ldentity Header) response if there is no
Identity header field in the request. A UA MAY adopt a different
policy for md-dialog requests conpared with other requests.

4.7. Proxy Behavi our

A proxy that receives a md-dial og request MJST be prepared for the
To header field URI and/or the From header field URI to differ from
those that appeared in the dial og-form ng request and response.

A proxy that is able to provide an Authentication Service for md-
di al og requests MJST record route if Supported: fromchange is
indicated in the dialog formng request received by the proxy from
t he UAC.

5. Exanpl es

In the exanpl es bel ow, several nessages contain unfolded |ines |onger
than 72 characters. These are captured between tags. The single

unfolded line is reconstructed by directly concatenating all lines
appearing between the tags (discarding any |line-feeds or carriage
returns).

In the exanples, the domain exanple.comis assumed to have the
followi ng private key (rendered in PEMformat). The private key is
used by the Authentication Service for generating the signature in
the ldentity header field.
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----- BEG N RSA PRI VATE KEY- - - - -

M | CXQ BAAKBgQDPPMBt HVoPk XV+Z6j qlLsgf TELVWy2BVUf f JIMPHO6LLOcJSQO
al eVzl oj zW pauB71 yl ZKlI Aj B5f 429t RuoU edOMVLKbI WAQZt 6eHWHCNZJ 71 ONc
I Ewnmh2nAccKk83Lp/ VH3t gAS/ 43DQuX2sndnYh+g8522Pzwg7EGW pzzwi DAQAB
A0GBAKOVBt nEFD7A] VQANJINXDE x59Aa1Vu2JEXe60i +Or kFysJj bZIwsLnKt r gt t
PXOUBt 2niZpi OwK4hX4t Zhnt i waKk UPC3h9Bj p+Ger i f P341RMy MO+6f Pgj qOz UDw
+r Pj j MowD7AkcEcqDgbTr ZnW/ QnCSaaF3xk UG FkLx50Kc RAKEA7Uxns E8XaT30
t P/ UUc51gNk 2KGKgx QQTHopBcewdyf e CRFhvdL7j paGat Ei 5i ZwGGQQDVOVHUNLH
0YLpHQ RowJBAN+R2bvA/ Ni ng464Zgnel EDPgaEAZVWAD3KkOF hS9+vL70gES+Uu5EQ
J7kXb7Zki SVUg9XU 8Px MKx/ DAz 0dUnOL+UCQHSCOETUM 2uEbqHbBdVUGNK364C
DFcndSxVh+34KgJddj i YSx6VPPv26X9nv SO0y dTk Sgs3/ 400Px08HaMyXnmB0CQB+r
xbB3Ul pOohcBWK9mTr | MB6Cs9ql 66Kgwnl L9uk EhHHYoz Gat dXeoBCyhUsogdSU
6/ aSAFcVVEEQ j 7/ vy JECQRCCS1l KgEXoNQPqONal vYhyy MZRXFLAD4gbwRPK1uXK
Ypk3Ckf FzOyf j eLcGPxXzg2gzuHz GTDx Z9PAepwX4 RSk

5.1. Sending Connected Identity after Answering a Cal

In this example, Carol’s UA has been reached by retargeting at the
proxy and thus her identity (AoR) is not equal to that in the To
header field of the received INVITE request (Bob). Carol’s UA
conveys Carol’s identity in the From header field of an UPDATE
request. The proxy al so provides an Authentication Service and
therefore adds ldentity and lIdentity-Info header fields to the UPDATE

request .
Alice' s UA PROXY + Carol’s UA
Aut henti cati on
Servi ce
I NVI TE( 1) I NVI TE( 2)
---------------- > .
200( 4) 200(3)

Comm e e e Comm e e e
ACK( 5) ACK( 6)
---------------- > .
UPDATE( 8) UPDATE( 7)

Comm e e e Comm e e e
200(9) 200( 10)
---------------- > .
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INVI TE (1):

I NVI TE si p: Bob@xanpl e. com SI P/ 2.0

Via: SIP/2.0/TLS ual. exanpl e. com branch=z9hG4bKnashds8
To: Bob <sip: bob@xanpl e. cone

From Alice <sip:alice@xanple.conp;tag=13adc987
Call-1D: 12345600@al. exanpl e. com

CSeq: 1 INVITE

Max- Forwards: 70

Date: Thu, 21 Feb 2002 13:02: 03 GMI

Allow | NVITE, ACK, CANCEL, OPTIONS, BYE, UPDATE
Supported: from change

Contact: <sip:alice@al. exanpl e. conp
Cont ent - Type: application/sdp

Cont ent - Lengt h: 154

0
User A 2890844526 2890844526 I N | P4 ual. exanpl e. com
Sessi on SDP
IN I P4 ual. exanpl e. com
0o

mraudi 0 49172 RTP/ AVP O

a=rtpmap: 0 PCMJ 8000

0O wnwo<
oI
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INVI TE (2):

I NVI TE si p: Carol @ia2. exanmpl e.com SIP/ 2.0

Via: SIP/2.0/TLS proxy.exanpl e.com branch=z9hG4bK776asdhds

<al | OneLi ne>

Via: SIP/2.0/TLS ual. exanpl e. com branch=z9h&bKnashds8; r ecei ved=192. 0. 2.
1

</ al | OneLi ne>

To: Bob <sip: bob@xanpl e. cone

From Alice <sip:alice@xanple.conp;tag=13adc987

Call-1D: 12345600@al. exanpl e. com

CSeq: 1 INVITE

Max- Forwar ds: 69

Date: Thu, 21 Feb 2002 13:02:03 GMI

Allow. | NVITE, ACK, CANCEL, OPTIONS, BYE, UPDATE

Supported: from change

Contact: <sip:alice@al.exanple.conp

Recor d- Rout e: <si p: proxy. exanpl e.com | r>

<al | OnelLi ne>

ldentity: "xN6gCHR6KxGWnyi EML3LcWJAFQD3I kni 1DPkwgadxh4BB7G+Vwy1l
3uRv5hbCl 2VSvKuzZ4LYNOJNoe7v8VAzr uKMyi 4Bi 4nUghR/ f FGBr pBSj zt nf ff LT
pP6SFLX09XQSVr kmLlO4c/ 4Ur Kn2ej Rz+5BULU9N9kVWswz KDNj | Yl nmc="

</ al | OneLi ne>

ldentity-Info: <https://exanple.conl exanpl e.cer>; al g=rsa-shal
Cont ent - Type: application/sdp

Content - Lengt h: 154

0
User A 2890844526 2890844526 I N | P4 ual. exanpl e.com
Sessi on SDP
IN I P4 ual. exanmpl e. com
00

mraudi 0 49172 RTP/ AVP 0

a=rt pmap: 0 PCMJ 8000

0O nwo<
o
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200 (3):

SIP/2.0 200 K

<al | OneLi ne>

Via: SIP/2.0/TLS proxy.exanpl e.com branch=z9hG4bK776asdhds; r ecei ved=192.
0.2.2

</ al | OneLi ne>

<al | OnelLi ne>

Via: SIP/2.0/TLS ual. exanpl e. com branch=z9h&4bKnashds8; r ecei ved=192. 0. 2.
1

<al | OneLi ne>

To: Bob <sip: bob@xanpl e. conp; t ag=2ge46ab5

From Alice <sip:alice@xanple.conp;tag=13adc987

Call-1D: 12345600@al. exanpl e. com

CSeq: 1 INVITE

Allow | NVITE, ACK, CANCEL, OPTIONS, BYE, UPDATE

Supported: from change

Cont act: <sip: carol @aZ2. exanpl e. conp

Recor d- Rout e: <si p: proxy. exanpl e.com | r>

Cont ent - Type: application/sdp

Cont ent - Lengt h: 154

0
User B 2890844536 2890844536 I N | P4 ua2. exanpl e. com
Sessi on SDP
I N I P4 ua2. exanpl e. com
0o

mraudi 0 49172 RTP/ AVP O

a=rtpmap: 0 PCMJ 8000

0O wnwo<
oI

200 (4):

SIP/2.0 200 &K

<al | OnelLi ne>

Via: SIP/2.0/TLS ual. exanpl e. com branch=z9h&bKnashds8; r ecei ved=192. 0. 2.
1

</ al | OneLi ne>

To: Bob <sip: bob@xanpl e. conp; t ag=2ge46ab5

From Alice <sip:alice@xanple.conp;tag=13adc987
Call-1D: 12345600@al. exanpl e. com

CSeq: 1 INVITE

Al low. | NVITE, ACK, CANCEL, OPTIONS, BYE, UPDATE
Supported: from change

Cont act: <sip:carol @aZ2. exanpl e. conp
Recor d- Rout e: <si p: proxy. exanpl e.com | r>
Cont ent - Type: application/sdp

Content-Length: 154
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0
User B 2890844536 2890844536 I N | P4 ua2. exanpl e. com
Sessi on SDP
IN I P4 ua2. exanpl e. com
00

mraudi 0 49172 RTP/ AVP 0O

a=rtpmap: 0 PCMJ 8000

0O wmwo<<
ot

ACK (5):

ACK si p: carol @a2. exanpl e.com SIP/2.0

Via: SIP/2.0/TLS ual. exanpl e. com branch=z9hX4bKnashds9
From Alice <sip:Aice@xanple.conp;tag=13adc987

To: Bob <sip: Bob@xanpl e. conp; t ag=2ge46ab5

Call-1D: 12345600@al. exanpl e. com

CSeq: 1 ACK

Max- Forwards: 70

Rout e: <si p: proxy. exanple.com|r>

Content-Length: O

ACK (6):

ACK si p: carol @a2. exanpl e.com SI P/ 2.0

Via: SIP/2.0/TLS proxy.exanpl e. com branch=z9hG4bK776asdhdt
<al | OnelLi ne>

Via: SIP/2.0/TLS ual. exanpl e. com branch=z9h&4bKnashds9; r ecei ved=192. 0. 2.
1

</ al | OneLi ne>

From Alice <sip:Aice@xanple.conp;tag=13adc987

To: Bob <sip: Bob@xanpl e. conp; t ag=2ge46ab5

Call-1D 12345600@al. exanpl e. com

CSeq: 1 ACK

Max- Forwar ds: 69

Content-Length: O

UPDATE (7):

UPDATE si p: Ali ce@ial. example.com SIP/ 2.0

Via: SIP/2.0/TLS ua2. exanpl e. com branch=z9h&bKnashdt 1
From Carol <sip: Carol @xanpl e. conp; t ag=2ged6ab5
To: Alice <sip:Aice@xanple.conp;tag=13adc987
Call-1D 12345600@al. exanpl e. com

CSeq: 2 UPDATE

Max- Forwards: 70

Date: Thu, 21 Feb 2002 13:02: 15 GMI

Rout e: <si p: proxy. exanpl e. com | r>

Contact: <sip: Carol @a2. exanpl e. conp
Content-Length: O
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Note that the URI in the From header field differs fromthat in
the To header field in the I NVITE request/response. However, the
tag is the sane as that in the I NVITE response.

UPDATE (8):

UPDATE si p: Al'i ce@al. exanpl e.com SI P/ 2.0

Via: SIP/2.0/TLS proxy.exanpl e. com branch=z9hG4bK776asdhdu

<al | OnelLi ne>

Via: SIP/2.0/TLS ua2. exanpl e. com branch=z9h&bKnashdt 1; recei ved=192. 0. 2.
3

</ al | OneLi ne>

From Carol <sip: Carol @xanpl e. conp; t ag=2ged6ab5

To: Alice <sip:Aice@xanple.comnmr;tag=13adc987

Call-1D: 12345600@al. exanpl e. com

CSeq: 2 UPDATE

Max- Forwar ds: 69

Date: Thu, 21 Feb 2002 13:02:15 GMI

Cont act: <si p: Carol @aZ2. exanpl e. cone

<al | OnelLi ne>

Identity: "g8Wi VEzr bYum+z2l nS3pL+M hul 439gDi MCHO1f wX5D8Ft 51 b9t
ewLf BTOnDOUSh 6wk PSW/C qdM-/ @BPkps! | RO i 2sJOYBEMXZpNr hJd8/ uboXM 9
KRuj DFQef ZI mxv8dwD6XsPnMycH8j Acaz5aS04Nyf Wadl wTnGeuxko="

</ al | OneLi ne>

ldentity-Info: <https://exanple.conlcert>;al g=rsa-shal
Content-Length: O

200 (9):

SIP/2.0 200 K

<al | OneLi ne>

Via: SIP/2.0/TLS proxy.exanpl e. com branch=z29hG4bK776asdhdu; r ecei ved=192.
0.2.2

</ al | OneLi ne>

<al | OnelLi ne>

Via: SIP/2.0/TLS ua2. exanpl e. com branch=z9h&bKnashdt 1; recei ved=192. 0. 2.
3

</ al | OneLi ne>

From Carol <sip: Carol @xanpl e. conp; t ag=2ge46ab5

To: Alice <sip:Aice@xanple.conp;tag=13adc987

Call-1D: 12345600@al. exanpl e. com

CSeq: 2 UPDATE

Contact: <sip:Alice@al. exanpl e. conp

Content-Length: O
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200 (10):

SIP/2.0 200 &K

<al | OnelLi ne>

Via: SIP/2.0/TLS ua2. exanpl e. com branch=z9h&bKnashdt 1; recei ved=192. 0. 2.
3

</ al | OneLi ne>

From Carol <sip: Carol @xanpl e. conp; t ag=2ged6ab5
To: Alice <sip:Aice@xanple.conmr;tag=13adc987
Call-1D: 12345600@al. exanpl e. com

CSeq: 2 UPDATE

Contact: <sip:Alice@al. exanpl e. conp
Content-Length: O

5.2. Sending Revised Connected ldentity during a Cal

In this exanple, a call is established between Alice and Bob, where
Bob (not shown) lies behind a B2BUA. Bob’s identity is conveyed by
an UPDATE request. Then the B2BUA executes call transfer using third
party call control (3PCC) techniques as described in RFC 3725 [7]
(e.g., under the control of a click-to-dial application). As a
result, Alice beconmes connected to Carol (also not shown), and a re-

I NVI TE request is issued allowi ng the session to be renegoti at ed.

The B2BUA provi des the Authentication Service and thus generates the
ldentity header field in the re-1NVITE request to provide

aut hentication of Carol’s identity.
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Alice’'s UA B2BUA
I NVI TE( 1)
________________ >
200( 2)
Lo e e e e e m e — -
ACK( 3)
________________ >
UPDATE( 4)
Lo e e e e e m e — -
200( 5)
________________ >
re-1 NvI TE( 6)
Lo e e e e e m e — -
200(7)
________________ >
ACK( 8)
Cem e e e e m e — -
INVITE (1):

I NVI TE si p: Bob@xanpl e. com SI P/ 2.0

Via: SIP/2.0/TLS ual. exanpl e. com branch=z9h&X4bKnashds8
To: Bob <si p: bob@xanpl e. conm>

From Alice <sip:alice@xanple.conp;tag=13adc987
Call-1D: 12345600@al. exanpl e. com

CSeq: 1 INVITE

Max- Forwar ds: 70

Date: Thu, 21 Feb 2002 13:02: 03 GMI

Allow | NVITE, ACK, CANCEL, OPTIONS, BYE, UPDATE
Supported: from change

Contact: <sip:alice@al.exanple.conmr
Cont ent - Type: application/sdp

Content-Length: 154

El wel | St andards Track
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0
User A 2890844526 2890844526 I N | P4 ual. exanpl e.com
Sessi on SDP
IN I P4 ual. exanpl e. com
00

mraudi 0 49172 RTP/ AVP 0O

a=rtpmap: 0 PCMJ 8000

0O wmwo<<
ot

200 (2)

SIP/2.0 200 K

<al | OnelLi ne>

Via: SIP/2.0/TLS ual. exanpl e. com branch=z9h&bKnashds8; r ecei ved=192. 0. 2.
1

</ al | OneLi ne>

To: Bob <sip: bob@xanpl e. conP; t ag=2ged46ab5s

From Alice <sip:alice@xanple.conp;tag=13adc987
Call-1D: 12345600@al. exanpl e. com

CSeq: 1 INVITE

Allow | NVITE, ACK, CANCEL, OPTIONS, BYE, UPDATE
Supported: from change

Contact: <sip: xyz@®2bua. exanpl e. conp

Cont ent - Type: application/sdp

Content - Lengt h: 154

0
User B 2890844536 2890844536 | N | P4 ua2. exanpl e. com
Sessi on SDP
IN I P4 ua2. exanpl e. com
00

mraudi 0 49172 RTP/ AVP 0

a=rt pmap: 0 PCMJ/ 8000

0O wo<
I I ||

ACK (3)

ACK si p: xyz@2bua. exanpl e.com SI P/ 2.0

Via: SIP/2.0/TLS ual. exanpl e. com branch=z9h&4bKnashds9
From Alice <sip:Aice@xanple.conp;tag=13adc987

To: Bob <sip: Bob@xanpl e. conp; t ag=2ge46ab5

Call-1D: 12345600@al. exanpl e. com

CSeq: 1 ACK

Max- Forwards: 70

Content-Length: O

El wel | St andards Track [ Page 18]



RFC 4916 SI P Connected I D June 2007

UPDATE ( 4)

UPDATE si p: al i ce@al. example.com SIP/ 2.0

Via: SIP/2.0/TLS b2bua. exanpl e. com branch=z9hG4bKnashdt 1

From Bob <sip: Bob@xanpl e. conP; t ag=2ge46ab5

To: Alice <sip:Aice@xanple.conp;tag=13adc987

Call-1D 12345600@al. exanpl e. com

CSeq: 2 UPDATE

Max- Forwards: 70

Date: Thu, 21 Feb 2002 13:02: 12 GMI

Contact: <sip: xyz@®2bua. exanpl e. conp

<al | OnelLi ne>

ldentity: "AQFLS] CDRhQ2eXl WhiTaj k99612hkJi i 9gi DMAi 5uT6qc4Br ekywO
UuObcwZl 3ghJReZCN7ybMBNYFZ5y FXWdy et 4] 3zLNCONWma+r s8Z20v0+z/ (BZ5¢
D26Hr m t U+OCKWPLCbaxbk GQr y9hQxOmwRm UgSj keCEj gncli Qc3E="

</ al | OneLi ne>

Identity-Info: <https://exanple.conlcert>;al g=rsa-shal
Content-Length: O

200 (5)

SIP/2.0 200 K

<al | OnelLi ne>

Via: SIP/2.0/TLS b2bua. exanpl e. com branch=z9hG4bKnashdt 1; r ecei ved=192. 0.
2.2

</ al | OneLi ne>

From Bob <sip: Bob@xanpl e. conp; t ag=2ge46ab5
To: Alice <sip:Aice@xanple.conp;tag=13adc987
Call-1D: 12345600@al. exanpl e. com

CSeq: 2 UPDATE

Contact: <sip:Alice@al. exanpl e. conp
Content-Length: O
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re-1NVI TE (6)

I NVI TE sip:alice@al. example.com SIP/2.0

Via: SIP/2.0/TLS b2bua. exanpl e. com branch=z9hGibKnashdxy

From Carol <sip: Carol @xanpl e. conp; t ag=2ged6ab5

To: Alice <sip:Aice@xanple.conp;tag=13adc987

Call-1D 12345600@al. exanpl e. com

CSeq: 3 INVITE

Max- Forwards: 70

Date: Thu, 21 Feb 2002 13:03:20 GMI

Contact: <sip: xyz@®2bua. exanpl e. conp

<al | OnelLi ne>

Identity: "KCd3YLQH 51SI COhFMpQ nP6wHh7JGROBLsBAV5SGEr / Mwi7j 6Gp
al 8ckvMevdlzgH FAW XYDI B525uuJni f N3OLA2xsZ9BxRkh4N4AU19TL9I 2Tok3U
3kCGg8To/ 6wlnEXpUQ 030gNYqOBt awHuZl 5nr OvaV3l r bGhlb2KgLo="

</ al | OneLi ne>

Identity-Info: <https://exanple.conlcert>;al g=rsa-shal
Content-Length: O

200 (7)

SIP/2.0 200 K

<al | OnelLi ne>

Via: SIP/2.0/TLS b2bua. exanpl e. com br anch=z9hG4bKnashdxy; r ecei ved=192. 0.
2.2

</ al | OneLi ne>

From Carol <sip: Carol @xanpl e. conp; t ag=2ge46ab5
To: Alice <sip:Aice@xanple.conp;tag=13adc987
Call-1D: 12345600@al. exanpl e. com

CSeq: 3 INVITE

Contact: <sip:Alice@al. exanpl e. conp

Content - Lengt h: 154

0
User A 2890844526 2890844526 I N | P4 ual. exanpl e.com
Sessi on SDP
IN I P4 ual. exanmpl e. com
00

mraudi 0 49172 RTP/ AVP 0

a=rt pmap: 0 PCMJ 8000

0O nwo<
oI
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ACK (8)

ACK sip:alice@al. exanpl e.com SIP/2.0
Via: SIP/2.0/TLS b2bua. exanpl e. com branch=z9hG4bKnashdxz
From Carol <sip: Carol @xanpl e. conp; t ag=2ged6ab5

To:

Alice <sip:Aice@xanple.conp;tag=13adc987

Call-1D: 12345600@al. exanpl e. com
CSeq: 3 ACK

Max- Forwards: 70

Content-Length: 154

0O wnwo<

0
Us
Se
I
0

er C 2890844546 2890844546 | N | P4 ua3. exanpl e. com
ssi on SDP

N | P4 ua3. exanpl e. com

0

mFaudi 0 49172 RTP/ AVP 0O
a=rtpmap: 0 PCMJ 8000

6

| ANA Consi der ati ons

This specification registers a new SIP option tag, as per the
guidelines in Section 27.1 of RFC 3261 [1].

Thi s docunent defines the SIP option tag "from change".

The foll owi ng row has been added to the "Option Tags" section of the
SI P Paraneter Registry:

| fromchange| This option tag is used to indicate that | [RFC4916] |
| | a UA supports changes to URIs in From |
| | and To header fields during a dialog. | |

Security considerations

RFC 4474 [3] discusses security considerations relating to the
Identity header field in sone detail. Those sane considerations
apply when using the Identity header field to authenticate a
connected identity in the Fromheader field URI of a mid-dialog
request.

A received From header field URI in a md-dialog request for which no
valid ldentity header field (or other means of authentication) has
been received either in this request or in an earlier request on this
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di al og cannot be trusted (except in very closed environments) and is
expected to be treated in a sinilar way to a From header field in a
dialog-initiating request that is not backed up by a valid ldentity
header field. However, it is reconmended not to reject a md-dialog
request on the grounds that the lIdentity header field is nissing
(since this would interfere with ongoing operation of the call). The
absence of a valid Identity header field can influence the
information given to the user. A UA can clear the call if policy or
user preference dictates.

A signed connected identity in a md-dialog request (URI in the From
header field acconpanied by a valid Identity header field) provides
informati on about the peer UAin a dialog. |In the case of the UA
that was the UAS in the dialog-form ng request, this identity is not
necessarily the same as that in the To header field of the dial og-
form ng request. This is because of retargeting during the routing
of the dialog-formng request. A signed connected identity says
not hi ng about the legitinmcy of such retargeting, but nerely reflects
the result of that retargeting. Hi story information (RFC 4244 [8])
can provide additional hints as to how the connected user has been
reached.

Li kewi se, when a signed connected identity indicates a change of
identity during a dialog, it conveys no information about the reason
for such a change of identity or its legitinmacy.

Use of the sips URI scheme can mnimze the chances of attacks in
whi ch i nappropriate connected identity information is sent, either at
call establishnent time or during a call.

Anonymity can be required by the user of a connected UA. For
anonymity the UA is expected to populate the URI in the From header
field of a md-dialog request in the way described in RFC 4474 [3].
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