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Abst ract
Thi s paper documents some of the usage patterns and the associ ated
i ssues when depl oying a Home Network for Network Mbility (NEMO) -
enabl ed Mobile Routers, confornming to the NEMO Basic Support. The
aimhere is specifically to provide sone exanpl es of organization of

the Home Network, as they were discussed in NEMOrelated mailing
lists.
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1. Introduction

Thi s docunent assunes that the reader is famliar with [Pv6 Mbility
as defined by Mbile IPv6 and the Network Mobility (NEMO) Basic
Support. In order to read this docunent properly, it is inmportant to
realize that in NEMO, the Hone Network can enconpass much nore than
the Home Link, as it spans the Hone Link and all the Links that the
Mobil e Routers (MRs) carry with them Exactly how the two concepts
relate in a given depl oynent depends on the organi zation of the Hone
Net wor k, as descri bed bel ow.

Five different organizations of the Home Network including a
hi erarchi cal construction are docunented:

M Pv6 Home Network: A short rem nder of what the Hone Network is
with Mobile IP, in order to help the reader figure out the
evol ution toward NEMO

NEMO Ext ended Home Network: In this arrangenent, the Home Network is
only one subnet of a |arger aggregation that encompasses the
Mobi | e Networks, call ed Extended Home Network. Wen at home, a
Mobi | e Router performs normal routing between the Hone Link and
the Mobile Networks. Myre in Section 5.

NEMO Aggregat ed Home Network: In this arrangenent, the Home Network
actually overlaps with the Mbile Networks. Wen at hone, a
Mobil e Router acts as a bridge between the Home Link and the
Mobi | e Networks. Mre in Section 6.

Virtual Home Network: |In this arrangenment, there is no physical Hone
Link at all for the Mbile Routers to come back home to. More in
Section 7.

NEMO Mbbile Hone Network: |In this arrangenent, there is a bitw se
hi erarchy of Hone Networks. A global Honme Network is advertised
to the infrastructure by a head Hone Agent (HA) and further
subnetted into Mbile Networks. Each subnet is owned by a Mbile
Router that registers it in a NEMO fashion while acting as a Hone
Agent for that network. Mdre in Section 8.

In all cases, the Hone Agents collectively advertise only the
aggregation of the Mbile Networks. The subnetting is kept within
the Hone Agents and the Mbile Routers, as opposed to advertised by
means of routing protocols to other parties.

The exanpl es provided here aimat illustrating the NEMO Basi c Support

[5] but do not aimat limting its scope of application; additional
cases may be added in the future.
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3.

Term nol ogy and Concepts

The key words MUST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD
SHOULD NOT, RECOMMENDED, MAY, and OPTIONAL in this docunent are to be
interpreted as described in RFC 2119 [2].

Most of the nmobility-related ternms used in this docunent are defined
in the Mobility Related Term nol ogy docunment [3] and in the Mdbile

I Pv6 (M P6) specification [4].

In addition, sone terms were created or extended for NEMO  These
specific ternms are defined in the Mbile Network Term nol ogy docunent

[6]:

Honme Li nk

Horme Net wor k

Home Address

MRHA Tunnel

Mobi | e Aggregated Prefix

Aggr egat ed Hone Net work

Ext ended Home Net wor k

Virtual Home Network

Mobi | e Home Net wor k

General Expectations

Wth Mbile I Pv6, the Hone Network is generally a physical network
i nterconnecting the Home Agents and the Mbil e Nodes that are at
honme. NEMO extends the concept of hone so that it is not only a flat
subnet conposed of Home Addresses but an aggregation that is itself
subnetted in Mbile and Home Networks. This aggregation is stil
referred to as hone.
As an exanpl e, consider the case where the aggregati on has a gl oba

routing prefix of m= 48 bits (AB:C:/48), with a subnet |ID size of
n =16 bits (n + m= 64):
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5.

5.

When a Mobile Router, MR1, uses the Mbile Network Prefix (M\P) A:B:
C1::/64 with the NEMD Basi c Support, MRL may register using a Home
Address fromthe Hone network (i.e., A:B:C:0::1) or a Hone Address

fromone of its MNPs (i.e., A B:C 1::1) depending on the depl oynent.

In a given depl oynment, one subnet nay be reserved for the Hone Link
(AB:CO0::/64) while the others are attributed to Mbile Routers as
Mobil e Networks (as A:B:C:1::/64 for MRL). Another approach could be
to configure the aggregati on of Mbile Networks as the subnet on the
Hone Link, and let the Mbile Routers manage the overl appi ng
networks. Finally, the aggregation could be configured on a virtual
network, with no physical Home Link at all, in which case home neans
topol ogically and administratively close to the Hone Agent that
advertises the virtual network.

The foll owi ng sections provide additional information on these forns
of Home Net wor k.

M P Hone Net wor k

In the Mobile IPv6 (MP6) specification [4], Mbile Nodes are at hone
when they are connected to their Home Link, where they recognize
their Hone Prefix in Router Advertisenent nessages. Also, a binding
i s checked using Duplicate Address Detection (DAD) on the Home Link,
and Hone Agents discover each other by means of Nei ghbor Discovery
(ND) extensions over that I|ink.

The Hone Prefix that is advertized on the Honme Link is a final
prefix, as opposed to an aggregation, and it may be used by hosts on
the Hone Link for autoconfiguration purposes.

As we see, the concept of a Home Network for Mobile IPv6 is really a
prefix on a link, served by one or nore Home Agents as opposed to a
routed nesh. W will see in the next sections that NEMO needs
additional prefixes for use by the Mbile Networks. For that reason,
NEMO ext ends the concept of Home Network into a nore conpl ex,
aggregated structure.

NEMO Ext ended Hore Net wor k
1. Configuration

One sinple way of extending the MP Hone Network is to use additional
prefixes, contiguous to the Hone Link Prefix inherited fromM Pv6, as
Mobil e Network Prefixes. As this nodel trivially extends the MP
Honme Network, the resulting aggregation is called a NEMO Ext ended
Hone Network. It is depicted in Figure 1.
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5.

route v /48 A B:C :/48
HA
| /64 Hone Link: A'B:C0::/64
R o - 4 R
| | |
MR1 MR2 MRi MRN
| | | |
/ 64 / 64 / 64 / 64 M\P. A B:.Ci::/64

Home Net Mobi | e Net Mobi | e Net Mobi | e Net

Figure 1: Extended Honme Network

In that arrangenent:

(o]

0

2.

There is one physical Honme Network and multiple Mobile Networks

The Hone Prefix and the MNPs are tailored to allow for |Pv6

St at el ess Address Autoconfiguration with typical interface
identifier length for the type of interface (for exanple, can be
/ 64) .

The prefix | ength of the Extended Home Network is shorter than
that of the Home Network and the M\Ps, since it is an aggregation
(for example, can be /48).

Si nce the Extended Honme Network operations inherit trivially from
M Pv6, it can be seen as natural that the Mbile Routers be
assigned their Home Addresses fromthe prefix on the Home Link.

In that case, a Hone Agent can perform DAD on the Hone Link as
prescribed by Mbile IPv6 for the Mbile Router Home Addresses
(MRHAS) .

Ret urni ng Hore

In the Extended Hone Network nodel, the Hone Network is configured on
a physical interface of the Hone Agent, the Home Link.

A Mobile Router returns hone by connecting directly to the Hone Link,

and dropping the MRHA tunnel.
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When at home, the Mobile Router ensures the connectivity of the
Mobi | e Network using standard router operations.

In inmplicit node, the Home Agent has the necessary information to
continue routing to the M\Ps in the absence of registration, assum ng
that the Mobile Router is at home, and the participation of the
Mobil e Router to the hone Interior Gateway Protocol (I1GP) is not
required.

But in explicit node, or if the Mobile Router uses an | GP over the
MRHA tunnel, then it needs to resune its | GP operations on the Hone
Link in order to advertise its Mbile Networks to the HA, unless sone
ot her neans such as static routes are deployed to cover the case.

Al ternative procedures for ensuring the connectivity of the Mbile
Net wor ks when at hone are described in Section 7.

5.3. Hone Address from M\P

We saw that a natural extension of the MP procedure is to derive the
Hone Address of a Mbile Router fromthe prefix on the Hone Link.

Al ternatively, NEMO basic support allows that a Mobile Router forns
its Home Address fromone of its Mbile Network Prefixes.

In that case, the Hone Address does not match the Hone Link Prefix,
and there is a need to configure the Home Agent in a specific node
with the support for the Extended Honme Network and the range of the
Mobil e Network Prefixes. Based on that new configuration, the Hone
Agent can accept a Hone Address that is not fromthe Hone Link, and
it will knowthat it should not perform any DAD.

Also, if the Mdbile Router uses a Hone Address that is derived from
its MNP, some specific support is required on the Mbile Router as
well. In order to determine that it is at hone, the Mbile Router
recogni zes the well-known prefix of its Home Agent as opposed to
mat ching the prefix on the Home Link with that of its Hone Address.

When connecting to the Home Link, the Mobile Router also need to
aut oconfigure an address on the Egress interface as opposed to
assigning its honme Address to the interface.

For all these reasons, this subnbde of Extended Honme Network is not a

trivial extension of the MPv6 Home Mddel, and it m ght not be
compatible with all inplenentations.
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5.
5.

5.

6.
6.

4. Depl oynent Caveats
4.1. Mbile Router Side

In explicit node, the routing to the MNP via the Mbil e Router nust
be restored when the Mbile Router is at hone. This is nornally
performed by the Mbile Router by means of the existing IGP. In that
case, a specific support is required on the Mbile Router to control
the routing protocol operation, enabling the participation in the IGP
if and only if the Mbile Router is at hone.

The NEMO Basi c Support does not nandate a specific routing protocol

t hough the support for sone well-known routing protocols can be
expected from many inplenmentations. An inplenmentation mght provide
an automatic toggle to start/stop routing on an egress interface when
the nobil e router cones back/| eaves honme. Wen such a toggle is
unavail able, then a specific interface should be reserved to attach
to honme with the appropriate settings for security and routing.

5. Applicability

The Extended Home Network keeps the M P6 concept of a Hone Network
for both Mbile Nodes and Mbile Routers to take their Hone Address
from Since there is no overlap between the prefixes that are
assigned to MNPs and prefix(es) that are dedicated to the Home Link,
it is possible for MNs and Mbile Routers to coexist with that nodel.

Al so, when the Honme Address is derived fromthe prefix on the Hone
Li nk, the Home Agent behavior on the Iink trivially extends that of
M P and the support for that configuration should be available with
all inplenmentations.

There are a nunber of issues with returning hone when a Mbile Router
configures its Hone Address fromthe MNP as described in Section 5. 3.
Therefore, we do not recomend this mechanismif the Mbile Routers
attach to the Hone Network.

NEMO Aggr egat ed Hone Net work
1. Configuration

One other approach is to consider that the aggregation of all the
M\Ps is used plainly as the Home Link Prefix. In this nodel, the
Home Network is referred to as a NEMO Aggregated Home Network. This
means that the Mbile Aggregated Prefix is configured on the Home

Li nk and advertised by the Home Agent as a subnet, as depicted in

Fi gure 2.
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HA
| /56 Aggreg /56
I +- - +- - -t -
| | | |
MR1 MR2 MRi VRN
I I I I
/64 /64 /64 /64 Aggreg|i /64 0 <i <= N

Aggr egat ed Hone Network == Hone Network

Mobi | e Net Mobi | e Net Mobi | e Net Mobi | e Net

Fi gure 2: Aggregated Hone Network

In that nodel, it seens natural to subnet the whole range of
addresses into Mobile Network prefixes, as opposed to reserving one
prefix for the Hone Link, which would boil down to the Extended Hone
Network nodel. |If the prefix on the Hone Link is really an
aggregation and not a final prefix, it should not be allowed for

aut oconfiguration or Home Address all ocati on.

Note that in that case, it makes sense for a Mobile Router to
register using a Honme Address fromone of its owm MNPs. Taking the
Hone Address fromits own range guarantees the uni queness of the
suffix. That uni queness can be checked by the Mbile Router on its
I ngress network (see [3]) using DAD.

6.2. Returning Home

The Aggregated Hone Prefix is configured on a physical interface of
the Honme Agent, the Home Link. As a consequence, the Honme Agent has
a connected route to the Aggregated Honme Network over the Home Link.

A Mobile Router returns home by connecting directly to the Hone Link,
and dropping the MRHA tunnel. The Mbile Router recognizes its Hone
Link by a prefix match with its Hone Agent.

When the Mbile Router forms its Honme Address out of one of its M\Ps,
since the Honme Network prefix is an aggregation that enconpasses all
the M\Ps, the Hone Address actually matches both prefixes. To
properly identify the Home Network as it returns hone, the MR nust
expect a shorter prefix length than that of the MNP from which the
Home Address was forned.
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6.2.1. Returning Home with the Egress Interface

A Mobil e Router coming honme via its Egress interface sees overl appi ng
prefi xes between the Ingress and the Egress interfaces and sone
specific support nay be needed:

When a Mobil e Router connects to the Hone Link using its Egress
Interface, it mght set up a bridge between its Ingress interface(s)
and the Home Link, if the interfaces are conpatible.

Al ternatively, the Mbile Router might perform ND proxying for al
addresses in its M\Ps, between the Egress interface and the rel ated
Ingress interface, as described in [8]. Since the prefixes on the
Egress and Ingress interfaces are overlapping, routing is disallowed.

The Mobile Router does not need to join the local | GP when returning
hone, even if it is using the explicit Prefix Mdde. Wen the Mbile
Router is not registered, the Home Agent sinply expects that al
Mobi | e Network Nodes (M\NNs) will be reachable over the Hone Link

HA
_______ +——!|-——— /56
Egr ess I
MR at hone
--L--— / 64

Fi gure 3: Bridging between Egress and | ngress
6.2.2. Returning Hone with the Ingress Interface
Alternatively, if the Mbile Router has a single Ingress interface,

the Mobile Router may use the NEMO Link to connect to the Hone Link,
merging the two links in a single consistent network.

MR at hone
Egress |

Figure 4: Merging the Home and the Mobil e Networks
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This fits the connected route nodel, since the Aggregated Hone
Network is truly located on that network. Note that in that case, it
makes sense for a Mobile Router to register using a Hone Address from
one of its own M\Ps.

6.3. Applicability

Wth this nodel, there is no specific space for independent nodes, as
any address in the aggregation belongs to a M\P, and thus to a Mbile
Router. This configuration excludes the cohabitation with M P6 M\s
on the Home Link.

6.4. Deploynment Caveats
6.4.1. Home Agent Side

A node on the Hone Link receiving a Router Advertisenent that

i ncludes the Aggregated Home Network prefix mght use that prefix for
Address Autoconfiguration. Such a node would also install a
connected route to the Aggregated Home Network over the Home Link.

As a result, unless the node has a better (longest match) route to a
given Mbile Network Prefix, it would ook up all MNNs on that M\P
usi ng Nei ghbor Di scovery over its interface to the Hone Link, and
fail.

Thus, on the Home Link, the Hone Agent nust intercept all the packets
for ALL the Mobile Network Nodes on the registered prefixes; that is,
for ALL nodes attached to Mbile Routers that are away from hone.
This should be a layer 2 operation, rather than |ayer 3. The Hone
Agent might, for exanple, performsome formof ND proxying for all
addresses in all registered Mbile Network Prefixes.

The Hone Agent nust al so protect the MNP space from aut oconfiguration
by uncontrolled visitors at Nei ghbor Di scovery |evel.

There is a need to provide a specific configuration on the Hone Agent
to specify that it operates in Aggregated Mbde. |If a Home Agent
implementation is sinply derived fromthat of MP, then the
capability to performthe required proxying mght not exist, and the
Aggregated Mode will not operate properly for nodes on the Home Link.

6.4.2. Mobile Router Side
If the Mobile Router returns hone by Egress, a specific support is
required to control the bridging operation dependi ng on whether or

not a Mobile Router is at hone. This support m ght not be present in
all inplenentations.
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7

1.

The NEMO Basi ¢ Support does not nention a specific behavior for
bridgi ng though bridging capabilities can be expected from nmany

i npl ementations. An inplementation nmight provide an automatic toggle
to start/stop bridging on an Egress interface when the Mbile Router
conmes back/| eaves honme. When such a toggle is unavail able, then a
specific interface should be reserved to attach to hone with the
appropriate settings for security and bridgi ng.

Al so, note that NEMO authorizes nultiple registrations for a sane M\P
by different Mobile Routers. This is a case of nultihonmng, and it
nornmal |y neans that the Mobile Routers are interconnected by the
Ingress network that bears the common MNP. But there is no provision
in NEMO Basic Support to test that this condition is met at binding
time and maintai ned over tine.

It is thus possible for 2 different Mobile Routers to register the
same prefix with different Home Addresses, and this wll cause an

undetected problemif the corresponding Ingress interfaces are not
connect ed.

VWhen the Hone Address of a Mobile Router is derived fromits M\P
there is thus an additional risk of an undetected misconfiguration if
the Hone Address is autoconfigured fromthe Ingress interface as
opposed to statically assigning an address and MP

A Mobile Router that is at hone nust own an address fromthe
aggregation on its Egress interface and an address fromits M\P -- a
subnet of that aggregation -- on its Ingress interface. A pure
router will reject that configuration, and the Mobile Router needs to
act as a bridge to use it. |In order to deploy the Aggregated Hone
Net wor k nodel , one must check whet her that support is available in
the Mobile Routers if returning hone is required.

NEMO Vi rtual Home Network

Configuration
The Hone Link can be configured on the Home Agent on a virtual |ink,
in which case there is no physical Home Link for Mbile Routers to

return hone to, or for Hone Agents to discover each other and perform
the ND-level interactions on, as described in Mbile IPv6 [4].
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/48 e.g.: AB:C:/48
HA
| /64 AB C:/64
R R T SR
I I I I
ML M2 MRi VRN
/164 /64 /164 /64 ABCi::/64 0<i <=N

Figure 5@ Virtual Home Network

The Extended Home Network and t he Aggregated Home Network nodel s can
be adapted for virtual I|inks.

As in the case of a physical link, the Home Address of a Mobile
Rout er can be constructed based on a dedi cated subnet of the Hone
Prefix or one of the Mbile Router M\Ps.

Note that since the Honme Address is never checked for DAD, it makes
the configuration easier to take it fromthe M\P as opposed to a
speci fic subnet.

There are certain advantages to nmaking the Hone Link a virtual |ink:

A virtual link may not experience any disruption related to

physi cal maintenance or to hardware problens, so it is nore

avai l abl e than a physical link. The high availability of the Hone
Link is critical for the nmobility service.

The Hone Agent does not have to defend the Mbile Router’s Hone
Addr ess through Proxy Nei ghbor Discovery. The Honme Agent does not
al so have to perform Duplicate Address Detection (DAD) for the
Mobi |l e Router’s Hone Address when it receives a Binding Update
fromthe Mbile Router.

The Mobile Router does not have to inplenent the Returning Hone
procedure (Section 11.5.4 of Mbile IPv6 [4]).

There are al so sone drawbacks to the Virtual Home Link approach:

RFC 3775 [4] and RFC 3963 [5] do not provide the specific support
for a Mobile Node to emul ate returning hone on a Virtual Hone
Network. |In particular, in the case of NEMO, the routing
informati on fromthe Mobile Router being injected on the I GP m ght
adversely affect 1Pv6 route aggregati on on the Home NetworKk.

There can be only one Honme Agent since Mobile IPv6 relies on

Nei ghbor Di scovery on the Hone Link for other Hone Agent discovery
and for Duplicate Address Detection.
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7.

8.

8.

The Hone Agent must maintain a Binding Cache entry for a Mbile
Router and forwarding state for its Mbile Network even when the
Mobil e Router is directly connected to it. Al traffic to and
fromthe Mbile Network is sent through the bi-directional tunnel
regardl ess of the Mobile Router location. This results in a
tunneli ng overhead even though the Mbile Router is connected to
t he Home Net wor k.

Suggestions on how to perform an equival ent of returning hone on a
Virtual Home Network have been proposed, but this topic is outside of
the scope of this docunent.

2. Applicability

NEMO operations rely on ND extensions over the Hone Link for the Hone
Agent to Hone Agent conmunicati on.

Maki ng the Hone Link virtual bars the deploynent of nultiple Hone
Agents, which may be desirable for reasons of |oad bal ancing. Pl ease
refer to the NEMO nul ti homi ng issues [9] for nore on this.

Yet, for a deploynent where a single Home Agent is enough, making the
Hone Link virtual reduces the vulnerability to sone attacks and to
sone hardware failures, while naking the Home Agent operation faster.

Not e that NEMO basi c does not mandate the support of Virtual Hone
Net wor ks.

NEMO Mobi | e Honme Net wor k
1. Configuration

In this arrangenent, there is a bitw se hierarchy of Hone Networks.
A gl obal Hone Network is advertised to the infrastructure by a head
Hone Agent(s) and further subnetted into Mobile Networks. As a
result, only the Honme Agent(s) responsible for the nost gl obal
(shortest prefix) aggregation receive all the packets for all the
M\Ps, which are | eaves in the hierarchy tree.

Each subnet is owned by a Mobile Router that registers it in a NEMO
fashion while acting as a Home Agent for that network. This Mdbile
Router is at hone at the upper |evel of hierarchy. This
configuration is referred to as Mbile Hone.

An exanple of this is the Cab Co configuration. Cab Co is a taxi
conpany that uses a /32 prefix for its Home Network, this prefix
bei ng advertised by the conmpany headquarters (HQ . Regional offices
are depl oyed around the country. Even though these regional offices
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are relatively stable in ternms of location and prefix requirenent --
say, this changes every few years -- making them nmobile allows a

si mpl er managenent when a nove has to take place, or should the ISP
servi ce change.

To illustrate this configuration, we make up the prefixes to reflect
their role, like CAB:Q0::/32 for the Hone Network:

gl obal Hone Network CAB: C0:: /32 advertised by HQ

I R T T T >
HQ Ext ended Hone Net Mobi |l e Honme for SFO office
(casa)
CAB: CO: CABA: : /48 CAB: C0: 5F0: :/ 48
Qo m e oo D >

Home for offices HQ
CAB: CO: CA5A: CABA: : /64 WN
<---->

CAB: CO: CA5A: CA5A: : CASB

I
I
|
CAB: C0: CASA: CASA: : CABA |
I
are HAs on link with for each office a route like |

I

i

CAB: C0: CASA: CASA: : 5F0 R T Vi
is the Honme addr
of SFO office
Figure 6: CAB Conmpany HQ Configuration

Finally, each regional office owns a nunmber of taxis, each one
equi pped with a nobile router and an associ ated /64 prefix.

For each O fice, say San Francisco (SFO as an exanpl e:
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Mobi | e Home Network CAB: CO: 5F0::/48 owned by SFO office

Qo m o e o e o e o e e o e o e e o e e e meemee—a-o- >
SFO Homre Net wor k Mobil e Networks for taxis
for taxis S R R LR T >
CAB: C0: 5F0: 5F0: : / 64 CAB: CO: 5F0: CABL1: : / 64 CAB: CO:5F0:....::/64
Commmmmme e eeee oo S e e e e mmemeeao oo > Commmmmme e eeee oo >

CAB: C0: 5F0: 5F0: : 5F0 |
is HAon link with for |
each taxi a route like |
I
i

CAB: C0: 5F0: 5F0: : CAB1 <------ Vi a
is the Honme Address
of CAB 1

Figure 7: CAB Company regional configuration

Note that this is a hierarchy in terns of MR-HA relationship, which
may not be reflected in the physical arrangenent of nodes at a given
point of time. For instance, in the Cab Co case, sonme SFO cabs m ght
attach to any hot spot or Cab Co office in a different city, and the
SFO office mght be at hone if it is co-located with the
headquarters. But note that SFO should never attach to one of its
own cabs. This would create a stalemate situation, as docunmented in
the NEMO Route Optinization (RO problemstatenment [7].

But it is also possible to reflect the organizational hierarchy in a
nmovi ng cl oud of Mobile Routers. If a Mbile Home Agent acts as
root-MR for a nested configuration of its own Mbile Routers, then
the conmuni cati on between Mbile Routers is confined within the
nested structure.

This can be illustrated in the case of a fleet at sea. Assune that
SFO is a comunication ship of a fleet, using a satellite link to
join the infrastructure, and that the cabs are Mbile Routers
installed on smaller ships, equipped with | owrange radios.

If SFOis also the root-MR of a nested structure of its own cabs, the
communi cati on between cabs is relayed by SFO and does not require the
satellite link. As for traffic to the outside of the nested NEMO
SFO recursively termnates the nested tunnels fromits cabs and
reencapsul ates all the packets between the nested cloud and
correspondents in the infrastructure in a single tunnel to CASA. As
a result, the unwanted effect of nesting of tunnels is avoi ded over
the Internet part of the packet path.
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8.

10.

11.

11.

Th

2. Applicability

This compl ex topology applies to a large distributed fleet, nostly if
there is a single interchange point with the Internet (e.g., a

Net wor k Address Transition (NAT) or a SOCKS [1] server farm) where

t he super Honme Agent coul d be | ocated.

One specific benefit is that when 2 Mobile Routers travel together
with a common Hone Agent, the traffic between the 2 is not
necessarily routed via the infrastructure, but can stay confined
within the nobile cloud, the Mbile Honme Agent acting as a rendezvous
poi nt between the Mbile Routers. This applies particularly well for
a fleet at sea when the |ong-haul access may be as expensive as a
satellite link.

Security Considerations
Thi s docunment only explains how a Home Network can be deployed to
support Mbobile Routers and does not introduce any additional security
concerns. Please see RFC 3963 [5] for security considerations for
the NEMO Basi c Support protocol.
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