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Abst r act

Thi s docunent redefines selected | CVMP nessages to support nulti-part
operation. A nulti-part |ICVMP nessage carries all of the information
that | CVMP nmessages carried previously, as well as additiona
informati on that applications may require.

Mul ti-part nmessages are supported by an | CMP extension structure.
The extension structure is situated at the end of the | CVP nessage.
It includes an extension header followed by one or nore extension
objects. Each extension object contains an object header and object
payl oad. All object headers share a common format.

Thi s docunent further redefines the above nentioned | CMP nessages by
specifying a length attribute. Al of the currently defined | CW
messages to which an extension structure can be appended include an
"original datagranmt field. The "original datagram’ field contains
the initial octets of the datagramthat elicited the | CMP error
message. Although the original datagramfield is of variable |Iength,
the |1 COVWP nmessage does not include a field that specifies its |ength.
Therefore, in order to facilitate nmessage parsing, this docunent

al l ocates eight previously reserved bits to reflect the Iength of the
"original datagrant field.
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The proposed nodifications change the requirenents for | CWP
compliance. The inpact of these changes on conpliant inplenentations

is

di scussed, and new requirenments for future inplenentations are

pr esent ed.

This meno updates RFC 792 and RFC 4443.
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1.

I nt roducti on

Thi s docunent redefines selected | CVMPv4 [ RFC0792] and | C\VPv6

[ RFC4443] nessages to include an extension structure and a |l ength
attribute. The extension structure supports nmulti-part |ICW
operation. Protocol designers can nake an | CMP nessage carry
additional information by encoding that information in the extension
structure.

Thi s docunent al so addresses a fundanental problemin | CWwW
extensibility. Al of the |ICVWP nessages addressed by this nmeno
include an "original datagram’ field. The "original datagram' field
contains the initial octets of the datagramthat elicited the | Cvw
error nessage. Although the "original datagram’ field is of variable
I ength, the I CWP nessage does not include a field that specifies its
| engt h.

Application software infers the Iength of the "original datagrani
field fromthe total length of the | CVWP nessage. |f an extension
structure were appended to the nessage w thout adding a | ength
attribute for the "original datagrant field, the message woul d becomne
unparsable. Specifically, application software would not be able to
determ ne where the "original datagram' field ends and where the
extension structure begins. Therefore, this docunment proposes a
length attribute as well as an extension structure that is appended
to the | CMP nmessage.

The current meno al so addresses backwards conpatibility with existing
| CVWP i npl enentations that either do not inplenment the extensions
defined herein or inplement themwithout adding the required | ength
attributes. |In particular, this docunent addresses backwards
compatibility with certain, w dely depl oyed, MPLS-aware |CWvPv4

i npl ement ati ons that send the extensions defined herein wthout
adding the required length attribute.

The current neno does not define any | CMP extension objects. It
defines only the extension header and a conmon header that all

ext ensi on objects share. [UNNUMBERED], [ROUTING INST], and

[ MPLS-1 CVWP] provi de sanpl e applications of the | CMP Extension Cbject.

The above nentioned nenbs share a common characteristic. They al
append i nformation to the |CMP Tinme Expired nessage for consunption
by TRACERQUTE. In this case, as in many others, appending
information to the existing | CVMP Ti ne Expired Message is preferable
to defining a new nessage and emtting two messages whenever a packet
is dropped due to TTL expiration
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2. Conventions Used in This Docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Summary of Changes to | CWP

The following is a summary of changes to I CVP that are introduced by
thi s meno:

An | CWMP Extension Structure MAY be appended to | CMPv4 Destination
Unr eachabl e, Tine Exceeded, and Paraneter Probl em nessages.

An | CVP Extension Structure MAY be appended to | CMPv6 Destination
Unreachabl e, and Ti me Exceeded nessages.

The above nentioned nessages include an "original datagram' field,
and the nmessage formats are updated to specify a length attribute
for the "original datagranm field.

When the | CVP Extension Structure is appended to an | CMP nessage
and that | CVMP nessage contains an "original datagrant field, the
"original datagrant field MJST contain at |east 128 octets.

When the |1 CWP Extension Structure is appended to an | CMPv4 nessage
and that | CMPv4 nessage contains an "original datagrant field, the
"original datagrant field MJUST be zero padded to the nearest
32-bit boundary.

When the | CWP Extension Structure is appended to an | CMPv6 nessage
and that | CMPv6 nmessage contains an "original datagrant field, the
"original datagrant field MJST be zero padded to the nearest
64-bit boundary.
| CMP nessages defined in the future SHOULD i ndi cate whet her or not
they support the extension nechanismdefined in this
specification. It is recommended that all new nmessages support
ext ensi ons.

4. 1CWP Extensibility

RFC 792 defines the follow ng | CMPv4 nmessage types:

- Destination Unreachabl e

- Time Exceeded

Boni ca, et al. St andards Track [ Page 4]



RFC 4884 Multi-Part | CVP Messages April 2007

- Paraneter Problem

- Source Quench

- Redirect

- Echo Request/Reply

- Tinmestanp/ Ti nestanp Reply

- Informati on Request/Information Reply

[ RFC1191] reserves bits for the "Next-Hop MU' field in the
Desti nati on Unreachabl e message.

RFC 4443 defines the foll owing | CMPv6 nessage types:
- Destination Unreachabl e
- Packet Too Big
- Tine Exceeded
- Paraneter Problem
- Echo Request/Reply
Many | CMP nessages are extensible as currently defined. Protocol
desi gners can extend | CMP nessages by sinply appending fields or data

structures to them

However, the follow ng | CMP nessages are not extensible as currently
def i ned:

- 1 CQvwPv4 Destination Unreachable (type = 3)
- 1 Cwv4 Tine Exceeded (type = 11)

- 1 CwPv4 Paraneter Problem (type = 12)

- 1 CQvWPv6 Destination Unreachable (type = 1)

- 1 Qwv6 Packet Too Big (type = 2)
- 1CvwPv6 Tine Exceeded (type = 3)

- | QvwPv6 Paraneter Problem (type = 4)
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These nessages contain an "original datagrant field which represents
the | eading octets of the datagramto which the | CMP nessage is a
response. RFC 792 defines the "original datagram field for |ICVWPv4
messages. |In RFC 792, the "original datagram field includes the IP
header plus the next eight octets of the original datagram

[ RFC1812] extends the "original datagrant field to contain as nany
octets as possible without causing the | CMP nessage to exceed the

m ni mum | Pv4 reassenbly buffer size (i.e., 576 octets). RFC 4443
defines the "original datagram field for 1CMPv6 nmessages. In RFC
4443, the "original datagrant field always contained as nany octets
as possi ble w thout causing the | CMP nessage to exceed the nininmum

| Pv6 MIU (i.e., 1280 octets).

Unfortunately, the "original datagrant field | acks a |l ength

attribute. Application software infers the length of this field from
the total length of the ICVMP nessage. |f an extension structure were
appended to the nessage without adding a length attribute for the
"original datagrant field, the nmessage woul d beconme unparsable.
Specifically, application software would not be able to determne
where the "original datagranmt field ends and where the extension
structure begins.

In order to solve this problem this nmeno introduces an 8-bit length
attribute to the follow ng | CMPv4 nessages.

- Destination Unreachable (type = 3)
- Time Exceeded (type = 11)
- Paraneter Problem (type = 12)

It also introduces an 8-bit length attribute to the follow ng | CMPv6
nmessages.

- Destination Unreachable (type = 1)
- Tinme Exceeded (type = 3)

The length attribute MJST be specified when the | CMP Ext ensi on
Structure is appended to the above nentioned | CMP nessages.

The length attribute represents the I ength of the "original datagrani
field. Space for the length attribute is claimed fromreserved
octets, whose value was previously required to be zero.

For | CMPv4 nmessages, the length attribute represents 32-bit words.

When the length attribute is specified, the "original datagram field
MJUST be zero padded to the nearest 32-bit boundary. Because the
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sixth octet of each of the inpacted | CVPv4 nessages was reserved for
future use, this octet was selected as the | ocation of the length
attribute in | CMPv4.

For | CMPv6 nmessages, the length attribute represents 64-bit words.
When the length attribute is specified, the "original datagrant field
MJUST be zero padded to the nearest 64-bit boundary. Because the
fifth octet of each of the inpacted | CMPv6 nmessages was reserved for
future use, this octet was selected as the | ocation of the length
attribute in | CVPv6.

In order to achi eve backwards conpatibility, when the | CMP Extension
Structure is appended to an | CMP nessage and that | CMP nessage
contains an "original datagram field, the "original datagram' field
MJST contain at |east 128 octets. |If the original datagramdid not
contain 128 octets, the "original datagram field MJST be zero padded
to 128 octets. (See Section 5.1 for rationale.)

The foll owi ng sub-sections depict length attribute as it has been
i ntroduced to selected | CMP nessages.

4.1. |1CWv4 Destination Unreachabl e
Figure 1 depicts the | CMPv4 Destination Unreachabl e Message.
0 1 2 3

01234567890123456789012345678901
e i S T S S T T S i S S S S

| Type | Code | Checksum |
I S i o T s S S S e s s T
| unused | Length | Next - Hop Mru* |

B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
I nternet Header + |eading octets of original datagram

I I
I I
I Il I
I I
B i s sl o S S S S N i e ik T SEIE TR e Sl R R i S S e e i e i
Figure 1: I CWPv4 Destination Unreachable

The syntax and senantics of all fields are unchanged from RFC 792.
However, a length attribute is added to the second word. The length
attribute represents length of the padded "original datagrani field,
measured in 32-bit words.

* The Next-Hop MIU field is not required in all cases. It is

depicted only to denonstrate that those bits are not avail able for
assignnent in this neno.
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4.2. 1CwWv4 Time Exceeded
Figure 2 depicts the |CMPv4 Ti me Exceeded Message.
0 1 2 3

01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

| Type | Code | Checksum |
B i s T T i i o S o T Ji I
unused | Lengt h | unused |

e b T S i i S S S S e e s S i T T i S S
I nternet Header + |eading octets of original datagram

I

+-
I I
I I
I 'l I
I I
B T S i T s i i e e SEI S
Figure 2: |1 Cwv4 Tine Exceeded

The syntax and semantics of all fields are unchanged from RFC 792,
except for a length attribute which is added to the second word. The
length attribute represents I ength of the padded "origi nal datagrant
field, measured in 32-bit words.

4.3. |1CWv4 Paraneter Problem
Figure 3 depicts the | CMPv4 Parameter Probl em Message.
0 1 2 3

01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

| Type | Code | Checksum |
B i s T T i i o S o T Ji I
Poi nt er | Lengt h | unused |

!I-— I S i T T i S S i i S S S T
| I nternet Header + |eading octets of original datagram |
| /i |
L- B e T T R T i i S i S S i S S +-L
Figure 3: | CWPv4 Paraneter Problem

The syntax and semantics of all fields are unchanged from RFC 792,
except for a length attribute which is added to the second word. The
length attribute represents length of the padded "origi nal datagrant
field, nmeasured in 32-bit words.
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4.4. |1 CWv6 Destination Unreachabl e
Figure 4 depicts the | CMPv6 Destinati on Unreachabl e Message.

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Type | Code | Checksum |
B i s T T i i o S o T Ji I
| Lengt h | Unused |
L e L o i T etk s i R SR S
| As nmuch of invoking packet |
+ as possible without the | CMPv6 packet +
| exceeding the m nimum | Pv6 MIU [ RFC4443] |

Figure 4: | CWPv6 Destination Unreachable
The syntax and semantics of all fields are unchanged from RFC 4443.
However, a length attribute is added to the second word. The length
attribute represents length of the padded "original datagrani field,
measured in 64-bit words.
4.5. |1CWv6 Time Exceeded

Figure 5 depicts the |CMPv6 Ti me Exceeded Message.

0 1 2 3

01234567890123456789012345678901
T I T S S i T T S AR

| Type | Code | Checksum |
I T S s I S el o i S N SRR SIS
| Lengt h | Unused |

B i s T T i i o S o T Ji I
| As much of invoking packet |
+ as possible without the | CMPv6 packet +
| exceeding the mnimum | Pv6 MIU [ RFC4443] |

Figure 5: ICWPv6 Ti me Exceeded
The syntax and senantics of all fields are unchanged from RFC 4443,
except for a length attribute which is added to the second word. The

length attribute represents I ength of the padded "origi nal datagran
field, measured in 64-bit words.
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4.6. | CWP Messages That Can Be Extended

The | CVMP Extension Structure MAY be appended to nessages of the
foll owi ng types

- 1 CGwWv4 Destination Unreachabl e

- 1Cvwv4 Tine Exceeded

- 1 CvPv4 Paraneter Problem

- 1 CGWv6 Destination Unreachabl e

- 1CwPv6 Tine Exceeded
The |1 CMP Extension Structure MJUST NOT be appended to any of the other
| CMP nessages nentioned in Section 4. Extensions were not defined
for the | CVMPv6 "Packet Too Bi g" and "Paraneter Probleni nessages
because these nmessages | ack space for a length attribute.

5. Backwards Conpatibility

| CMP nessages can be categorized as foll ows:

- Messages that do not include any | CVMP extensions

- Messages that include non-conpliant | CWVMP extensions

- Messages that includes conpliant | CVP extensions
Any | CWP inpl ementation can send a nessage that does not include
extensions. |CMP inplementations produced prior to 1999 are not
known to send | CMP ext ensi ons.
Sone | CWP i npl enent ati ons, produced between 1999 and the tine of this
publication, may send a non-conpliant version of |CWMP extensions
described in this meno. Specifically, these inplenmentations nmay
append the | CMP Extension Structure to the Time Exceeded and
Destinati on Unreachabl e messages. Wen they do this, they send
exactly 128 octets representing the original datagram zero padding
if required. They also cal culate checksuns as described in this
docunent. However, they do not specify a length attribute to be
associ ated with the "original datagram' field.

It is assuned that |1 CWVP inpl enentations produced in the future wll
send | CMP extensions that are conpliant with this specification

Boni ca, et al. St andards Track [ Page 10]



RFC 4884 Multi-Part | CVP Messages April 2007

Li kewi se, applications that consume | CMP nmessages can be categorized
as foll ows:

- Classic applications
- Non-conpliant applications
- Conpliant applications

Cl assic applications do not parse extensions defined in this neno.
They are insensitive to the length attribute that is associated with
the "original datagrant field.

Non- compl i ant inplementations parse the extensions defined in this
meno, but only in conjunction with the Tine Expired and Destination
Unreachabl e nessages. They require the "original datagrant field to
contain exactly 128 octets and are insensitive to the length
attribute that is associated with the "original datagram' field.

Non- conpl i ant applicati ons were produced between 1999 and the tinme of
publication of this neno.

Conpliant applications conply fully with the specifications of this
docunent .

In order to denonstrate backwards conpatibility, Table 1 describes
how nmenmbers of each application category woul d parse each category of
| CMP nessage

o a o o a o o a o o a o +
| | No Extensions | Non-conpliant | Conpl i ant |
| | | Ext ensi ons | Ext ensi ons |
oo o - oo o - oo o - oo o - +
| dassic | - | Section 5.1 | Section 5.1 |
| Application | | | |
I I I I I
| Non-conpliant | Section 5.2 | - | Section 5.3 |
| Application | | | |
I I I I I
| Conpli ant | Section 5.4 | Section 5.5 | - |
| Application | | | |
o a o o a o o a o o a o +
Table 1

In the table above, cells that contain a dash represent the nom na
case and require no explanation. |In the follow ng sections, we
assune that the | CMP nessage type is "Tine Exceeded".
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5.1. dassic Application Receives |CMP Message with Extensions

When a cl assic application receives an | CMP nessage that includes
extensions, it will incorrectly interpret those extensions as being
part of the "original datagranm’ field. Fortunately, the extensions
are guaranteed to begin at |east 128 octets beyond the begi nning of
the "original datagrant field. So, only those | CVWP applications that
process the 129th octet of the "original datagram' field will be
adversely effected. To date, only two applications falling into this
category have been identified, and the degree to which they are
effected is mininmal.

Some TCP stacks, when they receive an | CMP nessage, verify the

checksumin the original datagramfield [ ATTACKS]. |If the checksum
is incorrect, the TCP stack discards the | CMP nessage for security
reasons. |If the trailing octets of the original datagramfield are

overwritten by | CWP extensions, the TCP stack will discard an | CWP
message that it would not otherw se have di scarded. The inpact of
this issue is considered to be mninmal because many | CMP nessages are
di scarded for other reasons (e.g., ICWP filtering, network
congesti on, checksum was incorrect because original datagramfield
was truncated.)

Anot her theoretically possible, but highly inprobably scenario occurs
when | CMP ext ensions overwite the portion of the original datagram
field that represents the TCP header, causing the TCP stack to
operate upon the wrong TCP connection. This scenario is highly
unlikely because it occurs only when the TCP header appears at or
beyond the 128th octet of the original datagramfield and then only
when the extensions approximate a valid TCP header

5.2. Non-Conpliant Application Receives | CMP Message with No Extensions

When a non-conpliant | CVPv4 application receives a nessage that
contains no extensions, the application exanines the total |ength of
the 1 COvWPv4 nessage. |If the total | CMPv4 nessage length is | ess than
the length of its I P header plus 144 octets, the application
correctly determ nes that the nessage does not contain any

ext ensi ons.

The 144-octet sumis derived from8 octets for the first two words of
the | CWPv4 Tine Exceeded nessage, 128 octets for the "origina
datagram’ field, 4 octets for the | CMP Extension Header, and 4 octets
for a single |CMP Cbject header. Al of these octets would be
required if extensions were present.
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If the | CMPv4 payl oad contains 144 octets or nmore, the application
must exami ne the 137th octet to determ ne whether it represents a
valid | CMPv4 Extension Header. In order to represent a valid

Ext ensi on Header, it must contain a valid version nunber and
checksum If it does not contain a valid version nunber and
checksum the application correctly determ nes that the nessage does
not contain any extensions.

Non- compl i ant applications assune that the | CMPv4 Extension Structure
begins on the 137th octet of the Tinme Exceeded nessage, after a
128-octet field representing the padded "origi nal datagrani nessage.

It is possible that a non-conpliant application will parse an | CWv4
message incorrectly under the follow ng conditions:

- the nessage does not contain extensions
- the original datagramfield contains 144 octets or nore

- selected octets of the original datagramfield represent the
correct values for an extensi on header version nunber and
checksum

Al'though this is possible, it is very unlikely.

A simlar analysis can be perforned for |ICWMPv6. However, the numeric
constants woul d change as appropri ate.

5.3. Non-Conpliant Application Receives | CVWP Message with Conpliant
Ext ensi ons

When a non-conpliant application receives a nmessage that contains
compliant 1 CVP extensions, it will parse those extensions correctly
only if the "original datagram' field contains exactly 128 octets.
This is because non-conpliant applications are insensitive to the
length attribute that is associated with the "original datagrani
field. (They assume its value to be 128.)

Provided that the entire | CMP nessage does not exceed the m ni num
reassenbly buffer size (576 octets for |1 CVPv4 or 1280 octets for

| CMPv6), there is no upper limt upon the Iength of the "origina
datagramt field. However, each inplenentation will decide how nany
octets to include. Those wi shing to be backward conpatible w th non-
compl i ant TRACERQUTE i npl ementations will include exactly 128 octets.
Those not requiring conpatibility with non-conpliant TRACEROUTE
applications may include nore octets.
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5.4. Conpliant Application Receives |CVWP Message with No Extensions

VWhen a conpliant application receives an | CMP nmessage, it exam nes
the length attribute that is associated with the "original datagrant
field. If the length attribute is zero, the conpliant application
MUST determ ne that the message contai ns no extensions.

5.5. Compliant Application Receives | CMP Message with Non- Conpli ant
Ext ensi ons

When a conpliant application receives an | CMP nessage, it exani nes
the length attribute that is associated with the "original datagrani
field. If the length attribute is zero, the conpliant application
MJUST determ ne that the message contains no extensions. In this
case, that determination is technically correct, but not backwards
conpatible with the non-conpliant inplenentation that originated the
| CMP nessage

So, to ease transition yet encourage conpliant inplenmentation,
compl i ant TRACERCQUTE i npl enent ati ons MJUST i ncl ude a non-defaul t
operation node to al so interpret non-conpliant responses.
Specifically, when a TRACEROUTE application operating in non-
conpliant node receives a sufficiently long | CMP nessage that does
not specify a length attribute, it will parse for a valid extension
header at a fixed |location, assumi ng a 128-octet "original datagrant
field. |If the application detects a valid version and checksum it
will treat the octets that foll ow as an extension structure.

6. Interaction with Network Address Transl ation

The | CVP extensions defined in this meno do not interfere with

Net wor k Address Translation. [RFC3022] permits traditional NAT
devices to nodify selected fields within | CVP nessages. These fields
include the "original datagranmt field nentioned above. However, if a
NAT device nodifies the "original datagramt field, it should nodify
only the leading octets of that field, which represent the outernost

| P header. Because the outernost |P header is guaranteed to be
contained by the first 128 octets of the "original datagram' field,

| CMP extensions and NAT will not interfere with one anot her

It is conceivable that a NAT inpl enentati on m ght overstep the
restrictions of RFC 3022 and overwite the length attribute specified
by this meno. |If a NAT inplenmentation were to overwite the length
attribute with zeros, the resulting packet will be indistinguishable
froma packet that was generated by a non-conpliant |CW

i npl ementation. See Section 5.5 for packet details and a discussion
of backwards conpatibility.

Boni ca, et al. St andards Track [ Page 14]



RFC 4884 Multi-Part | CVP Messages April 2007

7.

The | CVP Extension Structure

This meno proposes an optional | CVP Extension Structure that can be
appended to the | CVMP nessages referenced in Section 4.6 of this
docunent .

The Extension Structure contains exactly one Extension Header

foll owed by one or nore objects. Having received an | CMP nessage
wi t h extensions, application software MAY process sel ected objects
whil e ignoring others. The presence of an unrecogni zed object does
not inply that an | CMP nessage is nalforned.

As stated above, the total length of the |GV nessage, including

ext ensi ons, MJST NOT exceed the m ni mumreassenbly buffer size.

Figure 6 depicts the | CMP Extensi on Header.
0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Ver si on| (Reserved) | Checksum |
B i s T T i i o S o T Ji I

Figure 6: | CVP Extension Header

The fields of the | CMP Extension Header are as foll ows:

Version: 4 bits
| CMP extension version nunber. This is version 2.

Reserved: 12 bits
Must be set to O.

Checksum 16 bits
The one’ s conpl enent of the one’s conplenment sum of the data
structure, with the checksumfield replaced by zero for the
pur pose of computing the checksum An all-zero val ue neans that

no checksumwas transmtted. See Section 5.2 for a description of
how this field is used.
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8. | CWP Extension (bjects

Each extensi on object contains one or nore 32-bit words, representing
an obj ect header and payload. All object headers share a comon
format. Figure 7 depicts the object header and payl oad.

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Lengt h | Cl ass-Num | C Type |
R e s T o T S R El ok i R e e S S e o o s
I I
| /[l (nject payload) // |
I I
B i s T T i i o S o T Ji I
Figure 7: Object Header and Payl oad
An obj ect header has the followi ng fields:

Length: 16 bits

Length of the object, neasured in octets, including the object
header and obj ect payl oad.

Class-Num 8 bits

Identifies object class.
C- Type: 8 bits

Identifies object sub-type.

9. Security Considerations

Upon recei pt of an | COVWP nmessage, application software nust check it
for syntactic correctness. The extension checksum nust be verifi ed.
I mproperly specified length attributes and other syntax probl ens nmay
result in buffer overruns.
This meno does not define the conditions under which a router sends
an | CVMP nessage. Therefore, it does not expose routers to any new

deni al -of -service attacks. Routers may need to linmit the rate at
whi ch | CMP nessages are sent.
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10.

11.

12.

12.

12.

| ANA Consi der ati ons

The | CVP Ext ensi on Obj ect header contains two 8-bit fields: The
Class-Numidentifies the object class, and the C Type identifies the
cl ass sub-type. Sub-type values are defined relative to a specific
obj ect class value, and are defined per class.

| ANA has established a registry of | CVMP extension objects classes and
cl ass sub-types. There are no val ues assigned within this docunent
to maintain. bject classes OxF7 - OxFF are reserved for private
use. (bject class values are assignable on a first-cone-first-serve
basis. The policy for assigning sub-type val ues should be defined in
the docunent defining new class val ues.
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Thi s docunent is subject to the rights, licenses and restrictions
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retain all their rights.

Thi s docunent and the information contained herein are provided on an
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Intellectual Property
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Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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