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Abst ract

Thi s docunent defines objects for managi ng Operati ons,

Admi ni stration, and Mai ntenance (OAM capabilities on Ethernet-Ilike
interfaces conformant to the Ethernet OAM functionality defined in
the Ethernet in the First Mle (EFM cl auses of the Ethernet
standards. The Ethernet OAM functionality is conplenmentary to the

Si npl e Networ k Managenent Protocol (SNWP) in that it is focused on a
smal | set of link-specific functions for directly connected Ethernet
interfaces. This docunent defines objects for controlling those Iink
OAM functions and for providing results and status of the OAM
functions to nmanagenent entities.
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1. Introduction

The | EEE 802. 3ah Ethernet in the First Mle (EFM taskforce added new
managenment capabilities to Ethernet-like interfaces. These

managenent capabilities were introduced to provide sone basic O dered
Aggregate (OA) function on Ethernet nmedia. The defined functionality
i ncl udes discovery, error signaling, |oopback, and |ink nonitoring.
This meno defines a portion of the Managenment |nformati on Base (M B)
for use with network nanagenent protocols in the Internet comunity
to nmanage these new Ethernet interface capabilities.

Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. The Internet-Standard Managenment Franmewor k
For a detail ed overview of the docunents that describe the current
I nt ernet - Standard Managenent Framework, please refer to section 7 of
RFC 3410 [ RFC3410].
Managed objects are accessed via a virtual information store, terned

the Managenent Infornmation Base or MB. MB objects are generally
accessed t hrough the Sinple Network Managerment Protocol (SNWVP).
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ojects in the MB are defined using the nechani sns defined in the
Structure of Managenment Information (SM). This neno specifies a MB
modul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

3. Overview

Et her net networks have evol ved over the past 30 years fromsinple
LANs to a variety of other applications, including w de-area
networks. To address sone of these energing markets, the | EEE

802. 3ah taskforce defined additional clauses in [802.3ah] for the

| EEE 802. 3 standard [802. 3-2002] to better address Ethernet

depl oynents in the public-access network. Although Ethernet-access
depl oynents were the primary notivation for the taskforce activity,
the results of the taskforce are not strictly linmted to that
application. Ethernet OAM can be inplenented on Ethernet |inks that
are not EFM

The Ethernet in the First Mle (EFM taskforce was focused on four
somewhat independent objectives to better address Ethernet access
depl oynents: optics, copper, Ethernet passive optical networks

(Et hernet PON, or EPON), and operations, adm nistration, and

mai nt enance (OAM. The optics sub-taskforce devel oped new optica
physical layers that better served the |ong-reach outside plant
networks typically found in the access network, including devel oping
physi cal layers that operate up to 20 Km and supporting the
environmental conditions of access deploynments. The copper sub-
taskforce devel oped two new physical |ayers that run Ethernet
natively over existing twisted pair wires that have been supporting
voi ce services for decades. The EPON sub-taskforce devel oped a new
poi nt-to-mul ti poi nt Ethernet physical |ayer, utilizing Ethernet
fram ng natively over a tinme-division multiple-access (TDVA)
infrastructure. The OAM sub-taskforce introduced some basic
managenent functionality into an Ethernet link to better nonitor and
mai ntai n Et hernet networks in geographically disparate networks.

Thi s docunent defines the managenent objects necessary to integrate
Et hernet OAM functionality into the SNVWP managenent franeworKk.

Et hernet OAM i s conposed of a core set of functions and a set of
optional functional groups. The nmandatory functions include

di scovery operations (determining if the other end of the link is OA
capabl e and what OAM functions it supports), state machine

i npl ementation, and sone critical event flows. The optiona
functional groups are for (a) link events, (b) renote |oopback, and
(c) variable retrieval and response. Each optional functional group
is controlled by a separate M B tabl e(s).
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Et hernet QAM i s conplenmentary with SNMP managenent in that it

provi des some basi c nanagenment functions at |ayer two, rather than
using |l ayer three and above as required by SNMP over an IP
infrastructure. Ethernet OAM provi des single-hop functionality in
that it works only between two directly connected Ethernet stations.
SNVP can be used to nanage the Ethernet OAM i nteracti ons of one

Et hernet station w th another

Et hernet OAM has three functional objectives, which are detailed in
the next three sections. The definition of a basic Ethernet OA
protocol data unit is given in Section 3.4.

3.1. Renpte Fault I|ndication

Renote fault indication provides a mechanismfor one end of an

Et hernet link to signal the other end that the receive path is non-
operational. Sone Ethernet physical |ayers offer nechanisns to
signal this condition at the physical layer. Ethernet OAM added a
mechani smso that some Ethernet physical |ayers can operate in

uni directional node, allowing franes to be transmtted in one
direction even when the other direction is non-operational
Traditionally, Ethernet PHYs do not allow franme transm ssion in one

direction if the other direction is not operational. Using this
node, Ethernet OAM al |l ows frame-based signaling of rempte fault
conditions while still not allow ng higher-layer applications to be

aware of the unidirectional capability. This document includes
mechani sms for capturing that fault information and reflecting such
information in objects and notifications within the SNVP managenent
f ramewor k.

3.2. Link Mnitoring

Et hernet OQAM i ncl udes event signaling capability so that one end of
an Ethernet link can indicate the occurrence of certain inportant
events to the other end of the link. This happens via |layer two
protocols. This docunent defines nethods for incorporating the
occurrence of these layer two events, both at the local end and far
end of the link, into the SNMP managenent frameworKk.

Et hernet OAM al so incl udes nechani sns for one Ethernet station to
query another directly connected Ethernet station about the status of
its Ethernet interface variables and status. This docunent does not
i ncl ude mechani sns for controlling how one Ethernet endpoint may use
this functionality to query the status or statistics of a peer

Et hernet entity.
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3.3. Renpte Loopback

Renote | oopback is a link state where the peer Ethernet entity echoes
every received packet (w thout nodifications) back onto the link.
Renote | oopback is intrusive in that the other end of the Iink is not
forwarding traffic from higher layers out over the link. This
docunent defines objects controlling | oopback operation and reading
the status of the | oopback state.

3.4. Ethernet OAM Protocol Data Units

An Et hernet OAM protocol data unit is a valid Ethernet frame with a
destination Media Access Control (MAC) address equal to the reserved
MAC address for Slow Protocols (See 43B of [802.3ah]), a | engthO Type
field equal to the reserved type for Slow Protocols, and a Sl ow
Protocol s subtype equal to that of the subtype reserved for Ethernet
OAM

QAMPDU i s used throughout this docunent as an abbreviation for
Et hernet OAM protocol data unit. OAMPDUs are the nmechani sm by which
two directly connected Ethernet interfaces exchange QA information.

4. Relation to the O her M B Mdul es

The definitions presented here are based on O auses 30 and 57 of
[802.3ah]. Note that these clauses descri be many of these variables
and their effects on the MAC |l ayer. In some cases, there is a one-
to-one rel ationship between an object in this docunent and an obj ect
in the Clause 30 MB of [802.3ah]. In other cases, the objects of
this docunment reflect a nore conplex entity and are reflected by nore
than one object in the Cause 30 MB of [802.3ah].

4. 1. Rel ation to O her M B Mdul es

The objects defined in this docunent nanage OAM functionality

i ntroduced in [802.3ah] These objects do not overlap with the
interfaces M B [ RFC2863], the Ethernet-like interfaces MB [ RFC3635],
or any other MB currently used to nanage various aspects of an

Et hernet interface. The objects defined here are defined for

Et hernet-like interfaces only and use the sane iflndex as the

associ ated Ethernet interface. Ethernet OAM can be inplenmented on
any Ethernet-like interface.
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4.2. Relation to Gher EFM M B Modul es

The Ethernet OAM functionality and M B Mdul e is i ndependent of the
other functionality and M B Mdul es derived from|[802.3ah] for copper
[ 802. 3ah-copper] and EPON [ 802. 3ah-epon]. Ethernet OAM nay be

i npl emrented (or not) on the new EFMinterface types, just as it can
on any other Ethernet interface.

4.3. Mapping of | EEE 802. 3ah Managed (bjects

Thi s section contains the mappi ng between managed objects defined in
[ 802. 3ah] O ause 30, and managed objects defined in this docunent.

| EEE 802. 3 Managed hj ect Cor respondi ng SNMP obj ect

00A
.a0AM D IF-M B i flndex
. aOAMAdm nSt at e dot 3CamAdm nSt at e
. aOAMVbde dot 3Camvbde

.aOAMDI scoveryState

. aOAMRenpt eMACAddr ess

. a0OAMLocal Confi guration
. aOAMRenot eConfi gurati on

dot 3CanDper St at us

dot 3CanPeer MacAddr ess

dot 3Cantunct i onsSupport ed
dot 3CanPeer Functi onsSupport ed,
dot 3CanPeer Mode

dot 3CanivaxCanPduSi ze

dot 3CanPeer MaxCanPduSi ze
dot 3Canper St at us,

dot 3CanEvent LogEntry

dot 3CanOper St at us,

dot 3CanEvent LogEnt ry

dot 3CantConf i gRevi si on

. aOAMLocal PDUConf i gur ati on
. aOAMRenot ePDUCoNf i gur ati on
.a0AMLocal Fl agsFi el d

. aOAMRenot eFl agsFi el d

. a0AMLocal Revi si on

. aOAMRenDt eRevi si on
.a0OAMLocal St at e
. a0OAMRenpt eSt at e

dot 3CanPeer Conf i gRevi si on
dot 3CanloopbackSt at us
dot 3CanloopbackSt at us

. aOAMRenot eVendor OUI

. aOAMRenpt eVendor Speci fi cl nfo
. a0AMUnsuppor t edCodesTx

. a0AMUnsuppor t edCodesRx

. a0AM nf or mat i onTx

. a0AM nf or mat i onRx

dot 3CanPeer Vendor Qui

dot 3CanPeer Vendor | nfo

dot 3Canlnsupport edCodesTx
dot 3Canlnsupport edCodesRx
dot 3Cani nf or mat i onTx

dot 3Cam nf or mat i onRx

. a0AMUNni queEvent Noti fi cati onTx dot 3Canni queEvent Noti fi cati onTx
. a0AMUNni queEvent Noti fi cati onRx dot 3Cantni queEvent Noti fi cati onRx
.a0AMDupl i cat eEvent Noti fi cati onTx

dot 3CanDupl i cat eEvent Noti fi cati onTx
. a0OAMDupl i cat eEvent Not i fi cati onRx

dot 3CanDupl i cat eEvent Noti fi cati onRx

. aOAMLoopbackCont r ol Tx dot 3CanlLoopbackCont r ol Tx

St andards Track
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. aOAMLoopbackCont r ol Rx dot 3CanlLoopbackCont r ol Rx
.a0OAWar i abl eRequest Tx dot 3CanVar i abl eRequest Tx
. aOAWar i abl eRequest Rx dot 3CanVar i abl eRequest Rx
. a0OAMWar i abl eResponseTx dot 3CanVar i abl eResponseTx
. a0OAWar i abl eResponseRx dot 3CanVar i abl eResponseRx
. a0AMD gani zat i onSpeci fi cTx dot 3Can®r gSpeci fi cTx

. a0AMD gani zat i onSpeci fi cRx dot 3Can®r gSpeci fi cTx

.a0AMLocal Err SynPeri odConfi g dot 3Cantr r SynPer i odW ndow,
dot 3CanErr SynPeri odThr eshol d

.a0OAMLocal Err SynPer i odEvent dot 3CanEvent LogEntry

.a0OAMLocal Err FrameConfi g dot 3Cantr r Fr amreW ndow,
dot 3Cantr r FraneThr eshol d

.a0AMLocal Err FrameEvent dot 3Cantvent LogEnt ry

.a0AMLocal Err FramePeri odConfi g dot 3Cankrr FramePeri odW ndow,
dot 3CanEr r Fr anePer i odThr eshol d
. a0OAMLocal Err FranePer i odEvent dot 3CanEvent LogEntry
. a0AMLocal Err Fr aneSecsSunmar yConfi g
dot 3Cantr r Fr ameSecs Sumar yW ndow,
dot 3Cantr r Fr ameSecssummar yThr eshol d
. a0OAMLocal Err FrameSecsSumrar yEvent
dot 3CanEvent LogEntry
. aOAMRenot eErr SynPer i odEvent dot 3CanEvent LogEntry
. aOAMRenot eEr r Fr aneEvent dot 3CanEvent LogEnt ry
. aOAMRenot eErr Fr anePer i odEvent  dot 3CanEvent LogEntry
. aOAMRenot eEr r Fr anmeSecs Summar y Event
dot 3CanEvent LogEnt ry
. aFranmesLost DueToOAnEr r or dot 3Cantr anesLost DueToOam
. acOAMAdmM nCont r ol dot 3CamAdni nSt at e

There are no | EEE 802. 3ah managed objects that are not reflected in
this MB Mdul e in sone manner.

5. M B Structure

The Ethernet OAM M B objects of this nmeno focus on the QA
capabilities introduced in [802.3ah]. The MB objects are
partitioned into six different MB groups.

The dot 3Canirabl e group nmanages the prinary OAM objects of the
Et hernet interface. This group controls the state and status of QA
as well as the nmode in which it operates.

The dot 3CamPeer Tabl e mai ntains the current information on the status
and configuration of the peer OAM entity on the Ethernet interface.
Managed i nfornmation includes the capabilities and function avail abl e
on the peer OAM entity.

Squire St andards Track [ Page 7]



RFC 4878 OAM Functions on Ethernet-Li ke Interfaces June 2007

The dot 3CanmLoopbackTabl e nmanages the | oopback function introduced in
[802.3ah]. This table controls enabling and di sabling | oopback, as
wel|l as indicating the | oopback status of Ethernet QAMon this
interface.

The dot 3Cantt at sTabl e maintains statistics on the nunber and type of
Et hernet OAM frames being transmtted and recei ved on the Ethernet
i nterface.

The dot 3CanEvent Confi gTabl e defines the objects for managi ng the
event notification capability available in Ethernet CAM Wth

Et hernet OAM one device may send notifications to its peer devices
whenever an inportant event happens on the | ocal device. This table
provi des managenent of which events result in notifications via

Et hernet OQAM notifications and/or via SNMP notifications.

The dot 3CanEvent LogTabl e nanages the current status of |ocal and
renote events detected via Ethernet OAM This table is updated
whenever | ocal events are detected by Ethernet OAM or whenever
Et hernet OAM Event Notifications are received fromthe peer OA
entity.

There are two notifications defined to report Ethernet OAM events
(one for threshold crossing events, one for non-threshold crossing
events). Both notifications are contained within the sane

conf or mance group.

6. MB Definition
DOT3-CAM M B DEFINI TIONS :: = BEG N

| MPORTS
MODULE- | DENTI TY, m b-2, OBJECT-TYPE, Counter32, Unsigned32,
I nt eger 32, NOTI FI CATI ON- TYPE
FROM SNWPv2- SM
-- from [ RFC2578]
TEXTUAL- CONVENTI ON, MacAddress, TinmeStanp, TruthVal ue

FROM SNWPv2- TC
-- from [ RFC2579]
Count er BasedGauge64
FROM HCNUM TC
-- from [ RFC2856]
i f1ndex
FROM | F-M B
-- from [ RFC2863]
MODULE- COVPLI ANCE, OBJECT- GROUP, NOTI FI CATI ON- GROUP
FROM SNWPv 2- CONF;
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-~ from [ RFC2580]

dot 3CanM B MODULE- | DENTI TY
LAST- UPDATED "200706140000Z" -- June 14, 2007"
ORGANI ZATI ON
"I ETF Ethernet Interfaces and Hub M B Wrki ng G oup"
CONTACT- | NFO
"W5 Charter:
http://ww.ietf.org/htm.charters/hubm b-charter. htm
Mailing lists:
General Discussion: hubm b@etf.org
To Subscribe: hubni b-requests@etf.org
I n Body: subscribe your_email _address
Chair: Bert Wjnen
Al cat el - Lucent
Enail: bwijnen at al catel-lucent dot com
Editor: Matt Squire
Hatt er as Net wor ks
E-mail: nsquire at hatterasnetworks dot com
DESCRI PTI ON
"The M B nodul e for managi ng the new Et hernet OAM f eat ures
i ntroduced by the Ethernet in the First Mle taskforce (IEEE
802.3ah). The functionality presented here is based on | EEE
802. 3ah [802. 3ah], released in COctober, 2004. [802.3ah] was
prepared as an addendumto the standing version of |IEEE 802.3
[802. 3-2002]. Since then, [802.3ah] has been
merged into the base | EEE 802. 3 specification in [802.3-2005].

In particular, this MB focuses on the new OAM functi ons
introduced in Cause 57 of [802.3ah]. The OAM functionality
of Clause 57 is controlled by new managenent attributes
introduced in Cl ause 30 of [802.3ah]. The OAM functions are
not specific to any particul ar Ethernet physical |ayer, and
can be generically applied to any Ethernet interface of

[ 802. 3-2002] .

An Ethernet OAM protocol data unit is a valid Ethernet frane
with a destination MAC address equal to the reserved MAC
address for Slow Protocols (See 43B of [802.3ah]), a

| engt hOr Type field equal to the reserved type for Sl ow
Protocols, and a Sl ow Protocols subtype equal to that of the
subtype reserved for Ethernet OAM QAMPDU i s used throughout
this document as an abbreviation for Ethernet QAM protocol
data unit.

The followi ng reference is used throughout this M B nodul e:
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[ 802. 3ah] refers to:
| EEE Std 802. 3ah-2004: ’'Draft anendment to -
I nformation technol ogy - Tel ecommuni cati ons and
i nformati on exchange between systens - Local and
nmetropolitan area networks - Specific requirenents - Part
3: Carrier sense nultiple access with collision detection
(CSMA/ CD) access nethod and physical |ayer specifications
- Media Access Control Paraneters, Physical Layers and
Managenment Paraneters for subscriber access networks’,
Oct ober 2004.

[ 802. 3-2002] refers to:
| EEE Std 802. 3-2002:
"Information technol ogy - Tel ecomuni cations and
i nformati on exchange between systenms - Local and
metropolitan area networks - Specific requirenents - Part
3: Carrier sense nultiple access with collision detection
(CSMA/ CD) access nethod and physical |ayer specifications
- Media Access Control Paraneters, Physical Layers and
Management Paraneters for subscriber access networks’,
March 2002.

[ 802. 3-2005] refers to:
| EEE Std 802. 3- 2005:
"Information technol ogy - Tel ecomuni cations and
i nformati on exchange between systems - Local and
metropolitan area networks - Specific requirements - Part
3: Carrier sense nultiple access with collision detection
(CSMA/ CD) access nethod and physical |ayer specifications
- Media Access Control Paraneters, Physical Layers and
Managenment Paraneters for subscriber access networks’,
Decenber 2005.

[ 802-2001] refers to:
"| EEE Standard for LAN MAN (Local Area
Net wor k/ Metropol itan Area Network): Overview and
Architecture’, |EEE 802, June 2001.

Copyright (c) The IETF Trust (2007). This version of
this MB nodule is part of RFC 4878; See the RFC itself for
full legal notices. "

REVI SI ON "200706140000Z2" -- June 14, 2007"
DESCRI PTION "I nitial version, published as RFC 4878."
:={ mb-2 158 }

-- Sections of the Ethernet OAM M B
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dot 3CanNot i fications OBJECT IDENTIFIER ::= { dot3CanM B 0 }
dot 3Canthj ect s OBJECT IDENTIFIER ::= { dot3CanM B 1 }
dot 3CantTonf or mance OBJECT IDENTIFIER ::={ dot3CanMB 2 }
Textual conventions for the CAM M B
ght OTwoQui :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"24-bit Organizationally Unique lIdentifier. Information on
QUl's can be found in | EEE 802-2001 [802-2001], d ause 9."
SYNTAX OCTET STRI NG SI ZE(3))

LR R R EEEEEREEEREEEEREEEREEEREEEREEEEREEEEEEEREEEEEEEEEEEEEEEEEREEEREEE SR

Et hernet QAM Control group

dot 3CanTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Dot 3CanEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"This table contains the primary controls and status for the
OAM capabilities of an Ethernet-like interface. There will be
one rowin this table for each Ethernet-like interface in the
systemthat supports the OAM functions defined in [802. 3ah].

::={ dot3Camjects 1}

dot 3CanEntry OBJECT- TYPE

Squire

SYNTAX Dot 3CanEnt ry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"An entry in the table that contains information on the
Et hernet OAM function for a single Ethernet |ike interface.
Entries in the table are created automatically for each
interface supporting Ethernet OAM The status of the row
entry can be determined from dot 3Cantper St at us.

A dot 3CanEntry is indexed in the dot3CamTabl e by the iflndex
obj ect of the Interfaces M B.

I NDEX { iflndex }
::={ dot3CanTable 1 }
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Dot 3CanEntry :: =
SEQUENCE {
dot 3CamAdm nSt at e | NTEGER,
dot 3CanOper St at us | NTECER,
dot 3Canmvbde | NTEGER,
dot 3CanivaxCanPduSi ze Unsi gned32,
dot 3CantConfi gRevi si on Unsi ghed32,
dot 3Cantunct i onsSupport ed BI TS
}
dot 3CamAdm nSt at e OBJECT- TYPE
SYNTAX | NTEGER {
enabl ed(1),
di sabl ed(2)
}
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"This object is used to provision the default administrative
OAM node for this interface. This object represents the
desired state of OAMfor this interface.

The dot 3CamAdmi nState al ways starts in the disabled(2) state

until an explicit management action or configuration

i nformati on retained by the system causes a transition to the
enabl ed(1) state. When enabled(1l), Ethernet CAMw || attenpt
to operate over this interface.

REFERENCE  "[802.3ah], 30.3.6.1.2"
::={ dot3Canktntry 1 }

dot 3CanDper St at us OBJECT- TYPE
SYNTAX I NTEGER {

di sabl ed(1),
i nkFaul t(2),
passi veWai t (3),
activeSendLocal (4),
sendLocal AndRenot e(5),
sendLocal AndRenot eCk( 6) ,
oanPeeri nglLocal | yRej ect ed(7),
oanPeer i ngRenot el yRej ect ed( 8),
operational (9),
nonQper Hal f Dupl ex( 10)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"At initialization and failure conditions, two OAM entities on
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the sane full-duplex Ethernet |ink begin a discovery phase to
determ ne what OAM capabilities may be used on that link. The
progress of this initialization is controlled by the QA

subl ayer.

This value is always disabled(1l) if OAMis disabled on this
interface via the dot3CamAdmi nSt at e.

If the link has detected a fault and is transmtting OQAMPDUs
with a link fault indication, the value is |linkFault(2).
Also, if the interface is not operational (ifCperStatus is
not up(l)), linkFault(2) is returned. Note that the object

i fOper Status may not be up(1l) as a result of link failure or
adm nistrative action (ifAdm nState being down(2) or
testing(3)).

The passiveWait(3) state is returned only by OAM entities in
passi ve node (dot3Canibde) and reflects the state in which the
OAM entity is waiting to see if the peer device is QA

capabl e. The activeSendLocal (4) value is used by active node
devi ces (dot3Camvbde) and reflects the CAM entity actively
trying to discover whether the peer has OAM capability but has
not yet mamde that determ nation

The state sendLocal AndRenote(5) reflects that the |ocal OA
entity has discovered the peer but has not yet accepted or
rejected the configuration of the peer. The |ocal device can,
for whatever reason, decide that the peer device is
unaccept abl e and decline OAM peering. |If the local OAMentity
rejects the peer OAM entity, the state becones
oanPeeringLocal | yRej ected(7). |If the OAM peering is all owed
by the | ocal device, the state noves to

sendLocal AndRenot eCk(6). Note that both the

sendLocal AndRenot e(5) and oanPeeri nglLocal | yRej ected(7) states
fall within the state SEND LOCAL_REMOTE of the Discovery state
di agram [ 802. 3ah, Figure 57-5], with the difference being

whet her the local OAM client has actively rejected the peering
or has just not indicated any decision yet. Wether a peering
deci sion has been nmade is indicated via the local flags field
in the OAMPDU (reflected in the aOAM.ocal Fl agsFi el d of
30.3.6.1.10).

If the renote OAM entity rejects the peering, the state
becones oanPeeri ngRenot el yRej ected(8). Note that both the
sendLocal AndRenot eCk(6) and oanPeeri ngRenot el yRej ect ed( 8)
states fall within the state SEND LOCAL_REMOTE K of the

Di scovery state diagram|[802.3ah, Figure 57-5], with the

di fference being whether the remote OAM client has rejected
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the peering or has just not yet decided. This is indicated
via the renmote flags field in the QAMPDU (reflected in the
aOAMRenot eFl agsFi el d of 30.3.6.1.11).

When the I ocal CAMentity learns that both it and the renpte
OAM entity have accepted the peering, the state noves to
operational (9) corresponding to the SEND ANY state of the

Di scovery state diagram [802.3ah, Figure 57-5].

Since Ethernet OAM functions are not designed to work

conpl etely over half-duplex interfaces, the value

nonQOper Hal f Dupl ex(10) is returned whenever Ethernet OAMis
enabl ed (dot 3CamAdni nState is enabled(1)), but the interface
is in half-dupl ex operation.

REFERENCE "[802.3ah], 30.3.6.1.4, 30.3.6.1.10, 30.3.6.1.11"
= { dot3Cantntry 2 }

dot 3Canvbde OBJECT- TYPE

Squire

SYNTAX I NTEGER {

passive(l),
active(2)

MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"This object configures the node of OAM operation for this

Et hernet-like interface. QAMon Ethernet interfaces may be in
"active’ node or 'passive’ node. These two nodes differ in
that active node provides additional capabilities to initiate
monitoring activities with the renote OAM peer entity, while
passi ve nmode generally waits for the peer to initiate QA
actions with it. As an exanple, an active OAMentity can put
the renote OAM entity in a | oopback state, where a passive QA
entity cannot.

The default value of dot3Cambde is dependent on the type of
system on which this Ethernet-like interface resides. The
default value should be "active(2)’ unless it is known that
this system should take on a subservient role to the other
devi ce connected over this interface.

Changing this value results in incrementing the configuration
revision field of locally generated OAMPDUs (30.3.6.1.12) and
potentially re-doing the OAM di scovery process if the

dot 3Cantper St at us was al ready operational (9).

REFERENCE  "[802. 3ah], 30.3.6.1.3"
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::={ dot3CankEntry 3 }

dot 3CanivaxCanPduSi ze OBJECT- TYPE

SYNTAX Unsi gned32 (64..1518)

UNI TS "octets"”

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The |l argest CAMPDU that the QAM entity supports. OA
entities exchange maxi mum QAMPDU si zes and negotiate to use
the smaller of the two maxi rum OQAMPDU si zes between the peers.
This value is determ ned by the | ocal inplenentation.

REFERENCE  "[802.3ah], 30.3.6.1.8"

::={ dot3Canktntry 4 }

dot 3CantConfi gRevi si on OBJECT- TYPE

SYNTAX Unsi gned32(0. . 65535)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The configuration revision of the OAMentity as reflected in
the | atest OAMPDU sent by the OAM entity. The config revision
is used by OAM entities to indicate that configuration changes
have occurred, which nmight require the peer OAM entity to
re-eval uate whet her OAM peering is all owed.

REFERENCE  "[802. 3ah], 30.3.6.1.12"

::={ dot3Canktntry 5 }

dot 3Cantuncti onsSupported OBJECT- TYPE
SYNTAX BI TS {
uni di recti onal Support (0),
| oopbackSupport (1),
event Support (2),
vari abl eSupport ( 3)

}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The OAM functions supported on this Ethernet-like interface.
OAM consi sts of separate functional sets beyond the basic
di scovery process that is always required. These functional
groups can be supported i ndependently by any inpl enentation.
These val ues are conmuni cated to the peer via the |ocal
configuration field of Informati on QAMPDUSs.

Setting 'unidirectional Support(0)’ indicates that the OA
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entity supports the transm ssion of OQAMPDUs on |links that are
operating in unidirectional nmode (traffic flowi ng in one
direction only). Setting ’'|oopbackSupport(1l)’ indicates that
the OAM entity can initiate and respond to | oopback conmands.
Setting 'eventSupport(2)’ indicates that the OAMentity can
send and receive Event Notification OQAMPDUs. Setting
"variabl eSupport (3)' indicates that the OAMentity can send
and receive Vari abl e Request and Response QAMPDUSs.

REFERENCE  "[802. 3ah], 30.3.6.1.6"

::={ dot3Canktntry 6 }

R R U S S I O S S I I S O O R I O

-- Ethernet OAM Peer group

dot 3CanPeer Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Dot 3CanPeer Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains information about the OAM peer for a
particular Ethernet-like interface. QAMentities conmunicate
with a single OAM peer entity on Ethernet |inks on which QA

i s enabl ed and operating properly. There is one entry in this
table for each entry in the dot3CanTabl e for which information
on the peer OAM entity is avail abl e.

::={ dot3Cambjects 2 }

dot 3CanPeer Entry OBJECT- TYPE

SYNTAX Dot 3CanPeer Entry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An entry in the table containing information on the peer QA
entity for a single Ethernet-like interface.

Note that there is at nobst one OAM peer for each Ethernet-like
interface. Entries are autonatically created when information
about the OAM peer entity becones avail able, and autonmatically
del eted when the OAM peer entity is no longer in

comruni cation. Peer information is not avail abl e when

dot 3Canper Status is disabled(1), linkFault(2),

passi veWai t (3), activeSendLocal (4), or nonQOper Hal f Dupl ex(10).

I NDEX { iflndex }
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::={ dot3CanPeerTable 1 }

t3CanPeerEntry :: =

SEQUENCE {
dot 3CanPeer MacAddr ess MacAddr ess,
dot 3CanPeer Vendor Cui Ei ght OTwoQui ,
dot 3CanPeer Vendor | nf o Unsi gned32,
dot 3CanPeer Mode | NTEGER,
dot 3CanPeer MaxCanPduSi ze Unsi gned32,
dot 3CanPeer Conf i gRevi si on Unsi gned32,
dot 3CanPeer Functi onsSupported BI TS

}

t 3CanPeer MacAddr ess OBJECT- TYPE

SYNTAX MacAddr ess

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The MAC address of the peer OAMentity. The MAC address is
derived fromthe nost recently received QAMPDU.

REFERENCE  "[802.3ah], 30.3.6.1.5."

::={ dot3CanPeerEntry 1 }

t 3CanPeer Vendor Qui OBJECT- TYPE

SYNTAX Ei ght OrwoCQui

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The QU of the OAM peer as reflected in the |atest
I nformati on OAMPDU received with a Local Information TLV. The
QU can be used to identify the vendor of the renote QA
entity. This value is initialized to three octets of zero
before any Local Information TLV is received.

REFERENCE  "[802.3ah], 30.3.6.1.16."
::={ dot3CanPeerEntry 2 }

t 3CamPeer Vendor | nf o OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The Vendor Info of the OAM peer as reflected in the | atest
I nformati on QAMPDU received with a Local Information TLV.
The semantics of the Vendor Information field is proprietary
and specific to the vendor (identified by the
dot 3CanPeer Vendor Qui ). This information could, for exanple,

St andards Track [ Page 17]



RFC 4878 OAM Functions on Ethernet-Li ke Interfaces June 2007

be used to identify a specific product or product fanily.
This value is initialized to zero before any Local
Information TLV is received.

REFERENCE  "[802.3ah], 30.3.6.1.17."
::={ dot3CanPeerEntry 3 }

dot 3CanPeer Mbde OBJECT- TYPE
SYNTAX I NTEGER {
passive(1l),
active(2),
unknown( 3)

}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The node of the OAM peer as reflected in the | atest
I nformati on QAMPDU received with a Local Information TLV. The
nmode of the peer can be deternined fromthe Configuration
field in the Local Information TLV of the last Infornmation
OQAMPDU received fromthe peer. The value is unknown(3)
whenever no Local Information TLV has been received. The
val ues of active(2) and passive(l) are returned when a Local
I nformation TLV has been received indicating that the peer is
in active or passive node, respectively.

REFERENCE "[802.3ah], 30.3.6.1.7."
::={ dot3CanPeerEntry 4 }

dot 3CanPeer MaxCanPduSi ze OBJECT- TYPE

SYNTAX Unsi gned32 (0 | 64..1518)
UNI TS "octets"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The maxi num si ze of QAMPDU supported by the peer as reflected
in the latest Informati on OQAMPDU received with a Local
Information TLV. Ethernet OAM on this interface nmust not use
OAMPDUs t hat exceed this size. The nmaxi num OAMPDU si ze can be
determ ned fromthe PDU Configuration field of the Local
Information TLV of the last Informati on QAMPDU recei ved from
the peer. A value of zero is returned if no Local Information
TLV has been received. Oherw se, the value of the OAM peer’s
maxi mum QAMPDU size is returned in this val ue.

REFERENCE "[802.3ah], 30.3.6.1.9."

::={ dot3CanPeerEntry 5 }
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dot 3CanPeer Conf i gRevi si on OBJECT- TYPE

SYNTAX Unsi gned32(0. . 65535)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The configuration revision of the OAM peer as reflected in
the latest OQAMPDU. This attribute is changed by the peer
whenever it has a local configuration change for Ethernet OA
on this interface. The configuration revision can be
determined fromthe Revision field of the Local Infornmation
TLV of the nost recently received Informati on OAMPDU with

a Local Information TLV. A value of zero is returned if

no Local Information TLV has been received.

REFERENCE  "[802. 3ah], 30.3.6.1.13."

= { dot3CanPeerEntry 6 }

dot 3CanPeer Functi onsSupported OBJECT- TYPE
SYNTAX BI TS {

uni di recti onal Support (0),
| oopbackSupport (1),

event Support (2),

vari abl eSupport ( 3)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The OAM functions supported on this Ethernet-like interface.
OAM consi sts of separate functionality sets above the basic
di scovery process. This value indicates the capabilities of
the peer OAM entity with respect to these functions. This
value is initialized so all bits are clear.

If unidirectional Support(0) is set, then the peer OAM entity
supports sending OAM franes on Ethernet interfaces when the
receive path is known to be inoperable. |If

| oopbackSupport(1l) is set, then the peer CAM entity can send
and recei ve OAM | oopback conmmands. |f event Support(2) is set,
then the peer OAM entity can send and recei ve event QAMPDUs to
signal various error conditions. |f variableSupport(3) is
set, then the peer OAM entity can send and receive variable
requests to nonitor the attribute value as described in C ause
57 of [802.3ah].

The capabilities of the OAM peer can be determ ned fromthe
configuration field of the Local Information TLV of the nobst
recently received Informati on QAMPDU with a Local Information
TLV. Al zeros are returned if no Local Information TLV has
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yet been received.

REFERENCE "[802.3ah], REFERENCE 30.3.6.1.7."
::={ dot3CanPeerEntry 7 }

EE R R I I R I R R I R R R I R R I I R R I R I O R R I R O

-- Ethernet OAM Loopback group

dot 3CanloopbackTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Dot 3CamloopbackEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"This table contains controls for the | oopback state of the
local link as well as indicates the status of the | oopback

function. There is one entry in this table for each entry in
dot 3CanTabl e that supports | oopback functionality (where

dot 3Cantuncti onsSupported includes the | oopbackSupport bit
set).

Loopback can be used to place the renote OAM entity in a state
where every received frane (except OAMPDUs) is echoed back
over the sane interface on which they were received. 1In this
state, at the renmote entity, 'normal’ traffic is disabled as
only the | ooped back franes are transmtted on the interface.
Loopback is thus an intrusive operation that prohibits nornal
data fl ow and shoul d be used accordingly.

::={ dot3Cambj ects 3}

dot 3CanlLoopbackEnt ry OBJECT- TYPE

SYNTAX Dot 3CanloopbackEntry
MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

"An entry in the table, containing information on the | oopback
status for a single Ethernet-like interface. Entries in the
table are automatically created whenever the |ocal OAMentity
supports | oopback capabilities. The |oopback status on the
interface can be determ ned fromthe dot 3CanioopbackSt at us

obj ect .

I NDEX { iflndex }
::= { dot 3CanLoopbackTable 1 }

Dot 3CanLoopbackEntry :: =
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SEQUENCE {
dot 3CanloopbackSt at us | NTECER,
dot 3Canloopbackl gnor eRx | NTEGER
}
dot 3CanlLoopbackSt at us OBJECT- TYPE
SYNTAX | NTEGER {

-- all values, except where noted, can be read
-- but cannot be witten
noLoopback (1),

-- initiatingLoopback can be read or witten
i nitiatingLoopback (2),
r enot eLoopback (3),

-- term nati ngLoopback can be read or witten
term nati ngLoopback (4),

| ocal Loopback (5),

unknown (6)

}

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The | oopback status of the OAM entity. This status is
determined by a conbination of the |ocal parser and
mul ti pl exer states, the rempte parser and multipl exer states,
as well as by the actions of the local CAMclient. Wen
operating in normal node with no | oopback in progress, the
status reads noLoopback(1).

The val ues initiatingLoopback(2) and term nati ngLoopback(4)
can be read or witten. The other values can only be read -
they can never be witten. Witing initiatingLoopback causes
the local OAMentity to start the | oopback process with its
peer. This value can only be witten when the status is
noLoopback(1l). Witing the value initiatingLoopback(2) in any
other state has no effect. Wen in renotelLoopback(3), witing
term nati ngLoopback(4) causes the local OAMentity to initiate
the termnation of the | oopback state. Witing

term nati ngLoopack(4) in any other state has no effect.

If the OAMclient initiates a | oopback and has sent a
Loopback OQAMPDU and is waiting for a response, where the |oca
parser and multipl exer states are DI SCARD (see [802. 3ah,
57.2.11.1]), the status is 'initiatingLoopback’. 1In this
case, the local OAMentity has yet to receive any

acknow edgnent that the renote OAM entity has received its

| oopback comand request.
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If the local OAM client knows that the rempte QAM entity is in
| oopback npde (via the renote state information as descri bed
in [802.3ah, 57.2.11.1, 30.3.6.1.15]), the status is

renot eLoopback(3). If the local OAMclient is in the process
of termnating the renote | oopback [802.3ah, 57.2.11.3,
30.3.6.1.14] with its local multiplexer and parser states in
DI SCARD, the status is term natingLoopback(4). |If the renote
OAM client has put the local CAM entity in | oopback node as
indicated by its local parser state, the status is

| ocal Loopback(5).

The unknown(6) status indicates that the parser and

mul ti pl exer conbi nation is unexpected. This status may be
returned if the OAM | oopback is in a transition state but
shoul d not persist.

The values of this attribute correspond to the follow ng
val ues of the local and renpote parser and nultipl exer states.

val ue Lcl Prsr Lcl Mux Rt Pr sr Rt Mux
noLoopback FWD FWD FWD FWD
i ni t Loopback DI SCARD DI SCARD FWD FWD
rm Loopback DI SCARD FWD LPBK DI SCARD
t mt ngLoopback DI SCARD DI SCARD LPBK DI SCARD
| cl Loopback LPBK DI SCARD DI SCARD FWD
unknown * kK any ot her conbination * kK

REFERENCE  "[802. 3ah], REFERENCE 57.2.11, 30.3.61. 14,
30.3.6.1. 15"
::={ dot 3CanLoopbackEntry 1 }

dot 3Canloopbackl gnor eRx OBJECT- TYPE

Squire

SYNTAX | NTECER { ignore(1l), process(2) }
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"Since OAM | oopback is a disruptive operation (user traffic
does not pass), this attribute provides a nmechanismto provide
control s over whether received OAM | oopback commands are
processed or ignored. Wen the value is ignore(l), received

| oopback commands are ignored. Wen the value is process(2),
OAM | oopback conmands are processed. The default value is to
i gnore | oopback commrands (ignore(1)).

REFERENCE  "[802. 3ah], REFERENCE 57.2.11, 30.3.61. 14,

30.3.6.1.15"
::={ dot 3CanLoopbackEntry 2 }
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Et her net

OAM St atistics group

dot 3Cantst at sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Dot 3Canfst at sEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains statistics for the QAM function on a

parti cul

ar Ethernet-like interface.

table for every entry in the dot3Caniabl e.

There is an entry in the

The counters in this table are defined as 32-bit entries to

mat ch the counter size as defined in [802.3ah].
the QA protocol

a slowr

is a slow protocol,
at e.

::={ dot3Cambj ects 4 }

dot 3Cantt at sentry OBJECT- TYPE

SYNTAX Dot 3Cantt at sEntry
MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

G ven that

the counters increnent at

"An entry in the table containing statistics information on
the Ethernet OAM function for a single Ethernet-Ilike

interface.
in the dot 3Canirabl e.

transiti

I NDEX

ons in dot 3CanOper St at us.

{ iflndex }

::={ dot3CanttatsTable 1 }

Dot 3Cantt at sEntry ::

SEQUENCE {

dot 3Cam nf or mat i onTx

dot 3Cam nf or mat i onRx

dot 3Canlni queEvent Noti fi cati onTx
dot 3Canlni queEvent Noti fi cati onRx
dot 3CanDupl i cat eEvent Noti fi cati onTx
dot 3CanDupl i cat eEvent Noti fi cati onRx
dot 3CanloopbackCont r ol Tx

dot 3CanloopbackCont r ol Rx

dot 3CanVar i abl eRequest Tx

dot 3CanVar i abl eRequest Rx

dot 3CanVari abl eResponseTx

St andards Track

Entries are automatically created for every entry
Counters are mmintai ned across

Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
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dot 3CanVar i abl eResponseRx Count er 32,
dot 3Cantxr gSpeci fi cTx Count er 32,
dot 3Cantr gSpeci fi cRx Count er 32,
dot 3Canlnsupport edCodesTx Count er 32,
dot 3Cantnsupport edCodesRx Count er 32,
dot 3Cantr anesLost DueToCam Count er 32
}
dot 3Cam nf or mat i onTx OBJECT- TYPE

SYNTAX Count er 32

UNI' TS "frames"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"A count of the number of Information OQAMPDUs transmtted on
this interface.

Di scontinuities of this counter can occur at re-initialization
of the managenent system and at other tines as indicated by
the value of the ifCounterDiscontinuityTime. "

REFERENCE  "[802. 3ah], 30.3.6.1.20."

::={ dot3CanttatsEntry 1 }

dot 3Cam nf or mat i onRx OBJECT- TYPE

SYNTAX Count er 32

UNI TS "frames"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"A count of the nunber of Informati on OQAMPDUs received on this
interface.

Di scontinuities of this counter can occur at re-initialization
of the managenent system and at other tinmes as indicated by
the value of the ifCounterDiscontinuityTine.

REFERENCE  "[802.3ah], 30.3.6.1.21."
::={ dot3CantstatsEntry 2 }

dot 3Canlni queEvent Noti fi cati onTx OBJECT- TYPE

SYNTAX Count er 32

UNI TS "franes"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"A count of the nunber of unique Event QAMPDUs transmitted on
this interface. Event Notifications nay be sent in duplicate
to increase the probability of successfully being received,
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given the possibility that a frame may be lost in transit.
Duplicate Event Notification transm ssions are counted by
dot 3CanDupl i cat eEvent Noti fi cati onTx.

A uni que Event Notification QAMPDU is indicated as an Event
Notification OAMPDU with a Sequence Nunmber field that is
distinct fromthe previously transmtted Event Notification
QAMPDU Sequence Nunber.

Di scontinuities of this counter can occur at re-initialization
of the managenent system and at other tinmes as indicated by
the val ue of the ifCounterDi scontinuityTine.

REFERENCE  "[802.3ah], 30.3.6.1.22."

::={ dot3CantstatsEntry 3 }

dot 3Canlni queEvent Noti fi cati onRx OBJECT- TYPE

SYNTAX Count er 32
UNI TS "franmes"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A count of the nunber of unique Event QAMPDUs received on
this interface. Event Notification OAMPDUs nay be sent in
duplicate to increase the probability of successfully being
received, given the possibility that a frame may be lost in
transit. Duplicate Event Notification receptions are counted
by dot 3CanDupl i cat eEvent Noti fi cati onRx.

A uni que Event Notification OAMPDU is indicated as an Event
Notification OAMPDU with a Sequence Nunmber field that is
distinct fromthe previously received Event Notification
OQAMPDU Sequence Nunber.

Di scontinuities of this counter can occur at re-initialization
of the managenent system and at other tines as indicated by
the val ue of the ifCounterDi scontinuityTine.

REFERENCE "[802.3ah], 30.3.6.1.24."

::={ dot3CanttatsEntry 4 }

dot 3CanDupl i cat eEvent Noti fi cati onTx OBJECT- TYPE

SYNTAX Count er 32
UNI TS "frames"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A count of the nunber of duplicate Event OAMPDUs transmitted
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on this interface. Event Notification OAMPDUs may be sent in
duplicate to increase the probability of successfully being
recei ved, given the possibility that a frame my be lost in
transit.

A duplicate Event Notification OQAMPDU is indicated as an Event
Notification OAMPDU with a Sequence Number field that is
identical to the previously transmtted Event Notification
OQAMPDU Sequence Nunber.

Di scontinuities of this counter can occur at re-initialization
of the managenent system and at other tinmes as indicated by
the val ue of the ifCounterDi scontinuityTine.

REFERENCE "[802.3ah], 30.3.6.1.23."
::={ dot3CanttatsEntry 5 }

dot 3CanDupl i cat eEvent Noti fi cati onRx OBJECT- TYPE

SYNTAX Count er 32
UNI TS "frames"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A count of the nunber of duplicate Event OAMPDUs recei ved on
this interface. Event Notification OAMPDUs may be sent in
duplicate to increase the probability of successfully being
recei ved, given the possibility that a frame may be lost in
transit.

A duplicate Event Notification OQAMPDU i s indicated as an Event
Notification OAMPDU with a Sequence Nunmber field that is
identical to the previously received Event Notification QAMPDU
Sequence Nunber.

Di scontinuities of this counter can occur at re-initialization
of the managenent system and at other tines as indicated by
the val ue of the ifCounterDi scontinuityTine.

REFERENCE "[802.3ah], 30.3.6.1.25."

::={ dot3CanttatsEntry 6 }

dot 3CanloopbackCont r ol Tx OBJECT- TYPE

SYNTAX Count er 32
UNI TS "frames"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A count of the nunber of Loopback Control OAMPDUs transnitted

Squire St andards Track [ Page 26]



RFC 4878 OAM Functions on Ethernet-Li ke Interfaces June 2007

Squire

on this interface.

Di scontinuities of this counter can occur at re-initialization
of the managenent system and at other tinmes as indicated by
the value of the ifCounterDiscontinuityTine.

REFERENCE  "[802.3ah], 30.3.6.1.26."

::={ dot3CantstatsEntry 7 }

dot 3CanloopbackCont r ol Rx OBJECT- TYPE

SYNTAX Count er 32

UNI TS "franes"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"A count of the nunber of Loopback Control OQAMPDUs received
on this interface.

Di scontinuities of this counter can occur at re-initialization
of the managenment system and at other tinmes as indicated by
the value of the ifCounterDi scontinuityTime.

REFERENCE  "[802. 3ah], 30.3.6.1.27."
::={ dot3CanttatsEntry 8 }

dot 3CanVar i abl eRequest Tx OBJECT- TYPE

SYNTAX Count er 32

UNI TS "frames"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"A count of the nunber of Variable Request OAMPDUs transnitted
on this interface.

Di scontinuities of this counter can occur at re-initialization
of the managenent system and at other tines as indicated by
the val ue of the ifCounterDi scontinuityTine.

REFERENCE "[802.3ah], 30.3.6.1.28."

::={ dot3CanttatsEntry 9 }

dot 3CanVar i abl eRequest Rx OBJECT- TYPE

SYNTAX Count er 32
UNI TS "frames"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"A count of the nunber of Variable Request OAMPDUs received on
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Squire

this interface.

Di scontinuities of this counter can occur at re-initialization
of the managenent system and at other tinmes as indicated by
the value of the ifCounterDiscontinuityTine.

REFERENCE  "[802.3ah], 30.3.6.1.29."

::={ dot3CantstatsEntry 10 }

dot 3CanVari abl eResponseTx OBJECT- TYPE

SYNTAX Count er 32

UNI TS "frames"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"A count of the nunber of Variable Response QAMPDUs
transmtted on this interface.

Di scontinuities of this counter can occur at re-initialization
of the managenment system and at other tinmes as indicated by
the value of the ifCounterDi scontinuityTime.

REFERENCE  "[802. 3ah], 30.3.6.1.30."
.= { dot3CanttatsEntry 11 }

dot 3CanVar i abl eResponseRx OBJECT- TYPE

SYNTAX Count er 32

UNI TS "frames"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"A count of the nunmber of Variable Response OQAMPDUs received
on this interface.

Di scontinuities of this counter can occur at re-initialization
of the managenent system and at other tines as indicated by
the val ue of the ifCounterDi scontinuityTine.

REFERENCE "[802.3ah], 30.3.6.1.31."

::={ dot3CanttatsEntry 12 }

dot 3Cantxr gSpeci fi cTx OBJECT- TYPE
SYNTAX Count er 32
UNI TS "frames"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"A count of the nunber of Organization Specific OAMPDUs
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transmtted on this interface.

Di scontinuities of this counter can occur at re-initialization
of the managenent system and at other tinmes as indicated by
the value of the ifCounterDiscontinuityTine.

REFERENCE  "[802.3ah], 30.3.6.1.32."

::={ dot3CantstatsEntry 13 }

t 3Canr gSpeci fi cRx OBJECT- TYPE

SYNTAX Count er 32

UNI TS "franes"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"A count of the nunber of Organization Specific OAMPDUs
received on this interface.

Di scontinuities of this counter can occur at re-initialization
of the managenment system and at other tinmes as indicated by
the value of the ifCounterDi scontinuityTime.

REFERENCE  "[802. 3ah], 30.3.6.1.33."
::={ dot3CanttatsEntry 14 }

t 3Camnsupport edCodesTx OBJECT- TYPE

SYNTAX Count er 32

UNI TS "frames"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"A count of the nunber of OAMPDUs transnmitted on this
interface with an unsupported op-code.

Di scontinuities of this counter can occur at re-initialization
of the managenent system and at other tines as indicated by
the val ue of the ifCounterDi scontinuityTine.

REFERENCE "[802.3ah], 30.3.6.1.18."

::={ dot3CanttatsEntry 15 }

dot 3Canlnsupport edCodesRx OBJECT- TYPE

Squire

SYNTAX Count er 32
UNI TS "frames"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"A count of the nunber of OAMPDUs received on this interface
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wi th an unsupported op-code.

Di scontinuities of this counter can occur at re-initialization
of the managenent system and at other tinmes as indicated by
the value of the ifCounterDiscontinuityTine.

REFERENCE  "[802.3ah], 30.3.6.1.19."

::={ dot3CantstatsEntry 16 }

t 3Canfr anesLost DueToCam OBJECT- TYPE
SYNTAX Count er 32

UNI TS "frames"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"A count of the nunber of frames that were dropped by the QA
mul tiplexer. Since the OQAM nultiplexer has multiple inputs
and a single output, there nay be cases where franmes are
dropped due to transmt resource contention. This counter is
i ncrenment ed whenever a frame is dropped by the OAM | ayer.

Note that any Ethernet frane, not just OAMPDUs, may be dropped
by the OAM |l ayer. This can occur when an QAMPDU t akes
precedence over a 'normal’ frane resulting in the 'nornal’
franme being dropped.

When this counter is increnented, no other counters in this
M B are increnented.

Di scontinuities of this counter can occur at re-initialization
of the managenent system and at other tinmes as indicated by
the val ue of the ifCounterDi scontinuityTine.

REFERENCE "[802.3ah], 30.3.6.1.46."
::={ dot3CanttatsEntry 17 }

EE R R I I R I R R I R I R R I I R R R I R R I R R O R R I R R O

Et hernet OAM Event Configuration group

dot 3Cantvent Confi gTabl e OBJECT- TYPE

Squire

SYNTAX SEQUENCE OF Dot 3CanEvent Confi gEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Et hernet OAMincludes the ability to generate and receive
Event Notification QAMPDUs to indicate various |ink problens.
This table contains the nechanisns to enabl e Event
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Notifications and configure the thresholds to generate the
standard Ethernet OAM events. There is one entry in the table
for every entry in dot3CanTabl e that supports QOAM events
(wher e dot 3Canfuncti onsSupported includes the event Support

bit set). The values in the table are naintai ned across
changes to dot 3Cantper St at us.

The standard threshold crossing events are:

- Errored Synmbol Period Event. GCenerated when the nunber of
synbol errors exceeds a threshold within a given w ndow
defined by a nunber of synbols (for exanple, 1,000 synbols
out of 1,000,000 had errors).

- Errored Franme Period Event. Generated when the nunber of
franme errors exceeds a threshold within a given w ndow
defined by a number of frames (for exanple, 10 frames out
of 1000 had errors).

- Errored Frane Event. Generated when the nunber of frane
errors exceeds a threshold within a given w ndow defi ned
by a period of tine (for exanple, 10 frames in 1 second
had errors).

- Errored Frame Seconds Summary Event. Generated when the
nunmber of errored frame seconds exceeds a threshold within
a given tinme period (for example, 10 errored frane seconds
within the last 100 seconds). An errored frane second is
defined as a 1 second interval which had >0 frame errors.

There are other events (dying gasp, critical events) that are
not threshold crossing events but which can be
enabl ed/ di sabl ed via this table.

::={ dot3Cambjects 5}

dot 3Cantvent Confi gEntry OBJECT- TYPE

Squire

SYNTAX Dot 3CanEvent Confi gEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Entries are automatically created and deleted fromthis
tabl e, and exi st whenever the OQAM entity supports Ethernet QA
events (as indicated by the event Support bit in

dot 3Cantuncti onsSuppported). Values in the table are

mai nt ai ned across changes to the val ue of dot 3CanOper St at us.

Event configuration controls when the |ocal nanagenent entity
sends Event Notification OAMPDUs to its OAM peer, and when
certain event flags are set or cleared in QAMPDUS.

I NDEX { iflndex }
.= { dot 3Cankvent ConfigTable 1 }

St andards Track [ Page 31]



RFC 4878

OAM Functions on Ethernet-Li ke Interfaces June 2007

Dot 3Cantvent Confi gEntry :: =

do

do

Squire

SEQUENCE {
dot 3Cantr r SynPer i odW ndowHi Unsi gned32,
dot 3Cantr r SynPer i odW ndowLo Unsi gned32,
dot 3Cantrr SynPeri odThr eshol dHi Unsi gned32,
dot 3Cantrr SynPeri odThr eshol dLo Unsi gnhed32,
dot 3Cantrr SynPeri odEvNot i f Enabl e Trut hVal ue,
dot 3Cantr r Fr amePer i odW ndow Unsi gnhed32,
dot 3Cantr r FranmePer i odThr eshol d Unsi gned32,
dot 3CanErr Fr anePer i odEvNot i f Enabl e Trut hval ue,
dot 3Cantr r Fr aneW ndow Unsi gned32,
dot 3Cantrr FranmeThr eshol d Unsi gnhed32,
dot 3Cantrr FrameEvNot i f Enabl e Trut hVal ue,

dot 3Cantr r FrameSecsSumar yW ndow | nt eger 32,
dot 3Cantr r FrameSecsSummar yThr eshol d | nt eger 32,
dot 3CanEr r FraneSecsEvNot i f Enabl e Trut hVal ue,

dot 3CanDyi ngGaspEnabl e Trut hval ue,
dot 3CantCri ti cal Event Enabl e Trut hVal ue
}

t 3Cankr r SynPer i odW ndowHi OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "2732 synbol s"

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"The two obj ects dot 3Cankrr SynPeri odW ndowH and
dot 3Cantrr SynPeri odLo toget her form an unsi gned 64-bit
i nteger representing the nunber of synbols over which this
threshold event is defined. This is defined as
dot 3Cantr r SynPeri odW ndow = ((2732) *dot 3Cantr r SynPer i odW ndowHi )
+ dot 3CanEr r SynPer i odW ndowLo

I f dot 3CanEkrr SynPeri odThreshol d synbol errors occur within a
wi ndow of dot 3Cantrr SynPeri odW ndow synbol s, an Event

Noti ficati on OAMPDU shoul d be generated with an Errored Synbol
Peri od Event TLV indicating that the threshold has been
crossed in this w ndow.

The default value for dot3CankErrSynPeri odW ndow i s the nunber
of synbols in one second for the underlying physical |ayer.

REFERENCE  "[802. 3ah], 30.3.6.1.34"
::={ dot 3Cankvent ConfigEntry 1 }

t 3Cankr r SynPer i odW ndowlLo OBJECT- TYPE
SYNTAX Unsi gned32
UNI TS "synbol s"
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MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The two obj ects dot 3Canktrr SynPeri odW ndowH and
dot 3Cantrr SynPeri odW ndowlLo t oget her form an unsi gned 64-bit
i nteger representing the nunber of synbols over which this
threshold event is defined. This is defined as

dot 3Cantrr SynPeri odW ndow = ((2732) *dot 3Cankr r SynPeri odW ndowHi )
+ dot 3CanEr r SynPer i odW ndowLo

I f dot 3CanErr SynPeri odThreshol d synbol errors occur within a
wi ndow of dot 3Cantrr SynPeri odW ndow symnbol s, an Event
Notification OAMPDU shoul d be generated with an Errored Symnbol
Period Event TLV indicating that the threshold has been
crossed in this w ndow.

The default value for dot3CankErrSynPeri odW ndow i s the nunber
of symbols in one second for the underlying physical |ayer.

REFERENCE "[802. 3ah], 30.3.6.1.34"
;.= { dot 3CanEvent ConfigEntry 2 }

dot 3Cantrr SynPeri odThr eshol dHi OBJECT- TYPE

SYNTAX Unsi gnhed32

UNI TS "2732 synbol s"
MAX- ACCESS read-wite
STATUS current

DESCRI PTI ON

"The two obj ects dot 3CanErr SynPeri odThreshol dH and

dot 3Cantrr SynPeri odThr eshol dLo t oget her form an unsi gned
64-bit integer representing the nunmber of synmbol errors that
must occur within a given wi ndow to cause this event.

This is defined as

dot 3Cantrr SynPeri odThreshol d =
((2732) * dot 3Cankrr SynPeri odThr eshol dHi )
+ dot 3CanEr r SynPer i odThr eshol dLo

I f dot 3Cankrr SynPeri odThreshol d synbol errors occur within a
wi ndow of dot 3CanErr SynPeri odW ndow synbol s, an Event

Noti ficati on OAMPDU shoul d be generated with an Errored Synbol
Peri od Event TLV indicating that the threshold has been
crossed in this w ndow.

The default value for dot3CankrrSynPeri odThreshold is one
synbol errors. |If the threshold value is zero, then an Event
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Notification OAMPDU is sent periodically (at the end of every
wi ndow). This can be used as an asynchronous notification to
the peer OAM entity of the statistics related to this
threshold crossing alarm

REFERENCE  "[802. 3ah], 30.3.6.1.34"

::={ dot 3Cankvent ConfigEntry 3 }

dot 3Cantrr SynPeri odThr eshol dLo OBJECT- TYPE

do

Squire

SYNTAX Unsi gned32
UNI TS "synbol s"
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The two obj ects dot 3CanErr SynPeri odThreshol dH and

dot 3CanErr SynPeri odThr eshol dLo t oget her form an unsi gned
64-bit integer representing the nunber of synmbol errors that
must occur within a given window to cause this event.

This is defined as

dot 3CanErr SynPeri odThreshol d =
((2732) * dot 3Canktrr SynPeri odThr eshol dHi )
+ dot 3CanEr r SynPeri odThr eshol dLo

I f dot 3CanErr SynPeri odThreshol d synbol errors occur within a
wi ndow of dot 3Cantrr SynPeri odW ndow symnbol s, an Event

Noti fication OAMPDU shoul d be generated with an Errored Synbol
Period Event TLV indicating that the threshold has been
crossed in this w ndow.

The default value for dot3CankrrSynPeri odThreshold is one
synmbol error. |If the threshold value is zero, then an Event
Notification OAMPDU is sent periodically (at the end of every
wi ndow). This can be used as an asynchronous notification to
the peer OAM entity of the statistics related to this
threshol d crossing alarm

REFERENCE  "[802. 3ah], 30.3.6.1.34"

::= { dot 3CankEvent ConfigEntry 4 }

t 3Cankr r SynPer i odEvNot i f Enabl e OBJECT- TYPE

SYNTAX Tr ut hVal ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"If true, the OAM entity should send an Event Notification
OAMPDU when an Errored Synbol Period Event occurs.
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By default, this object should have the value true for

Et hernet-like interfaces that support GAM If the QAM I ayer
does not support Event Notifications (as indicated via the
dot 3Cantuncti onsSupported attribute), this value is ignored.

::={ dot 3Cankvent ConfigEntry 5 }

dot 3Cantr r Fr amePer i odW ndow OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "frames"
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The number of frames over which the threshold is defined.
The default value of the window is the nunber of m ni num size
Et hernet frames that can be received over the physical |ayer
in one second.

| f dot 3Cantrr FranePeri odThreshold frame errors occur within a
wi ndow of dot 3CanErr Fr anePeri odW ndow franmes, an Event
Notification OAMPDU shoul d be generated with an Errored Frane
Period Event TLV indicating that the threshold has been
crossed in this w ndow.

REFERENCE  "[802. 3ah], 30.3.6.1.38"
::={ dot 3CankEvent ConfigEntry 6 }

dot 3CantEr r Fr anePer i odThr eshol d OBJECT- TYPE

Squire

SYNTAX Unsi gned32

UNI TS "franes"

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"The nunmber of frane errors that must occur for this event to
be triggered. The default value is one frame error. |If the
threshold value is zero, then an Event Notification QAMPDU is
sent periodically (at the end of every window). This can be
used as an asynchronous notification to the peer OAM entity of
the statistics related to this threshold crossing alarm

| f dot 3CanEtrr FranmePeri odThreshold frame errors occur within a
wi ndow of dot 3CanErr Fr anePer i odW ndow franes, an Event
Notificati on OAMPDU shoul d be generated with an Errored Frame
Period Event TLV indicating that the threshold has been
crossed in this w ndow.

REFERENCE  "[802. 3ah], 30.3.6.1.38"
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::= { dot3Cantvent Confi gEntry 7 }

dot 3Cantr r Fr amePer i odEvNot i f Enabl e OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"If true, the OAM entity should send an Event Notification
QAMPDU when an Errored Frane Period Event occurs.

By default, this object should have the value true for

Et hernet-like interfaces that support OAM |If the OAM I ayer

does not support Event Notifications (as indicated via the

dot 3Cantuncti onsSupported attribute), this value is ignored.
::= { dot 3CankEvent ConfigEntry 8 }

dot 3Cantr r Fr ameW ndow OBJECT- TYPE

SYNTAX Unsi gnhed32

UNI TS "tenths of a second”
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"The anount of time (in 100nms increnents) over which the
threshold is defined. The default value is 10 (1 second).

I f dot 3Cankrr FrameThreshol d frane errors occur within a w ndow
of dot 3Cantrr FrameW ndow seconds (neasured in tenths of
seconds), an Event Notificati on OQAMPDU shoul d be generated
with an Errored Frane Event TLV indicating that the threshold
has been crossed in this w ndow.

REFERENCE "[802. 3ah], 30.3.6.1.36"
DEFVAL { 10 }
;.= { dot 3CankEvent ConfigEntry 9 }

dot 3Cantr r FranmeThr eshol d OBJECT- TYPE

SYNTAX Unsi gnhed32

UNI TS "franes"

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"The nunber of frame errors that nust occur for this event to
be triggered. The default value is one frame error. |If the
threshold value is zero, then an Event Notification QAMPDU is
sent periodically (at the end of every window). This can be
used as an asynchronous notification to the peer OAM entity of
the statistics related to this threshold crossing alarm
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| f dot 3CanErr FranmeThreshold frame errors occur within a w ndow
of dot 3Cantrr FrameW ndow (in tenths of seconds), an Event
Notification OAMPDU shoul d be generated with an Errored Frane
Event TLV indicating the threshold has been crossed in this
wi ndow.

REFERENCE  "[802. 3ah], 30.3.6.1.36"

DEFVAL { 1}

::= { dot 3CanEvent ConfigEntry 10 }

dot 3Cantrr Fr aneEvNot i f Enabl e OBJECT- TYPE
SYNTAX Tr ut hval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"If true, the OAM entity should send an Event Notification
OCAMPDU when an Errored Frane Event occurs.

By default, this object should have the value true for
Et hernet-like interfaces that support GAM If the QAM I ayer
does not support Event Notifications (as indicated via the
dot 3Cantuncti onsSupported attribute), this value is ignored.
DEFVAL { true }
::={ dot 3Cankvent ConfigEntry 11 }

dot 3CanEr r Fr ameSecsSumar yW ndow OBJECT- TYPE

SYNTAX I nteger 32 (100..9000)
UNI TS "tenths of a second”
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"The anount of time (in 100 ns intervals) over which the
threshold is defined. The default value is 100 (10 seconds).

I f dot 3CanErr FranmeSecsSummar yThreshol d franme errors occur
within a wi ndow of dot 3CanErr FraneSecsSumrar yW ndow (i n tenths
of seconds), an Event Notification OAMPDU shoul d be generat ed
with an Errored Frane Seconds Sunmary Event TLV indicating
that the threshold has been crossed in this w ndow

REFERENCE  "[802. 3ah], 30.3.6.1.40"

DEFVAL { 100 }

::={ dot3CankEvent ConfigEntry 12 }

dot 3Cantr r FraneSecsSumar yThr eshol d OBJECT- TYPE
SYNTAX I nteger32 (1..900)
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UNI TS "errored frane seconds"
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"The number of errored frane seconds that nust occur for this
event to be triggered. The default value is one errored frane
second. If the threshold value is zero, then an Event
Notification OAMPDU is sent periodically (at the end of every
wi ndow). This can be used as an asynchronous notification to
the peer OAM entity of the statistics related to this

threshol d crossing alarm

I f dot 3CanErr FranmeSecsSummar yThreshol d frane errors occur
within a wi ndow of dot 3CanErr FraneSecsSumrar yW ndow (i n tenths
of seconds), an Event Notification OQAMPDU shoul d be generat ed
with an Errored Frane Seconds Sunmary Event TLV indicating
that the threshold has been crossed in this w ndow

REFERENCE  "[802. 3ah], 30.3.6.1.40"
DEFVAL { 1}
::={ dot3CankEvent ConfigEntry 13 }

dot 3CanEr r Fr ameSecsEvNot i f Enabl e OBJECT- TYPE

SYNTAX Tr ut hVal ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"If true, the local OAM entity should send an Event
Noti fi cati on OAMPDU when an Errored Franme Seconds Event
occurs.

By default, this object should have the value true for

Et hernet-like interfaces that support GAM If the QAM I ayer
does not support Event Notifications (as indicated via the
dot 3Cantuncti onsSupported attribute), this value is ignored.

DEFVAL { true }
::={ dot 3Cankvent ConfigEntry 14 }

dot 3CanDyi ngGaspEnabl e OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"If true, the local OAMentity should attenpt to indicate a
dying gasp via the QAMPDU flags field to its peer CAM entity
when a dyi ng gasp event occurs. The exact definition of a
dyi ng gasp event is inplenentation dependent. |f the system
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does not support dying gasp capability, setting this object
has no effect, and reading the object should always result in
"false’.

By default, this object should have the value true for
Et hernet-like interfaces that support OAM |If the OAM I ayer
does not support Event Notifications (as indicated via the
dot 3Cantuncti onsSupported attribute), this value is ignored.
DEFVAL { true }
::={ dot3CankEvent ConfigEntry 15 }

dot 3CantCri ti cal Event Enabl e OBJECT- TYPE

SYNTAX Tr ut hVval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"If true, the local OAMentity should attenpt to indicate a
critical event via the QAMPDU flags to its peer QAM entity
when a critical event occurs. The exact definition of a
critical event is inplementation dependent. |[If the system
does not support critical event capability, setting this

obj ect has no effect, and reading the object should al ways
result in 'false'.

By default, this object should have the value true for
Et hernet-like interfaces that support GAM If the QAM I ayer
does not support Event Notifications (as indicated via the
dot 3Cantuncti onsSupported attribute), this value is ignored.
DEFVAL { true }
::={ dot 3Cankvent ConfigEntry 16 }

R R R R R R R R R R R R R R I R R I R R R O O

-- Ethernet OAM Event Log group

dot 3Cantvent LogTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Dot 3CanEvent LogEntry

MAX- ACCESS  not-accessible

STATUS current

DESCRI PTI ON
"This table records a history of the events that have occurred
at the Ethernet OAM Il evel. These events can include locally

detected events, which may result in locally generated
OAMPDUs, and renotely detected events, which are detected by
the OAM peer entity and signaled to the local entity via
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Et hernet OQAM  Et hernet OAM events can be signal ed by Event
Notification OAMPDUs or by the flags field in any QAMPDU.

This table contains both threshold crossing events and
non-t hreshol d crossing events. The paraneters for the

t hreshol d wi ndow, threshold val ue, and actual val ue

(dot 3CanEvent LogW ndowxX, dot 3CanEvent LogThr eshol dXX,

dot 3Cantvent LogVal ue) are only applicable to threshold
crossing events, and are returned as all Fs (2*32 - 1) for
non-t hreshol d crossing events.

Entries in the table are automatically created when such
events are detected. The size of the table is inplenmentation
dependent. When the table reaches its maxi num size, ol der
entries are automatically deleted to nake room for newer
entries.

::={ dot3Cambj ects 6 }

dot 3Cantvent LogEnt ry OBJECT- TYPE

SYNTAX Dot 3CanEvent LogEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An entry in the dot3CanEvent LogTable. Entries are
automatically created whenever Ethernet OAM events occur at
the local CAM entity, and when Event Notificati on QAMPDUs are
received at the local OAMentity (indicating that events have
occurred at the peer OAMentity). The size of the table is

i mpl ement ati on dependent, but when the table becones full,

ol der events are automatically deleted to make room for newer
events. The table index dot3CanEvent Logl ndex increnents for
each new entry, and when the maxi mnum val ue is reached, the
val ue restarts at zero.

I NDEX { iflndex, dot3CanEventLogl ndex }
= { dot 3CankEvent LogTable 1 }

Dot 3CanEvent LogEntry :: =

Squire

SEQUENCE {
dot 3CanEvent Logl ndex Unsi gned32,
dot 3CanEvent LogTi nest anp Ti meSt anp,
dot 3Cantvent LogQui Ei ght OTwoCQui ,
dot 3Cantvent LogType Unsi ghed32,
dot 3CanEvent LoglLocati on | NTECER,
dot 3CanEvent LogW ndowHi Unsi gned32,
dot 3CanEvent LogW ndowLo Unsi gned32,
dot 3CanEvent LogThr eshol dHi Unsi gned32,
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dot 3Cantvent LogThr eshol dLo
dot 3Cantvent LogVal ue

dot 3CanEvent LogRunni ngTot al
dot 3CanEvent LogEvent Tot al

}

dot 3CanEvent Logl ndex
SYNTAX
MAX- ACCESS
STATUS
DESCRI PTI ON

OBJECT- TYPE
Unsi gned32( 1. .4294967295)
not - accessi bl e

current

"An arbitrary integer for identifying individual

within the event | og.
::={ dot 3CankEvent LogEntry 1 }

dot 3CanEvent LogTi nestanp OBJECT- TYPE
SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

OAM Functions on Ethernet-Li ke Interfaces

June 2007

Unsi ghed32,
Count er BasedGauge64,
Count er BasedGauge64,
Unsi gned32

events

do

dot 3CanEvent LogType

Squire

"The val ue of sysUpTinme at the tinme of the | ogged event. For
| ocally generated events, the tinme of the event can be
accurately retrieved fromsysUpTine. For renptely generated
events, the tine of the event is indicated by the reception of
the Event Notification QAMPDU i ndicating that the event
occurred on the peer. A systemnmay attenpt to adjust the
timestanp value to nore accurately reflect the time of the
event at the peer OAM entity by using other infornmation, such
as that found in the tinmestanp found of the Event Notification
TLVs, which provides an indication of the relative tine
bet ween events at the peer entity. "

::={ dot 3CankEvent LogEntry 2 }

t 3CanEvent LogQui  OBJECT- TYPE
SYNTAX Ei ght OTwoCQui
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The QU of the entity defining the object type. Al |EEE

802. 3 defined events (as appearing in [802.3ah] except for the
Organi zationally Uni que Event TLVs) use the | EEE 802.3 QU of
0x0180C2. Organizations defining their own Event Notification
TLVs include their OU in the Event Notification TLV that
gets reflected here. "

::={ dot 3CankEvent LogEntry 3 }

OBJECT- TYPE

SYNTAX Unsi gned32
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MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The type of event that generated this entry in the event |og.
When the QUI is the | EEE 802.3 QU of 0x0180C2, the follow ng
event types are defined:
erroredSynbol Event (1),
error edFramePeri odEvent ( 2),
error edFrameBEvent (3),
error edFraneSecondsEvent (4),
| i nkFaul t (256),
dyi ngGaspEvent (257),
critical Li nkEvent (258)
The first four are considered threshold crossing events, as
they are generated when a netric exceeds a given value within
a specified window. The other three are not threshold
crossing events.

When the QU is not 71874 (0x0180C2 in hex), then sonme other
organi zati on has defined the event space. |If event subtyping
is known to the inplementation, it may be reflected here.
O herwi se, this value should return all Fs (232 - 1).
REFERENCE  "[802. 3ah], 30.3.6.1.10 and 57.5.3."
::={ dot 3CanEvent LogEntry 4 }

dot 3Canktvent LogLocati on OBJECT- TYPE

SYNTAX I NTEGCER { local (1), renpote(2) }
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Whet her this event occurred locally (local (1)), or was
received fromthe OAM peer via Ethernet OAM (rempte(2)).

::={ dot 3CanEvent LogEntry 5 }

dot 3Cantvent LogW ndowHi OBJECT- TYPE

SYNTAX Unsi gnhed32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"I'f the event represents a threshold crossing event, the two
obj ects dot 3CanEvent W ndowH and dot 3CanEvent W ndowLo, form
an unsi gned 64-bit integer yielding the wi ndow over which the
val ue was neasured for the threshold crossing event (for
exanpl e, 5, when 11 occurrences happened in 5 seconds while
the threshold was 10). The two objects are conbi ned as:
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dot 3Cantvent LogW ndow = ((2732) * dot 3CanEvent LogW ndowHi )
+ dot 3CanEvent LogW ndowLo

O herwise, this value is returned as all F's (2232 - 1) and
adds no useful information.

REFERENCE  "[802.3ah], 30.3.6.1.37 and 57.5.3.2."

::={ dot 3CankEvent LogEntry 6 }

dot 3CanEvent LogW ndowLo OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"If the event represents a threshold crossing event, the two
obj ects dot 3CanEvent WndowH and dot 3CanEvent W ndowlLo form an
unsi gned 64-bit integer yielding the window over which the
val ue was neasured for the threshold crossing event (for
exanpl e, 5, when 11 occurrences happened in 5 seconds while
the threshold was 10). The two objects are conbi ned as:

dot 3CanEvent LogW ndow = ((2732) * dot 3CanEvent LogW ndowHi )
+ dot 3CankEvent LogW ndowLo

O herwise, this value is returned as all Fs (2732 - 1) and
adds no useful information.

REFERENCE  "[802.3ah], 30.3.6.1.37 and 57.5.3.2."

::={ dot 3CanEvent LogEntry 7 }

dot 3Cantvent LogThr eshol dHi OBJECT- TYPE

SYNTAX Unsi gnhed32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"I'f the event represents a threshold crossing event, the two
obj ects dot 3CanEvent Threshol dHi and dot 3CanEvent Thr eshol dLo
form an unsigned 64-bit integer yielding the value that was
crossed for the threshold crossing event (for example, 10,
when 11 occurrences happened in 5 seconds while the threshold
was 10). The two objects are conbined as:

dot 3Cantvent LogThreshol d = ((2732) * dot 3CanEvent LogThr eshol dHi )
+ dot 3CankEvent LogThr eshol dLo

O herwise, this value is returned as all Fs (2732 -1) and
adds no useful information.
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REFERENCE  "[802.3ah], 30.3.6.1.37 and 57.5.3.2."
::={ dot 3CankEvent LogEntry 8 }

dot 3CanEvent LogThr eshol dLo OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"If the event represents a threshold crossing event, the two
obj ects dot 3CanEvent Threshol dH and dot 3CanEvent Thr eshol dLo
form an unsigned 64-bit integer yielding the value that was
crossed for the threshold crossing event (for exanple, 10,
when 11 occurrences happened in 5 seconds while the threshold
was 10). The two objects are conbi ned as:

dot 3CanEvent LogThreshol d = ((2732) * dot 3CanEvent LogThr eshol dHi )
+ dot 3CantEvent LogThr eshol dLo

O herwise, this value is returned as all Fs (2732 - 1) and
adds no useful information.

REFERENCE  "[802.3ah], 30.3.6.1.37 and 57.5.3.2."

::={ dot 3CanEvent LogEntry 9 }

dot 3Cantvent LogVal ue OBJECT- TYPE
SYNTAX Count er BasedGauge64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"If the event represents a threshold crossing event, this

val ue indicates the value of the paraneter within the given

wi ndow t hat generated this event (for exanple, 11, when 11
occurrences happened in 5 seconds while the threshold was 10).

O herwise, this value is returned as all F's

(2764 - 1) and adds no useful information.
REFERENCE  "[802.3ah], 30.3.6.1.37 and 57.5.3.2."
::={ dot 3CankEvent LogEntry 10 }

dot 3CanEvent LogRunni ngTot al OBJECT- TYPE

SYNTAX Count er BasedGauge64

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Each Event Notification TLV contains a running total of the
nunber of tinmes an event has occurred, as well as the nunber
of tinmes an Event Notification for the event has been
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transmtted. For non-threshold crossing events, the nunber of
events (dot3CanlLogRunni ngTotal) and the nunber of resultant
Event Notifications (dot3CanLogEvent Total) should be

i denti cal

For threshold crossing events, since nmultiple occurrences may
be required to cross the threshold, these values are likely
different. This value represents the total number of tines
this event has happened since the |ast reset (for exanple,
3253, when 3253 synbol errors have occurred since the |ast
reset, which has resulted in 51 synbol error threshold
crossing events since the |ast reset).

REFERENCE  "[802.3ah], 30.3.6.1.37 and 57.5.3.2."

:= { dot3Cankvent LogEntry 11 }

dot 3CanEvent LogEvent Tot al OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Each Event Notification TLV contains a running total of the
nunmber of times an event has occurred, as well as the nunber
of tinmes an Event Notification for the event has been
transmtted. For non-threshold crossing events, the nunber of
events (dot3CanlLogRunni ngTotal) and the nunber of resultant
Event Notifications (dot3CanLogEvent Total) shoul d be

i denti cal

For threshold crossing events, since multiple occurrences may
be required to cross the threshold, these values are likely
different. This value represents the total number of tines
one or nore of these occurrences have resulted in an Event
Notification (for exanple, 51 when 3253 synbol errors have
occurred since the last reset, which has resulted in 51 synbol
error threshold crossing events since the |ast reset).

REFERENCE  "[802.3ah], 30.3.6.1.37 and 57.5.3.2."

:= { dot3Cankvent LogEntry 12 }

EE R R R I R R R I R R I R I R I R R O R S R R R O

Et hernet OAM Noti fi cati ons

dot 3CanThr eshol dEvent NOTI FI CATI ON- TYPE

Squire

OBJECTS { dot 3CantEvent LogTi nest anp,

dot 3CanEvent LogQui ,
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dot 3Cantvent LogType,

dot 3CanEvent LogLocat i on,

dot 3Cantvent LogW ndowHi ,

dot 3CanEvent LogW ndowLo,

dot 3Cantvent LogThr eshol dHi
dot 3Cantvent LogThr eshol dLo,
dot 3Cantvent LogVal ue,

dot 3CanEvent LogRunni ngTot al ,
dot 3Cantvent LogEvent Tot a

}
STATUS current
DESCRI PTI ON

"A dot 3CaniThr eshol dEvent notification is sent when a |ocal or
renote threshold crossing event is detected. A loca
threshol d crossing event is detected by the local entity,
while a renpte threshold crossing event is detected by the
reception of an Ethernet OAM Event Notificati on QAMPDU

that indicates a threshold event.

This notification should not be sent nore than once per
second.

The OAM entity can be derived fromextracting the iflndex from
the variabl e bindings. The objects in the notification
correspond to the values in a row instance in the

dot 3Cantvent LogTabl e.

The managenent entity should periodically check
dot 3CanEvent LogTabl e to detect any nissed events."

= { dot3CamNotifications 1 }

dot 3CamNonThr eshol dEvent NOTI FI CATI ON- TYPE

Squire

OBJECTS { dot 3CankEvent LogTi nmest anp,

dot 3CanEvent LogQui ,
dot 3Cantvent LogType,
dot 3CanEvent LogLocat i on,
dot 3CanEvent LogEvent Tot a

}
STATUS current
DESCRI PTI ON

"A dot 3CamNonThr eshol dEvent notification is sent when a | oca
or renote non-threshold crossing event is detected. A |loca
event is detected by the local entity, while a renmpte event is
detected by the reception of an Et hernet OAM Event
Notification OAMPDU that indicates a non-threshold crossing
event.

This notification should not be sent nore than once per
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Squire

second.

The OAM entity can be derived fromextracting the iflndex from
the variable bindings. The objects in the notification
correspond to the values in a row instance of the

dot 3CanEvent LogTabl e.

The managenment entity should periodically check
dot 3Cantvent LogTabl e to detect any nmissed events."”
::={ dot3CamNotifications 2 }

EE R R I I R I R R I R R R I I R R I I R I I R R O R R I R O

-- Ethernet OAM Conpliance group

dot 3Cantar oups OBJECT | DENTI FIER :: = { dot 3CanConfornance 1 }
dot 3CantConpl i ances OBJECT | DENTI FI ER :: = { dot 3CanConf or mance 2 }

-- Conpliance statenents

dot 3CantTonpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON "The conpliance statenent for nmanaged entities
supporting OAM on Ethernet-like interfaces.

MODULE  -- this nodul e
MANDATORY- GROUPS { dot 3Cantont r ol Gr oup,
dot 3CanPeer G oup,
dot 3Cantt at sBaseG oup

}

GROUP dot 3CanloopbackG oup
DESCRI PTI ON
"This group is mandatory for all |EEE 802.3 QA
i mpl ementations that support | oopback functionality. "
GROUP dot 3Cantr r Synbol Peri odEvent G oup
DESCRI PTI ON
"This group is mandatory for all |EEE 802.3 QA
i npl ementations that support event functionality. "
GROUP dot 3Cantr r FramePer i odEvent G oup
DESCRI PTI ON
"This group is mandatory for all |EEE 802.3 QA
i npl ementations that support event functionality.

GROUP dot 3Cantr r FranmeEvent G oup
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DESCRI PTI ON
"This group is mandatory for all |EEE 802.3 QA
i mpl ement ati ons that support event functionality. "
GROUP dot 3Cantr r Fr ameSecsSumar yEvent Gr oup
DESCRI PTI ON
"This group is mandatory for all |EEE 802.3 QA
i mpl ement ati ons that support event functionality. "
GROUP dot 3Cant| agEvent Gr oup
DESCRI PTI ON
"This group is optional for all |EEE 802.3 OA
i mpl erentations. The ability to send critical events or dying
gasp events is not required in any system"”

GROUP dot 3CanEvent LogG oup

DESCRI PTI ON
"This group is optional for all |EEE 802.3 OA
i npl ementations. Entries in this table are dependent on what
event functionality is supported in the |ocal OA
i mpl ementation. At |east one type of event nust be supported
for entries to appear in this table. "

GROUP dot 3CanmNot i fi cati onG oup

DESCRI PTI ON
"This group is optional for all |IEEE 802.3 OA
i npl ementations. Since the information in the notifications
i s dependent on the dot3CanEvent LogTabl e, that table nust be
i mpl emented for notifications. "

::={ dot 3CanConpl i ances 1}

dot 3CantCont r ol G oup OBJECT- GROUP
OBJECTS { dot 3CanmAdni nSt at e,
dot 3CantOper St at us,
dot 3Canivbde,
dot 3CanvaxCanPduSi ze,
dot 3CantConfi gRevi si on,
dot 3Cantunct i onsSupport ed

}
STATUS current
DESCRI PTI ON
"A collection of objects providing the abilities,
configuration, and status of an Ethernet OAM entity.
::={ dot3CanGoups 1 }

dot 3CanPeer G oup OBJECT- GROUP
OBJECTS { dot 3CanPeer MacAddr ess,
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dot 3CanPeer Vendor Qui ,

dot 3CanPeer Vendor | nf o,

dot 3CanPeer Mode,

dot 3CanPeer Functi onsSupport ed,
dot 3CanPeer MaxCanPduSi ze,

dot 3CanPeer Conf i gRevi si on

}
STATUS current
DESCRI PTI ON
"A collection of objects providing the abilities,
configuration, and status of a peer Ethernet OAMentity. "
::={ dot3CanmGoups 2 }

dot 3Cantst at sBaseG oup OBJECT- GROUP

OBJECTS { dot 3Cam nf or mati onTx,
dot 3Cam nf or mat i onRx,
dot 3Canlni queEvent Noti fi cati onTx,
dot 3Canlni queEvent Noti fi cati onRx,
dot 3CanDupl i cat eEvent Noti fi cati onTx,
dot 3CanDupl i cat eEvent Noti fi cati onRx,
dot 3CanlLoopbackCont r ol Tx,
dot 3CanloopbackCont r ol Rx,
dot 3CanVar i abl eRequest Tx,
dot 3CanVar i abl eRequest Rx,
dot 3CanVari abl eResponseTx,
dot 3CanVar i abl eResponseRx,
dot 3CanDr gSpeci fi cTx,
dot 3Cantxr gSpeci fi cRx,
dot 3Canlnsupport edCodesTx,
dot 3Canlnsupport edCodesRx,
dot 3Cantr anesLost DueToGam

}

STATUS current

DESCRI PTI ON
"A collection of objects providing the statistics for the
nunber of various transmt and receive events for OAM on an
Et hernet-like interface. Note that all of these counters nust
be supported even if the related function (as described in
dot 3Cantuncti onsSupported) is not supported. "

::={ dot3CanmGoups 3 }

dot 3CanloopbackG oup OBJECT- GROUP
OBJECTS { dot 3CanloopbackSt at us,
dot 3Canloopbackl gnor eRx

}
STATUS current

DESCRI PTI ON
"A collection of objects for controlling the OQAM renote
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| oopback function.
::={ dot3CanGxroups 4 }

dot 3Cantr r Synbol Peri odEvent G oup OBJECT- GROUP
OBJECTS { dot 3Cantrr SynPer i odW ndowHi ,
dot 3Cantrr SynPeri odW ndowlo,
dot 3Cantrr SynPeri odThr eshol dHi
dot 3Cantrr SynPeri odThr eshol dLo,
dot 3Cantrr SynPer i odEvNot i f Enabl e

}
STATUS current
DESCRI PTI ON
"A collection of objects for configuring the thresholds for an
Errored Synbol Period Event.

Each [802. 3ah] defined Event Notification TLV has its own
conf ormance group because each event can be inplenented
i ndependently of any other. "

::={ dot3Canm&oups 5 }

dot 3Cantr r Fr anePer i odEvent G oup OBJECT- GROUP
OBJECTS { dot 3CanEr r Fr arePer i odW ndow,
dot 3Cantrr FranePeri odThr eshol d,
dot 3Cantr r FranePer i odEvNot i f Enabl e

}
STATUS current
DESCRI PTI ON
"A collection of objects for configuring the thresholds for an
Errored Frane Period Event.

Each [802. 3ah] defined Event Notification TLV has its own
conf ormance group because each event can be inpl enmented
i ndependently of any other. "

::={ dot3CanG oups 6 }

dot 3Cantrr FranmeEvent G oup OBJECT- GROUP
OBJECTS { dot 3Cantr r Fr amreW ndow,
dot 3Cantr r FrameThr eshol d,
dot 3CanErr FrameEvNot i f Enabl e

}
STATUS current
DESCRI PTI ON
"A collection of objects for configuring the thresholds for an
Errored Frane Event.

Each [802. 3ah] defined Event Notification TLV has its own

conf ormance group because each event can be inplenented
i ndependently of any other. "
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::={ dot3Canmoups 7 }

dot 3Cantr r Fr ameSecsSumar yEvent G oup OBJECT- GROUP
OBJECTS { dot 3CanEr r Fr aneSecs Sumrar yW ndow,
dot 3Cantr r FraneSecsSumar yThr eshol d,
dot 3Cantrr Fr ameSecsEvNot i f Enabl e

}
STATUS current
DESCRI PTI ON
"A collection of objects for configuring the thresholds for an
Errored Frame Seconds Sunmary Event.

Each [802. 3ah] defined Event Notification TLV has its own
conf ormance group because each event can be inpl emented
i ndependently of any other. "

::={ dot3CanmG oups 8 }

dot 3Cant| agEvent G oup OBJECT- GROUP
OBJECTS { dot 3CanDyi ngGaspEnabl e,
dot 3CantCri ti cal Event Enabl e

}
STATUS current
DESCRI PTI ON
"A collection of objects for configuring the sendi ng OAMPDUs
with the critical event flag or dying gasp flag enabled. "
::={ dot3CanGroups 9 }

dot 3CanEvent LogG oup OBJECT- GROUP
OBJECTS { dot 3CanEvent LogTi nest anp,

dot 3Cantvent LogQui ,
dot 3Cantvent LogType,
dot 3CanEvent LogLocat i on,
dot 3Cantvent LogW ndowHi ,
dot 3CanEvent LogW ndowLo,
dot 3Cantvent LogThr eshol dHi
dot 3Cantvent LogThr eshol dLo,
dot 3Cantvent LogVal ue,
dot 3CanEvent LogRunni ngTot al ,
dot 3CanEvent LogEvent Tot al

}
STATUS current
DESCRI PTI ON
"A collection of objects for configuring the thresholds for an
Errored Frame Seconds Summary Event and mai ntai ning the event
information. "
::={ dot3CanGroups 10 }

dot 3CanmNot i fi cati onG oup NOTI FI CATI ON- GROUP
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NOTI FI CATI ONS {
dot 3CanThr eshol dEvent ,
dot 3CamN\onThr eshol dEvent

}
STATUS current
DESCRI PTI ON
"A collection of notifications used by Ethernet OGAMto signha
to a managenent entity that |local or renpte events have
occurred on a specified Ethernet link. "
::={ dot3CanGroups 11 }

END
7. Security Considerations

The readabl e objects in this nodul e can provide information about
network traffic, and therefore nmay be considered sensitive. In
particul ar, OAM provi des nechani sns for reading the | EEE 802.3 O ause
30 MB attributes froma link partner via a specialized | ayer two
protocol. Unlike SNWP, | EEE P802.3ah OAM does not include encryption
or authentication mechanisns. |t should be used in environnents
where either this interface information is not considered sensitive,
or where the facility ternm nations are protected. By default, OAMis
di sabled on Ethernet-like interfaces and is therefore not a risk

| EEE 802. 3ah OAM i s designed to support deploynent in access and

enterprise networks. In access networks, one end of a link is the
CO side, and the other is the CPE-side, and the facilities are often
protected in wiring cages or closets. |n such deploynents, it is

often the case that the COside is protected fromaccess fromthe
CPE-side. Wthin | EEE P802. 3ah CAM this protection fromrenote
access i s acconplished by configuring the CPE-side in passive node
usi ng the dot3Camvbde attribute. This prevents the CPE from
accessing functions and information at the CO side of the connection
In enterprise networks, read-only interface information is often
consi dered non-sensitive.

The frequency of OAM PDUs on an Ethernet interface does not adversely
affect data traffic, as QAMis a slow protocol with very linited
bandwi dth potential, and it is not required for normal |ink
operation. And although there are a nunber of objects in this nodule
with read-wite or read-create MAX- ACCESS, they have limted effects
on user dat a.

The | oopback capability of OAM can have potentially disruptive
effects in that the when enabling renote | oopback, the renpote station
automatically transmts all received traffic back to the |oca

station except for OAMtraffic. This conpletely disrupts all higher
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| ayer protocols such as bridging, IP, and SNMP. Therefore an
attribute (dot3Canioopbackl gnoreRx) was introduced to control whether
the | ocal station processes or ignores received | oopback commands.

The adm nistrative state and node are al so read-wite objects.

Di sabling OAM can interrupt nanagenent activities between peer
devi ces, potentially causing serious problens. Setting the

dot 3Canmvbde to an undesired val ue can all ow access to Ethernet
moni toring, events, and functions that may not be acceptable in a
particul ar depl oynent scenario. In addition to |oopback
functionality, Ethernet interface statistics and events can be
accessed via the OAM protocol, which my not be desired in sone
ci rcunst ances

OAM event configuration also contains read-wite objects. These

obj ects control whether events are sent, and at what threshol ds.

Note that the frequency of event communication is limted by the
frequency limts of Slow Protocols on Ethernet interfaces. Al so, the
informati on avail able via OAM events is also available via OA

Vari abl e Requests. Access to this information via either OAM events
or Variable Requests is controlled by the dot3CanmAdni nState and

dot 3Canmbde objects. As nentioned previously, inadequate protection
of these variables can result in access to link information and
functions.

SNWVP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using IPsec),
even then, there is no control as to who on the secure network is

all oned to access and GET/ SET (read/change/create/ del ete) the objects
inthis MB nodul e.

It is RECOVWENDED t hat inplenenters consider the security features as
provi ded by the SNMPv3 framework (see [ RFC3410], section 8),
including full support for the SNMPv3 cryptographi c nmechani sns (for
aut henti cation and privacy).

Further, deploynent of SNWP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNWP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/delete) them
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8. | ANA Consi derati ons

The Ethernet CAM M B requires the all ocation of a single object

identifier for

its MODULE-I|DENTITY under the MB-2 tree.

The M B nodule in this document uses the follow ng | ANA-assi gned
OBJECT | DENTI FI ER val ues recorded in the SM Nunbers registry:

Descri pt or

dot 3CanM B
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