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1.

I nt roducti on

RFC 3776 descri bes how | Psec, as described in RFC 2401 [11], is used
with Mobile IPv6 [2] to protect the signaling nessages. It also
illustrates exanples of Security Policy Database and Security
Associ ati on Dat abase entries that can be used to protect Mbile |IPv6
si gnal i ng messages.

The | Psec architecture has been revised in RFC 4301 [5]. Anpbng the
many changes, the list of selectors has been expanded to include the
Mobi lity Header message type. This has an inpact on how security
policies and security associations are configured for protecting
mobi l ity header messages. It becones easier to differentiate between
the various Mbility Header nessages based on the type val ue instead
of checking if a particular mobility header nessage is being sent on
a tunnel interface between the nobile node and the hone agent, as it
was in RFC 3776. The revised |IPsec architecture specification also

i ncludes | CMP nessage type and code as selectors. This makes it
possible to protect Mbile Prefix Discovery messages w thout applying
the sane security associations to all |1 CWv6 nessages.

Thi s docunent di scusses new requirenents for the hone agent and the
nmobi |l e node to use the revised | Psec architecture and | KEv2.
Section 4 lists the requirenments. Sections 6 and 7 describe the
required Security Policy Database (SPD) and Security Association
Dat abase (SAD) entri es.

The I nternet Key Exchange (I KE) protocol has al so been substantially
revised and sinplified [4]. Section 7.3 of this docunent describes
how | KEv2 can be used to set up security associations for Mbile

| Pv6.

The use of EAP within IKEv2 is allowed to authenticate the nobile
node to the hone agent. This is described in Section 8. A nethod
for dynam cally configuring a hone address fromthe hone agent using
the Configuration Payload in IKEv2 is described in Section 9.

Ter m nol ogy
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [1].
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3.

Packet Formats

The nobil e node and the home agent MJST support the packet formats as
defined in Section 3 of RFC 3776

In case the nobile node reverse tunnels all traffic including Mbile
| Pv6 signaling nessages exchanged between the nobile node and the
hone agent, then the Hone Address Option is not required to be
present in the nessages sent to the hone agent. The packet format
for the binding update when sent in the tunnel node | ooks as follows.

I Pv6 hdr (source = care-of address,
destination = honme agent)

ESP header in tunnel node

I Pv6 hdr (source = home address,
destination = honme agent)

Mobi l ity Header

Bi ndi ng Updat e
Al ternate Care-of Address option (care-of address)

The bi ndi ng acknow edgenment sent to the nobile node when it is away
fromthe hone |ink | ooks as foll ows.

| Pv6 hdr (source = home agent,
destination = care-of address)
ESP header in tunnel node
I Pv6 hdr (source = hone agent,
destination = hone address)
Mobi lity Header
Bi ndi ng Acknow edgenent

The packet formats for tunnel ed nobile prefix discovery nessages are
very simlar to the tunnel ed Bi ndi ng Update and Bi ndi ng

Acknowl edgrment with the with the home address as the source address
in the inner |IP header

The support for the above tunnel ed packet format is optional on the
mobi | e node and the home agent.

Requi renent s

Thi s section describes mandatory rules and requirenents for al

Mobil e | Pv6 nobil e nodes and hone agents so that | Psec, with | KEv2 as
the key nmanagenent protocol, can be used to protect traffic between
the mobil e node and the hone agent. Many of the requirements are
repeated from RFC 3776 to nmake this docunment self-contained and
conpl et e.
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4.1. Ceneral Requirenents

0 RFC 3775 states that manual configuration of |IPsec security
associ ations MJST be supported, and automated key managenent MNAY
be supported. This docunent does not nake any recomendati ons
regardi ng the support of manual |Psec configuration and dynanic
| Psec configuration. This document just describes the use of
manual |y created | Psec security associations and the use of |KEv2
as the automated | Psec key nanagement protocol for protecting
Mobil e | Pv6 signaling nessages.

0 ESP encapsul ation for Binding Updates and Bi ndi ng Acknow edgenent s
MUST be supported and used.

0 ESP encapsul ation in tunnel node for the Home Test Init (HoTi) and
Hone Test (HoT) nessages tunnel ed between the nobile node and the
hone agent MJST be supported and SHOULD be used.

0 ESP encapsul ation of the | COVWPv6 nessages related to nobile prefix
di scovery MJST be supported and SHOULD be used.

0 ESP encapsul ation of the payl oad packets tunnel ed between the
nmobi | e node and the hone agent MAY be supported and used.

o |If nmulticast group nenbership control protocols or statefu
address aut oconfiguration protocols are supported, payl oad data
protection MJST be supported for those protocols.

o The hone agent and the nobile node MAY support authentication
using EAP in | KEv2 as described in Section 8.

o The hone agent and the nobil e node MAY support renote
configuration of the home address as described in Section 9. Wen
the hone agent receives a configuration payload with a CFG REQUEST
for I NTERNAL | P6_ADDRESS, it nust reply with a valid hone address
for the nobile node. The honme agent can pick a hone address from
a | ocal database or froma DHCPv6 server on the hone |ink

4.2. Policy Requirenents

The followi ng requirenents are related to the configuration of the
security policy database on the hone agent and the nobil e node.

0 RFC 3776 required configuration of the security policies per
interface in order to be able to differentiate between mobility
header nessages sent to the hone agent and those tunnel ed through
the hone agent to the correspondent node. Since the Mbility
Header nessage type is a selector, it is now easy to differentiate
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bet ween HoTi and HoT messages from other nobility header nmessages.
Therefore per-interface configuration of security policies is not
required for protecting nobility header nmessages. Note that

wi t hout per-interface security policies, payload packet protection
is limted to packets originating/termnating at the hone address.
Traffic using a link local address within the Mobile IP tunne
cannot be provided | Psec protection wthout per-interface security
polici es.

o The hone agent MJST be able to prevent a nobile node from using
its security association to send a Binding Update on behal f of
anot her nobile node. Wth manual |Psec configuration, the hone
agent MUST be able to verify that a security association was
created for a particular hone address. Wth dynam c keying, the
hone agent MJST be able to verify that the identity presented in
the | KE_AUTH exchange is allowed to create security associations
for a particular hone address.

o The hone agent uses the Peer Authorization Database (PAD) [5] to
store per-nobile node state. Mre specifically the per-nobile
state stores information that is used to authenticate the nobile
node and the authorization information that ties the nobile node's
identity to the home address of the nobile node. This will allow
the hone agent to prevent a nobile node fromcreating | Psec
security associations for another nobile node’s horme address. In
case of dynam c honme address assignnent, the home agent creates a
tenmporary PAD entry linking the authenticated peer identity and
the newy all ocated home address.

0 As required in the base specification [2], when a packet destined
to the receiving node is matched agai nst | Psec security policy or
sel ectors of a security association, an address appearing in a
Hone Address destination option is considered as the source
address of the packet.

Note that the hone address option appears before | Psec headers.
Section 11.3.2 of the base specification describes one possible

i mpl ement ati on approach for this: The I Psec policy operations can
be perforned at the tine when the packet has not yet been nodified
per Mobile IPv6 rules, or has been brought back to its normal form
after Mobile | Pv6 processing. That is, the processing of the Hone
Address option is seen as a fixed transformation of the packets
that does not affect |Psec processing.

o Simlarly, a home address within a Type 2 Routing header destined
to the receiving node is considered as the destination address of
the packet, when a packet is matched agai nst | Psec security policy
or selectors of a security association.
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4. 3.

Sinmlar inplementation considerations apply to the Routing header
processing as was described above for the Home Address destination
opti on.

When the nobil e node returns hone and de-registers with the Hone
Agent, the tunnel between the honme agent and the nobile node’s
care-of address is torn down. The security policy entries, which
were used for protecting tunneled traffic between the nobile node
and the home agent, SHOULD be made inactive (for instance, by
renoving themand installing themback |ater through an API). The
correspondi ng security associations could be kept as they are or

del et ed depending on how they were created. |f the security
associ ations were created dynanically using |KE, they are
automatically del eted when they expire. |If the security

associ ations were created through manual configuration, they MJST
be retained and used | ater when the nobile node noves away from
hone again. The security associations protecting Bi ndi ng Updates,
Bi ndi ng Acknow edgenments and Mobil e Prefix Di scovery messages
SHOULD NOT be deleted as they do not depend on care-of addresses
and can be used agai n.

The nobile node MJUST use the Hone Address destination option in

Bi ndi ng Updates and Mobile Prefix Solicitations when transport
nmode | Psec protection is used, so that the hone address is visible
when the | Psec policy checks are nade.

The hone agent MJST use the Type 2 Routing header in Binding
Acknowl edgenents and Mbile Prefix Advertisenments sent to the
nmobi | e node when transport node | Psec protection is used, again
due to the need to have the hone address visible when the policy
checks are made.

| Psec Protocol Processing Requirenents

The following lists requirenents for |Psec processing at the Hone
Agent and the nobil e node.

0

The hone agent and nobil e node SHOULD support Mbility Header
message type as an | Psec sel ector

The hone agent and nobil e node SHOULD support | CMPv6 nessage type
as an | Psec sel ector.

The hone agent MJST be able to distinguish between HoTi nessages
sent to itself (when it is acting as a Correspondent Node) and
those sent to Correspondent Nodes (when it is acting as a hone
agent) based on the destination address of the packet.
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(0]

When securing Bindi ng Updates, Binding Acknow edgenents, and
Mobil e Prefix Discovery messages, both the nobile node and the
hone agent MJST support the use of the Encapsul ating Security
Payl oad (ESP) [6] header in transport node and MJST use a non-nul
payl oad aut hentication algorithmto provide data origin

aut henti cation, connectionless integrity, and optional anti-replay
protection. The use of sequence nunmber in the ESP header to
provide anti-replay protection is optional because the sequence
nunbers in the Binding Updates provide anti-replay protection
However, the anti-replay protection fails if the honme agent | oses
the binding cache state, for exanple, due to a reboot. Since the
| Psec security association state can al so be assuned to be |ost,
ESP cannot provide anti-replay protection in this case. Conplete
anti-replay protection can only be provided by the use of a
dynam ¢ keyi ng mechanism |ike |KEv2.

Support for protecting these nessages using ESP in tunnel node is
opti onal

Tunnel node | Psec ESP MUST be supported and SHOULD be used for the
protection of packets belonging to the return routability
procedure. A non-null encryption transformand a non-nul

aut henti cation al gorithm MJST be appli ed.

When ESP is used to protect Binding Updates, there is no
protection for the care-of address that appears in the |IPv6 header
outside the area protected by ESP. It is inportant for the home
agent to verify that the care-of address has not been tanpered
with. As a result, the attacker would have redirected the nobile
node’'s traffic to another address. 1In order to prevent this,
Mobil e | Pv6 inpl ementati ons MIUST use the Alternate Care-of Address
mobility option in Binding Updates sent by nobil e nodes while away
fromhome. The exception to this is when the nobile node returns
honme and sends a Binding Update to the hone agent in order to de-
register.

When | Psec is used to protect return routability signaling or
payl oad packets, the mobile node MJST set the source address it
uses for the outgoing tunnel packets to the current primary
care-of address.

When | Psec is used to protect return routability signaling or

payl oad packets, |Psec security associations are needed to provide
this protection. When the care-of address for the nobil e node
changes as a result of an accepted Bi ndi ng Update, special
treatnment is needed for the next packets sent using these security
associ ations. The honme agent MJUST set the new care-of address as
the destination address of these packets, as if the outer header
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4. 4.

destination address in the security association had changed.
Simlarly, the hone agent starts to expect the new source address
in the tunnel packets received fromthe nobil e node.

Such address changes can be inplenented, for instance, through an
APl fromthe Mbile IPv6 inplenmentation to the | Psec

i mpl ementation. One such APl is described in [12]. It should be
noted that the use of such an APl and the address changes MJST
only be done based on the Binding Updates received by the hone
agent and protected by the use of |Psec. Address nodifications
based on other sources, such as Binding Updates to the
correspondent nodes protected by return routability, or open
access to an APl fromany application may result in security

vul nerabilities.

Dynam ¢ Keyi ng Requi renents

The following requirenents are related to the use of a dynanic key
managenent protocol by the nobile node and the hone agent.

Section 7.3 describes the use of I KEv2 as the dynani c key managenent
pr ot ocol

(o]

The nobil e node MJST use its care-of address as source address in
protocol exchanges, when using dynani c keyi ng.

The nobil e node and the home agent MJST create security

associ ations based on the home address, so that the security
associ ations survive changes in care-of address. Wen using | KEv2
as the key exchange protocol, the honme address should be carried
as the initiator IP address in the TSI payload during the
CREATE_CHI LD_SA exchange [4].

If the nobil e node has used IKEv2 to establish security
associations with its hone agent, it should follow the procedures
di scussed in Sections 11.7.1 and 11.7.3 of the base specification
[2] to determ ne whether the | KE endpoints can be noved or if the
SAs, including the KEv2 SA, have to be re-established.

If the hone agent has used I KEv2 to establish security
associations with the nobile node, it should follow the procedures
di scussed in Section 10.3.1 and 10.3.2 of the base specification
[2] to determ ne whether the | KE endpoints can be noved or if the
SAs, including the KEv2 SA, have to be re-established.
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5

Sel ector Granul arity Considerations

| Psec inplementations are conpatible with this docunment even if they
do not support fine-grain selectors such as the Mbility Header
nmessage type and | CMPv6 nessage type. Note that such | Psec

i npl ementations are not compliant with RFC 4301 [5]. For various
reasons, some inplenentations may choose to support only coarse-grain
selectors (i.e., addresses and in some cases the protocol field) for
forwarded traffic. As finer-grain selectors give better control,
i.e., the protection is only applied when required, the exanples in
this docunment always use the finest granularity.

The foll owi ng describes different ways of setting up | Psec policies
for protecting Mbile | Pv6 nmessages:

1. The IPsec inplenentations on the nobile node and the honme agent
support fine-grain selectors, including the Mbility Header
message type. This is the case assuned in the I Psec SPD and SAD
exanples in this docunent.

2. The IPsec inplenentations only support selectors at a protoco
| evel. Such an | Psec inplenmentation can only identify nmobility
header traffic and cannot identify the individual nobility header
messages. |In this case, the protection of Return Routability
Messages uses a setup simlar to the regul ar payl oad packets sent
to the correspondent node with the protocol selector set to
Mobility Header. All tunneled Mbility Header nessages wll be
pr ot ect ed.

3. The third case is where the protocol selector is not available in
the I Psec inplenentation. |In this case, all traffic sent by the
mobi | e node that is reverse tunnel ed through the hone agent is
protected using ESP in tunnel node. This case is also applicable
when the nobile node, due to privacy considerations, tunnels al
traffic to the honme agent. This includes Mbile |Pv6 signaling
messages exchanged between the nobile node and the hone agent and
all traffic exchanged between the nobile node and the
correspondent node. This case uses |Psec tunnel nmpbde SA with the
protocol selector set to 'any’.

The third case where all tunneled traffic is protected introduces
some additional considerations:

o If there is just one IPsec SA providing protection for al

traffic, then the SA MUST fulfill the requirenents for protecting
the Return Routability nessages which require confidentiality
protection. |If the third case is being used for privacy

consi derations, then there can al so be separate tunnel node SPD
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6

entries for protecting the Return Routability messages with a
hi gher priority in the SPD so that the SPD entry with the higher
priority gets applied first.

0 The receipt of a Binding Update fromthe new care-of address
updates the tunnel endpoint of the |IPsec SA as described in
Section 4.3. Since the Binding Update that updates the tunne
endpoint is received through the sane tunnel interface that needs
to be updated, special care should be taken on the home agent to
ensure that the Binding Update is not dropped. This can be
achi eved either by perforning the source address check on the
outer | Pv6 header after the binding update is processed or by
havi ng exception handling to check the inner packet for a Binding
Updat e when the source address match on the outer source address
fails. Typical |Psec processing does not check the outer source
address when the originator of the packet has already been
aut henti cat ed.

Manual Confi guration

This section describes the SPD and SAD entries that can be used to
protect Mobile I1Pv6 signaling nessages. The SPD and SAD entries are
only exanple configurations. A particular nobile node inplenentation
and a honme agent inplenentation could configure different SPD and SAD
entries as long as they provide the required security of the Mbile

| Pv6 signaling nessages.

For the exanples described in this docunent, a nobile node with hone
address, "honme_address_1", prinary care-of address,

"care_of address_1", a hone agent with address, "hone_agent 1" and a
user of the nobile node with identity "user_1" are assumed. |If the
hone address of the nobil e node changes, the SPD and SAD entri es need
to be re-created or updated for the new hone address.

The Peer Authorization Database is not used when nmanual | Psec
configuration is used for setting up security associations for
protecting Mbile IPv6 signaling nessages.
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6.1. Binding Updates and Acknow edgenents

The following are the SPD and SAD entries on the nobile node and the
honme agent to protect Binding Updates and Acknow edgenents.

nmobi | e node SPD- S:

- IF local __address = home_address_1 &
renote_address = honme_agent_1 & proto = MH &
| ocal _mh_type = BU & rennte_nh_type = BAck

Then use SA SAL (QUT) and SA2 (IN)

nmobi | e node SAD:

- SA1(QUT, spi_a, home_agent 1, ESP, TRANSPORT):
| ocal address = hone_address_1 &
renote_address = honme_agent_1 &
proto = MH & nmh_type = BU

- SA2(I'N, spi_b, hone_address_1, ESP, TRANSPORT):
| ocal _address = home_agent 1 &
renot e_address = honme_address_1 &
proto = MH & mh_type = BAck

honme agent SPD-S:
- IF local _address = hone_agent 1 &
renote_address = hone_address 1 & proto = MH &
| ocal _mh_type = BAck & renpte_mh_type = BU
Then use SA SA2 (QUT) and SA1l (IN)

hone agent SAD:

- SA2(QUT, spi_b, home_address_1, ESP, TRANSPORT):
| ocal address = home_agent 1 &
renot e_address = honme_address_1 &
proto = MH & mh_type = BAck

- SAL(IN, spi_a, hone_agent 1, ESP, TRANSPORT):
| ocal _address = home_address_1 &
renote_address = hone_agent 1 &
proto = MH & mh_type = BU
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6.2. Return Routability Messages

The following are the SPD and SAD entries on the nobile node and the
hone agent to protect Return Routability nmessages.

nmobi | e node SPD- S:
- IF local _address = honme_address_1 & renote_address
proto = MH & | ocal _nmh_type = HoTi & renote_nh_type
Then use SA SA3 (QUT) and SA4 (IN)

any &
HoT

nmobi | e node SAD:
- SA3(QUT, spi_c, home_agent 1, ESP, TUNNEL):
| ocal _address = hone_address_1 & renote_address = any &
proto = MH & mh_type = HoTi
- SAA(IN, spi_d, care_of_address_1, ESP, TUNNEL):
| ocal _address = any & renote_address = hone_address_1 &
proto = MH & mh_type = HoT

hone agent SPD- S:
- IF remote_address = hone_address_1 & |l ocal _address = any &
proto = MH & | ocal _nmh_type = HoT & renmpote_mh_type = HoTi
Then use SA SA4 (QUT) and SA3 (IN)

hone agent SAD:
- SA4(QUT, spi_d, care_of address_1, ESP, TUNNEL):
| ocal _address = any & renote_address = hone_address_1 &
proto = MH & mh_type = HoT
- SA3(IN, spi_c, hone_agent 1, ESP, TUNNEL):
| ocal _address = honme_address_1 & renpte_address = any &
proto = MH & nmh_type = HoTi
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6.3. Mobile Prefix D scovery Messages

The following are the SPD and SAD entries used to protect Mbile
Prefix Di scovery nessages.

nmobi | e node SPD- S:
- IF local __address = home_address_1 &
renot e_address = honme_agent _1 & proto = | CMPv6 &
| ocal _icnmp6_type = MPS & renote_icnmp6_type = MPA
Then use SA SA5 (QUT) and SA6 (IN)

nmobi | e node SAD:

- SA5(QUT, spi_e, home_agent 1, ESP, TRANSPORT):
| ocal address = hone_address_1 &
renote_address = honme_agent_1 &
proto = ICVPv6 & icnpb6_type = MPS

- SA6(IN, spi_f, hone_address_1, ESP, TRANSPORT):
| ocal _address = home_agent 1 &
renot e_address = honme_address_1 &
proto = ICVPv6 & icnpb6_type = MPA

hone agent SPD-S
- IF local _address = hone_agent 1 &
renote_address = hone_address 1 & proto = | CMPv6 &
| ocal _icnmp6_type = MPA & renpte_icnp6_type = MPS
Then use SA SA6 (QUT) and SA5 (IN)

honme agent SAD.

- SA6(QUT, spi_f, home_address_1, ESP, TRANSPORT):
| ocal address = home_agent 1 &
renot e_address = honme_address_1 &
proto = ICVPv6 & icnpb6_type = MPA

- SA5(IN, spi_e, hone_agent 1, ESP, TRANSPORT):
| ocal _address = home_address_1 &
renote_address = hone_agent 1 &
proto = |CVWPv6 & icnpb6_type = MPS

6.4. Payl oad Packets

Regul ar payl oad traffic between the nobil e node and the correspondent
node tunnel ed through the hone agent can be protected by IPsec, if
required. The nobile node and the honme agent use ESP in tunnel node
to protect the tunneled traffic. The SPD and SAD entries shown in
Section 5.2.4 of [3] are applicable here.
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7. Dynamic Configuration

This section describes the use of IKEv2 to set up the required
security associ ati ons.

7.1. Peer Authorization Database Entries

The foll owi ng describes PAD entries on the nobile node and the home
agent. The PAD entries are only exanple configurations. Note that
the PAD is a |ogical concept; a particular nobile node and a hone
agent can inplement the PAD in an inplenentation-specific manner.
The PAD state nay al so be distributed across various databases in a
speci fic inplenentation.

mobi | e node PAD:
- IF renmpte_identity = home_agent identity 1
Then aut henticate (shared secret/certificate/)
and aut horize CH LD _SA for renote address hone_agent_1

hone agent PAD
- IF remote_identity = user_1
Then aut henticate (shared secret/certificatel/ EAP)
and authorize CH LD SAs for renote address hone_address 1

The list of authentication nechanisns in the above exanples is not
exhaustive. There could be other credentials used for authentication
stored in the PAD

In case of dynam ¢ hone address assignnment, the hone agent creates a
tenmporary PAD entry linking the authenticated peer identity and the
new y all ocated hone address.

7.2. Security Policy Database Entries

The foll owi ng sections describe the security policy entries on the
mobi | e node and the honme agent. The SPD entries are only exanple
configurations. A particular nobile node inplenmentation and a Hone
Agent inpl enentation could configure different SPD entries as |ong as
they provide the required security of the Mbile I Pv6 signaling
nessages.

In the exanples shown below, the identity of the user of the nobile
node is assuned to be user_1, the hone address of the nobile node is
assuned to be honme_address_1, the primary care-of address of the
mobi l e node is assunmed to be care_of address_1, and the |Pv6 address
of the Hone Agent is assunmed to be hone_agent 1.
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7.2.1. Binding Updates and Acknow edgenents

The following are the SPD entries on the nmobile node and the hone
agent for protecting Binding Updates and Acknow edgenents.

nmobi | e node SPD- S:
- IF local __address = home_address_1 &
renot e_address = home_agent_1 &
proto = MH & | ocal _nmh_type = BU & rennte_nh_type = BAck
Then use SA ESP transport node
Initiate using ID = user_1 to address honme_agent 1

hone agent SPD- S:
- IF local _address = home_agent _1 &
renote_address = home_address_1 &
proto = MH & |l ocal _nmh type = BAck & renpte_nmh _type = BU
Then use SA ESP transport node

In the exanpl es shown above, the hone address of the nobile node

m ght not be available all the tine. For instance, the nobile node
m ght not have configured a hone address yet. Wen the nobile node
acquires a new hone address, it nust either add the address to the
correspondi ng SPD entries or create the SPD entries for the hone
addr ess.

The hone agent shoul d have named SPD entries per nobile node, based
on the identity of the mobile node. The identity of the nobile node
is stored in the "Nane" selector in the SPD [5]. The hone address
presented by the nobile node during the |KE negotiation is stored as
the renote IP address in the resultant |Psec security associations.
If the nobil e node dynam cally configures a home agent and the hone
address, the home agent may not know which nobile nodes it is
supposed to be serving. Therefore, the home agent cannot have SPD
entries configured per nobile node. Instead, the hone agent should
have generic SPD entries to prevent nobility header traffic that
requires | Psec protection frombypassing the |Psec filters. Once a
nmobi | e node authenticates to the hone agent and configures a hone
address, appropriate SPD entries are created for the nobil e node.

The Mobility Header message type is negotiated by placing it in the
nmost significant eight bits of the 16-bit local "port" selector
during | KEv2 exchange. For nore details, refer to [5]. The TSi and
TSr payl oads in the above exanples will contain nany other selectors
apart from home_address_1. For the sake of brevity, we show only
those values that are relevant for Mdbile |Pv6.
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7.2.2. Return Routability Messages

The following are the SPD entries on the nmobile node and the hone
agent for protecting the Return Routability messages.

nmobi | e node SPD- S:
- IF local _address = home_address_1 & renote_address = any &
proto = MH & | ocal _mh_type = HoTi & renote_nmh_type = HoT
Then use SA ESP tunnel node
Initiate using ID = user_1 to address honme_agent 1

hone agent SPD-S:
- IF local _address = any & renote_address = honme_address_1 &
proto = MH & | ocal _nmh_type = HoT & renpte_mh_type = HoTi
Then use SA ESP tunnel node

When the nobile node's care-of address changes, the SPD entries on
both the nobil e node and the hone agent nust be updated. The hone
agent knows about the change in care-of address of the nobile node
when it receives a Binding Update fromthe nobil e node.

7.2.3. Mobile Prefix Discovery Messages

The following are the SPD entries on the nobile node and the home
agent for protecting Mbile Prefix D scovery nessages.

mobi | e node SPD-S
- IF local _address = honme_address_1 &
renote_address = hone_agent 1 &
proto = |CVWPv6 & local icnp6_type = MPS &
renote_icnp6_type = MPA
Then use SA ESP transport node
Initiate using IDi = user_1 to address honme_agent 1

hone agent SPD-S:
- IF local _address = honme_agent 1 &
renot e_address = honme_address_1 &
proto = I CVWPv6 & |l ocal _icnp6_type = MPA &
renote_i cnp6_type = MPS
Then use SA ESP transport node

In the exanpl es shown above, the hone address of the nobil e node

m ght not be available all the tinme. Wen the nobile node acquires a
new horme address, it must add the address to the correspondi ng SPD
entries.
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The TSi and TSr payl oads in the above exanples will contain many
other selectors apart from home_address_1. For brevity, they are not
shown here.

7.2.4. Payl oad Packets

The following are the SPD entries on the nobile node and the home
agent if payload traffic exchanged between the nobile node and its
Correspondent Node needs to be protected. The SPD entries are
simlar to the entries for protecting Return Routability nessages and
have | ower priority than the above SPD entri es.

nmobi | e node SPD- S:
- IF interface = IPv6 tunnel to home_agent_ 1 &

source = hone_address_1 & destination = any & proto = X
Then use SA ESP tunnel node
Initiate using ID = user_1 to address honme_agent 1
hone agent SPD- S:
- IFinterface = I Pv6 tunnel to honme_address 1 &
source = any & destination = home_address_1 & proto = X

Then use SA ESP tunnel node
7.3. Security Association Negotiation Using | KEv2

Mobil e I Pv6 signaling nmessages are typically initiated by the nobile
node. The nobile node sends a Binding Update to the home agent
whenever it noves and acquires a new care-of address.

The nobile node initiates an | KEv2 protocol exchange if the required
security associations are not present. A possible nechani smused for
mut ual authentication is a shared secret between the nobile node and
the hone agent. The honme agent uses the identity of the nobile node
to identify the correspondi ng shared secret. Wen a public-key-based
mechanismis available, it should be the preferred nechanismfor

mut ual aut henti cati on.

If a shared secret is being used, the nobile node uses the shared
secret to generate the AUTH payload in the | KE_AUTH exchange. |[If the
nmobi | e node is using a public-key-based nmechanism then it uses its
private key to generate the AUTH payload in the | KE AUTH exchange
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Mobi | e Node Home Agent

HDR, SAi 1, KEi, Ni —o>
<-- HDR, SAr1l, KEr, Nr, [CERTREQ

HDR, SK {IDi, [CERT,] [CERTREQ] [IDr,]
AUTH, SAi 2, TSi, TSr}
>

<-- HDR, SK {IDr, [CERT,] AUTH,
SAr2, TSi, TSr}

The nobil e node always includes its identity in the ID payload in
the | KE_AUTH exchange. The nobile node coul d use the foll ow ng
different types of identities to identify itself to the hone agent.

0 Home Address - The nobile node could use its statically configured
home address as its identity. |In this case the ID Type field is
set to | D | PV6_ADDR

0 FQN - The nobile node can use a Fully Qualified Donmai n Nane as
the identifier and set the ID Type field to | D FQDN

0 RFC 822 identifier - If the nobile node uses a RFC 822 identifier
[9], it sets the ID Type field to | D RFC822_ADDR

The above list of identities is not exhaustive.

In the | KE_AUTH exchange, the nobile node includes the home address
and the appropriate selectors in the TSi (Traffic Selector-initiator)
payl oad to negotiate | Psec security associations for protecting the
Bi ndi ng Update and Bi ndi ng Acknow edgenent nessages. The nobil e node
MAY use a range of selectors that includes the nobility nmessage types
for Binding Update and Bi ndi ng Acknow edgenent to use the sane pair
of I Psec security associations for both nessages.

After the | KE_AUTH exchange compl etes, the nmobile node initiates
CREATE_CHI LD_SA exchanges to negoti ate additional security
associations for protecting Return Routability signaling, Mbile
Prefix Discovery nessages, and (optionally) payload traffic. The
CREATE _CHI LD _SA exchanges are protected by | KEv2 security

associ ations created during the |KE_SA INIT exchange. If a
correspondent node, that is also a nobile node, initiates the return
routability exchange, then the hone agent initiates the
CREATE _CHI LD _SA exchange to negotiate security associations for
protecting Return Routabilty nmessages.
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It is inportant that the security associations are created based on
the hone address of the nobile node, so that the security

associ ations survive care-of address change. The nobile node MJST
use its honme address as the initiator IP address in the TS payl oad
in the CREATE CHI LD SA exchange in order to create the | Psec security
associ ations for the honme address.

Mobi | e Node Hone Agent
HDR, SK {[N], SA N, [KE],
[TSi, TSr]} -->
<-- HDR, SK {SA, Nr, [KEr],

[TSi, TsSr]}

Wien PKI - based aut hentication is used between the nobil e node and the
Hone Agent, the identity presented by the nobile node in the |Di

payl oad MJST correspond to the identity in the certificate obtained
by the Honme Agent. The home agent uses the identity presented in the
I Di payload to | ookup the policy and the certificate that corresponds
to the nobile node. |If the nobile node presents its hone address in
the 1D payl oad, then the hone agent MUST verify that the hone
address matches the address in an i PAddress field in the

Subj ect Al t Name extension [8].

When the mobil e node uses its hone address in the ID field,

i npl ementations are not required to match the source address in the
outernost | P header with the IP address in the ID field. According
to RFC 4306 [4], the IP header fields in the | KEv2 nmessages are

i gnored and used only in the | P headers for | KEv2 nessages sent as
replies.

7.4. Movenents and Dynami c Keyi ng

If the nobil e node noves and its care-of address changes, the | KEv2
SA mi ght not be valid. RFC 3775 defines a nechani sm based on the
successful exchange of Bi nding Update and Bi ndi ng Acknow edgenent
messages. The nobile node establishes the IKE SA with the home agent
using its primary care-of address. The IKE SA endpoints are updated
on the hone agent when it receives the Binding Update fromthe nobile
node’ s new care-of address and on the nobile node when it sends the
Bi ndi ng Update to the home agent or when it receives the Binding
acknow edgenent sent by the hone agent. This capability to change

| KE endpoints is indicated through setting the Key Managenent
Capability (K) flag [2] in the Binding Update and Bi ndi ng

Acknowl edgenent nessages. |f the nobile node or the hone agent does
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not support this capability, and has no other neans to update the
addresses, then an | KEv2 exchange MJUST be initiated to re-establish a
new | KE SA

8. The Use of EAP Aut hentication

In addition to using public key signatures and shared secrets, EAP
[10] can be used with I KEv2 for authenticating the nobile node to the
hone agent.

The nobile node indicates that it wants to use EAP by including the

I Di payl oad but |eaving out the AUTH payload in the first message
during the | KE_AUTH exchange. The honme agent then includes an EAP
payload if it is willing to use an extensible authentication method.
Security associations are not created until the subsequent |KE_AUTH
exchange after successful EAP authentication. The use of EAP adds at
| east two round trips to the | KE negotiation. The nunber of round
trips depends on the EAP net hod used.

Mobi | e Node Hone Agent
HDR, SAi 1, KE, N -->
<-- HDR, SArl, KEr, Nr, [CERTREQ

HDR, SK {IDi, [CERTREQ] [IDr,]
SAi 2, TSi, TSr}-->

<-- HDR, SK {IDr, [CERT,] AUTH
EAP }
HDR, SK { EAP} >
<-- HDR, SK {EAP (success)}
HDR, SK { AUTH} -->
<-- HDR, SK {AUTH, SAr2, TSi,
TSr}

When EAP is used, the identity presented by the nmobile node in the
IDi field may not be the actual identity of the nobile node. It
could be set to an identity that is used only for Authentication,
Aut hori zation, and Accounting (AAA) routing purposes and sel ecting
the right EAP nethod. It is possible that the actual identity is
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carried inside EAP, invisible to the home agent. While | KEv2 does
not allow an EAP Identity Request/ Response nessage exchange, EAP

met hods may exchange identities within thenselves. 1In this case, the
honme agent MJST acquire the nobile node’'s identity fromthe
correspondi ng AAA server. How the hone agent acquires the nobile
node’'s identity is out of scope for this docunent.

Sone EAP net hods, when used with | KEv2, generate a shared key on the
mobi | e node and the Honme Agent once the EAP authentication succeeds.
This shared key is used to generate the AUTH payl oads in the
subsequent | KEv2 nessages. The shared key, if used to generate the
AUTH payl oads, MJUST NOT be used for any other purpose. For nore
details, refer to [4].

The use of EAP between the nobil e node and the home agent m ght
require the honme agent to contact an authorization server like the
AAA Home server, on the home link, to authenticate the nobile node.
Pl ease refer to [7] for nore details.

9. Dynam c Home Address Configuration

The nobil e node can dynamically configure a home address by including
a Configuration Payload in the | KE AUTH exchange, with a request for
an address fromthe hone link. The nobile node should include a
zero-length | NTERNAL_I P6_ADDRESS attribute in the CFG REQUEST

Payl oad. The nobil e node MAY include multiple instances of the

| NTERNAL | P6_ADDRESS to request multiple home address to the assigned
by the honme agent.

When the hone agent receives a configuration payload with a
CFG_REQUEST for | NTERNAL_| P6_ADDRESS, it replies with a valid home
address for the nobile node. The INTERNAL | P6 ADDRESS attribute in
the CFG REPLY contains the prefix |length of the honme prefix in
addition to a 128 bit hone address. The hone agent could use a |loca
dat abase or contact a DHCPv6 server on the home link to allocate a
home address. The duration for which the hone address is allocated
to the nobile node is the sane as the duration for which an | KEv2
security association exists between the nobile node and the home
agent. If the IKEv2 security association is rekeyed, the hone
address lifetine is al so extended.
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10.

Mobi | e Node Home Agent
HDR, SK {ID, [CERT,] [CERTREQ ]

[IDr,] AUTH, CP(CFG REQUEST),

SAi 2, TSi, TSr}

>

<--  HDR SK {IDr, [CERT,] AUTH,
CP(CFG REPLY), SAr2,
TSi, TSr}

The nobil e node coul d suggest a hone address that it wants to use in
the CFG REQUEST. For exanple, this could be a home address that was
allocated for the nobile node before or an address that the nobile
node auto-configured fromthe I Pv6 prefix on the hone |ink. The Hone
Agent could let the nobile node use the sane hone address by setting
the | NTERNAL | P6_ADDRESS attribute in the CFG REPLY payload to the
same home address. |f the honme agent wants the nobile node to use a
different honme address, it sends a new home address in the

| NTERNAL | P6_ADDRESS attribute in the CFG REPLY payl oad. The Mbile
Node MUST stop using its old hone address and start using the newy
al | ocat ed hone address.

In case the honme agent is unable to allocate a hone address for the
mobi | e node during the | KE_AUTH exchange, it MJST send a Notify

Payl oad wi th an | NTERNAL_ ADDRESS FAI LURE nessage. \Wen the nobile
node receives a Notify Payl oad with an | NTERNAL_ADDRESS FAI LURE
message, it SHOULD term nate the | KE_ AUTH exchange. The nobil e node
then should initiate a new IKE_ SAINIT and | KE_ AUTH exchange and try
to auto-configure a home address as described in [13]. The nobile
node MAY al so switch to another home agent. The new home agent
address can be obtained by consulting a home agent |ist received
during a previous home agent discovery phase or, if such list is
enpty or not available, by attenpting a new hone agent discovery.

If the nobile node wants to configure a DNS server fromthe hone
link, it can request the DNS server information by including an
I NTERNAL | P6_DNS attribute in the CFG REQUEST payl oad.

Security Considerations

Thi s docunent descri bes how | Psec can be used to secure Mbile | Pv6
signaling nmessages. Please refer to RFC 3775 [2] for security
consi derations related to the use of |Psec with Mbile | Pv6.

A m sbehavi ng nobile node could create |Psec security associations
for a hone address that belongs to another nobile node. Therefore,
t he home agent should check if a particular nobile node is authorized
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11.

12.

12.

12.

to use a hone address before creating | Psec security associations for
the hone address. |If the home address is assigned as described in
Section 9, the hone agent MJST associate the home address with the
identity used in I KE negotiation. The hone agent MAY store the

assi gned hone address in the SPD entries created for the nobil e node.

The use of EAP for authenticating the nobile node to the home agent
is described in Section 8. Security considerations related to the
use of EAP with I KEv2 are described in [4].
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