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Abst ract
"Domai nKeys" creates a domain-level authentication framework for
emai | by using public key technol ogy and the DNS to prove the
provenance and contents of an email.
Thi s docunent defines a framework for digitally signing email on a
per-dormain basis. The ultimate goal of this framework is to
unequi vocal |y prove and protect identity while retaining the

semantics of Internet email as it is known today.

Proof and protection of email identity may assist in the gl obal
control of "spam and "phishing".
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1. Introduction

Thi s docunent proposes an authentication framework for email that
stores public keys in the DNS and digitally signs email on a domain
basis. Separate docunents discuss how this framework can be extended
to validate the delivery path of email as well as facilitate per-user
aut henti cati on.

The Domai nKeys specification was a primary source fromwhich the
Domai nKeys ldentified Mail [DKIM specification has been derived

The purpose in submtting this docunent is as an historical reference
for deployed i nplenmentations witten prior to the DKIM specification

1.1. Lack of Authentication |Is Damagi ng |Internet Enmai
Aut hentication of email is not currently wi despread. Not only is it

difficult to prove your own identity, it is inpossible to prevent
others from abusi ng your identity.
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Wil e nmost enmmi| exchanges do not intrinsically need authentication
beyond context, it is the ranpant abuse of identity by "spamers"”,

"phishers”, and their crimnal ilk that makes proof necessary. In

other words, authentication is as nmuch about protection as proof.

Importantly, the inability to authenticate enmail effectively

del egates much of the control of the disposition of inbound email to
the sender, since senders can trivially assume any email address.
Creating email authentication is the first step to returning

di spositional control of email to the recipient.

For the purposes of this docunent, authentication is seen froma user
perspective, and is intended to answer the question "who sent this
emai | ?" where "who" is the emanil address the recipient sees and "this
email" is the content that the recipient sees.

1.2. Digitally Signing Email Creates Credi ble Domai n Aut henti cation

Domai nKeys conbi nes public key cryptography and the DNS to provide
credi bl e domai n-1 evel authentication for email

When an emmil clains to originate froma certain donmai n, Domai nKeys
provi des a nmechani sm by which the recipient systemcan credibly
determine that the email did in fact originate froma person or
system aut horized to send enail for that domain

The aut henticati on provi ded by Domai nKeys works in a number of
scenarios in which other authentication systens fail or create
conpl ex operational requirenents. These include the foll ow ng:

o forwarded enuil

o distributed sending systens

0 authorized third-party sending
Thi s base definition of Domai nKeys is intended to primarily enable
domai n-1 evel authenticity. Wether a given nessage is really sent by
the purported user within the domain is outside the scope of the base
definition. Having said that, this specification includes the
possibility that sonme donmains may wi sh to del egate fine-grained
aut hentication to individual users.

1.3. Public Keys in the DNS

Domai nKeys differs fromtraditional hierarchical public key systens

inthat it |leverages the DNS for public key nmanagenent, placing
conpl ete and direct control of key generation and nanagenent with the
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owner of the domamin. That is, if you have control over the DNS for a
gi ven domai n, you have control over your Domai nKeys for that domain.

The DNS is proposed as the initial nechani smfor publishing public
keys. Domai nKeys is specifically designed to be extensible to other
key-fetching services as they becone avail abl e.

1.4. Initial Deployment |Is Likely at the Border MIA

For practical reasons, it is expected that initial inplenentations of
Domai nKeys wi || be depl oyed on Mail Transfer Agents (MrAs) that
accept or relay enmil across adnministrative or organizationa
boundaries. There are nunerous advantages to depl oynment at the
border MIA, including:

0 a reduction in the nunber of MIAs that have to be changed to
support an inplenentation of Domai nKeys

0 a reduction in the nunber of MIAs involved in transmtting the
emai | between a signing systemand a verifying system thus
reduci ng the nunber of places that can make acci dental changes
to the contents

0 renoving the need to inplenment Domai nKeys within an interna
emai | network.

However, there is no necessity to depl oy Domai nKeys at the border as
signing and verifying can effectively occur anywhere fromthe border
MIA right back to the Mail User Agent (MJA). |In particular, the best
place to sign an email for many domains is likely to be at the point
of SUBM SSI ON where the sender is often authenticated through SMIP
AUTH or other identifying nechanisns.

1.5. Conveying Verification Results to MJAs
It follows that testing the authenticity of an enmail results in sone
action based on the results of the test. Otentinmes, the action is

to notify the MJA in some way -- typically via a header I|ine.

The "Domai nkey-Status:" header is defined in this specification for
recording authentication results in the email.

1.6. Technical Mnutiae Are Not Conpletely Covered
The intent of this specification is to communicate the fundanental
characteristics of Domai nKeys for an inplenmentor. However, sone

aspects are derived fromthe functionality of the openssl command
[ OPENSSL] and, rather than duplicate that docunmentation, inplenmentors
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are expected to understand the mechanics of the openssl conmand,
sufficient to conplete the inplenentation

1.7. Motivation

The notivation for Dormai nKeys is to define a sinple, cheap, and
"sufficiently effective" nechani sm by which domain owners can contro
who has authority to send email using their domain. To this end, the
desi gners of Domai nKeys set out to build a framework that:

0 is transparent and conpatible with the existing enail
infrastructure

0 requires no new infrastructure

0 can be inplenmented independently of clients in order to reduce
depl oynent tine

0 does not require the use of a central certificate authority
that m ght inmpose fees for certificates or introduce delays to
depl oynent

0 can be deployed increnentally

Wil e we believe that Donai nKeys neets these criteria, it is by no
means a perfect solution. The current Internet inposes considerable
conmprom ses on any simlar scheme, and readers should be careful not
to msinterpret the information provided in this docunent to inply
that Donmi nKeys nakes stronger credibility statenents than it is able
to do.

1.8. Benefits of Domai nKeys

As the reader will discover, Domai nKeys is solely an authentication
system It is not a magic bullet for spam nor is it an

aut hori zati on system a reputation system a certification system or
a trust system

However, a strong authentication system such as Domai nKeys creates an

uni npeachabl e framework w thin which conprehensive authorization
systens, reputations systens, and their ilk can be devel oped.
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1.09. Definitions

Wth reference to the follow ng sanple email:

Li ne Dat a
Nunber Byt es Cont ent
01 46 From "Joe SixPack" <joe@ ootball.exanple.com

02 40 To: "Suzie @ <suzi e@hoppi ng. exanpl e. net >

03 25 Subject: Is dinner ready?

04 43 Date: Fri, 11 Jul 2003 21:00:37 -0700 (PDT)

05 40 Comment: This comment has a continuation

06 51 because this line begins with folding white space

07 60 Message-|D: <20030712040037.46341@ oot bal | . exanpl e. cone

08 00

09 03 H .

10 00

11 37 W | ost the gane. Are you hungry yet?
12 00

13 04 Joe.

14 00

15 00

Line O1 is the first line of the email and the first |line of the

headers.

Lines 05 and 06 constitute the "Comment:" header

Line 06 is a continuation header |ine.

Line 07 is the last line of the headers.

Line 08 is the enpty line that separates the header fromthe body.
Line 09 is the first Iine of the body.

Li

nes 10, 12, 14, and 15 are enpty lines.

Li

ne 13 is the last non-enpty line of the email.

Li

ne 15 is the last Iine of the body and the last line of the email.

Li

nes 01 to 15 constitute the conplete emil

L

ne 01 is earlier than line 02, and line 02 is later than |line 01
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1.10. Requirenents Notation

Thi s docunent occasionally uses terns that appear in capital letters.
Wien the ternms "MJST", "SHOULD', "RECOMMVENDED', "MJST NOT", "SHOULD
NOT", and "MAY" appear capitalized, they are being used to indicate
particular requirements of this specification. A discussion of the
meani ngs of these terns appears in [ RFC2119].

2. Domai nKeys Overvi ew
Under Donai nKeys, a domai n owner generates one or nore private/public

key pairs that will be used to sign messages originating fromthat
domain. The domai n owner places the public key in his domain

nanespace (i.e., in a DNS record associated with that domain), and
makes the private key avail able to the outbound email system When
an email is submtted by an authorized user of that domain, the enmil

systemuses the private key to digitally sign the enail associated
with the sending domain. The signature is added as a header to the
email, and the message is transferred to its recipients in the usua
way.

When a nessage is received with a Domai nKey signature header, the
receiving systemcan verify the signature as foll ows:

1. Extract the signature and clai med sendi ng domain fromthe
emai | .

2. Fetch the public key fromthe clai ned sendi ng domai n nanespace

3. Use public key to deternine whether the signature of the emil
has been generated with the correspondi ng private key, and thus
whet her the email was sent with the authority of the claimed
sendi ng domai n.

In the event that an enmil arrives without a signature or when the
signature verification fails, the receiving systemretrieves the
policy of the claimed sending domain to ascertain the preferred

di sposition of such emil

Armed with this information, the recipient systemcan apply |oca
policy based on the results of the signhature test.

3. Donmi nKeys Detailed View
Thi s section discusses the specifics of Domai nKeys that are needed to

create interoperable inplenentations. This section answers the
fol |l owi ng questions:
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G ven an email, howis the sending domai n deterni ned?
How is the public key retrieved for a sendi ng domai n?

As email transits the email system it can potentially go through
a nunber of changes. Wich parts of the email are included in the
signature and how are they protected from such transformtions?

How is the signature represented in the email ?

If a signature is not present, or a verification fails, how does
the recipient deternine the policy intent of the sending domain?

Finally, on verifying the authenticity of an email, how is that
result conveyed to participati ng MJAS?

Wil e there are nmany alternative design choices, nost lead to
conparabl e functionality. The overriding selection criteria used to
choose anong the alternatives are as foll ows:

o use depl oyed technol ogy whenever possible
o prefer ease of inplenmentation

o avoid trading risk for excessive flexibility or
interoperability

0 include basic flexibility

Adherence to these criteria inplies that some existing enuil

i mpl ementations will require changes to participate in Domai nKeys.
Utimately, some hard choices need to be made regardi ng which
requirenents are nore inportant.

3.1. Determning the Sending Address of an Enmail

The goal of DonminKeys is to give the recipient confidence that the
emai|l originated fromthe clained sender. As with nmuch of Internet
emai |, agreement over what constitutes the "sender” is no easy
matter. Forwarding systens and nailing |lists add serious
conplications to an overtly sinple question. Fromthe point of view
of the recipient, the authenticity claimshould be directed at the
domain nmost visible to the recipient.

In the first instance, the nost visible address is clearly the RFC

2822 "From" address [RFC2822]. Therefore, a conform ng email MJST
contain a single "From" header fromwhich an email address with a

domai n nane can be extracted

Del any Historic [ Page 9]



RFC 4870 Domai nKeys May 2007
A conforming email MAY contain a single RFC 2822 "Sender:" header
fromwhich an email address with a domai n nane can be extracted.

If the email has a valid "From" and a valid "Sender:" header, then
the signer MUST use the sending address in the "Sender:" header

If the email has a valid "From" and no "Sender:" header, then the
signer MJST use the first sending address in the "From" header.

In all other cases, a signer MJST NOT sign the enmmil. |nplenentors
should note that an email with a "Sender:" header and no "From"
header MJUST NOT be si gned.

The domain name in the sending address constitutes the "sending
domai n".

3.2. Retrieving the Public Key G ven the Sending Donai n

To avoi d nanespace conflicts, it is proposed that the DNS nanmespace

" _domai nkey." be reserved within the sending domain for storing
public keys, e.g., if the sending domain is exanple.net, then the
public keys for that domain are stored in the _donmai nkey. exanpl e. net
namespace

3.2.1. Introducing "selectors"

To support multiple concurrent public keys per sending domain, the
DNS nanespace is further subdivided with "selectors". Selectors are
arbitrary nanes bel ow the " _donai nkey." nanmespace. A selector val ue
and |l ength MJUST be legal in the DNS nanespace and in email headers
with the additional provision that they cannot contain a semicol on.

Exampl es of namespaces using selectors are as foll ows:

"cool unbeach. donmai nkey. exanpl e. net"
"sebast opol . _domai nkey. exanpl e. net"
"reykj avi k. _domai nkey. exanpl e. net"
"defaul t._domai nkey. exanpl e. net"

and
"2005. pao. _donmi nkey. exanpl e. net"
"2005. sqgl . _donmi nkey. exanpl e. net"
"2005. rhv. _domai nkey. exanpl e. net"
Periods are allowed in selectors and are to be treated as conponent

separators. |In the case of DNS queries, that nmeans the period
defi nes subdomai n boundari es.
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3.

2

The nunber of public keys and correspondi ng selectors for each domain
is determ ned by the domain owner. Many domain owners wll be
satisfied with just one selector, whereas adm nistratively

di stributed organi zati ons may choose to nanage disparate selectors
and key pairs in different regions, or on different email servers.

Beyond adni ni strative conveni ence, selectors make it possible to
seam essly replace public keys on a routine basis. |f a domain

wi shes to change fromusing a public key associated with sel ector
"2005" to a public key associated with selector "2006", it nerely
makes sure that both public keys are advertised in the DNS
concurrently for the transition period during which enail nmay be in
transit prior to verification. At the start of the transition

peri od, the outbound email servers are configured to sign with the
"2006" private key. At the end of the transition period, the "2005"
public key is renoved fromthe DNS

Wi |l e sone domains nay wi sh to nmake sel ector val ues well known,
others will want to take care not to allocate selector nanmes in a way
that allows harvesting of data by outside parties. For example, if
per-user keys are issued, the domain owner will need to make the
decision as to whether to make this selector associated directly with
the user nanme or nake it some unassoci ated random val ue, such as the
fingerprint of the public key.

2. Public Key Signing and Verification Al gorithm

The default signature is an RSA signed SHAl1 di gest of the conplete
emai | .

For ease of explanation, the openssl command is used throughout this
docunent to describe the nechani sm by which keys and signhatures are
managed.

One way to generate a 768-bit private key suitable for Donai nKeys is
to use openssl like this:

$ openssl genrsa -out rsa.private 768
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which results in the file rsa.private containing the key information
simlar to this:

————— BEG N RSA PRI VATE KEY- - - - -

M | ByQ BAAJhAKJ 2| zDLZ8XI VanmbhQf MXn3LRGKOD5061 M gul ¢l W ZwP56LRqdg5
ZX15bhc/ GsvVBxW R5Sh1NnkJNyL/ cqYla+GzzL47t 7EXzVc+nRLWI LkwTvFNG o
AUs FUg+J6+0pr wi DAQABANMBOXOUaLdWANIs Yz Nol ++nNZORLAt r 1/ LKMX3t k1MKLH
+Ug13EzB2RZj | DOW UOY98yxW3/ hX05Uc9V5MPo+q2Lzg8wBt yRLgl ORd7pf xYCn
Kapi 2RPMcR1Cx EJdXOk LCFECMQDTOOf zuShRvL8qOnbsi t | H LA/ L+0+r 9KaSRM
3VWQ mpV+f AC3C31XG hHv2EuAk CMQDE5U2nP2ZW/1 Sbhx OKBgX724anmoL7r r kUew
ti 9TE f aBndGKF2yYF7/ +g53ZowRkf cCVE/ xQJr 58VNL7pej Sl 1 T8I cj 88WGNHCs
FDWGAHA EKNWDSVhf LMGAWBQd9r z YpkvGQ WLhAHDG2CX4hq2t ZAt 1z T2y YH7t Th
wei HAQxeHeORK+x/ UuZ2pRhuoSv63mbM_EZAj AP2vy6Yn+f 9SKw2nKuj 1zLj EhG
6ppw+nKD50ncnPoP322 UMK VNGAEahOGYJ4DLPOU=

Once a private key has been generated, the openssl command can be
used to sign an appropriately prepared ermail, |like this:
$ openssl dgst -sign rsa.private -shal <input.file

which results in signature data simlar to this when represented in
Base64 [ BASE64] format:

aoi DeX42BB/ gP4ScqTdl QIcpAGbYr +54yvct gcdr SEFYby9+onKD3pJ/ TVXATeTz
msybuVBWZi anb+mvn7f 3r hrmozHI0y CRQbnn4gJGhPbb PbVWEQKW9AMI by z/ Ol sl

How this signature is added to the email is discussed later in this
docunent .

To extract the public key component fromthe private key, use openssl
like this:

$ openssl rsa -in rsa.private -out rsa.public -pubout -outform PEM

which results in the file rsa.public containing the key infornmation
simlar to this:

————— BEG N PUBLI C KEY-- - - -

MHMDQYJKoZI hvc NAQEBBQADawAWaAJhAKJ 2l zDLZ8XI VambQF MXn3LRGKOD506|
M gul cl W ZwP56LRqdg52X15bhc/ GsvWBxW R5Sh1NnkJNyL/ cqYla+GzzL47t 7TE
XzVe+nRLWI LkwTv FNG 0AUs FUg+J6+0pr wi DAQAB

----- END PUBLI C KEY- - - - -

This public key data is placed in the DNS.
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Wth the signature, canonical email contents and public key, a
verifying systemcan test the validity of the signature. The openss
invocation to verify a signature | ooks like this:

$ openssl dgst -verify rsa.public -shal -signature sig.file <input.file
3.2.3. Public key Representation in the DNS

There is currently no standard met hod defined for storing public keys
inthe DNS. As an interimnmeasure, the public key is stored as a TXT
record derived froma Privacy-Enhanced Mail (PEM format [PEM, that
is, as a Base64 representation of a DER encoded key. Here is an
exanmpl e of a 768-bit RSA key in PEM form

MHMDQYJKoZI hvc NAQEBBQADawAWaAJhAKJ 2l zDLZ8XI VambQF MXn3LRGKOD506|
M gul cl W ZwP56LRqdg52X15bhc/ GsvWBxW R5Sh1NnkJNyL/ cqYla+GzzL47t 7TE
XzVe+nRLWI LkwTv FNG 0AUs FUg+J6+C0pr wi DAQAB

To save scarce DNS packet space and aid extensibility, the PEM

wr appi ng MJUST be renoved and the remmining public key data along with
other attributes relevant to Donmi nKeys functionality are stored as
tag=val ue pairs separated by sem colons, for exanple, as in the
fol | owi ng:

bri sbane. _domai nkey IN TXT "g=; k=rsa; p=Mdww ... | DAQAB"

Verifiers MJST support key sizes of 512, 768, 1024, 1536 and 2048
bits. Signers MJST support at |east one of the verifier supported
key sizes.

The current valid tags are as foll ows:

g = granularity of the key. |If present with a non-zero |ength
val ue, this value MJST exactly match the local part of the
sending address. This tag is optional

The intent of this tag is to constrain which sending address
can legitimately use this selector. An email with a sending
address that does not natch the value of this tag constitutes
a failed verification.

k = key type (rsa is the default). Signers and verifiers MJST
support the 'rsa’ key type. This tag is optional
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n = Notes that nay be of interest to a hunan. No interpretation
is made by any program This tag is optional

p = public key data, encoded as a Base64 string. An enpty val ue
means that this public key has been revoked. This tag MJST be
present.

t = a set of flags that define boolean attributes. Valid
attributes are as follows:

y = testing node. This domain is testing Domai nKeys and
unverified email MJIST NOT be treated differently from
verified email. Recipient systems MAY wish to track
testing node results to assist the sender.

This tag is optional
(Syntax rules for the tag=value format are discussed in Appendix A)

Keeping the size of the TXT record to a mininumis inportant as some
i mpl ement ati ons of content and caching DNS servers are reported to
have probl ens supporting large TXT records. |In the exanple above,
the encodi ng generates a 182-byte TXT record. That this encoding is
| ess than 512 bytes is of particular significance as it fits within a
singl e UDP response packet. Wth careful selection of query val ues,
a TXT record can accomopdate a 2048 bit key.

For the sane size restriction reason, the "n" tag SHOULD be used

sparingly. The nost likely use of this tag is to convey a reason why

a public key m ght have been revoked. |In this case, set the "n" tag

to the explanation and renove the public key value fromthe "p" tag.
3.2.4. Key Sizes

Sel ecting appropriate key sizes is a trade-off between cost,

performance, and risk. This specification does not define either

nm ni mum or maxi num key sizes -- that decision is a matter for each

domai n owner .

Factors that should influence this decision include the follow ng:

o the practical constraint that a 2048-bit key is the |argest key
that fits within a 512-byte DNS UDP response packet

o larger keys inmpose higher CPU costs to verify and sign emai

0 keys can be replaced on a regular basis; thus, their lifetine
can be relatively short
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o the security goals of this specification are nodest conpared to
typical goals of public key systens

In general, it is expected that nost domain owners will use keys that
are no |l arger than 1024 bits.

3.3. Storing the Signature in the Email Header

The signature of the email is stored in the "Domai nKey- Si gnature:"”

header. This header contains all of the signature and key-fetching
dat a.

When generating the signed email, the "Domai nKey-Si gnature:" header
MJUST precede the original email headers presented to the signature

al gorithm

The " Domai nKey- Si gnat ur e:
cal cul ati on.

header is not included in the signature

For extensibility, the "Donmai nKey-Si gnature:" header contains
tag=val ue pairs separated by sem colons, for exanple, as in the
fol | owi ng:

Donei nKey- Si gnat ure: a=rsa-shal; s=brisbane; d=exanple. net;
g=dns; c=sinple

The current valid tags are as foll ows:

a = The algorithmused to generate the signature. The default is
"rsa-shal", an RSA signed SHAl1 digest. Signers and verifiers
MJUST support "rsa-shal".

b = The signature data, encoded as a Base64 string. This tag MJST
be present.

Wi tespace is ignhored in this value and MJUST be renoved when
reassenbling the original signature. This is another way of
saying that the signing process can safely insert folding
whi tespace in this value to conformto line-length linmts.

¢ = Canonicalization algorithm The nmethod by which the headers
and content are prepared for presentation to the signing
algorithm This tag MJST be present. Verifiers MJST support
"sinple" and "nofws". Signers MJST support at |east one of
the verifier-supported al gorithns.
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The domai n nanme of the signing domain. This tag MJST be
present. In conjunction with the selector tag, this domain
forns the basis of the public key query. The value in this
tag MUST match the domain of the sending enail address or MJST
be one of the parent donains of the sending enmil address.
Domai n nanme conparison is case insensitive

The matching process for this tag is called subdomain
mat chi ng, as the sending email address nust be the domain
or subdomain of the val ue.

A col on-separated |ist of header field nanes that identify the
headers presented to the signing algorithm |f present, the
val ue MJST contain the conplete list of headers in the order
presented to the signing al gorithm

If present, this tag MJST include the header that was used to
identify the sending donain, i.e., the "From" or "Sender:"
header; thus, this tag can never contain an enpty val ue.

If this tag is not present, all headers subsequent to the
signature header are included in the order found in the enmil.

A verifier MJUST support this tag. A signer MAY support this

tag. |If a signer generates this tag, it MJST include all
emai |l headers in the original email, as a verifier MAY renpve
or render suspicious, lines that are not included in the
signature.

In the presence of duplicate headers, a signer nmay include
duplicate entries in the list of headers in this tag. If a
header is included in this list, a verifier nust include all
occurrences of that header, subsequent to the "Domai nKey-
Signature:" header in the verification

If a header identified in this list is not found after the
"Domai nKey- Si ghature:" header in the verification process, a
verifier may "l ook" for a matching header prior to the

" Domai nKey- Si ghat ure: " header; however, signers should not
rely on this as early experience suggests that nost verifiers
do not try to "l ook" back before the "Donmai nKey-Si gnature:"
header .

Wi tespace is ignhored in this value and header conparisons are
case insensitive
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g = The query nethod used to retrieve the public key. This tag
MJUST be present. Currently, the only valid value is "dns",
whi ch defines the DNS | ookup al gorithm described in this
docunent. Verifiers and signers MJST support "dns"

s = The selector used to formthe query for the public key. This
tag MJUST be present. 1In the DNS query type, this value is
prepended to the "_dommi nkey." nanespace of the sending
domai n.

(Syntax rules for the tag=value format are discussed in Appendix A)

Here is an exanple of a signature header spread across nultiple
continuation lines:

Domai nKey- Si gnat ure: a=rsa-shal; s=brisbane; d=exanpl e. net;

c=si npl e; g=dns;

b=dzdVyOF AKCALXdJOc9G&q8L0oXS| Eni Sbav+yuU4zGeer ubDO0l szZ
VoAZHRN YzR;

Extrene care nust be taken to ensure that any new tags added to this
header are defined and used solely for the purpose of fetching and
verifying the signature. Any senantics beyond verification cannot be
trusted, as this header is not protected by the signature.

If additional semantics not pertaining directly to signature
verification are required, they nust only be added as subsequent
headers protected by the signature. Senantic additions mght include
audit information describing the initial subm ssion.

3.4. Preparation of Email for Transit and Signing

The fundanental purpose of a cryptographic signature is to ensure
that the signed content natches the contents presented for
verification. However, unlike just about every other |nternet
protocol, the enail content is routinely nodified as it enters and
transits the email system

Fortunately nost of the nodifications typically nmade to email can be
predi cted and consequently accounted for when signing and verifying.

To maximn ze the chance of a successful verification, subnitted emnail
shoul d be prepared for transport prior to signing, and the data
presented to the signing algorithmis canonicalized to exclude the
nmost conmmon and mi nor changes made to email
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3.4.1. Preparation for Transit

The SMIP protocol defines a nunber of potential limtations to emi
transport, particularly pertaining to line lengths and 8-bit content.

Wil e the editor has observed that npost nodern SMIP i npl enentations
accept 8-bit enmail and long lines, sone inplenentations still do not.
Consequently, a Domai nKeys inpl ementati on SHOULD prepare an email to
be suitable for the | owest common denom nator of SMIP prior to
presenting the email for signing.

3.4.2. Canonicalization for Signing

Domai nKeys is initially expected to be deployed at, or close to, the
emai | borders of an organization rather than in MJAs or SUBM SSI ON
servers. |In other words, the signing and verifying algorithns
normal |y apply after an enmail has been packaged, transnogrified, and
generally prepared for transmi ssion across the Internet via SMIP and,
thus the likelihood of the email being subsequently nodified is
reduced.

Nonet hel ess, enpirical evidence suggests that sone mail servers and
relay systens nodify email in transit, potentially invalidating a
signature.

There are two conpeting perspectives on such nodifications. For nost
senders, mld nodification of email is immterial to the

aut hentication status of the email. For such senders, a
canoni cal i zation al gorithmthat survives nodest in-transit

nmodi fication is preferred.

For other senders however, any nodification of the email - however
mnor -- results in a desire for the authentication to fail. In

ot her words, such senders do not want a nodified enail to be seen as
bei ng authorized by them These senders prefer a canonicalization
algorithmthat does not tolerate in-transit nodification of the
signed emil .

To satisfy both requirements, two canonicalization algorithns are
defined. A "sinple" algorithmthat tolerates al nbst no nodification
and a "nofws" algorithmthat tol erates comon nodifications as

whi t espace repl acenent and header |ine rew apping.

A sender may choose either algorithmwhen signing an email. A
verifier MJST be able to process email using either algorithm

Ei ther algorithmcan be used in conjunction with the "h" tag in the
"Domai nKey- Si ghat ure: " header
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Canoni calization sinply prepares the email for the signing or
verification algorithm It does not change the transnitted data in
any way.
3.4.2.1. The "sinple" Canonicalization Al gorithm
o Each line of the email is presented to the signing algorithmin
the order it occurs in the conplete email, fromthe first |line of
the headers to the last |line of the body.

o If the "h" tag is used, only those header lines (and their
continuation lines if any) added to the "h" tag list are included.

o The "h" tag only constrains header lines. 1t has no bearing on
body Iines, which are always i ncluded.

0 Renove any l|local |ine term nator
0 Append CRLF to the resulting line.

o Al trailing enpty lines are ignored. An enpty line is a |line of
zero length after renmoval of the local line termnator

If the body consists entirely of enpty lines, then the header/body
line is simlarly ignored.

3.4.2.2. The "nofws" Canonicalization Al gorithm

The "No Fol di ng Whitespace" algorithm (nofws) is nore conplicated
than the "sinple" algorithmfor two reasons; folding whitespace is

removed fromall |ines and header continuation |ines are unw apped.
o Each line of the email is presented to the signing algorithmin
the order it occurs in the conplete email, fromthe first |ine

of the headers to the last |ine of the body.

0 Header continuation |lines are unw apped so that header lines
are processed as a single line.

o If the "h" tag is used, only those header lines (and their
continuation lines if any) added to the "h" tag list are
i ncl uded.

o The "h" tag only constrains header lines. 1t has no bearing on
body Iines, which are always i ncluded.

Del any Historic [ Page 19]



RFC 4870 Domai nKeys May 2007

o0 For each Iine in the email, renove all folding whitespace
characters. Fol ding whitespace is defined in RFC 2822 as being
the decimal ASCI| values 9 (HTAB), 10 (NL), 13 (CR), and 32
(SP).

0 Append CRLF to the resulting line.

o Trailing enpty lines are ignored. An enpty line is a |line of
zero length after renmoval of the local line termnator. Note
that the test for an enpty line occurs after renoving all
fol di ng whitespace characters.

If the body consists entirely of enpty lines, then the
header/body line is simlarly ignored.

3.5. The Signing Process
The previous sections defined the various conponents and mechani sims
needed to sign an ermail. This section brings those together to

define the conpl ete process of signing an email.

A signer MJST only sign email from subm ssions that are authorized to
use the sending address.

Once aut horization of the subnission has been deternined, the signing
process consists of the foll ow ng steps:

o identifying the sending donain

o deternmining if an email shoul d be signed

0 selecting a private key and correspondi ng sel ector information
o calculating the signature val ue

o0 prependi ng the "Donai nKey- Si gnature:" header

If an email cannot be signed for sonme reason, it is a local policy
decision as to what to do with that email.

3.5.1. ldentifying the Sendi ng Donai n
The sending domain is determned by finding the email address in the
"Sender:" header, or, if the "Sender:" header is not present, the

first email address of the "From" header is used to determ ne the
sendi ng donmai n.
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If the email has an invalid "From" or an invalid "Sender:" header,

it MUST NOT be signed.

If the signer adds the "h" tag to the "Domai nKey-Si gnature:" header
that tag MJST include the header that was used to determ ne the
sendi ng donmai n.

3.5.2. Determining Wether an Email Should Be Signed

A signer can obviously only sign email for domains for which it has a
private key and the necessary know edge of the correspondi ng public
key and selector information, however there are a nunber of other
reasons why a signer may choose not to sign an emil

A signer MJST NOT sign an email if the email subm ssion is not
aut hori zed to use the sendi ng domain.

A signer MUST NOT sign an enmil that already contains a "Domai nKey-
Signature:" header unless a "Sender:" header has been added that was
not included in the original signature. The nost obvi ous case where
this occurs is with mailing lists.

A signer SHOULD NOT renpbve an existing "Domai nKey-Si gnature:" header
3.5.3. Selecting a Private Key and Correspondi ng Sel ector |nformation

Thi s specification does not define the basis by which a signer should
choose which private key and selector information to use. Currently,
all selectors are equal as far as this specification is concerned, so
the decision should largely be a matter of adnministrative

conveni ence.

3.5.4. Calculating the Signature Val ue

The signer MJUST use one of the defined canonicalization algorithnms to
present the emanil to the signing algorithm Canonicalization is only
used to prepare the email for signing. It does not affect the
transmtted email in any way.

To avoi d possible anbiguity, a signing server may choose to renpve
any pre-existing "Domai nKey-Status:" headers fromthe enmail prior to
preparation for signing and transm ssion

3.5.5. Prepending the "Domai nKey- Si gnature:" Header
The final step in the signing process is that the signer MJST prepend

the "Donmi nKey- Si gnature:" header prior to continuing with the
process of transmitting the email.
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3.6. Policy Statenent of Sending Domain

VWil e the disposition of inbound email is ultimately a matter for the
receiving system the introduction of authentication in enmail creates
a need for the sender domain to indicate their signing policy and
preferred disposition of unsigned email, in particular, whether a
domain is participating i n Domai nKeys, whether it is testing, and
whet her it signs all outbound email

The sending domain policy is very sinple and is expressed in the
_domai nkey TXT record in the DNS of the sending domain. For exanple,
in the exanpl e.comdonain, the record is called

_domai nkey. exanpl e. com

The contents of this TXT record are stored as tag=val ue pairs
separated by sem colons, for exanple, as in the foll ow ng:

_domai nkey IN TXT "t=y; o=-; n=notes; r=enmil Address"
Al tags are optional. The current valid tags are as foll ows:
n = Notes that nay be of interest to a hunan. No interpretation

is made by any program

0 = Qutbound Signing policy ("-" neans that this donain signs al
email; "~" is the default and neans that this domain nmay sign
some enmail with Domai nKeys).

r = Areporting email address. |f present, this defines the enail
address where invalid verification results are reported. This
tag is primarily intended for early inplenenters -- the
content and frequency of the reports will be defined in a

separ at e docunent .

t = a set of flags that define boolean attributes. Valid
attributes are as follows:

y = testing node. This domain is testing Domai nKeys, and
unverified email MJUST NOT be treated differently from
verified email. Recipient systens MAY wish to track
testing node results to assist the sender).

Note that testing node cannot be turned off by this tag;
thus, policy cannot revert the testing node setting of a
Sel ect or.

This tag is optional
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(Syntax rules for the tag=value format are discussed in Appendix A)

Reci pi ent systens SHOULD only retrieve this policy TXT record to
determne policy when an enmail fails to verify or does not include a
signature. Recipient systens SHOULD not retrieve this policy TXT
record for email that successfully verifies. Note that "testing
nmode" SHOULD al so be in the Selector TXT record if the domain owner

i s running a Donmai nKeys test.

If the policy TXT record does not exist, recipient systens MJST
assume the default val ues.

There is an inportant inplication when a donain states that it signs
all email with the "o=-" setting, namely that the sending domain
prefers that the recipient systemtreat unsigned mail with a great
deal of suspicion. Such suspicion could reasonably extend to
rejecting such email. A verifying system MAY reject unverified enail
if a donmain policy indicates that it signs all email.

O course, nothing compels a recipient MA to abide by the policy of
the sender. In fact, during the trial, a sending domain would want
to be very certain about setting this policy, as processing by
reci pient MIAs nay be unpredictable. Nonetheless, a domain that
states that it signs all email MJST expect that unverified email may
be rejected by sone receiving MIAs.
3.7. The Verification Process

There is no defined or recommended linit on the lifetinme of a
sel ector and correspondi ng public key; however, it is recomended
that verification occur in a tinmely manner with the nost timely place
bei ng during acceptance or local delivery by the MIA
Verifying a signature consists of the follow ng three steps:

o extract signature information fromthe headers

0 retrieve the public key based on the signature informtion

o check that the signature verifies against the contents

In the event that any of these steps fails, the sending domain policy
is ascertained to assist in applying | ocal policy.
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3.

3.

3.

7

7

7

1. Presunption that Headers Are Not Reordered

I ndi cati ons from depl oynent of previous versions of this

speci fication suggest that the canonicalization algorithns in
conjunction with the "h" tag in the "Donai nKey- Si gnature:" header

all ows nost enmmil to cryptographically survive intact between signing
and veri fying.

The one assunption that nost of the early depl oynents nmake is that
the headers included in the signature are not reordered prior to
verification.

While nothing in this specification precludes a verifier from

"l ooki ng" for a header that may have been reordered, including being
moved to a position prior to the "Domai nKey-Si gnature:" header, such
reordered email is unlikely to be successfully verified by nost

i mpl ement ati ons.

A second consequence of this assunption -- particularly in the
presence of nultiple "Domai nKey-Signature:" headers -- is that the
first "Domai nKey-Signature:" header in the email was the |ast
signature added to the email and thus is the one to be verified.

2. Verification Should Render a Binary Result

VWil e the synptons of a failed verification are obvious -- the
signature doesn't verify -- establishing the exact cause can be nore
difficult. |If a selector cannot be found, is that because the

sel ector has been renpved, or was the val ue changed sonmehow in
transit? If the signature line is mssing, is that because it was
never there, or was it renoved by an overzealous filter?

For di agnostic purposes, the exact reason why the verification fails
SHOULD be recorded; however, in terms of presentation to the end
user, the result SHOULD be presented as a sinple binary result:
either the email is verified or it is not. |f the email cannot be
verified, then it SHOULD be rendered the sanme as all unverified email
regardl ess of whether or not it looks like it was signed.

3. Selecting the Most Appropriate "Domai nKey-Si gnature:" Header

In nost cases, a signed email is expected to have just one signature
-- that is, one "Donai nKey-Si gnature:" header. However, it is
entirely possible that an email can contain multiple signatures. In

such cases, a verifier MIUST find the nost appropriate signature to
use and SHOULD ignore all other signatures.
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The process of finding the nost appropriate signature consists of the
followi ng "best match" rules. The rules are to be evaluated in
or der.

1. Selecting the sending donain

If the email contains a "Sender:" header, the sending domain is
extracted fromthe "Sender:" address. |f this extraction
fails, the enail SHALL fail verification

If no "Sender:" header is present, the sending donmainis
extracted fromthe first address of the "From" header. |If
this extraction fails, the email SHALL fail verification

2. Domai n mat chi ng

A signature can only match if the sendi ng domai n matches the
"d" tag domain -- according to the "d" tag subdonai n nat chi ng
rul es.

3. "h" tag matching

If the signhature contains the "h" tag |list of headers, that
list must include the header used to extract the sending donmain
inrule 1, above.

4. Mbst secure signing algorithm

Wiile it is not yet the case, in the event that additiona
algorithnms are added to this specification, a verifier MJST use
the signature that contains the nost secure algorithm as
defined by the future specification. For current

i npl ement ati ons, that nmeans verifiers MJST ignore signatures
that are coded with an unrecogni zed signing algorithm

5. Earlier signatures are preferred

If multiple signatures are equal as far as these rules apply,
the signature fromthe earlier header MJST be used in
preference to | ater signature headers.

| mpl enentors MUST neticul ously validate the format and values in the
"Domai nKey- Si ghat ure:" header; any inconsistency or unexpected val ues
MJST result in ignoring that header. Being "liberal in what you
accept” is definitely a bad strategy in this security context.
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In all cases, if a verification fails, the "Domai nKey-Status:" header
SHOULD be generated and include a nmessage to help explain the reason
for failure.

3.7.4. Retrieve the Public Key Based on the Signhature Infornmation

The public key is needed to conplete the verification process. The
process of retrieving the public key depends on the query type as
defined by the "q" tag in the "Domai nKey-Si gnature:" header |ine.
Qovi ously, a public key should only be retrieved if the process of
extracting the signature infornmation is conpletely successful

Currently, the only valid query type is "dns". The public key
retrieval process for this type is as foll ows:

1. Using the selector name defined by the "s" tag, the
" _domai nkey" namespace and the domain nane defined by the "d"
tag, construct and issue the DNS TXT record query string.

For exanple, if s=brisbane and d=exanpl e.net, the query string
is "brisbane. domai nkey. exanpl e. net".

2. If the query for the public key fails to respond, the verifier
SHOULD def er acceptance of this email (nornally this will be
achi eved with a 4XX SMIP response code).

3. If the query for the public key fails because the correspondi ng
data does not exist, the verifier MIST treat the email as
unverifi ed.

4. |f the result returned fromthe query does not adhere to the
format defined in this specification, the verifier MJST treat
the email as unverified.

5. If the public key data is not suitable for use with the
al gorithmtype defined by the "a" tag in the "Donai nKey-
Signature:" header, the verifier MIST treat the email as
unverifi ed.

I mpl enentors MUST neticul ously validate the format and val ues

returned by the public key query. Any inconsistency or unexpected
val ues MJUST result in an unverified email. Being "liberal in what
you accept” is definitely a bad strategy in this security context.

Latency critical inplenmentations may wish to initiate the public key

query in parallel with calculating the SHA-1 hash, as the public key
is not needed until the final RSA is cal cul at ed.
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3.7.5. Verify the Signature

Armed with the signature information fromthe "Domai nKey- Si gnature:"”
header and the public key information returned by the query, the
signature of the email can now be verified.

The canoni calization algorithmdefined by the "c" tag in the
"Domai nKey- Si ghature:" header defines how the data is prepared for
the verification algorithm and the "a" tag in the sane header
defines which verification algorithmto use.

3.7.6. Retrieving Sending Dormai n Policy

In the event that an email fails to verify, the policy of the sending
domai n MJUST be consulted. For now, that nmeans consulting the

_domai nkey TXT record in the DNS of the domain in the sending domain
as defined in Section 3.5.1. For exanple, if exanple.net is the
sendi ng domain the TXT query is:

_domai nkey. exanpl e. net

A verifier SHOULD consider the sending donmain policy statenent and
act accordingly. The range of possibilities is up to the receiver,
but it MAY include rejecting the enuil

3.7.7. Applying Local Policy

After all verification processes are conplete, the recipient system
has authentication information that can help it deci de what to do
with the email.

It is beyond the scope of this specification to describe what actions
a recipient systemshould take, but an authenticated email presents
an opportunity to a receiving systemthat unauthenticated enail
cannot. Specifically, an authenticated email creates a predictable
identifier by which other decisions can reliably be nmanaged, such as
trust and reputation.

Conversely, unauthenticated email lacks a reliable identifier that
can be used to assign trust and reputation. It is not unreasonable
to treat unauthenticated email as |acking any trust and having no
positive reputation.

3.8. Conveying Verification Results to MJAs
Apart fromthe application of automated policy, the result of a

signature verification should be conveyed to the user reading the
emai | .
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Most emmil clients can be configured to recognize specific headers
and apply sinmple rules, e.g., filing into a particular folder. Since
Domai nKey signatures are expected to be initially verified at the
border MIA, the results of the verification need to be conveyed to
the email client. This is done with the "Domai nKey-Status:" header
line prepended to the enail.

The "Domai nKey- Status:" header starts with a string that indicate the
result of the verification. Valid values are as foll ows:

"good" - the signature was verified at the tine of testing

"bad" - the signature failed the verification

"no key" - the public key query failed as the key does not
exi st

"revoked" - the public key query failed as the key has been
revoked

"no signature" - this enmail has no "Domai nKey-Si gnature:" header

"bad formt" - the signature or the public key contai ns unexpected
dat a

"non-participant” - this sending domain has indicated that it does

not participate in Domai nKeys

Verifiers may append additional data that expands on the reason for
the particular status val ue.

A client SHOULD just |ook for "good" and assune that all other val ues
inmply that the verification could not be performed for some reason
Policy action as a consequence of this header is entirely a loca
matter.

Here are sone exanpl es

Domai nKey- St at us: good
Domai nKey- St at us: bad f or mat

Al'though it is expected that MIAs will be Domai nKey aware before
MJAs, it is nonethel ess possible that a Domai nKey-aware MJA can be
fool ed by a spoofed "Domai nKey- Status:" header that passes through a
non- Domai nKey- awar e MTA.

If this is perceived to be a serious problem then it my nmake sense
to preclude the "good" value and only have values that effectively
denote the email as far as the UA is concerned. That way successful
spoofing attenpts can only serve to denote thensel ves.
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4. Example of Use

This section shows the conplete flow of an email from subm ssion to
final delivery, denonstrating how the various conponents fit
t oget her.

4.1. The User Conposes an Enai

From "Joe SixPack" <joe@ oot ball.exanple.conr

To: "Suzie Q' <suzi e@hoppi ng. exanpl e. net >

Subj ect: |Is dinner ready?

Date: Fri, 11 Jul 2003 21:00:37 -0700 (PDT)

Message- |1 D <20030712040037. 46341. 5F8J@ oot bal | . exanpl e. con

Hi .
We | ost the game. Are you hungry yet?
Joe.

4.2. The Email |Is Signed

This email is signed by the football.exanple.com outbound enail
server and now | ooks like this:

Domai nKey- Si gnhat ure: a=rsa-shal; s=brisbane; d=football.exanple.com
c=si npl e; g=dns;
b=dzdVyOFf AKCALXdJOc9&2q8LoXS| Eni Shav+yuU4dzGeer uD00l szZ
VOAZHRN YzR;
Recei ved: fromdsl-10.2.3.4.football.exanple.com [10.2.3.4]
by submitserver.football.exanple.comw th SUBM SSI ON;
Fri, 11 Jul 2003 21:01:54 -0700 (PDT)
From "Joe SixPack" <joe@ oot ball.exanple.conr
To: "Suzie Q' <suzi e@hoppi ng. exanpl e. net >
Subj ect: |Is dinner ready?
Date: Fri, 11 Jul 2003 21:00:37 -0700 (PDT)
Message- |1 D <20030712040037. 46341. 5F8J@ oot bal | . exanpl e. con®

Hi .

We | ost the ganme. Are you hungry yet?

Joe.

The signing ermail server requires access to the private key
associated with the "brisbane" selector to generate this signature.

Di stribution and managenent of private keys are outside the scope of
this docunent.
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4.3. The Email Signature Is Verified

The signature is normally verified by an i nbound SMIP server or
possibly the final delivery agent. However, intervening MIAs can
al so performthis verification if they choose to do so.

The verification process uses the domain "football.exanple.cont
extracted fromthe "From" header and the sel ector "brisbane" from
the "Domai nKey- Si gnature: " header to formthe DNS TXT query for

bri sbane. donai nkey. f oot bal | . exanpl e. com

Since there is no "h" tag in the "Donmai nKey-Si gnature:" header,
signature verification starts with the line follow ng the

" Domai nKey- Si gnature:" line. The email is canonically prepared for
verifying with the "sinple" nethod.

The result of the query and subsequent verification of the signature
is stored in the "Donai nKey-Status:" header line. After successfu
verification, the email |ooks like this:

Domai nKey- St at us: good
fromsj oe@ oot bal | . exanpl e. com donmi nkeys=pass
Recei ved: from nout 23. bri shane. f oot bal | . exanpl e. com (192. 168. 1. 1)
by shoppi ng. exanpl e. net with SMIP
Fri, 11 Jul 2003 21:01:59 -0700 (PDT)
Domai nKey- Si gnhat ure: a=rsa-shal; s=brisbane; d=football.exanple.com
c=si npl e; g=dns;
b=dzdVy O AKCALXdJOc9G&q8L0oXS| Eni Sbav+yuU4zGeer ubD00l szZ
VoAZHRN YzR;
Recei ved: from dsl-10. 2. 3. 4. net wor k. exanpl e. com [10. 2. 3. 4]
by submitserver. exanpl e.comw th SUBM SSI ON
Fri, 11 Jul 2003 21:01:54 -0700 (PDT)
From "Joe Si xPack" <joe@ oot ball.exanple.conr
To: "Suzie Q' <suzi e@hoppi ng. exanpl e. net >
Subj ect: |s dinner ready?
Date: Fri, 11 Jul 2003 21:00:37 -0700 (PDT)
Message- 1 D: <20030712040037. 46341. 5F8J@ oot bal | . exanpl e. con®

Hi .
W | ost the game. Are you hungry yet?

Joe.
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5.

Association with a Certificate Authority

A fundanent al aspect of Domai nKeys is that public keys are generated
and advertised by each domain at no additional cost. This
accessibility markedly differs fromtraditional Public Key
Infrastructures where there is typically a Certificate Authority (CA)
who val i dates an applicant and issues a signed certificate --
containing their public key -- often for a recurring fee.

Wil e CAs do inpose costs, they also have the potential to provide
additional value as part of their certification process. Consider
financial institutions, public utilities, |aw enforcenent agencies,
and the like. |In many cases, such entities justifiably need to

di scrimnate thensel ves above and beyond the authentication that
Domai nKeys of f ers.

Creating a link between Domai nKeys and CA-issued certificates has the
potential to access additional authentication nechanisns that are
nmore authoritative than donai n-owner-issued authentication. It is
wel | beyond the scope of this specification to describe such
authorities apart from defining how the |inkage could be achieved

wi th the "Domai nKey- X509: " header.

.1. The "Domai nKey- X509: " Header

The " Domai nKey- X509: " header provides a |ink between the public key
used to sign the email and the certificate issued by a CA

The exact content, syntax, and semantics of this header are yet to be
resolved. One possibility is that this header contains an encodi ng
of the certificate issued by a CA. Another possibility is that this
header contains a URL that points to a certificate issued by a CA

In either case, this header can only be consulted if the signature
verifies and MJST be part of the content signed by the correspondi ng
"Domai nKey- Si gnhature:" header. Furthernore, it is likely that MJAs
rather than MIAs will confirmthat the link to the CA-issued
certificate is valid. |In part, this is because nmany MJAs al ready
have built-in capabilities as a consequence of Secure/ Ml ti purpose
Internet Mail Extensions (S/MME) [SM Mg] and Secure Socket Layer
(SSL) [SSL] support.

The proof of linkage is made by testing that the public key in the
certificate matches the public key used to sign the email.
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An exanpl e of an email containing the "Domai nKey-X509:" header is:

Domai nKey- Si gnat ure: a=rsa-shal; s=statenents;
d=| ar gebank. exanpl e. comy c=si npl e; q=dns;
b=dzdVy O AKCALXdJOc9G&q8L0oXS| Eni Sbav+yuU4zGeer uD00l szZ
VoAZHRN YzR;
Domai nKey- X509: https://ca. exanpl e. net/ | argebank. exanpl e. com
From "Large Bank" <statenments@ argebank. exanpl e. con»
To: "Suzie Q' <suzi e@hoppi ng. exanpl e. net >
Subj ect: Statenent for Account: 1234-5678

The format of the retrieved value fromthe URL is not yet defined,
nor is the determ nation of valid CAs.

The whole matter of |inkage to CA-issued certificates is one aspect
of Donmi nKeys that needs to be resolved with relevant CA's and
certificate-issuing entities. The primary point is that alink is
possible to a higher authority.

Topi cs for Discussion
1. The Benefits of Selectors

Sel ectors are at the heart of the flexibility of Domai nKeys. A
domai n administrator is free to use a single Domai nKey for al
outbound mail. Alternatively, the domain admnistrator may use many
Domai nKeys differentiated by sel ector and assign each key to
different servers

For exanple, a large outbound enail farm m ght have a uni que
Domai nKey for each server, and thus their DNS will advertise
potentially hundreds of keys via their unique selectors.

Anot her exanple is a corporate enail adm nistrator who m ght generate
a separate Dommi nKey for each regional office email server

In essence, selectors allow a domain owner to distribute authority to
send on behalf of that domain. Conbined with the ability to revoke
by renmoval or Tine to Live (TTL) expiration, a domain owner has
coarse-grai ned control over the duration of the distributed

aut hority.

Sel ectors are particularly useful for domain owners who want to
contract a third-party mailing systemto send a particul ar set of
mai |l .  The dommi n owner can generate a special key pair and sel ector
just for this nmail-out. The donmain owner has to provide the private
key and selector to the third party for the life of the mail-out.
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However, as soon as the mamil-out is conpletely delivered, the domain
owner can revoke the public key by the sinple expedient of renoving
the entry fromthe DNS.

6.2. Canonicalization of Emil

It is an unfortunate fact that sonme emmil software routinely (and

of ten unnecessarily) transforms email as it transits through the
network. Such transformations conflict with the fundanental purpose
of cryptographic signatures - to detect nodifications.

Wil e two canonicalization algorithnms are defined in this
specification, the primary goal of "nofws" is to provide a transition
path to "sinple". Wth a mxture of "sinple" and "nofws" email, a
recei ver can determ ne which systenms are nodifying email in ways that
cause the signature to fail and thus provide feedback to the

nmodi fyi ng system

6.3. Miiling Lists

Integrating existing Mailing List Managers (M.Ms) into the Domai nKeys
aut hentication systemis a conplicated area, as the behavior of MM
is highly variable. Essentially, there are two types of M.Ms under
consideration: those that nodify email to such an extent that
verification of the original content is not possible, and those that
make m nimal or no nodifications to an email .

M.Ms that nodify email in a way that causes verification to fail MJST
prepend a "Sender:" header and SHOULD prepend a "List-ID:" header
prior to signing for distribution to |ist recipients.

A participating SUBM SSI ON server can deduce the need to re-sign such
an email by the presence of a "Sender:" or "List-1D:" header from an
aut hori zed subm ssi on.

M_.Ms that do not nodify email in a way that causes verification to
fail MAY performthe same actions as a nodifying MM

6.4. Roving Users

One scenario that presents a particular problemw th any form of

emai | authentication, including Donmai nKeys, is the roving user: a
user who is obliged to use a third-party SUBM SSI ON servi ce when
unabl e to connect to the user’s own SUBM SSI ON service. The classic
exanple cited is a traveling sal esperson being redirected to a hotel
emai | server to send enuil.
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As far as Donmi nKeys is concerned, enmail of this nature clearly
originates froman email server that does not have authority to send
on behalf of the domain of the sal esperson and is therefore

i ndi stinguishable froma forgery. While Domai nKeys does not
prescribe any specific action for such email, it is likely that over
time, such email will be treated as second-cl ass emi |

The typical solution offered to roving users is to submt email via
an aut horized server for their domain -- perhaps via a Virtua
Private Network (VPN) or a web interface or even SMIP AUTH back to a
SUBM SSI ON ser ver

Wil e these are perfectly acceptable solutions for many, they are not
necessarily solutions that are available or possible for all such
users.

One possible way to address the needs of this contingent of
potentially disenfranchised users is for the domain to i ssue per-user
Domai nKeys. Per-user Domai nKeys are identified by a non-enpty "g"
tag value in the correspondi ng DNS record.

Security Considerations
1. DNS

Domai nKeys is primarily a security mechanism |Its core purpose is to
make cl ai ns about ermail authentication in a credible way. However,
Domai nKeys, like virtually all Internet applications, relies on the
DNS, which has wel | -known security flaws [ RFC3833].

1.1. The DNS Is Not Currently Secure

VWhile the DNS is currently insecure, it is expected that the security
probl ems should and will be solved by DNS Security (DNSSEC) [ DNSSEC],
and all users of the DNS will reap the benefit of that work.

Secondly, the types of DNS attacks relevant to Donmai nKeys are very
costly and are far |ess rewarding than DNS attacks on ot her Internet
appl i cations.

To systematically thwart the intent of Dommi nKeys, an attacker nust
conduct a very costly and very extensive attack on nany parts of the
DNS over an extended period. No one knows for sure how attackers
wi Il respond; however, the cost/benefit of conducting prol onged DNS
attacks of this nature is expected to be unecononi cal

Finally, DomainKeys is only intended as a "sufficient" method of
proving authenticity. It is not intended to provide strong
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crypt ographi ¢ proof about authorship or contents. Oher technol ogies
such as GhuPG and S/ M ME address those requirenents.

7.1.2. Domai nKeys Creates Additional DNS Load

A second security issue related to the DNS revol ves around the
increased DNS traffic as a consequence of fetching sel ector-based
data, as well as fetching sending domain policy. Wdespread

depl oynent of Domai nKeys will result in a significant increase in DNS
queries to the clained sending domain. In the case of forgeries on a
| arge scale, DNS servers could see a substantial increase in queries.

7.2. Key Managenent

Al'l public key systens require managenent of key pairs. Private keys
in particular need to be securely distributed to each signing nail
server and protected on those servers. For those famliar with SSL
the key management issues are sinilar to those of managi ng SSL
certificates. Poor key managenent nay result in unauthorized access
to private keys, which in essence gives unauthorized access to your
identity.

7.3. Inplenmentation R sks

It is well recognized in cryptographic circles that nany security
failures are caused by poor inplenentations rather than poor
algorithms. For exanple, early SSL inplenmentations were vul nerable
because the inplenentors used predictable "random nunbers"

Wi |l e sone MIA software already supports various cryptographic
techni ques, such as TLS, many do not. This proposal introduces
cryptographic requirements into MIA software that inplies a rmuch
hi gher duty of care to manage the increased risk

There are nunerous articles, books, courses, and consultants that
hel p programm ng security applications. Potential inplenentors are
strongly encouraged to avail thenselves of all possible resources to
ensure secure inplenentations.

7.4. Privacy Assunptions wth Forwardi ng Addresses

Sone peopl e believe that they can achi eve anonymty by using an enail
forwarding service. Wile this has never been particularly true, as
bounces, over-quota nessages, vacation messages, and web bugs al
conspire to expose | P addresses and domai n names associated with the
delivery path, the DNS queries that are required to verify Domai nKeys
signature can provide additional information to the sender
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In particular, as mail is forwarded through the mail network, the DNS
queries for the selector will typically identify the DNS cache used
by the forwardi ng and delivery MIAs.

7.5. Cryptographic Processing |Is Conputationally Intensive

Verifying a signature is conputationally significant. Early
indications are that a typical mail server can expect to increase CPU
demands by 8-15 percent. Wile this increased demand i s nodest
conpared to other common nail processing costs -- such as Bayesi an
filtering -- any increase in resource requirenents can nake a

deni al -of -service attack nore effective against a nmail system

A constraining factor of such attacks is that the net conputationa
cost of verifying is bounded by the maxi num key size allowed by this
specification and is essentially linear to the rate at which mail is
accepted by the verifying system Consequently, the additiona
conmput ational cost may augnent a deni al -of-service attack, but it
does not add a non-linear conmponent to such attacks.

8. The Trial

The Donmai nKeys protocol was deployed as a trial to better understand
the inplications of deploying w de-scal e cryptographic enail
aut henti cati on.
Open Source inplenentations were nade avail abl e at various pl aces,
particularly Source Forge [ SOURCEFORGE], which includes links to
nunerous i npl enmentations, both Open Source and commerci al .

8.1. Coals
The primary goals of the trial were to:

0 understand the operational inplications of running a DNS-based
public key system for enail

o neasure the effectiveness of the canonicalization algorithns
0 experinent with possible per-user key depl oynent nodel s

o fully define the semantics of the "Domai nKey-X509:" header
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8.

10.

10.

2. Results of Tria

The Domai nKeys trial ran for approximately 2 years, in which tine
nunerous large | SPs and many thousands of smaller donains
participated in signing or verifying with Domai nKeys. The | ow order
nunbers are that at |east one billion Domai nKey signed emails transit
the Internet each day between sone 12,000 participating domains.

The operational and devel opnent experience of that trial was applied
to DKIM

Note to | npl enentors Regardi ng TXT Records
The DNS is very flexible in that it is possible to have nultiple TXT
records for a single nane and for those TXT records to contain
mul tiple strings.

In all cases, inplementors of Domai nKeys shoul d expect a single TXT

record for any particular nane. |If nultiple TXT records are
returned, the inplenmentation is free to pick any single TXT record as
the authoritative data. 1In other words, if a nanme server returns

different TXT records for the sane name, it can expect unpredictable
results.

Wthin a single TXT record, inplenmentors should concatenate multiple
strings in the order presented and ignore string boundaries. Note
that a nunmber of popular DNS command-line tools render multiple
strings as separately quoted strings, which can be msleading to a
novi ce i npl enent or.
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Appendi x A - Syntax Rules for the Tag=Val ue For nat

A simple tag=val ue syntax is used to encode data in the response
val ues for DNS queries as well as headers enbedded in enmnils. This
section sunmmari zed the syntactic rules for this encoding:

0 A tag=value pair consists of three tokens, a "tag", the "="
character, and the "val ue"

0o A tag MUST be one character |ong and MJUST be a | owercase
al phabetic character

0 Duplicate tags are not all owed

o0 A value MIST only consist of characters that are valid in RFC
2822 headers and DNS TXT records and are within the ASCI| range
of characters from SPACE (0x20) to TILDE (Ox7E) inclusive
Val ues MUST NOT contain a senicolon but they may contain "
characters.

0o A tag=value pair MJIST be term nated by a senicolon or the end
of the data

0 Val ues MUST be processed as case sensitive unless the specific
tag description of semantics inply case insensitivity.

o Values MAY be zero bytes |ong

0 \Whitespace MAY surround any of the tokens; however, whitespace
within a value MJST be retained unless explicitly excluded by
the specific tag description. Currently, the only tags that
specifically ignore enbedded whitespace are the "b" and "h"
tags in the "Domai nKey- Si gnature:" header

0 Tag=value pairs that represent the default val ue MAY be
included to aid legibility.

o Unrecogni zed tags MJST be ignored
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