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Abst ract

Thi s docunent defines the Extensible Authentication Protocol (EAP)
based Fl exi bl e Authentication via Secure Tunneling (EAP-FAST)
protocol. EAP-FAST is an EAP nethod that enabl es secure

conmuni cati on between a peer and a server by using the Transport
Layer Security (TLS) to establish a nutually authenticated tunnel.
Wthin the tunnel, Type-Length-Value (TLV) objects are used to convey
aut hentication rel ated data between the peer and the EAP server.
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1.

I nt roducti on

Net wor k access solutions requiring user friendly and easily

depl oyabl e secure authentication mechani sns hi ghlight the need for
strong mutual authentication protocols that enable the use of weaker
user credentials. This document defines an Extensible Authentication
Prot ocol (EAP), which consists of establishing a Transport Layer
Security (TLS) tunnel using TLS 1.0 [RFC2246], TLS 1.1 [RFC4346], or
a successor version of TLS, using the | atest version supported by
both parties. Once the tunnel is established, the protocol further
exchanges data in the formof type, length, and val ue objects (TLV)
to performfurther authentication. EAP-FAST supports the TLS

ext ension defined in [ RFC4507] to support fast re-establishnent of
the secure tunnel without having to maintain per-session state on the
server. [ EAP-PROV] defines EAP-FAST-based nechani sns to provision
the credential for this extension which is called a Protected Access
Credential (PAC).

EAP- FAST' s design notivations incl uded:

o Mitual authentication: an EAP server nust be able to verify the
identity and authenticity of the peer, and the peer nust be able
to verify the authenticity of the EAP server

o Immnity to passive dictionary attacks: many authentication
protocols require a password to be explicitly provided (either as
cl eartext or hashed) by the peer to the EAP server; at m ni mum
the conmmuni cation of the weak credential (e.g., password) nust be
i mmune from eavesdr oppi ng.

0 Inmunity to man-in-the-mddle (MtM attacks: in establishing a
mutual |y authenticated protected tunnel, the protocol nust prevent
adversaries fromsuccessfully interjecting information into the
conversation between the peer and the EAP server

0o Flexibility to enable support for nost password authentication
interfaces: as many different password interfaces (e.g., Mcrosoft
Chal | enge Handshake Aut hentication Protocol (Ms-CHAP), Lightweight
Directory Access Protocol (LDAP), One-Tinme Password (OTP), etc.)
exi st to authenticate a peer, the protocol nust provide this
support seaml essly.

o Efficiency: specifically when using wireless nedia, peers will be
limted in computational and power resources. The protocol nust
enabl e the network access communication to be conputationally
| i ght wei ght.
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Wth these notivational goals defined, further secondary design
criteria are inposed:

0 Flexibility to extend the comunications inside the tunnel: with
the growing conplexity in network infrastructures, the need to
gain aut hentication, authorization, and accounting is also
evol ving. For instance, there may be instances in which multiple
exi sting authentication protocols are required to achi eve mutua
authentication. Simlarly, different protected conversations may
be required to achieve the proper authorization once a peer has
successful |y aut henti cat ed.

0o Mnimze the authentication server’s per user authentication state
requirenents: with large deploynents, it is typical to have many
servers acting as the authentication servers for many peers. It
is also highly desirable for a peer to use the same shared secret
to secure a tunnel nuch the sanme way it uses the usernane and
password to gain access to the network. The protocol nust
facilitate the use of a single strong shared secret by the peer
whil e enabling the servers to mnimze the per user and device
state it nust cache and nmanage

1.1. Specification Requirenents

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119]

1.2. Term nol ogy

Much of the terminology in this docunent cones from [ RFC3748].
Additional terns are defined bel ow

Protected Access Credential (PAC

Credentials distributed to a peer for future optinized network
aut hentication. The PAC consists of, at nost, three conponents: a
shared secret, an opaque el enment, and optionally other
informati on. The shared secret component contains the pre-shared
key between the peer and the authentication server. The opaque
part is provided to the peer and is presented to the

aut henti cation server when the peer w shes to obtain access to
network resources. Finally, a PAC may optionally include other
informati on that may be useful to the peer. The opaque part of
the PACis the same type of data as the ticket in [ RFC4507] and
the shared secret is used to derive the TLS master secret.
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2. Protocol Overview

EAP- FAST is an authentication protocol simlar to EAP-TLS [ RFC2716]
that enabl es nutual authentication and cryptographi c context
establ i shnent by using the TLS handshake protocol. EAP-FAST all ows
for the established TLS tunnel to be used for further authentication
exchanges. EAP-FAST nmakes use of TLVs to carry out the inner

aut henti cati on exchanges. The tunnel is then used to protect weaker

i nner authentication methods, which may be based on passwords, and to
communi cate the results of the authentication

EAP- FAST makes use of the TLS enhancenments in [ RFC4507] to enable an
optinized TLS tunnel session resume while mnimzing server state.
The secret key used in EAP-FAST is referred to as the Protected
Access Credential key (or PAC-Key); the PAC-Key is used to mutually
aut henticate the peer and the server when securing a tunnel. The
ticket is referred to as the Protected Access Credential opaque data
(or PAC-Qpaque). The secret key and ticket used to establish the
tunnel may be provisioned through nechanisns that do not involve the
TLS handshake. It is RECOMVENDED that inplementations support the
capability to distribute the ticket and secret key within the EAP-
FAST tunnel as specified in [ EAP-PROV].

The EAP- FAST conversation is used to establish or resune an existing
session to typically establish network connectivity between a peer
and the network. Upon successful execution of EAP-FAST, both EAP
peer and EAP server derive strong session key material that can then
be communi cated to the network access server (NAS) for use in
establishing a link | ayer security association.

2.1. Architectural Model

The network architectural nodel for EAP-FAST usage is shown bel ow

S R + S R + S R + S R +
I I I I I I | Inner |
| Peer | <---->] Authen- |<---->| EAP-FAST |<---->| Method |
| | | ticator | | server | | server |
I I I I I I I I
TS + TS + TS + TS +

EAP- FAST Architectural Model

The entities depicted above are logical entities and nay or may not
correspond to separate network components. For exanple, the EAP-FAST
server and inner nethod server might be a single entity; the

aut henti cator and EAP- FAST server mght be a single entity; or the
functions of the authenticator, EAP-FAST server, and inner mnethod

Cam W nget, et al. I nf or mat i onal [ Page 6]



RFC 4851 EAP- FAST May 2007

server mght be conbined into a single physical device. For exanple,
typical 802.11 depl oynents place the Authenticator in an access point
(AP) while a Radius server may provide the EAP-FAST and i nner nethod
server conponents. The above diagramillustrates the division of

| abor anbng entities in a general manner and shows how a distributed
system m ght be constructed; however, actual systens m ght be
realized nore sinply. The security considerations Section 7.3

provi des an additional discussion of the inplications of separating
the EAP-FAST server fromthe inner nmethod server

2.2. Protocol Layering Mde

EAP- FAST packets are encapsulated within EAP; EAP in turn requires a
carrier protocol for transport. EAP-FAST packets encapsul ate TLS,
which is then used to encapsul ate user authentication information
Thus, EAP-FAST nessagi ng can be described using a | ayered nodel,
where each | ayer encapsul ates the | ayer above it. The follow ng
diagramclarifies the relationship between protocols:

| Carrier Protocol (EAP over LAN, RADIUS, Dianeter, etc.) |

Pr ot ocol Layering Mdel

The TLV layer is a payload with Type-Length-Value (TLV) Objects

defined in Section 4.2. The TLV objects are used to carry arbitrary
paraneters between an EAP peer and an EAP server. Al conversations
in the EAP-FAST protected tunnel nust be encapsulated in a TLV | ayer

Met hods for encapsul ating EAP within carrier protocols are already
defined. For exanple, |EEE 802.1X [|EEE. 802-1X. 2004] nmay be used to
transport EAP between the peer and the authenticator; RADI US

[ RFC3579] or Dianmeter [RFC4072] may be used to transport EAP between
the aut henticator and the EAP-FAST server
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3.

3.

EAP- FAST Prot oco

EAP- FAST aut hentication occurs in two phases. 1In the first phase,
EAP- FAST enpl oys the TLS handshake to provide an authenticated key
exchange and to establish a protected tunnel. Once the tunnel is

establ i shed the second phase begins with the peer and server engagi ng
in further conversations to establish the required authentication and
aut hori zation policies. The operation of the protocol, including
Phase 1 and Phase 2, are the topic of this section. The format of
EAP- FAST nessages is given in Section 4 and the cryptographic
calculations are given in Section 5.

1. Version Negotiation

EAP- FAST packets contain a 3-bit version field, followi ng the TLS
Flags field, which enabl es EAP-FAST i npl enentations to be backward
conpatible with previous versions of the protocol. This

speci fication docunents the EAP-FAST version 1 protocol

i mpl ementations of this specification MJST use a version field set to
1.

Ver si on negotiation proceeds as foll ows:

In the first EAP-Request sent with EAP type=EAP- FAST, the EAP
server must set the version field to the highest supported version
nunber .

If the EAP peer supports this version of the protocol, it MJST
respond with an EAP- Response of EAP type=EAP-FAST, and the version
nunber proposed by the EAP-FAST server

I f the EAP-FAST peer does not support this version, it responds
wi th an EAP- Response of EAP type=EAP- FAST and t he hi ghest
supported version nunber.

I f the EAP-FAST server does not support the version nunber
proposed by the EAP-FAST peer, it terminates the conversation
O herwi se the EAP-FAST conversation conti nues.

The version negotiation procedure guarantees that the EAP-FAST peer
and server will agree to the |l atest version supported by both
parties. |If version negotiation fails, then use of EAP-FAST will not
be possible, and another nutually acceptable EAP nethod will need to
be negotiated if authentication is to proceed.

The EAP-FAST version is not protected by TLS; and hence can be
modified in transit. In order to detect a nodification of the EAP-
FAST version, the peers MJST exchange the EAP-FAST version nunber
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received during version negotiation using the Crypto-Binding TLV
described in Section 4.2.8. The receiver of the Crypto-Binding TLV
MJST verify that the version received in the Crypto-Binding TLV

mat ches the version sent by the receiver in the EAP-FAST version
negoti ati on.

3.2. EAP-FAST Aut hentication Phase 1: Tunnel Establi shnment

EAP- FAST is based on the TLS handshake [ RFC2246] to establish an
aut henticated and protected tunnel. The TLS version offered by the
peer and server MJST be TLS v1.0 or later. This version of the EAP-
FAST i npl enent ati on MJUST support the follow ng TLS ci phersuites:

TLS_RSA W TH_RC4_128 SHA
TLS_RSA W TH_AES_128 CBC SHA [ RFC3268]
TLS DHE_RSA W TH AES 128 _CBC SHA [ RFC3268]

O her ciphersuites MAY be supported. It is RECOMMENDED t hat
anonynous ci phersuites such as TLS DH anon_W TH _AES 128 CBC SHA only
be used in the context of the provisioning described in [ EAP- PROV].
Care must be taken to address potential man-in-the-m ddl e attacks
when ci phersuites that do not provide authenticated tunne

establi shnent are used. During the EAP-FAST Phase 1 conversation the
EAP- FAST endpoi nts MAY negoti ate TLS conpression

The EAP server initiates the EAP-FAST conversation with an EAP
request containing an EAP- FAST/ Start packet. This packet includes a
set Start (S) bit, the EAP-FAST version as specified in Section 3.1,
and an authority identity. The TLS payload in the initial packet is
enpty. The authority identity (A-ID) is used to provide the peer a
hint of the server’s identity that may be useful in hel ping the peer
sel ect the appropriate credential to use. Assum ng that the peer
supports EAP-FAST the conversation continues with the peer sending an
EAP- Response packet with EAP type of EAP-FAST with the Start (S) bit
clear and the version as specified in Section 3.1. This nmessage
encapsul ates one or nmore TLS records contai ning the TLS handshake
messages. |f the EAP-FAST version negotiation is successful then the
EAP- FAST conversation continues until the EAP server and EAP peer are
ready to enter Phase 2. Wen the full TLS handshake is perforned,
then the first payload of EAP-FAST Phase 2 MAY be sent along with
server-fini shed handshake nmessage to reduce the nunmber of round
trips.

After the TLS session is established, another EAP exchange MAY occur

within the tunnel to authenticate the EAP peer. EAP-FAST
i mpl ement ati ons MJST support client authentication during tunne
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est abl i shnent using the TLS ciphersuites specified in Section 3.2.
EAP- FAST i npl ement ati ons SHOULD al so support the inmedi ate
renegotiation of a TLS session to initiate a new handshake nessage
exchange under the protection of the current ciphersuite. This
al l ows support for protection of the peer’'s identity. Note that the
EAP peer does not need to authenticate as part of the TLS exchange,
but can alternatively be authenticated through additional EAP
exchanges carried out in Phase 2

The EAP-FAST tunnel protects peer identity information from

di scl osure outside the tunnel. Inplenentations that wish to provide
identity privacy for the peer identity nust carefully consider what
information is disclosed outside the tunnel

The foll owi ng sections describe resumng a TLS session based on
server-side or client-side state.

3.2.1. TLS Session Resune Using Server State

EAP- FAST session resunption is achieved in the sane nanner TLS

achi eves session resunme. To support session resunption, the server
and peer nust mninmally cache the SessionlD, nmaster secret, and
ciphersuite. The peer attenpts to resune a session by including a
valid Sessionl D froma previous handshake in its dientHello nessage.
If the server finds a match for the SessionlD and is willing to
establish a new connection using the specified session state, the
server will respond with the sanme SessionlD and proceed with the EAP-
FAST Aut hentication Phase 1 tunnel establishnent based on a TLS
abbrevi at ed handshake. After a successful conclusion of the EAP-FAST
Aut henti cati on Phase 1 conversation, the conversation then continues
on to Phase 2.

3.2.2. TLS Session Resunme Using a PAC

EAP- FAST supports the resunption of sessions based on client-side
state using techniques described in [RFC4507]. This version of EAP-
FAST does not support the provisioning of a ticket through the use of
the SessionTi cket handshake nmessage. Instead it supports the
provisioning of a ticket called a Protected Access Credential (PAC
as described in [EAP-PROV]. |Inplenentations may provide additi onal
ways to provision the PAC, such as manual configuration. Since the
PAC nentioned here is used for establishing the TLS Tunnel, it is
more specifically referred to as the Tunnel PAC. The Tunnel PACis a
security credential provided by the EAP server to a peer and
conprised of:
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1. PAC-Key: this is a 32-octet key used by the peer to establish the
EAP- FAST Phase 1 tunnel. This key is used to derive the TLS
premaster secret as described in Section 5.1. The PACG-Key is
random y generated by the EAP server to produce a strong entropy
32-octet key. The PAC-Key is a secret and MJUST be treated
accordingly. For exanple, as the PAC-Key is a separate conponent
provi sioned by the server to establish a secure tunnel, the
server may deliver this conponent protected by a secure channel
and it must be stored securely by the peer.

2. PAC-Qpaque: this is a variable length field that is sent to the
EAP server during the EAP-FAST Phase 1 tunnel establishnent. The
PAC- Opaque can only be interpreted by the EAP server to recover
the required information for the server to validate the peer’s
identity and authentication. For exanple, the PAC Opaque
i ncludes the PAC-Key and may contain the PAC s peer identity.

The PAC- Opaque format and contents are specific to the PAC

i ssuing server. The PAC- Opaque nmay be presented in the clear, so
an attacker MJST NOT be able to gain useful information fromthe
PAC- Opaque itself. The server issuing the PAC- Opaque must ensure
it is protected with strong cryptographi c keys and al gorithns.

3. PAGCInfo: this is a variable length field used to provide, at a
mninmum the authority identity of the PAC issuer. Oher usefu
but not mandatory information, such as the PAC-Key lifetine, my
al so be conveyed by the PAC issuing server to the peer during PAC
provi sioning or refreshnent.

The use of the PAC is based on the SessionTi cket extension defined in
[ RFC4507]. The EAP server initiates the EAP-FAST conversation as

normal . Upon receiving the A-ID fromthe server, the peer checks to
see if it has an existing valid PAC Key and PAC- Opaque for the
server. |If it does, then it obtains the PAC Opaque and puts it in

t he SessionTicket extension in the ClientHello. It is RECOMMENDED in
EAP- FAST that the peer include an enpty Session IDin a CientHello
contai ning a PAC- Opaque. EAP-FAST does not currently support the
Sessi onTi cket Handshake nmessage so an enpty SessionTi cket extension
MUST NOT be included in the dientHello. If the PAC Qpaque included
in the SessionTicket extension is valid and the EAP server pernits
the abbreviated TLS handshake, it will select the ciphersuite allowed
to be used frominformation within the PAC and finish with the
abbrevi ated TLS handshake. [|f the server receives a Session ID and a
PAC- Opaque in the SessionTicket extension in a ClientHello, it should
pl ace the sane Session IDin the ServerHello if it is resuming a
session based on the PAC-Opaque. The conversation then proceeds as
described in [RFC4507] until the handshake conpletes or a fatal error
occurs. After the abbrevi ated handshake conpl etes, the peer and
server are ready to comence Phase 2. Note that when a PAC is used,
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the TLS naster secret is calculated fromthe PAC Key, client random
and server random as described in Section 5.1

Specific details for the Tunnel PAC format, provisioning and security
consi derations are best described in [ EAP- PROV]

3.2.3. Transition between Abbreviated and Full TLS Handshake

If session resunption based on server-side or client-side state
fails, the server can gracefully fall back to a full TLS handshake.

If the ServerHello received by the peer contains a enpty Session ID
or a Session IDthat is different than in the dientHello, the server
may be falling back to a full handshake. The peer can distinguish
the server’s intent of negotiating full or abbreviated TLS handshake
by checki ng the next TLS handshake nessages in the server response to
the ClientHello. [|f ChangeC pherSpec follows the ServerHello in
response to the dientHello, then the server has accepted the session
resunption and intends to negotiate the abbrevi ated handshake.

O herwi se, the server intends to negotiate the full TLS handshake. A
peer can request for a new PAC to be provisioned after the full TLS
handshake and mnutual authentication of the peer and the server. In
order to facilitate the fallback to a full handshake, the peer SHOULD
i nclude ciphersuites that allow for a full handshake and possi bly PAC
provi sioning so the server can select one of these in case session
resunption fails. An exanple of the transition is shown in

Appendi x A

3.3. EAP-FAST Aut hentication Phase 2: Tunnel ed Aut henticati on

The second portion of the EAP-FAST Authentication occurs inmediately
after successful conpletion of Phase 1. Phase 2 occurs even if both
peer and authenticator are authenticated in the Phase 1 TLS
negoti ati on. Phase 2 MJST NOT occur if the Phase 1 TLS handshake
fails. Phase 2 consists of a series of requests and responses
encapsul ated in TLV objects defined in Section 4.2. Phase 2 MJST

al ways end with a protected termi nati on exchange described in
Section 3.3.2. The TLV exchange nay include the execution of zero or
more EAP nethods within the protected tunnel as described in

Section 3.3.1. A server MAY proceed directly to the protected

term nation exchange if it does not wish to request further

aut hentication fromthe peer. However, the peer and server mnust not
assune that either will skip inner EAP nethods or other TLV
exchanges. The peer may have roanmed to a network that requires
conformance with a different authentication policy or the peer may
request the server take additional action through the use of the
Request - Acti on TLV.
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3.3.1. EAP Sequences

EAP [ RFC3748] prohibits use of nultiple authentication nethods within
a single EAP conversation in order to limt vulnerabilities to man-
in-the-mddle attacks. EAP-FAST addresses nman-in-the-mddl e attacks
t hrough support for cryptographic protection of the inner EAP
exchange and cryptographi c binding of the inner authentication

met hod(s) to the protected tunnel. EAP nmethods are executed serially
in a sequence. This version of EAP-FAST does not support initiating
mul ti pl e EAP nmet hods sinultaneously in parallel. The nethods need
not be distinct. For exanple, EAP-TLS could be run twice as an inner
met hod, first using machine credentials followed by a second instance
usi ng user credenti al s.

EAP net hod messages are carried within EAP-Payl oad TLVs defined in
Section 4.2.6. |If nore than one nethod is going to be executed in
the tunnel then, upon conpletion of a nmethod, a server MJST send an

I nternedi ate-Result TLV indicating the result. The peer MJST respond
to the Internmediate-Result TLV indicating its result. |If the result

i ndi cates success, the Internediate-Result TLV MJST be acconpani ed by
a Crypto-Binding TLV. The Crypto-Binding TLV is further discussed in
Section 4.2.8 and Section 5.3. The Internedi ate-Result TLVs can be
included with other TLVs such as EAP-Payl oad TLVs starting a new EAP
conversation or with the Result TLV used in the protected term nation

exchange. In the case where only one EAP nethod is executed in the
tunnel, the Intermedi ate-Result TLV MJST NOT be sent with the Result
TLV. In this case, the status of the inner EAP nethod is represented

by the final Result TLV, which also represents the result of the
whol e EAP- FAST conversation. This is to maintain backward
conpatibility with existing inplenentations.

If both peer and server indicate success, then the nmethod is

considered conplete. |If either indicates failure. then the nmethod is
considered failed. The result of failure of an EAP net hod does not
always inply a failure of the overall authentication. |f one

aut hentication method fails, the server nay attenpt to authenticate
the peer with a different nethod.

3.3.2. Protected Term nati on and Acknow edged Result Indication

A successful EAP-FAST Phase 2 conversation MJST always end in a
successful Result TLV exchange. An EAP-FAST server may initiate the
Result TLV exchange without initiating any EAP conversation in EAP-
FAST Phase 2. After the final Result TLV exchange, the TLS tunnel is
term nated and a cl ear text EAP-Success or EAP-Failure is sent by the
server. The format of the Result TLV is described in Section 4.2.2.
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3. 4.

A server initiates a successful protected ternination exchange by
sending a Result TLV indicating success. The server may send the
Result TLV along with an Internedi ate-Result TLV and a Crypto-Bi ndi ng
TLV. If the peer requires nothing nore fromthe server it wll
respond with a Result TLV indicating success acconpani ed by an

I nternedi ate-Result TLV and Crypto-Binding TLV if necessary. The
server then tears down the tunnel and sends a clear text EAP-Success.

If the peer receives a Result TLV indicating success fromthe server,
but its authentication policies are not satisfied (for exanple it
requires a particular authentication nmechanismbe run or it wants to
request a PAC), it may request further action fromthe server using
the Request-Action TLV. The Request-Action TLV is sent along with
the Result TLV indicating what EAP Success/Failure result the peer
woul d expect if the requested action is not granted. The val ue of
the Request-Action TLV indicates what the peer would Iike to do next.
The format and val ues for the Request-Action TLV are defined in
Section 4.2.09.

Upon receiving the Request-Action TLV the server may process the
request or ignore it, based on its policy. |If the server ignores the
request, it proceeds with termnation of the tunnel and send the
clear text EAP Success or Failure nessage based on the value of the
peer’'s result TLV. |If the server honors and processes the request,

it continues with the requested action. The conversation conpl etes
with a Result TLV exchange. The Result TLV may be included with the
TLV that conpletes the requested action

Error handling for Phase 2 is discussed in Section 3.6.2.
Determ ning Peer-1d and Server-1d

The Peer-1d and Server-1d nmay be determ ned based on the types of
credentials used during either the EAP-FAST tunnel creation or
aut henti cati on.

When X. 509 certificates are used for peer authentication, the Peer-Id
is determ ned by the subject or subjectAtNane fields in the peer
certificate. As noted in [RFC3280] (updated by [ RFC4630]):

The subject field identifies the entity associated with the public
key stored in the subject public key field. The subject nane MAY
be carried in the subject field and/or the subjectAl tName
extension.... If subject naming information is present only in
the subj ect Al t Nane extension (e.g., a key bound only to an enmai
address or URI), then the subject nanme MJST be an enpty sequence
and t he subj ect Al t Name extension MJST be critical
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Where it is non-enpty, the subject field MJST contain an X. 500
di stingui shed name (DN).

If an inner EAP nethod is run, then the Peer-1d is obtained fromthe
i nner net hod.

When the server uses an X. 509 certificate to establish the TLS
tunnel, the Server-l1d is determned in a simlar fashion as stated
above for the Peer-1d; e.g., the subject or subjectAltNane field in
the server certificate defines the Server-Id.

3. 5. EAP- FAST Session ldentifier

The EAP session identifier is constructed using the random val ues
provi ded by the peer and server during the TLS tunnel establishnent.
The Session-1d is defined as foll ows:

Session-1d = 0x2B || client_random || server_randon
client_random = 32 byte nonce generated by the peer
server_random = 32 byte nonce generated by the server

3.6. FError Handling
EAP- FAST uses the followi ng error handling rules sumari zed bel ow

1. FErrors in the TLS layer are conmunicated via TLS al ert messages
in all phases of EAP-FAST.

2. The Intermedi ate-Result TLVs carry success or failure indications
of the individual EAP nethods in EAP-FAST Phase 2. Errors within
the EAP conversation in Phase 2 are expected to be handl ed by
i ndi vi dual EAP net hods.

3. Violations of the TLV rules are handl ed using Result TLVs
together with Error TLVs.

4. Tunnel conprom sed errors (errors caused by Crypto-Binding failed
or mssing) are handled using Result TLVs and Error TLVs.

3.6.1. TLS Layer Errors

If the EAP-FAST server detects an error at any point in the TLS
Handshake or the TLS layer, the server SHOULD send an EAP- FAST
request encapsul ating a TLS record containing the appropriate TLS

al ert nessage rather than inmediately term nating the conversation so
as to allow the peer to informthe user of the cause of the failure
and possibly allow for a restart of the conversation. The peer MJST
send an EAP- FAST response to an alert nessage. The EAP-Response
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3.

3.

6

7

packet sent by the peer may encapsulate a TLS dientHell o handshake
message, in which case the EAP-FAST server MAY all ow t he EAP- FAST
conversation to be restarted, or it MAY contain an EAP-FAST response
with a zero-length nessage, in which case the server MIST term nate
the conversation with an EAP-Failure packet. It is up to the EAP-
FAST server whether to allow restarts, and if so, how many tines the
conversation can be restarted. An EAP-FAST Server inplenenting
restart capability SHOULD i npose a limt on the nunber of restarts,
SO as to protect against denial -of-service attacks.

I f the EAP-FAST peer detects an error at any point in the TLS | ayer,
t he EAP- FAST peer shoul d send an EAP- FAST response encapsul ating a
TLS record containing the appropriate TLS alert nessage. The server
may restart the conversation by sendi ng an EAP-FAST request packet
encapsul ati ng the TLS Hel | oRequest handshake nessage. The peer may
al | ow the EAP-FAST conversation to be restarted or it may termnate
the conversation by sending an EAP- FAST response with an zero-1length
message

2. Phase 2 Errors

Any tinme the peer or the server finds a fatal error outside of the
TLS layer during Phase 2 TLV processing, it MJST send a Result TLV of
failure and an Error TLV with the appropriate error code. For errors
i nvol ving the processing of the sequence of exchanges, such as a
violation of TLV rules (e.g., multiple EAP-Payl oad TLVs), the error
code is Unexpected TLVs_Exchanged. For errors involving a tunne
conprom se, the error-code is Tunnel Conpronise Error. Upon sending
a Result TLV with a fatal Error TLV the sender term nates the TLS
tunnel. Note that a server will still wait for a nessage fromthe
peer after it sends a failure, however the server does not need to
process the contents of the response nmessage.

If a server receives a Result TLV of failure with a fatal Error TLV,
it SHOULD send a clear text EAP-Failure. |f a peer receives a Result
TLV of failure, it MJIST respond with a Result TLV indicating failure.
If the server has sent a Result TLV of failure, it ignores the peer
response, and it SHOULD send a clear text EAP-Failure.

Fragment ati on

A single TLS record nmay be up to 16384 octets in length, but a TLS
message may span nultiple TLS records, and a TLS certificate nessage
may in principle be as long as 16 MB. This is larger than the
maxi mum si ze for a nmessage on nost nedia types, therefore it is
desirable to support fragnentation. Note that in order to protect
agai nst reassenbly | ockup and deni al - of -service attacks, it may be
desirable for an inplenentation to set a nmaxi mum size for one such
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group of TLS nmessages. Since a typical certificate chainis rarely

| onger than a few thousand octets, and no other field is likely to be
anywhere near as |long, a reasonable choice of maxi mum accept abl e
message length mght be 64 KB. This is still a fairly |arge nessage
packet size so an EAP-FAST inplenentati on MJST provide its own
support for fragnentation and reassenbly.

Since EAP is an | ock-step protocol, fragmentation support can be
added in a sinple manner. In EAP, fragnents that are | ost or damaged
intransit will be retransmtted, and since sequencing information is
provided by the lIdentifier field in EAP, there is no need for a
fragment offset field.

EAP- FAST fragnentati on support is provided through the addition of
flag bits within the EAP-Response and EAP- Request packets, as well as
a TLS Message Length field of four octets. Flags include the Length
included (L), Mre fragnents (M, and EAP-FAST Start (S) bits. The L
flag is set to indicate the presence of the four-octet TLS Message
Length field, and MJUST be set for the first fragment of a fragnented
TLS nessage or set of nessages. The Mflag is set on all but the
|last fragment. The S flag is set only within the EAP-FAST start
message sent fromthe EAP server to the peer. The TLS Message Length
field is four octets, and provides the total |ength of the TLS
message or set of messages that is being fragnmented; this sinplifies
buffer allocation.

VWhen an EAP- FAST peer receives an EAP-Request packet with the Mbit
set, it MJST respond with an EAP- Response with EAP-Type of EAP-FAST
and no data. This serves as a fragnent ACK. The EAP server nust
wait until it receives the EAP-Response before sendi ng anot her
fragment. In order to prevent errors in processing of fragments, the
EAP server MJST increnent the ldentifier field for each fragnent
contai ned within an EAP-Request, and the peer nust include this
Identifier value in the fragnent ACK contained within the EAP-
Response. Retransmitted fragments will contain the sane Identifier
val ue.

Simlarly, when the EAP-FAST server receives an EAP-Response with the
Mbit set, it must respond with an EAP-Request with EAP-Type of EAP-
FAST and no data. This serves as a fragnment ACK. The EAP peer MJST
wait until it receives the EAP-Request before sending anot her
fragment. In order to prevent errors in the processing of fragnents,
the EAP server MJST increnment the Identifier value for each fragnent
ACK contai ned within an EAP- Request, and the peer MJST include this
Identifier value in the subsequent fragnent contained within an EAP-
Response.
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The foll owi ng sections describe the message formats used i n EAP- FAST.
The fields are transmtted fromleft to right

4.1.
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Message Formats

EAP- FAST Message For mat

A summary of the EAP-FAST Request/ Response packet format is shown
bel ow.

0 1 2 3
012345678901234567890123456789¢01

e T S S S e i i S DU S S S S R S T S S

Code | ldentifier | Lengt h |

i S i S S i A P S S N e

Type | Fl ags | Ver | Message Length

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

Message Length | Dat a. +

I S i i i e i it S S S it St N

Cam W nget, et al. I nf or mat i onal [ Page 18]

Code
The code field is one octet in length defined as follows:
1 Request
2 Response

I dentifier

The ldentifier field is one octet and aids in matching

responses with requests. The Identifier field MJST be changed
on each Request packet. The ldentifier field in the Response
packet MUST match the Identifier field fromthe correspondi ng

request.

Lengt h

The Length field is two octets and indicates the length of the
EAP packet including the Code, Identifier, Length, Type, Flags,
Ver, Message Length, and Data fields. COctets outside the range

of the Length field should be treated as Data Link Layer
paddi ng and shoul d be ignored on reception

Type
43 for EAP- FAST

in network byte order
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Fl ags

01234
e
ILMSRR
I

L Length included; set to indicate the presence of the four-
octet Message Length field

M More fragnments; set on all but the last fragnent
S EAP-FAST start; set in an EAP-FAST Start nessage
R Reserved (nust be zero)

Ver

This field contains the version of the protocol. This docunent
describes version 1 (001 in binary) of EAP-FAST.

Message Length

The Message Length field is four octets, and is present only if
the L bit is set. This field provides the total length of the
message that may be fragnmented over the data fields of multiple
packets.

Dat a

In the case of an EAP-FAST Start request (i.e., when the S bit
is set) the Data field consists of the A-ID described in
Section 4.1.1. In other cases, when the Data field is present,
it consists of an encapsul ated TLS packet in TLS record format.
An EAP- FAST packet with Flags and Version fields, but with zero
length data field, is used to indicate EAP-FAST acknow edgenent
for either a fragmented nessage, a TLS Alert nessage or a TLS
Fi ni shed nmessage.
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4.

4.

1.

2

1. Authority ID Data

0 1 2 3
01234567890123456789012345678901
R e s T o T S R El ok i R e e S S e o o s
| Type (0x04) | Length |
R e o T T e S S T ol S i T S s ik i I S I S S R S R

| I D
B i s T T i i o S o T Ji I

Type

The Type field is two octets. It is set to 0x0004 for
Aut hority ID

Length

The Length filed is two octets, which contains the |ength of
the IDfield in octets.

I D

Hint of the identity of the server. It should be unique across
t he depl oyment.

EAP- FAST TLV Format and Support

The TLVs defined here are standard Type-Length-Value (TLV) objects.
The TLV objects could be used to carry arbitrary paraneters between
EAP peer and EAP server within the protected TLS tunnel

The EAP peer may not necessarily inplenment all the TLVs supported by
the EAP server. To allow for interoperability, TLVs are designed to
all ow an EAP server to discover if a TLV is supported by the EAP
peer, using the NAK TLV. The mandatory bit in a TLV indicates

whet her support of the TLV is required. |If the peer or server does
not support a TLV marked nmandatory, then it MJST send a NAK TLV in
the response, and all the other TLVs in the message MJST be ignored.
If an EAP peer or server finds an unsupported TLV that is marked as
optional, it can ignore the unsupported TLV. 1t MJST NOT send an NAK
TLV for a TLV that is not nmarked nmandatory.

Note that a peer or server may support a TLV with the mandatory bit

set, but may not understand the contents. The appropriate response

to a supported TLV with content that is not understood is defined by
the individual TLV specification
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EAP inpl ementations conpliant with this specificati on MIST support
TLV exchanges, as well as the processing of mandatory/opti onal
settings on the TLV. |Inplenentations conformng to this
specificati on MIUST support the follow ng TLVs:

Result TLV

NAK TLV

Error TLV

EAP- Payl oad TLV

I nternedi ate-Result TLV
Crypto-Bi nding TLV
Request - Acti on TLV

4.2.1. Ceneral TLV Format

TLVs are defined as described below. The fields are transmtted from
left to right.

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| MR TLV Type | Lengt h |
R e s T o T S R El ok i R e e S S e o o s
| val ue. . .
R e o T T e S S T ol S i T S s ik i I S I S S R S R
M
0 Optional TLV

1 Mandatory TLV

Reserved, set to zero (0)
TLV Type

A 14-bit field, denoting the TLV type. Allocated Types
i ncl ude:
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0 Reserved

1 Reserved

2 Reserved

3 Result TLV (Section 4.2.2)
4 NAK TLV (Section 4.2.3)
5 FError TLV (Section 4.2.4)
7 Vendor - Specific TLV (Section 4.2.5)
9 EAP-Payl oad TLV (Section 4.2.6)
10 Internedi ate-Result TLV (Section 4.2.7)
11 PAC TLV [ EAP- PROV]

12 Crypto-Binding TLV (Section 4.2.8)
18 Server-Trusted- Root TLV [ EAP- PROV]

19 Request-Action TLV (Section 4.2.9)
20 PKCS#7 TLV [ EAP- PROV]

Length

The length of the Value field in octets.
Val ue
The val ue of the TLV.
4.2.2. Result TLV

The Result TLV provides support for acknow edged success and failure
messages for protected term nation within EAP-FAST. |f the Status
field does not contain one of the known val ues, then the peer or EAP
server MJUST treat this as a fatal error of Unexpected TLVs_ Exchanged.
The behavior of the Result TLV is further discussed in Section 3.3.2
and Section 3.6.2. A Result TLV indicating failure MJST NOT be
acconpani ed by the followi ng TLVs: NAK, EAP-Payload TLV, or Crypto-
Bi nding TLV. The Result TLV is defined as foll ows:

0 1 2 3
01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

|MR| TLV Type | Lengt h |
B i s T T i i o S o T Ji I
| St at us |

T T S
M

Mandatory, set to one (1)

Cam W nget, et al. I nf or mat i onal [ Page 22]



RFC 4851 EAP- FAST May 2007

R
Reserved, set to zero (0)
TLV Type
3 for Result TLV
Length
2
St at us

The Status field is two octets. Values include:
1 Success
2 Failure

4.2.3. NAK TLV

The NAK TLV allows a peer to detect TLVs that are not supported by
the other peer. An EAP-FAST packet can contain O or nore NAK TLVs.

A NAK TLV shoul d not be acconpani ed by other TLVs. A NAK TLV MJST
NOT be sent in response to a nessage containing a Result TLV, instead
a Result TLV of failure should be sent indicating failure and an
Error TLV of Unexpected TLVs Exchanged. The NAK TLV is defined as
fol |l ows:

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| MR TLV Type | Lengt h |
R e s T o T S R El ok i R e e S S e o o s
| Vendor -1 d |
R e o T T e S S T ol S i T S s ik i I S I S S R S R

| NAK- Type | TLVs. ..
B i s T T i i o S o T Ji I

M

Mandatory, set to one (1)

Reserved, set to zero (0)
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4.

2

TLV Type

4 for NAK TLV
Length

>=6
Vendor -1d

The Vendor-1d field is four octets, and contains the Vendor-1d
of the TLV that was not supported. The high-order octet is O
and the loworder three octets are the Structure of Managenent
Information (SM) Network Managenment Private Enterprise Code of
the Vendor in network byte order. The Vendor-1d field MJST be
zero for TLVs that are not Vendor-Specific TLVs.

NAK- Type

The NAK-Type field is two octets. The field contains the Type
of the TLV that was not supported. A TLV of this Type MJST
have been included in the previous packet.

TLVs

This field contains a list of zero or nore TLVs, each of which
MJUST NOT have the nmandatory bit set. These optional TLVs are
for future extensibility to communi cate why the of fending TLV
was determ ned to be unsupported.

4. Error TLV

The Error TLV allows an EAP peer or server to indicate errors to the
other party. An EAP-FAST packet can contain O or nore Error TLVs.
The Error-Code field describes the type of error. Error Codes 1-999
represent successful outcomes (informative nessages), 1000-1999
represent warni ngs, and codes 2000-2999 represent fatal errors. A
fatal Error TLV MJST be acconpanied by a Result TLV indicating
failure and the conversation nust be term nated as described in
Section 3.6.2. The Error TLV is defined as foll ows:

0 1 2 3
01234567890123456789012345678901
B T I e R i i i T S S e e I e ik oI I S S e S S
|MR| TLV Type | Length |
el i I e i it T e e e e i i T o S e e S e T R R
| Error - Code |
R i T I e T S S e S TR S T e i I S e S e e e e o o
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M

Mandatory, set to one (1)
R

Reserved, set to zero (0)
TLV Type

5 for Error TLV
Lengt h

4
Error- Code

The Error-Code field is four octets. Currently defined val ues
for Error-Code include

2001 Tunnel _Conprom se_Error
2002 Unexpected_TLVs_ Exchanged
4.2.5. Vendor-Specific TLV

The Vendor-Specific TLV is available to allow vendors to support
their own extended attributes not suitable for general usage. A
Vendor - Specific TLV attribute can contain one or nore TLVs, referred
to as Vendor TLVs. The TLV-type of a Vendor-TLV is defined by the
vendor. All the Vendor TLVs inside a single Vendor-Specific TLV

bel ong to the same vendor. There can be nultiple Vendor-Specific
TLVs fromdifferent vendors in the same nessage

Vendor TLVs nmay be optional or mandatory. Vendor TLVs sent with
Result TLVs MUST be narked as optional
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The Vendor-Specific TLV is defined as follows:

0 1 2 3
01234567890123456789012345678901
i s T S i i T S A b e ok
| MR TLV Type | Lengt h |
i e L s a T e ko o S Sl SR R S S
| Vendor -1 d |
B i s T T i i o S o T Ji I

| Vendor TLVs. ..
e s o i e e R th o i R S

M

0or 1

Reserved, set to zero (0)
TLV Type

7 for Vendor Specific TLV
Lengt h

4 + cunul ative length of all included Vendor TLVs
Vendor -1 d

The Vendor-1d field is four octets, and contains the Vendor-1d
of the TLV. The high-order octet is 0 and the | ow order 3
octets are the SM Network Managenent Private Enterprise Code
of the Vendor in network byte order.

Vendor TLVs

This field is of indefinite length. It contains vendor-
specific TLVs, in a format defined by the vendor.

4.2.6. EAP-Payl oad TLV

To al |l ow pi ggybacki ng an EAP request or response with other TLVs, the
EAP- Payl oad TLV is defined, which includes an encapsul at ed EAP packet
and a list of optional TLVs. The optional TLVs are provided for
future extensibility to provide hints about the current EAP

aut hentication. Only one EAP-Payload TLV is allowed in a nessage.
The EAP-Payload TLV is defined as foll ows:
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| MR TLV Type | Lengt h |
i i i T i I S i e s o o i i
| EAP packet . .
R et e s i o e s i i
| TLVs. ..
B i s T T i i o S o T Ji I
M
Mandatory, set to (1)
R
Reserved, set to zero (0)
TLV Type
9 for EAP-Payl oad TLV
Length
I ength of enbedded EAP packet + cumul ative length of additiona
TLVs
EAP packet
This field contains a conplete EAP packet, including the EAP
header (Code, ldentifier, Length, Type) fields. The Iength of
this field is deternined by the Length field of the
encapsul at ed EAP packet .
TLVs

This field contains a list of zero or nore TLVs associated with
the EAP packet field. The TLVs MJST NOT have the nandatory bit
set. The total length of this field is equal to the Length
field of the EAP-Payl oad TLV, minus the Length field in the EAP
header of the EAP packet field.
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4.2.7. Internedi ate-Result TLV

The I nternedi ate-Result TLV provi des support for acknow edged

i ntermedi ate Success and Failure nessages between multiple inner EAP
met hods within EAP. An Internedi ate-Result TLV indicating success
MUST be acconpani ed by a Crypto-Binding TLV. The optional TLVs
associated with this TLV are provided for future extensibility to
provi de hints about the current result. The Intermedi ate-Result TLV
is defined as foll ows:

0 1 2 3
01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

|MR| TLV Type | Lengt h |
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y
| St at us | TLVs. ..
T S S T i o S S e i e S I S i S
M
Mandatory, set to (1)
R
Reserved, set to zero (0)
TLV Type
10 for Intermedi ate-Result TLV
Lengt h
2 + cumul ative length of the enbedded associ ated TLVs
St at us
The Status field is two octets. Values include:
1 Success
2 Failure
TLVs

This field is of indeterm nate |length, and contains zero or
more of the TLVs associated with the Internedi ate Result TLV.
The TLVs in this field MJUST NOT have the mandatory bit set.
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4.2.8. Crypto-Binding TLV
The Crypto-Binding TLV is used to prove that both the peer and server
participated in the tunnel establishnent and sequence of
authentications. It also provides verification of the EAP-FAST
versi on negoti ated before TLS tunnel establishment, see Section 3. 1.
The Crypto-Binding TLV MJST be included with the Intermedi ate-Resul t
TLV to perform Cryptographic Binding after each successful EAP net hod

in a sequence of EAP nethods. The Crypto-Binding TLV can be issued
at other times as well.

The Crypto-Binding TLV is valid only if the foll owi ng checks pass:
o The Crypto-Binding TLV version is supported
o The MAC verifies correctly

0 The received version in the Crypto-Binding TLV matches the version
sent by the receiver during the EAP version negotiation

0 The subtype is set to the correct val ue
If any of the above checks fail, then the TLVis invalid. An invalid

Crypto-Binding TLV is a fatal error and is handl ed as described in
Section 3.6. 2.

The Crypto-Binding TLV is defined as foll ows:
0 1 2 3

01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

|MR| TLV Type | Length |
B T S i T s i i e e SEI S
| Reserved | Ver si on | Received Ver. | Sub- Type |
R i T I e T S S e S TR S T e i I S e S e e e e o o
~ Nonce ~
B T S i T s i i e e SEI S
~ Conpound MAC ~
i T s i o S i i S R I S I S S S M

M

Mandat ory, set to (1)
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Reserved, set to zero (0)

TLV Type
12 for Crypto-Binding TLV

Length
56

Reserved
Reserved, set to zero (0)

Ver si on
The Version field is a single octet, which is set to the
versi on of Crypto-Binding TLV the EAP nethod is using. For an
i mpl ementation conpliant with this version of EAP-FAST, the
ver sion nunmber MJST be set to 1.

Recei ved Versi on
The Received Version field is a single octet and MJST be set to
the EAP version nunber received during version negotiation
Note that this field only provides protection agai nst downgrade
attacks, where a version of EAP requiring support for this TLV
is required on both sides.

Sub- Type
The Sub-Type field is one octet. Defined values include:
0 Bindi ng Request
1 Binding Response

Nonce
The Nonce field is 32 octets. It contains a 256-bit nonce that
is tenmporally unique, used for conpound MAC key derivation at
each end. The nonce in a request MJST have its | east
significant bit set to 0 and the nonce in a response MJST have

the sane val ue as the request nonce except the | east
significant bit MJST be set to 1.
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Conpound MAC

The Conpound MAC field is 20 octets. This can be the Server
MAC (B1_MAC) or the dient MAC (B2_MAC). The conputation of
the MAC is described in Section 5. 3.

4.2.9. Request-Action TLV

The Request-Action TLV MAY be sent by the peer along with a Result
TLV in response to a server’'s successful Result TLV. It allows the
peer to request the EAP server to negotiate additional EAP nethods or
process TLVs specified in the response packet. The server MAY ignore
this TLV.

The Request-Action TLV is defined as foll ows:
0 1 2 3

01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

|MR| TLV Type | Lengt h |
B i s T T i i o S o T Ji I
| Action |

T T S

M

Mandatory set to one (1)
R

Reserved, set to zero (0)
TLV Type

19 for Request-Action TLV
Lengt h

2
Action

The Action field is two octets. Val ues incl ude:
Process-TLV

Negot i at e- EAP
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4.3. Table of TLVs

The followi ng table provides a guide to which TLVs nmay be found in
whi ch kinds of nmessages, and in what quantity. The nessages are as
foll ows: Request is an EAP- FAST Request, Response is an EAP- FAST
Response, Success is a nessage containing a successful Result TLV,
and Failure is a nessage containing a failed Result TLVW.

Request Response Success Fail ure TLVs

0-1 0-1 0-1 0-1 I nt er medi at e- Resul t

0-1 0-1 0 0 EAP- Payl oad

0-1 0-1 1 1 Resul t

0-1 0-1 0-1 0-1 Crypt o- Bi ndi ng

0+ 0+ 0+ 0+ Error

0+ 0+ 0 0 NAK

0+ 0+ 0+ 0+ Vendor - Speci fic [ NOTEL]
0 0-1 0-1 0-1 Request - Acti on

[ NOTE1l] Vendor TLVs (included in Vendor-Specific TLVS) sent with a
Result TLV MJST be marked as optional .

The followi ng table defines the neaning of the table entries in the
sections bel ow

0 This TLV MJUST NOT be present in the nessage.
0+ Zero or nore instances of this TLV MAY be present in the nessage.
0-1 Zero or one instance of this TLV MAY be present in the nessage.
1 Exactly one instance of this TLV MJST be present in the nmessage.
5. Cryptographic Cal cul ations
5.1. EAP-FAST Authentication Phase 1: Key Derivations
The EAP-FAST Aut hentication tunnel key is calculated simlarly to the
TLS key calculation with an additional 40 octets (referred to as the
sessi on_key_seed) generated. The additional session_key seed is used

in the Session Key calculation in the EAP-FAST Tunnel ed
Aut henti cation conversati on.
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To generate the key material required for the EAP-FAST Aut hentication
tunnel, the follow ng construction from|[RFC4346] is used:

key bl ock = PRF(nmaster_secret, "key expansion",
server_random + client_random

where '+ denotes concatenation

The PRF function used to generate keying material is defined by
[ RFC4346] .

For exanple, if the EAP-FAST Authentication enploys 128-bit RC4 and
SHA1, the key_block is 112 octets long and is partitioned as foll ows:

client_wite_ MAC secret[20]
server_wite MAC secret[20]
client_wite key[ 16]
server_wite key[ 16]
client_wite_IV[O]
server_wite_ |V[O]

sessi on_key_seed[ 40]

The session_key seed is used by the EAP- FAST Aut hentication Phase 2
conversation to both cryptographically bind the inner method(s) to
the tunnel as well as generate the resulting EAP-FAST session keys.
The other quantities are used as they are defined in [ RFC4346].

The master_secret is generated as specified in TLS unless a PAC is
used to establish the TLS tunnel. When a PACis used to establish
the TLS tunnel, the nmaster_secret is calculated fromthe specified
client_random server_random and PAC Key as foll ows:

mast er _secret = T- PRF(PAC-Key, "PAC to master secret |abel hash",
server _random + client_random 48)

where T-PRF is described in Section 5.5.
5.2. Internedi ate Conmpound Key Derivations

The session_key seed derived as part of EAP-FAST Phase 2 is used in
EAP- FAST Phase 2 to generate an |nternedi ate Conpound Key (I MZK) used
to verify the integrity of the TLS tunnel after each successful inner
aut hentication and in the generation of Master Session Key (MSK) and
Ext ended Master Session Key (EMSK) defined in [RFC3748]. Note that
the I MCK must be recal cul ated after each successful inner EAP nethod.
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The first step in these calculations is the generation of the base
compound key, IMCK[n] fromthe session_key seed and any session keys
derived fromthe successful execution of n inner EAP nethods. The

i nner EAP net hod(s) may provide Master Session Keys, MSK1.. MsKn,
corresponding to inner nethods 1 through n. The MSK is truncated at
32 octets if it is longer than 32 octets or padded to a | ength of 32
octets with zeros if it is less than 32 octets. |If the ith inner
met hod does not generate an MSK, then MSKi is set to zero (e.g., MSKi
= 32 octets of 0x00s). |If an inner nethod fails, then it is not
included in this calculation. The derivations of S-IMK is as
fol |l ows:

S- 1 MCK[ 0] = session_key seed
For j =1 to n-1 do
IMCK[j] = T-PRF(S- I MCK[j -1], "lnner Methods Conpound Keys",
MSK[j ], 60)
S IMCK[j] = first 40 octets of I MCK[]]
CWK[j] = last 20 octets of I MXK[j]

where T-PRF is described in Section 5.5.
5.3. Conputing the Conpound MAC

For authentication nmethods that generate keying material, further
protection agai nst man-in-the-middl e attacks is provided through
crypt ographi cal ly binding keying material established by both EAP-
FAST Phase 1 and EAP- FAST Phase 2 conversations. After each
successful inner EAP authentication, EAP MSKs are cryptographically
conbined with key material from EAP-FAST Phase 1 to generate a
conmpound session key, CMK. The CWK is used to cal cul ate the Conpound
MAC as part of the Crypto-Binding TLV described in Section 4.2.8,

whi ch hel ps provide assurance that the same entities are involved in
al |l conmmuni cations in EAP-FAST. During the calculation of the
Conpound-MAC the MAC field is filled with zeros.

The Conpound MAC conputation is as foll ows:

CW = OW[j ] o

Conpound- MAC = HVAC- SHAL( CMWK, Crypto-Binding TLV )
where j is the nunber of the |ast successfully executed i nner EAP
met hod.
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5.4. EAP Master Session Key CGeneration

EAP- FAST Aut hentication assures the naster session key (MSK) and

Ext ended Master Session Key (EMSK) output fromthe EAP nethod are the
result of all authentication conversations by generating an

I nternedi ate Conpound Key (IMCK). The IMCK is nutually derived by
the peer and the server as described in Section 5.2 by conbining the
MBKs frominner EAP methods with key material from EAP-FAST Phase 1.
The resulting MSK and EMSK are generated as part of the | MCKn key

hi erarchy as fol |l ows:

MBK = T-PRF(S-IMCK[j], "Session Key Generating Function", 64)
EMSK = T-PRF(S- I MCK[j ],
"Ext ended Session Key Generating Function", 64)
where j is the nunber of the |ast successfully executed i nner EAP
met hod.

The EMSK is typically only known to the EAP-FAST peer and server and
is not provided to a third party. The derivation of additional keys
and transportation of these keys to a third party is outside the
scope of this docunent.

If no EAP net hods have been negotiated inside the tunnel or no EAP
met hods have been successfully conpleted inside the tunnel, the MK
and EMSK wi |l be generated directly fromthe session_key seed meaning
S-1 MCK = sessi on_key_seed.

5.5. T-PRF
EAP- FAST enpl oys the foll owi ng PRF prototype and definition
T- PRF = F(key, |abel, seed, outputlength)
Where label is intended to be a unique |abel for each different use
of the T-PRF. The outputlength paraneter is a two-octet val ue that
is represented in big endian order. Al so note that the seed val ue

may be optional and may be onitted as in the case of the MsSK
derivation described in Section 5.4.
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To generate the desired outputlength octets of key material, the
T-PRF is cal cul ated as foll ows:

S = |l abel + 0x00 + seed
T-PRF output =Tl + T2 + T3 + ... + Tn

Tl = HVAC SHA1 (key, S + outputlength + 0x01)

T2 = HVAC-SHA1 (key, T1 + S + outputlength + 0x02)
T3 = HVAC-SHA1 (key, T2 + S + outputlength + 0x03)
Tn = HVAC- SHA1 (key, Tn-1 + S + outputlength + 0xnn)

where '+ indicates concatenation. Each Ti generates 20-octets of
keying material. The last Tn may be truncated to accomvpdate the
desired length specified by outputlength.

6. | ANA Consi der ations

Thi s section provides guidance to the Internet Assigned Nunbers
Aut hority (1 ANA) regarding registration of values related to the EAP-
FAST protocol, in accordance with BCP 26, [RFC2434].

EAP- FAST has al ready been assigned the EAP Method Type nunber 43.

The docunent defines a registry for EAP-FAST TLV types, which may be
assigned by Specification Required as defined in [ RFC2434].

Section 4.2 defines the TLV types that initially popul ate the
registry. A sunmary of the EAP-FAST TLV types is given bel ow

Reserved

Reserved

Reserved

Result TLV

NAK TLV

Error TLV
Vendor - Specific TLV
EAP- Payl oad TLV

10 Internmedi ate-Result TLV
11 PAC TLV [ EAP- PROV]

12 Crypto-Binding TLV

18 Server-Trust ed- Root TLV [ EAP- PROV]
19 Request-Action TLV

20 PKCS#7 TLV [ EAP- PROV]

O~NOUOITPWNEFO

The Error-TLV defined in Section 4.2.4 requires an error-code. EAP-
FAST Error-TLV error-codes are assigned based on specifications
required as defined in [RFC2434]. The initial list of error codes is
as foll ows:
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2001 Tunnel _Conprom se_Error
2002 Unexpected_TLVs_Exchanged

The Request-Action TLV defined in Section 4.2.9 contains an action
code which is assigned on a specification required basis as defined
in [RFC2434]. The initial actions defined are:

1 Process-TLV
2 Negoti at e- EAP

The various val ues under Vendor-Specific TLV are assigned by Private
Use and do not need to be assigned by | ANA

7. Security Considerations

EAP- FAST is designed with a focus on wireless nedia, where the nedi um
itself is inherent to eavesdropping. Whereas in wired nmedia, an
attacker would have to gain physical access to the wired medi um

wi rel ess medi a enabl es anyone to capture information as it is
transmtted over the air, enabling passive attacks. Thus, physica
security can not be assuned and security vulnerabilities are far
greater. The threat nodel used for the security evaluation of EAP-
FAST is defined in the EAP [ RFC3748].

7.1. Miutual Authentication and Integrity Protection

EAP- FAST as a whol e, provides nessage and integrity protection by
establishing a secure tunnel for protecting the authentication

met hod(s). The confidentiality and integrity protection is defined
by TLS and provides the same security strengths afforded by TLS

enpl oying a strong entropy shared master secret. The integrity of
the key generating authentication nethods executed within the EAP-
FAST tunnel is verified through the calculation of the Crypto-Binding
TLV. This ensures that the tunnel endpoints are the sanme as the

i nner met hod endpoi nts.

The Result TLV is protected and conveys the true Success or Failure
of EAP-FAST, and should be used as the indicator of its success or
failure respectively. However, as EAP nust termnate with a clear
text EAP Success or Failure, a peer will also receive a clear text
EAP Success or Failure. The received clear text EAP success or
failure nust match that received in the Result TLV; the peer SHOULD
silently discard those clear text EAP Success or Failure messages
that do not coincide with the status sent in the protected Result
TLV.
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7.2. Method Negotiation

As is true for any negoti ated EAP protocol, NAK packets used to
suggest an alternate authentication nethod are sent unprotected and
as such, are subject to spoofing. During unprotected EAP net hod
negoti ati on, NAK packets nmay be interjected as active attacks to
negoti ate down to a weaker form of authentication, such as EAP- MD5
(which only provides one-way authentication and does not derive a
key). Both the peer and server should have a nethod sel ection policy
that prevents them from negoti ati ng dowmn to weaker nethods. |nner
met hod negotiation resists attacks because it is protected by the
mutual |y authenticated TLS tunnel established. Selection of EAP-FAST
as an authentication nmethod does not limt the potential inner

aut henti cati on met hods, so EAP-FAST shoul d be sel ect ed when
avail abl e.

An attacker cannot readily determ ne the i nner EAP nmet hod used,
except perhaps by traffic analysis. It is also inportant that peer
inplementations limt the use of credentials with an unauthenticated
or unaut horized server.

7.3. Separation of Phase 1 and Phase 2 Servers

Separation of the EAP-FAST Phase 1 fromthe Phase 2 conversation is
not recommended. Allowi ng the Phase 1 conversation to be term nated
at a different server than the Phase 2 conversation can introduce
vul nerabilities if there is not a proper trust relationship and
protection for the protocol between the two servers. Sone

vul nerabilities include:

0 Loss of identity protection
o Ofline dictionary attacks
o Lack of policy enforcenent

There may be cases where a trust relationship exists between the
Phase 1 and Phase 2 servers, such as on a canpus or between two
offices within the same conpany, where there is no danger in
revealing the inner identity and credentials of the peer to entities
between the two servers. |In these cases, using a proxy solution

wi t hout end-to-end protection of EAP-FAST MAY be used. The EAP- FAST
encrypting/ decrypting gateway SHOULD, at a ninimum provide support
for IPsec or simlar protection in order to provide confidentiality
for the portion of the conversation between the gateway and the EAP
server.
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7.4. Mtigation of Known Vulnerabilities and Protocol Deficiencies

EAP- FAST addr esses the known deficienci es and weaknesses in the EAP
met hod. By enploying a shared secret between the peer and server to
establish a secured tunnel, EAP-FAST enabl es:

Per packet confidentiality and integrity protection
User identity protection

Better support for notification nmessages

Protected EAP i nner nethod negotiation

Sequenci ng of EAP net hods

Strong nutual ly derived nmaster session keys

Acknowl edged success/failure indication

Faster re-authentications through session resunption
Mtigation of dictionary attacks

Mtigation of man-in-the-mddle attacks

Mtigation of some denial -of-service attacks

OO0OO0OO0OO0OOOO0OOO0OO

It should be noted that with EAP-FAST, as in many ot her

aut henti cation protocols, a denial-of-service attack can be nmount ed
by adversaries sending erroneous traffic to disrupt the protocol
This is a problemin many authentication or key agreenent protocols
and is therefore noted for EAP-FAST as well.

EAP- FAST was designed with a focus on protected authentication

met hods that typically rely on weak credentials, such as password-
based secrets. To that extent, the EAP-FAST Authentication mtigates
several vulnerabilities, such as dictionary attacks, by protecting
the weak credenti al -based authentication nmethod. The protection is
based on strong cryptographic algorithns in TLS to provi de nessage
confidentiality and integrity. The keys derived for the protection
relies on strong random chal | enges provi ded by both peer and server

as well as an established key with strong entropy. |nplenentations
shoul d follow the recommendati on in [ RFC4086] when generating random
nunbers.

7.4.1. User ldentity Protection and Verification

The initial identity request response exchange is sent in cleartext
outside the protection of EAP-FAST. Typically the Network Access
Identifier (NAI) [RFC4282] in the identity response is useful only
for the realminformation that is used to route the authentication
requests to the right EAP server. This nmeans that the identity
response may contain an anonynous identity and just contain realm

information. |In other cases, the identity exchange may be elim nated
altogether if there are other neans for establishing the destination
real mof the request. 1In no case should an internediary place any

trust in the identity information in the identity response since it
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i s unaut henticated an may not have any rel evance to the authenticated
identity. EAP-FAST inplenentations should not attenpt to compare any
identity disclosed in the initial cleartext EAP ldentity response
packet with those Identities authenticated in Phase 2

Identity request-response exchanges sent after the EAP-FAST tunnel is
established are protected from nodification and eavesdroppi ng by
att ackers.

Note that since TLS client certificates are sent in the clear, if
identity protection is required, then it is possible for the TLS
authentication to be re-negotiated after the first server

aut hentication. To acconplish this, the server will typically not
request a certificate in the server_hello, then after the
server_finished nmessage is sent, and before EAP-FAST Phase 2, the
server MAY send a TLS hello_request. This allows the client to
performclient authentication by sending a client_hello if it wants
to, or send a no_renegotiation alert to the server indicating that it
wants to continue with EAP-FAST Phase 2 instead. Assuning that the
client permts renegotiation by sending a client_hello, then the
server will respond with server_hello, a certificate and

certificate request nmessages. The client replies with certificate,
client_key exchange and certificate verify nessages. Since this re-
negoti ati on occurs within the encrypted TLS channel, it does not
reveal client certificate details. It is possible to perform
certificate authentication using an EAP nethod (for exanple: EAP-TLS)
within the TLS session in EAP-FAST Phase 2 instead of using TLS
handshake renegotiation

7.4.2. Dictionary Attack Resistance

EAP- FAST was designed with a focus on protected authentication

met hods that typically rely on weak credentials, such as password-
based secrets. EAP-FAST mtigates dictionary attacks by allow ng the
establishnent of a nutually authenticated encrypted TLS tunne
providing confidentiality and integrity to protect the weak
credential based authentication nethod.

7.4.3. Protection against Man-in-the-M ddl e Attacks

Al'l owi ng nmet hods to be executed both with and without the protection
of a secure tunnel opens up a possibility of a man-in-the-mddle
attack. To avoid man-in-the-middle attacks it is reconmended to

al ways depl oy authentication methods with protection of EAP-FAST.

EAP- FAST provi des protection from man-in-the-mddl e attacks even if a
depl oynent chooses to execute inner EAP nethods both with and w t hout
EAP- FAST protection, EAP-FAST prevents this attack in two ways:
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7

7

1. By using the PAC-Key to nutually authenticate the peer and server
during EAP-FAST Aut hentication Phase 1 establishnent of a secure
t unnel

2. By using the keys generated by the inner authentication nethod
(if the inner nmethods are key generating) in the crypto-binding
exchange and in the generation of the key material exported by
the EAP net hod described in Section 5.

4.4. PAC Binding to User ldentity

A PAC may be bound to a user identity. A conpliant inplenentation of
EAP- FAST MUST validate that an identity obtained in the PAC Opaque
field matches at m ninumone of the identities provided in the EAP-
FAST Phase 2 authentication nethod. This validation provides anot her
binding to ensure that the intended peer (based on identity) has
successfully conpl eted the EAP-FAST Phase 1 and proved identity in
the Phase 2 conversations.

5. Protecting agai nst Forged C ear Text EAP Packets

EAP Success and EAP Failure packets are, in general, sent in clear
text and may be forged by an attacker w thout detection. Forged EAP
Fai |l ure packets can be used to attenpt to convince an EAP peer to

di sconnect. Forged EAP Success packets nmay be used to attenpt to
convi nce a peer that authentication has succeeded, even though the
aut henti cator has not authenticated itself to the peer.

By providing nessage confidentiality and integrity, EAP-FAST provides
protection agai nst these attacks. Once the peer and AS initiate the
EAP- FAST Aut henti cation Phase 2, conpliant EAP-FAST i npl enentations
must silently discard all clear text EAP nessages, unless both the
EAP- FAST peer and server have indicated success or failure using a
protected nechanism Protected nmechani snms include TLS al ert
mechani sm and the protected term nati on nmechani sm described in
Section 3.3.2.

The success/failure decisions within the EAP-FAST tunnel indicate the
final decision of the EAP-FAST aut hentication conversation. After a
success/failure result has been indicated by a protected nmechani sm

t he EAP- FAST peer can process unprotected EAP success and EAP failure
messages; however the peer MJST ignore any unprotected EAP success or
failure nessages where the result does not match the result of the
prot ect ed nechani sm

To abide by [RFC3748], the server nmust send a clear text EAP Success
or EAP Failure packet to term nate the EAP conversation. However,
since EAP Success and EAP Failure packets are not retransmtted, the
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final packet may be lost. Wile an EAP-FAST protected EAP Success or
EAP Fail ure packet should not be a final packet in an EAP- FAST
conversation, it may occur based on the conditions stated above, so
an EAP peer should not rely upon the unprotected EAP success and
failure nessages.

7.6. Server Certificate Validation

As part of the TLS negotiation, the server presents a certificate to
the peer. The peer MJST verify the validity of the EAP server
certificate, and SHOULD al so exam ne the EAP server name presented in
the certificate, in order to determ ne whether the EAP server can be
trusted. Please note that in the case where the EAP authentication

is renote, the EAP server will not reside on the sanme machi ne as the
aut henticator, and therefore the name in the EAP server’s certificate
cannot be expected to match that of the intended destination. In

this case, a nore appropriate test m ght be whether the EAP server’s
certificate is signed by a CA controlling the intended domai n and
whet her the authenticator can be authorized by a server in that
domai n.

7.7. Tunnel PAC Consi derations

Since the Tunnel PAC is stored by the peer, special care should be
given to the overall security of the peer. The Tunnel PAC nust be
securely stored by the peer to prevent theft or forgery of any of the
Tunnel PAC conponents.

In particular, the peer nmust securely store the PAC-Key and protect
it fromdisclosure or nodification. Disclosure of the PAC Key
enabl es an attacker to establish the EAP-FAST tunnel; however,

di scl osure of the PAC-Key does not reveal the peer or server identity
or conprom se any other peer’s PAC credentials. Modification of the
PAC- Key or PAC- Opaque conponents of the Tunnel PAC may also lead to
deni al of service as the tunnel establishnent will fail.

The PAC- Opaque conponent is the effective TLS ticket extension used
to establish the tunnel using the techniques of [RFC4507]. Thus, the
security considerations defined by [ RFC4507] also apply to the PAC

Opaque.

The PAC-Info may contain informati on about the Tunnel PAC such as the
identity of the PAC issuer and the Tunnel PAC lifetime for use in the
managenment of the Tunnel PAC. The PAC-Info should be securely stored
by the peer to protect it from disclosure and nodification
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7.8.

Security d ains

This section provides the needed security claimrequirenment for EAP
[ RFC3748] .

Aut h. nechani sm Certificate based, shared secret based and

vari ous tunnel ed aut henticati on nechani sns.

Ci phersuite negotiation: Yes
Mut ual aut henti cati on: Yes
Integrity protection: Yes, Any nethod executed within the EAP-FAST

tunnel is integrity protected. The
cl eartext EAP headers outside the tunnel are
not integrity protected.

Repl ay protection: Yes

Confidentiality: Yes

Key derivati on: Yes

Key strength: See Note 1 bel ow.

Dictionary attack prot.: Yes

Fast reconnect: Yes

Crypt ogr aphi ¢ bi ndi ng: Yes

Sessi on i ndependence: Yes

Fragnent ati on: Yes

Key Hi erarchy: Yes

Channel bi ndi ng: No, but TLVs could be defined for this.
Not es

1. BCP 86 [RFC3766] offers advice on appropriate key sizes. The

National Institute for Standards and Technol ogy (NI ST) al so

of fers advice on appropriate key sizes in [N ST. SP800-57] .

[ RFC3766] Section 5 advises use of the follow ng required RSA or
DH nmodul e and DSA subgroup size in bits, for a given |evel of
attack resistance in bits. Based on the table below, a 2048-bit
RSA key is required to provide 128-bit equival ent key strength:

Attack Resi stance RSA or DH Mbdul us DSA subgroup
(bits) size (bits) size (bits)
70 947 129
80 1228 148
90 1553 167
100 1926 186
150 4575 284
200 8719 383
250 14596 482
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Appendi x A.  Exanpl es

In the followi ng exanples the version field in EAP Fast is al ways
assunmed to be 1. The S, M and L bits are assunmed to be 0 unless
ot herw se specified.

A. 1. Successful Authentication

The foll owi ng exchanges show a successful EAP-FAST authentication
with optional PAC refreshnent; the conversation will appear as
fol |l ows:

Aut henti cating Peer Aut hent i cat or
<- EAP- Request/
ldentity

EAP- Response/

ldentity (MyID1) ->

<- EAP- Request/ EAP- FAST
(S=1, A-1D)

EAP- Response/ EAP- FAST
(TLS client_hello with
PAC- Opaque i n SessionTi cket extension)->

<- EAP- Request/ EAP- FAST
(TLS server _hell o,
TLS change_ci pher _spec,
TLS fi ni shed)

EAP- Response/ EAP- FAST
(TLS change_ci pher _spec,
TLS finished) ->

TLS channel established
(Subsequent nessages sent within the TLS channel,
encapsul at ed wi t hi n EAP- FAST)

<- EAP Payl oad TLV
( EAP- Request / EAP- GTC( Chal | enge))

EAP Payl oad TLV ( EAP- Response/
EAP- GTC( Response with both
user nane and password)) ->

optional additional exchanges (new pin node,
password change etc.)
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<- Intermedi ate-Result TLV (Success)
Crypto-Bi nding TLV (Request)

I nternedi at e-Result TLV (Success)
Crypt o- Bi ndi ng TLV(Response) ->

<- Result TLV (Success)
[ Optional PAC TLV]|

Result TLV (Success)
[ PAC TLV Acknow edgnent] ->

TLS channel torn down
(messages sent in clear text)

<- EAP-Success
A.2. Failed Authentication

The foll owi ng exchanges show a fail ed EAP-FAST aut hentication due to
wong user credentials; the conversation will appear as follows:

Aut henti cating Peer Aut hent i cat or

<- EAP- Request/
ldentity

EAP- Response/
Identity (MyID1) ->

<- EAP- Request/ EAP- FAST
(S=1, A-1D)

EAP- Response/ EAP- FAST
(TLS client_hello with
PAC- Opaque i n SessionTi cket extension)->

<- EAP- Request/ EAP- FAST
(TLS server _hell o,
TLS change_ci pher _spec,
TLS fi ni shed)

EAP- Response/ EAP- FAST

(TLS change_ci pher _spec,
TLS finished) ->
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TLS channel established
(Subsequent nessages sent within the TLS channel,
encapsul at ed wi t hi n EAP- FAST)

<- EAP Payl oad TLV ( EAP- Request/
EAP- GTC (Chal | enge))

EAP Payl oad TLV ( EAP- Response/
EAP- GTC (Response with both
user nane and password)) ->

<- EAP Payl oad TLV ( EAP- Request/
EAP- GTC (error nessage))

EAP Payl oad TLV ( EAP- Response/
EAP- GTC (enpty data packet to
acknow edge unrecoverable error)) ->

<- Result TLV (Failure)
Result TLV (Failure) ->

TLS channel torn down
(messages sent in clear text)

<- EAP-Failure
A.3. Full TLS Handshake using Certificate-based C phersuite

In the case where an abbreviated TLS handshake is tried and fail ed,
and a fallback to certificate-based full TLS handshake occurs w thin
EAP- FAST Phase 1, the conversation will appear as follows:

Aut henti cati ng Peer Aut hent i cat or

<- EAP-Request/ldentity
EAP- Response/
ldentity (MyID1) ->

/1 ldentity sent in the clear. May be a hint to help route
the aut hentication request to EAP server, instead of the
full user identity.

<- EAP- Request/ EAP- FAST
(S=1, A-1D)
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EAP- Response/ EAP- FAST
(TLS client_hello
wi t h PAC- Opaque extension)->

/1 Peer sends PAC- Opaque of Tunnel PAC along with a list of
ci phersuites supported. |If the server rejects the PAC
Opaque, it falls through to the full TLS handshake

<- EAP- Request/ EAP- FAST
(TLS server _hell o,
TLS certificate,
[ TLS server_key_exchange, ]
[ TLS certificate_request,]
TLS server _hel | o_done)
EAP- Response/ EAP- FAST
([TLS certificate,]
TLS client_key_exchange,
[TLS certificate_verify,]
TLS change_ci pher _spec,
TLS finished) ->
<- EAP- Request/ EAP- FAST
(TLS change_ci pher _spec,
TLS fi ni shed,
EAP- Payl oad- TLV
(EAP- Request /Il dentity))

/1l TLS channel established
(Subsequent nessages sent within the TLS channel,
encapsul at ed wit hi n EAP- FAST)

/1 First EAP Payload TLV is piggybacked to the TLS Fini shed as
Application Data and protected by the TLS tunne

EAP- Payl oad- TLV
(EAP- Response/ I dentity (MyID2))->

/] identity protected by TLS

<- EAP- Payl oad- TLV
( EAP- Request / Met hod X)

EAP- Payl oad- TLV
( EAP- Response/ Met hod X) ->
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/1 Method X exchanges foll owed by Protected Term nation

<- Crypto-Binding TLV (Version=1,
EAP- FAST Versi on=1, Nonce,
ConpoundMAQC) ,

Result TLV (Success)

Crypt o- Bi nding TLV (Version=1,
EAP- FAST Version=1, Nonce,
ConpoundNVAQC) ,

Resul t - TLV (Success) ->

/1 TLS channel torn down
(messages sent in clear text)

<- EAP-Success
A 4. Cient Authentication during Phase 1 with Identity Privacy

In the case where a certificate-based TLS handshake occurs within
EAP- FAST Phase 1, and client certificate authentication and identity
privacy is desired, the conversation will appear as follows:

Aut henti cating Peer Aut hent i cat or

<- EAP-Request/ldentity
EAP- Response/
ldentity (MyID1) ->

/1 ldentity sent in the clear. May be a hint to help route
the authentication request to EAP server, instead of the
full user identity.

<- EAP- Request/ EAP- FAST
(S=1, A 1D
EAP- Response/ EAP- FAST
(TLS client_hello)->
<- EAP- Request/ EAP- FAST
(TLS server_hell o,
TLS certificate,
[ TLS server _key_exchange, ]
[ TLS certificate_request,]
TLS server _hel | o_done)
EAP- Response/ EAP- FAST
(TLS client_key_exchange,
TLS change_ci pher _spec,
TLS finished) ->

Cam W nget, et al. I nf or mat i onal [ Page 50]



RFC 4851 EAP- FAST May 2007

<- EAP- Request/ EAP- FAST
(TLS change_ci pher _spec,
TLS fini shed, TLS Hel | o- Request)

/1 TLS channel established
(Subsequent nessages sent within the TLS channel,
encapsul at ed wit hi n EAP- FAST)

/1 TLS Hel | o- Request is piggybacked to the TLS Fi ni shed as
Handshake Data and protected by the TLS tunne

/1 Subsequent nessages are protected by the TLS Tunne

EAP- Response/ EAP- FAST
(TLS client_hello) ->

<- EAP- Request/ EAP- FAST
(TLS server_hell o,
TLS certificate,
[ TLS server _key_exchange, ]
[ TLS certificate_request,]
TLS server _hel | o_done)
EAP- Response/ EAP- FAST
([TLS certificate,]
TLS client _key_exchange,
[ TLS certificate_verify,]
TLS change_ci pher _spec,
TLS finished) ->

<- EAP- Request/ EAP- FAST
(TLS change_ci pher _spec,
TLS fi ni shed,
Result TLV (Success))

EAP- Response/ EAP- FAST
(Resul t-TLV (Success)) ->

[ TLS channel torn down
(messages sent in clear text)

<- EAP-Success
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Fragnentati on and Reassenbly

In the case where EAP-FAST fragnentation is required, the
conversation will appear as follows:

Aut henti cating Peer Aut hent i cat or
<- EAP- Request/
ldentity

EAP- Response/

ldentity (MID) ->
<- EAP- Request/ EAP- FAST
(S=1, A-1D)

EAP- Response/ EAP- FAST
(TLS client_hello)->
<- EAP- Request/ EAP- FAST
(L=1, M=1, TLS server_hell o,
TLS certificate,
[ TLS server _key_exchange, ]
[ TLS certificate_request,])

EAP- Response/ EAP- FAST - >

<- EAP- Request/ EAP- FAST
(M=1,
[TLS certificate request(con’t),])
EAP- Response/ EAP- FAST - >
<- EAP- Request/ EAP- FAST
([TLS certificate_request(con't),]
TLS server _hel | o_done)
EAP- Response/ EAP- FAST,
(L=1, M=1,[ TLS certificate,])->

<- EAP- Request/ EAP- FAST
EAP- Response/ EAP- FAST
([TLS certificate(con't),]
TLS cli ent _key_exchange,
[TLS certificate verify,]
TLS change_ci pher _spec,
TLS finished))->
<- EAP- Request/ EAP- FAST
( TLS change_ci pher _spec,
TLS fi ni shed,
EAP- Payl oad- TLV
(EAP- Request /Il dentity))
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/1 TLS channel established
(Subsequent nessages sent within the TLS channel,
encapsul at ed wi t hi n EAP- FAST)

/1 First EAP Payload TLV is piggybacked to the TLS Finished as
Application Data and protected by the TLS tunnel

EAP- Payl oad- TLV
(EAP- Response/ldentity (My1D2))->

/1 identity protected by TLS.

<- EAP- Payl oad- TLV
( EAP- Request / Met hod X)

EAP- Payl oad- TLV
( EAP- Response/ Met hod X) ->

/1 Method X exchanges foll owed by Protected Term nation

<- Crypto-Binding TLV (Version=1,
EAP- FAST Versi on=1, Nonce,
ConpoundMAQC) ,

Result TLV (Success)

Crypto-Bi nding TLV (Version=1,
EAP- FAST Version=1, Nonce,
ConpoundNVAQC) ,

Resul t - TLV (Success) ->

/1 TLS channel torn down
(messages sent in clear text)

<- EAP-Success
A. 6. Sequence of EAP Met hods

Where EAP-FAST is negotiated, with a sequence of EAP nethod X
foll owed by method Y, the conversation will occur as foll ows:

Aut henti cati ng Peer Aut hent i cat or

<- EAP- Request/
ldentity
EAP- Response/
ldentity (MyID1) ->
<- EAP- Request/ EAP- FAST
(S=1, A-1D)
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EAP- Response/ EAP- FAST
(TLS client_hello)->
<- EAP- Request/ EAP- FAST
(TLS server _hell o,
TLS certificate,
[ TLS server_key_exchange, ]
[ TLS certificate_request,]
TLS server _hel | o_done)
EAP- Response/ EAP- FAST
([TLS certificate,]
TLS client_key_exchange,
[TLS certificate_verify,]
TLS change_ci pher _spec,
TLS finished) ->
<- EAP- Request/ EAP- FAST
(TLS change_ci pher _spec,
TLS fi ni shed,
EAP- Payl oad- TLV(
EAP- Request/ I dentity))

/1l TLS channel established
(Subsequent nessages sent within the TLS channel,
encapsul at ed wi t hi n EAP- FAST)

/1 First EAP Payload TLV is piggybacked to the TLS Fini shed as
Application Data and protected by the TLS tunne

EAP- Payl oad- TLV
( EAP- Response/ | dentity) ->

<- EAP- Payl oad- TLV
( EAP- Request / Met hod X)

EAP- Payl oad- TLV
( EAP- Response/ Met hod X) ->

/1 Optional additional X Method exchanges. .

<- EAP- Payl oad- TLV
( EAP- Request / Met hod X)

EAP- Payl oad- TLV
( EAP- Response/ EAP- Type X)->
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<- Intermediate Result TLV (Success),
Crypto-Bi nding TLV (Version=1
EAP- FAST Version=1, Nonce,
ConpoundNVAQC) ,
EAP Payl oad TLV ( EAP- Request/ Met hod Y)

/'l Next EAP conversation started after successful conpletion
of previous nethod X. The Internedi ate-Result and Crypto-
Bi nding TLVs are sent in this packet to mnimze round-
trips. In this exanple, identity request is not sent
bef ore negoti ati ng EAP- Type=Y.

/1 Conmpound MAC cal cul ated using Keys generated from
EAP net hods X and the TLS tunnel.

I nternedi ate Result TLV (Success),
Crypto-Bi nding TLV (Version=1,

EAP- FAST Version=1, Nonce,

ConpoundMAQC) ,

EAP- Payl oad- TLV ( EAP- Response/ Met hod Y) ->

/1 Optional additional Y Method exchanges...

<- EAP Payl oad TLV
( EAP- Request / Met hod YY)

EAP Payl oad TLV
( EAP- Response/ Met hod Y) ->

<- Internedi ate-Result-TLV (Success),
Crypt o- Bi nding TLV (Version=1
EAP- FAST Version=1, Nonce,
ConpoundNVAQ) ,
Result TLV (Success)

I nt ernedi at e- Resul t - TLV (Success),
Crypt o- Bi nding TLV (Versi on=1,
EAP- FAST Version=1, Nonce,
ConpoundNVAQ) ,

Resul t - TLV (Success) ->

/1 Conmpound MAC cal cul ated usi ng Keys generated from EAP
met hods X and Y and the TLS tunnel. Conpound Keys
gener at ed usi ng Keys generated from EAP net hods X and Y;
and the TLS tunnel.
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/1 TLS channel torn down (nmessages sent in clear text)
<- EAP- Success
A. 7. Failed Crypto-Binding

The foll owi ng exchanges show a failed crypto-binding validation. The
conversation will appear as follows:

Aut henti cati ng Peer Aut hent i cat or

<- EAP- Request/
ldentity
EAP- Response/
ldentity (MyID1) ->
<- EAP- Request/ EAP- FAST
(S=1, A-1D)
EAP- Response/ EAP- FAST
(TLS client_hello without
PAC- Opaque ext ension)->
<- EAP- Request/ EAP- FAST
(TLS Server Key Exchange,
TLS Server Hell o Done)
EAP- Response/ EAP- FAST
(TLS dient Key Exchange,
TLS change_ci pher _spec,
TLS fi ni shed)->

<- EAP- Request/ EAP- FAST
(TLS change_ci pher _spec,
TLS fi ni shed)
EAP- Payl oad- TLV(
EAP- Request/ Il dentity))

/1 TLS channel established
(messages sent within the TLS channel)

/1 First EAP Payload TLV is piggybacked to the TLS Fi ni shed as
Application Data and protected by the TLS tunnel

EAP- Payl oad TLV
( EAP- Response/ldentity) ->

<- EAP Payl oad TLV ( EAP- Request/
EAP- MSCHAPV2 (Chal | enge))

EAP Payl oad TLV ( EAP-Response/
EAP- MSCHAPV2 (Response)) ->
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<- EAP Payl oad TLV (EAP-Request/
EAP- MSCHAPV2 (Success Request))

EAP Payl oad TLV ( EAP-Response/
EAP- M5SCHAPV2 (Success Response)) ->

<- Crypto-Binding TLV (Version=1,
EAP- FAST Version=1, Nonce,
ConpoundNVAQ) ,
Result TLV (Success)

Result TLV (Failure),
Error TLV (Error Code = 2001) ->

/1 TLS channel torn down
(messages sent in clear text)

<- EAP-Failure

A. 8. Sequence of EAP Method with Vendor-Specific TLV Exchange

May 2007

Where EAP-FAST is negotiated, with a sequence of EAP nethod foll owed
by Vendor - Specific TLV exchange, the conversation will occur as

f ol | ows:

Aut henti cati ng Peer Aut hent i cat or
<- EAP- Request/
Identity

EAP- Response/

Identity (MyID1) ->
<- EAP- Request/ EAP- FAST
(S=1, A-1D)

EAP- Response/ EAP- FAST
(TLS client_hello)->
<- EAP- Request/ EAP- FAST
(TLS server_hell o,
TLS certificate,
[ TLS server _key_exchange, ]
[ TLS certificate_request,]
TLS server _hel | o_done)
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EAP- Response/ EAP- FAST
([TLS certificate,]
TLS client _key_exchange,
[ TLS certificate verify,]
TLS change_ci pher _spec,
TLS fini shed) ->
<- EAP- Request/ EAP- FAST
(TLS change_ci pher _spec,
TLS fi ni shed,
EAP- Payl oad- TLV
(EAP- Request /Il dentity))

/1 TLS channel established
(Subsequent nessages sent within the TLS channel,
encapsul at ed wi t hi n EAP- FAST)

/1 First EAP Payload TLV is piggybacked to the TLS Finished as
Application Data and protected by the TLS tunnel

EAP- Payl oad- TLV
( EAP- Response/ l dentity) ->

<- EAP- Payl oad- TLV
( EAP- Request / Met hod X)

EAP- Payl oad- TLV
( EAP- Response/ Met hod X) ->

<- EAP- Payl oad- TLV
( EAP- Request / Met hod X)

EAP- Payl oad- TLV
( EAP- Response/ Met hod X) - >

<- Internediate Result TLV (Success),
Crypt o- Bi nding TLV (Version=1
EAP- FAST Versi on=1, Nonce,
ConpoundMAC) ,
Vendor - Speci fic TLV

/1 Vendor Specific TLV exchange started after successful
conmpl etion of previous nmethod X. The Internediate-Result
and Crypto-Binding TLVs are sent with Vendor Specific TLV
in this packet to mnimze round-trips.

/1 Conmpound MAC cal cul ated using Keys generated from
EAP net hods X and the TLS tunnel.
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I nternedi ate Result TLV (Success),
Crypt o- Bi nding TLV (Version=1,
EAP- FAST Version=1, Nonce,
ConpoundNVAQC) ,
Vendor - Specific TLV ->
/1 Optional additional Vendor-Specific TLV exchanges. ..
<- Vendor - Specific TLV

Vendor Specific TLV ->
<- Result TLV (Success)

Resul t - TLV (Success) ->
/1 TLS channel torn down (nessages sent in clear text)

<- EAP-Success
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Appendi x B. Test Vectors
B.1. Key Derivation
PAC KEY:

0B 97 39 OF 37 51
63 2C E9 53 89 38

78
08

Server _hell o Random

3F FB 11 C4 6C BF A5

F7 6D E4 1D D9 33

ES

Cient_hell o Random

00 00 00 02 6A 66

43

C7 9C 33 64 BA 04 AD

Mast er _secret = T- PRF( PAC- Key,

EAP- FAST

09 81 1E FD 9C 6E 65
BA 36 0B 03 7C D1 85

7A 54 40 DA E8 22 D3
93 70 97 EB A9 B3 66

2A 8D 14 43 2C EC 58
3A 52 54 D6 A5 79 AD

"PAC to master secret

48)

4A 1A 51 2C 01 60 BC 02 3C CF BC 83
88 Cl1 31 2F OB A9 A2 77 16 A8 D8 E8
38 4B 7A 85 BE 16 4D 27 33 D5 24 79

Key bl ock = PRF(Master_secret,
"key expansion",

59 59 BE 8E 41 3A
DF FB C8 1E 9C 24
48 51 2E 45 97 6C
11 24 E3 49 E2 3B
11 B6 69 88 34 2E
AF F9 B7 FF 66 6D
64 C1 C8 0C 96 44

Sessi on Key Seed
D6 4B 7D 72 17 59

8F OB 5E 06 46 7A
FF 92 A8 B4 C6 42
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server_random + C

77
9C
88
cb
8E
Al
09

28

28

74
8B
70
EF
29
96
98

05
84
71

8B
OE
BE
7A
D6
8F
FF

AF
64

B2
a3
5F
B3
4B
0B
92

F9
C1

ES
1D
01
05
7D
5E
A8

D3
72
D3
39
72
06
B4

FF
oC

I nf or mat i onal

94
E4

11
F4

2D
1E

| abel

2B
14

D3
2A

2F
00

hash",
server_random + Cient_random

3F 03 BC 64
BD C9 D2 29
87 B1 C5 A2

i ent _random

60
C8
64
5D
17
46
C6

66
96

AC
84
E7
64
59
TA
42

6D
44

4D
9D
4C
8A
28
44
28

Al
09

35
57
BB
44
05
84
71

96
98

May 2007

[ Page 60]



RFC 4851

I MCK = T- PRF( SKS,

Not e:

16 15 3C 3F
4C C3 76 F2
18 40 7B 56
04 DO 69 56

[ SI MCK 1]
16 15 3C 3F
4C C3 76 F2
18 40 7B 56

"I nner
| SK,
60)

EAP- FAST

Met hods Conpound Keys",

ISK is 32 octets 0's.

21 55 EF
8A A9 6F
BE EA A7
72 8B 6B

21 55 EF
8A A9 6F
BE EA A7

MBK = T- PRF(S- | MCKn,

" Sessi on
64) ;

4D 83 A9 BE 6F 8A 74

C2 DA 60 15

C6 37 04

27 99 18 1E 07 BF OF
67 ED 24 FE 45 40 A0

D9
96
C5
B8

7F
c2
76
15

7F
c2

34 AE
54 5F
5D 8F
EC 57

34 AE
54 5F

Key Cenerati

ED 6A 02 66
51 90 38 63
5A 5E 3C 32
59 5E 37 2

EMSK = T- PRF(S- | MCKn,

"Ext ended Session Key Generating Function",

64) ;

c8
8C
0B
7B

c8
8C

ng

0A
DA
93
E9

1A 4E
AB 65
Cs 07

1A 4E
AB 65

Functi

63 4D
54 3E
80 8C
DO 5D

3A D4 AB DB 76 B2 7F 3B EA 32 2C 2B 74 F4
EF 2D BA 78 C9 57 2F 0D 06 CD 51 7C 20 93
76 EA 70 21 D7 OE 25 54 97 ED B2 8A F6 ED
2A E7 Al 58 90 10 50 44 B3 82 85 DB 06 14
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66 80
02 E1
C6 B9

66 80
02 E1

on-,

2C 33
14 B9
6C 49
0A E3

28 55
98 A9
FD OA
D2 F9
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B.2. Crypto-Binding MC

[ Compound MAC Key 1]
76 5D 8F 0B C5 07 C6 B9 04 DO 69 56 72 8B 6B B8
15 EC 57 7B

[Crypto-Binding TLV]

80 OC 00 38 00 01 01 00 D8 6A 8C 68 3C 32 31 A8 56 63 B6 40 21 FE
21 14 4E E7 54 20 79 2D 42 62 C9 BF 53 7F 54 FD AC 58 43 24 6E 30
92 17 6D CF E6 EO 69 EB 33 61 6A CC 05 C5 5B B7

[ Server Nonce]
D8 6A 8C 68 3C 32 31 A8 56 63 B6 40 21 FE 21 14
4E E7 54 20 79 2D 42 62 C9 BF 53 7F 54 FD AC 58

[ Compound MAC

43 24 6E 30 92 17 6D CF E6 EO 69 EB 33 61 6A CC
05 C5 5B BY
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