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Abstract

Wil e RFC 2865 defines the Filter-I1d attribute, it requires that the
Net wor k Access Server (NAS) be pre-populated with the desired
filters. However, in situations where the server operator does not
know which filters have been pre-populated, it is useful to specify
filter rules explicitly. This docunment defines the NAS-Filter-Rule
attribute within the Renote Authentication Dial In User Service
(RADIUS). This attribute is based on the Dianmeter NAS-Filter-Rule
Attribute Value Pair (AVP) described in RFC 4005, and the

I PFilterRul e syntax defined in RFC 3588.
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I ntroduction

Thi s document defines the NAS-Filter-Rule attribute within the Renpte
Aut hentication Dial In User Service (RADIUS). This attribute has the
same functionality as the Dianmeter NAS-Filter-Rule AVP (400) defined
in [ RFC4005], Section 6.6, and the sane syntax as an |IPFilterRule
defined in [ RFC3588], Section 4.3. This attribute nmay prove useful
for provisioning of filter rules.

Wi |l e [ RFC2865], Section 5.11, defines the Filter-Id attribute (11),

it

requires that the Network Access Server (NAS) be pre-popul ated

with the desired filters. However, in situations where the server
operator does not know which filters have been pre-populated, it is
useful to specify filter rules explicitly.

1.
2.
3.
4.
5.
6.
7.
8.
1.
1.1

Ter m nol ogy

Thi s docunent uses the follow ng terns:

Net wor k Access Server (NAS)

A device that provides an access service for a user to a network.

RADI US server

A RADI US aut hentication server is an entity that provides an
aut hentication service to a NAS.

RADI US pr oxy

A RADI US proxy acts as an authentication server to the NAS, and a
RADI US client to the RADI US server.
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1.2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

1.3. Attribute Interpretation

If a NAS conforming to this specification receives an Access-Accept
packet containing a NAS-Filter-Rule attribute that it cannot apply,
it MJUST act as though it had received an Access-Reject. [RFC3576]
requires that a NAS receiving a Change of Authorization Request
(CoA-Request) reply with a CoA-NAK if the Request contains an
unsupported attribute. It is RECOMVENDED that an Error- Cause
attribute with value set to "Unsupported Attribute” (401) be included
in the CoA-NAK. As noted in [RFC3576], authorization changes are
atomic so that this situation does not result in session term nation,
and the pre-existing configuration renmai ns unchanged. As a result,
no accounting packets shoul d be generated because of the CoA-Request.

2. NAS-Filter-Rule Attribute
Description

This attribute indicates filter rules to be applied for this user
Zero or nore NAS-Filter-Rule attributes MAY be sent in Access-Accept,
CoA- Request, or Accounting- Request packets

The NAS-Filter-Rule attribute is not intended to be used concurrently
with any other filter rule attribute, including Filter-Id (11) and
NAS-Traffic-Rule [Traffic] attributes. NAS-Filter-Rule and NAS-
Traffic-Rule attributes MJST NOT appear in the same RADI US packet.

If a NAS-Traffic-Rule attribute is present, a NAS inplenenting this
specification MIUST silently discard any NAS-Filter-Rule attributes
that are present. Filter-Id and NAS-Filter-Rule attributes SHOULD
NOT appear in the same RADI US packet. G ven the absence in [ RFC4005]
of well-defined precedence rules for conbining Filter-1d and NAS-
Filter-Rule attributes into a single rule set, the behavi or of NASes
receiving both attributes is undefined, and therefore a RADI US server
i npl ement ati on cannot assunme a consi stent behavi or

Where nultiple NAS-Filter-Rule attributes are included in a RAD US
packet, the String field of the attributes are to be concatenated to
forma set of filter rules. As noted in [RFC2865], Section 2.3, "the
forwardi ng server MIST NOT change the order of any attributes of the
same type", so that RADIUS proxies will not reorder NAS-Filter-Rule
attributes
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A summary of the NAS-Filter-Rule Attribute format is shown bel ow
The fields are transnmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
I i i e S e e s i i S e e T e e il sty SR T TR S R SR
I Type | Lengt h | String. ..

B R S e Tk ot i ais s (T S S SR S R S T S S S i I TR e e e o

Type
92

Lengt h
>=3

String

The String field is one or nore octets. It contains filter rules
inthe IPFilterRul e syntax defined in [ RFC3588], Section 4.3, with
i ndividual filter rules separated by a NUL (0x00). A NAS-Filter-
Rule attribute may contain a partial rule, one rule, or nore than
one rule. Filter rules my be continued across attribute
boundari es, so inplenentations cannot assume that individua

filter rules begin or end on attribute boundari es.

The set of NAS-Filter-Rule attributes SHOULD be created by
concatenating the individual filter rules, separated by a NUL
(0x00) octet. The resulting data should be split on 253-oct et
boundaries to obtain a set of NAS-Filter-Rule attributes. On
reception, the individual filter rules are determ ned by
concatenating the contents of all NAS-Filter-Rule attributes, and
then splitting individual filter rules with the NUL octet (0x00)
as a delimter.
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3. Table of Attributes

The followi ng table provides a guide to which attributes may be found
i n which kinds of packets, and in what quantity.

Access- Access- Access- Access- CoA- Acct -
Request Accept Reject Challenge Req Req # Attribute
0 0+ 0 0 0+ 0+ 92 NAS-Filter-Rule

The foll owing table defines the neaning of the above table entries.

0 This attribute MUST NOT be present in the packet.

0+ Zero or nore instances of this attribute MAY be
present in the packet.

0-1 Zero or one instance of this attribute MAY be
present in the packet.

4., Diameter Considerations

[ RFC4005], Section 6.6, defines the NAS-Filter-Rule AVP (400) with
the sanme functionality as the RADIUS NAS-Filter-Rule attribute. In
order to support interoperability, D ameter/RADI US gateways will need
to be configured to translate RADIUS attribute 92 to D anmeter NAS-
Filter-Rul e AVP (400) and vice versa.

When translating Dianmeter NAS-Filter-Rule AVPs to RADI US NAS-Filter-
Rule attributes, the set of NAS-Filter-Rule attributes is created by
concatenating the individual filter rules, separated by a NUL octet.
The resulting data SHOULD then be split on 253-octet boundari es.

When translating RADIUS NAS-Filter-Rule attributes to D aneter NAS-
Filter-Rule AVPs, the individual rules are determ ned by
concatenating the contents of all NAS-Filter-Rule attributes, and
then splitting individual filter rules with the NUL octet as a
delinmter. Each rule is then encoded as a single D aneter NAS-
Filter-Rul e AVP.

Note that a translated Di aneter message can be larger than the

maxi mum RADI US packet size (4096 bytes). Wuere a D aneter/RAD US
gateway receives a Dianeter nmessage containing a NAS-Filter-Rule AVP
that is too large to fit into a RAD US packet, the D aneter/RAD US
gateway will respond to the originating D aneter peer with a Result-
Code AVP with the val ue DI AMETER RADI US_AVP_UNTRANSLATABLE (5018),
and with a Fail ed- AVP AVP containing the NAS-Filter-Rule AVP. Since
repairing the error will probably require re-working the filter
rules, the originating peer should treat the conbination of a

Resul t - Code AVP with val ue DI AMETER RADI US AVP_UNTRANSLATABLE and a
Fai |l ed- AVP AVP containing a NAS-Filter-Rule AVP as a terminal error.
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5. |1 ANA Consi derations
Thi s specification does not create any new registries.

Thi s docunent uses the RADI US [ RFC2865] nanespace, see
<http://ww.iana. org/ assi gnment s/ radi us-types>. One val ue has been
all ocated in the section "RADIUS Attribute Types". The RADI US
attribute for which a val ue has been assigned is:

92 - NAS-Filter-Rule

Thi s docunent also utilizes the Dianeter [RFC3588] nanespace. A

Di aneter Result-Code AVP val ue for the

DI AVETER RADI US_AVP_UNTRANSLATABLE error has been all ocated. Since
this is a permanent failure, the allocation (5018) is in the 5xxx
range.

6. Security Considerations

Thi s specification describes the use of RADI US for purposes of

aut henti cation, authorization and accounting. Threats and security

i ssues for this application are described in [ RFC3579] and [ RFC3580];
security issues encountered in roamng are described in [ RFC2607].

Thi s docunent specifies a new attribute that can be included in
exi sting RADI US packets, which are protected as described in

[ RFC3579] and [RFC3576]. See those documents for a nore detail ed
descri ption.

The security mechani sms supported in RADIUS and Di aneter are focused
on preventing an attacker from spoofing packets or nodifying packets
intransit. They do not prevent an authorized RADI US/ D aneter server
or proxy fromnodifying, inserting, or removing attributes with
malicious intent. Filter attributes nodified or renoved by a

RADI US/ Di anet er proxy nmay enable a user to obtain network access

wi thout the appropriate filters; if the proxy were also to nodify
accounti ng packets, then the nodification would not be reflected in
the accounting server | ogs.

Since the RADI US protocol currently does not support capability
negoti ati on, a RADI US server cannot automatically di scover whether a
NAS supports the NAS-Filter-Rule attribute. A |egacy NAS not
conpliant with this specification may silently discard the NAS-
Filter-Rule attribute while permtting the user to access the
network. This can cause users to inproperly receive unfiltered
access to the network. As a result, the NAS-Filter-Rule attribute
SHOULD only be sent to a NAS that is known to support it.
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Ful I Copyright Statenent
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Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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