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Abst ract

Thi s docunent di scusses security threats to network-based | ocalized
mobi l ity managenent. Threats may occur on two interfaces: the
interface between a |localized nobility anchor and a mobil e access
gateway, as well as the interface between a nobile access gateway and
a nmobile node. Threats to the former interface inpact the |ocalized
mobi | ity managenent protocol itself.

Tabl e of Contents

1. Introduction . .
1.1. Termnology . . . . . . . . . . . ..
2. Threats to Interface between LMA and MAG .
.1.  LMA Conpromise or |npersonation
. 2.  MAG Conprom se or |npersonation
.3. Man-in-the-M ddl e Attack . T,
3. Threats to Interface between MAG and Mobil e Node .
3.1. Mbbile Node Conpromise or |npersonation
3.2. Man-in-the-Mddle Attack . e
Threats fromthe Internet
Security Considerations
Acknowl edgnent s
Ref er ences . o
7.1. Normmtive References .
7.2. Informative References .

NDNDN
OQO~NOOP,WWWN

No ok
PR R
oooo

=
o

Vogt & Kenpf I nf or mat i onal [ Page 1]



RFC 4832 Security Threats to NETLMM April 2007

1. Introduction

The networ k-based | ocalized mobility managenent (NETLMM) architecture
[1] supports novenent of |Pv6 nobile nodes locally within a domain

wi thout requiring nobility support in the nobile nodes’ network
stacks. A nobile node can keep its |IP address constant as it noves
fromlink to l'ink, avoiding the signaling overhead and | atency
associated with changing the I P address. Software specifically for

| ocalized nobility managenent is not required on the nobile node,
whereas | P-l ayer novenent detection software nay be necessary, and
driver software for link-layer nobility is prerequisite.

The | P addresses of nobile nodes have a prefix that routes to a

| ocalized nobility anchor (LMA) [3]. The LMA nmintains an individua
route for each registered nobile node. Any particular nmobile node’ s
route termnates at a nobile access gateway (MAG [3], to which the
nmobi | e node attaches at its current access link. MAGs are
responsi bl e for updating the nobile node’'s route on the LMA as the
nmobi | e node nmoves. A MAG detects the arrival of a nobile node on its
| ocal access |ink based on handoff signaling that the nobile node
pursues. The MAG may additionally nonitor connectivity of the nobile
node in order to recogni ze when the nobile node has | eft the | oca
access link. The localized nobility managenent architecture
therefore has two interfaces:

1. The interface between a MAG and an LMA where route update
signaling occurs

2. The interface between a nobile node and its current MAG where
handoff signaling and other |ink maintenance signaling occur.

The | ocalized nobility managenent architecture demands no specific
protocol for a MMGto detect the arrival or departure of nobile nodes
to and fromits local access |link and accordingly initiate route
update signaling with an LMA. An appropriate nechani sm may be
entirely inplenented at the link layer, such as is comon for
cellular networks. In that case, the IP | ayer never detects any
movenent, even when a nobil e node nmoves fromone link to another
handl ed by a different MAG If the link |ayer does not provide the
necessary functionality, the nobile node nust performIP-I|ayer
nmovenent detection and auto-configuration signaling, thereby
providing the trigger for the MMAGto update its route on the LMA. A
mobi | e node identity, established by the localized nobility
managenent domai n when the nobile node initially connects and

aut henti cates, enables the MAG to ascribe the decisive link- or IP-

| ayer signaling to the correct nobile node. Sone wreless access
technol ogi es may require the nobile node identity to be reestablished
on every link-layer handoff.
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Vul nerabilities in either interface of the localized nobility
managenment architecture may entail new security threats that go
beyond those that already exist in IPv6. Potential attack objectives
may be to consune network services at the cost of a legitimte nobile
node, interpose in a nobile node’s comunications and possibly

i npersonate the nobile node froma position off-1ink, operate under
the di sguise of a false or non-existing identity, or cause denial of
service to a nobile node or to the |localized nobility managenent
domai n as a whole. This docunent identifies and di scusses security
threats on both interfaces of the |ocalized nobility managenent
architecture. It is limted to threats that are peculiar to

| ocal i zed nobility managenent; threats to | Pv6 in general are
docunented in [4].

1.1. Term nol ogy

The term nology in this docunment follows the definitions in [2], with
those revisions and additions from[1]. In addition, the follow ng
definition is used:

Mobi |l e Node ldentity

An identity established for the nobile node when initially
connecting to the localized nmobility managenent domain. It allows
the localized nobility managenent domain to definitively and
unanbi guously identify the nobil e node upon handoff for route
updat e signaling purposes. The nobile node identity is
conceptual Iy i ndependent of the nobile node’'s IP or link-Iayer
addresses, but it nust be securely bound to the nobile node’s
handof f si gnal i ng.

2. Threats to Interface between LMA and MAG

The | ocalized nobility managenment protocol executed on the interface
between an LMA and a MAG serves to establish, update, and tear down
routes for data plane traffic of nobile nodes. Threats to this
interface can be separated into conprom se or inpersonation of a
legitimate LMA, conprom se or inpersonation of a legitimte MAG and
man-in-the-m ddl e attacks.

2.1. LMA Conpronise or |npersonation

A conprom sed LMA can ignore route updates froma legitimate MAG in
order to deny service to a nobile node. It may also be able to trick
alegitimate MAGinto creating a new, incorrect route, thereby
preparing the MAGto receive redirected traffic of a nobile node; it
may cause the traffic forwarded by a MAGto be redirected to a
different LMA, or it may sinply have the MAG drop an existing route
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in order to deny the nobile node service. Since data plane traffic
for mobil e nodes routes through the LMA, a conprom sed LMA can al so
intercept, inspect, nodify, or drop such traffic, or redirect it to a
destination in collusion with the attacker. The attack can be
conducted transiently to selectively disable traffic for any

particul ar nobil e node or MAG at particular tines.

Mor eover, a conprom sed LMA may mani pulate its routing table such
that all packets are directed towards a single MAG This may result
in a denial-of-service attack against that MAG and its attached
access |ink.

These threats al so emanate froman attacker which tricks a MAG into
believing that it is alegitimte LMA This attacker can cause the
MAG to conduct route update signaling with the attacker instead of
with the legitimate LMA, enabling it to ignore route updates fromthe
MAG or induce incorrect route changes at the MAG as descri bed above,
in order to redirect or deny a nobile node’'s traffic. The attacker
does not necessarily have to be on the original control plane path
between the legitimate LMA and the MAG provided that it can somehow
make its presence known to the MAG Failure to nutually authenticate
when establishing an associ ati on between an LMA and a MAG woul d al | ow
an attacker to establish itself as a rogue LMNA

The attacker may further be able to intercept, inspect, nodify, drop,
or redirect data plane traffic to and froma nobile node. This is
obvious if the attacker is on the original data plane path between
the legitimte LMA and the nobile node’'s current MAG which may
happen i ndependently of whether the attacker is on the origina
control plane path. |[If the attacker is not on this path, it may be
able to leverage the localized nobility nanagenment protocol to
redefine the prefix that the nobile node uses in |IP address
configuration. The attacker can then specify a prefix that routes to
itself. \Whether or not outgoing data plane packets sourced by the
nmobi | e node can be interfered with by an attacker off the origina
data pl ane path depends on the specific data plane forwarding
mechanismwi thin the | ocalized nobility managenent domain. For
exanple, if IP-in-1P encapsul ation or an equival ent approach is used
for outbound data pl ane packets, the packets can be forced to be
routed through the attacker. On the other hand, standard |IP routing
may cause the packets to be relayed via a legitimte LMA and hence to
circunvent the attacker

2.2. MAG Conprom se or |npersonation
A conprom sed MAG can redirect a nobile node’s traffic onto its | ocal

access link arbitrarily, w thout authorization fromthe nobile node.
This threat is sinmilar to an attack on a typical routing protocol
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where a nalicious stub router injects a bogus host route for the
mobil e node. |In general, forgery of a subnet prefix in link state or
di stance vector routing protocols requires support of multiple
routers in order to obtain a neaningful change in forwarding

behavi or. But a bogus host route is likely to take precedence over
the routing informati on advertised by legitimate routers, which is
usual ly I ess specific; hence, the attack should succeed even if the
attacker is not supported by other routers. A difference between
redirection in a routing protocol and redirection in |localized
mobi l ity managenent is that the fornmer inpacts the routing tables of
multiple routers, whereas the latter involves only the conprom sed
MAG and an LMA.

Mor eover, a conprom sed MAG can ignore the presence of a nobile node
on its local access link and refrain fromregistering the nobile node
at an LMA. The nobile node then loses its traffic. The conprom sed
MAG may further be able to cause interruption to a nobile node by
deregistering the nobile node at the serving LMA, pretending that the
nmobi | e node has powered down. The nobile node then needs to
reinitiate the network access authentication procedure, which the
conmprom sed MAG may prevent repeatedly until the nobile node noves to
a different MAG The nobile node should be able to handle this
situation, but the recovery process may be | engthy and hence inpair
ongoi ng conmmuni cation sessions to a significant extent.

Deni al of service against an LMA is another threat of MAG subversion
The conprom sed MAG can trick an LMA into believing that a high
nunmber of nobile nodes have attached to the MAG The LMA will then
establish a routing table entry for each of the non-existing nobile
nodes. The unexpected growh of the routing table may eventually
cause the LMA to reject legitinate route update requests. 1t may

al so decrease the forwardi ng speed for data plane packets due to

hi gher route | ookup latencies, and it may, for the same reason, slow
down the responsiveness to control plane packets. Another adverse
side effect of a high nunber of routing table entries is that the
LMA, and hence the |l ocalized nobility managenent domain as a whol e,
becones nore susceptible to flooding packets from external attackers
(see Section 4). The high nunber of superfluous routes increase the
probability that a flooding packet, sent to a random | P address
within the localized nobility nmanagenent domain, natches an existing
routing table entry at the LMA and gets tunneled to a MAG which in
turn perforns address resolution on the Iocal access link. At the
same time, fewer flooding packets can be dropped directly at the LMA
on the basis of a nonexistent routing table entry.

Al'l of these threats apply not just to a conprom sed MAG but also to

an attacker that nanages to counterfeit the identity of a legitinmate
MAG in interacting with both nobile nodes and an LMA. Such an
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attacker can behave towards nobile nodes |ike an authorized MAG and
engage an LMA in route update signaling. In a related attack, the
per petrator eavesdrops on signaling packets exchanged between a
legitimate MAG and an LMA, and repl ays these packets at a later tine.
These attacks nmay be conducted transiently, to selectively disable
traffic for any particular nobile node at particular tines.

2.3. Man-in-the-M ddl e Attack

An attacker that manages to interject itself between a |legitimte LMA
and a legitimate MAG can act as a man in the mddle with respect to
both control plane signaling and data plane traffic. |If the attacker
is on the original control plane path, it can forge, nodify, or drop
route update packets so as to cause the establishnment of incorrect
routes or the renoval of routes that are in active use. Sinmlarly,
an attacker on the original data plane path can intercept, inspect,
nmodi fy, drop, and redirect data pl ane packets sourced by or destined
to a nobile node

A comprom sed switch or router |ocated between an LMA and a MAG can
cause simlar damage. Any switch or router on the control plane path
can forge, nodify, or drop control plane packets, and thereby
interfere with route establishnent. Any switch or router on the data
pl ane path can intercept, inspect, nodify, and drop data pl ane
packets, or rewite |IP headers so as to divert the packets fromtheir
ori gi nal path.

An attacker between an LMA and a MAG may further inpersonate the MAG
towards the LMA, and vice versa in route update signaling. The
attacker can interfere with a route establishment even if it is not
on the original control plane path between the LMA and the MAG  An
attacker off the original data plane path may undertake the same to
cause inbound data pl ane packets destined to the nmobile node to be
routed first fromthe LMA to the attacker, then to the nobile node’s
MAG and finally to the nobile node itself. As explained in

Section 2.1, here, too, it depends on the specific data pl ane
forwardi ng mechanismwi thin the |ocalized nobility managenent domain
whet her or not the attacker can influence the route of outgoing data
pl ane packets sourced by the nobil e node.

3. Threats to Interface between MAG and Mobil e Node

A MAG nonitors the arrival and departure of nobile nodes to and from
its local access |link based on Iink- or |IP-layer nechanisns.

VWhat ever signaling on the access link is thereby decisive nust be
securely bound to the nobile node identity. A MAG uses this binding
to ascribe the signaling to the nobile node and accordingly initiate
route update signaling with an LMA. The binding nust be robust to
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spoofing because it woul d otherwise facilitate inpersonation of the
mobi |l e node by a third party, denial of service, or man-in-the-mddle
att acks.

3.1. Mbbile Node Conpromise or |npersonation

An attacker that is able to forge the nmobile node identity of a
mobi |l e node can trick a MAGinto redirecting data plane packets for
the mobil e node to the attacker. The attacker can | aunch such an

i npersonation attack against a nobile node that resides on the sane
link as the attacker, or against a nobile node on a different |ink

If the attack is on-link, the redirection of packets fromthe nobile
node to the attacker is internal to the MAG and it involves no route
updat e signaling between the MAG and an LMA. On-link attacks are
possible in a regular IPv6 network [4] that does not use Secure

Nei ghbor Di scovery [5].

Of-link inpersonation requires the attacker to fabricate handoff
signaling of the nobile node and thus trick the MAG into believing
that the nmobile node has handed over onto the MAG s access link. The
attack is conceivable both if the attacker and the nobile node are on
separate |links that connect to different MAGs, as well as if they are
on separate, possibly virtual per-nobile-node |inks that connect to
the same MAG In the forner case, two MAGs woul d think they see the
mobi | e node and both woul d i ndependently performroute update
signaling with the LMA. In the |latter case, route update signaling
is likely to be performed only once, and the redirection of packets
fromthe nobile node to the attacker is internal to the MAG The
nmobi | e node can al ways recapture its traffic back fromthe attacker

t hrough anot her run of handoff signaling. But standard nobil e nodes
are generally not prepared to counteract this kind of attack, and
even where network stacks include suitable functionality, the attack
may not be noticeable early enough at the link or I P layer to quickly
institute counterneasures. The attack is therefore disruptive at a
m nimum and may potentially persist until the nobile node initiates
signaling again upon a subsequent handoff.

| nper sonati on attacks can be prevented at the link |ayer,
particularly with cellular technol ogi es where the handoff signaling
bet ween the nobil e node and the network must be authenticated and is
conpletely controlled by the wireless Iink layer. Cellular access
technol ogi es provide a variety of cryptographic and non-cryptographic
attack barriers at the link layer, which makes mounting an

i mpersonation attack, both on-link and off-link, very difficult.
However, for non-cellular technol ogies that do not require |ink-Iayer
aut henti cation and authorization during handoff, inpersonation
attacks may be possible.
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An attacker that can forge handoff signaling may al so cause denial of
service against the localized nobility managenent domain. The
attacker can trick a MAGinto believing that a | arge nunber of nobile
nodes have attached to the local access link and thus induce it to
initiate route update signaling with an LMA for each nobile node
assuned on link. The result of such an attack is both superfl uous
signal i ng overhead on the control plane as well as a high nunber of
needl ess entries in the LMA's and MAG s routing tables. The
unexpected growt h of the routing tables may eventually cause the LMA
toreject legitimate route update requests, and it may cause the MAG
to ignore handoffs of legitimte nobile nodes onto its |ocal access
link. It may also decrease the LMAN s and MAG s forwardi ng speed for
i nbound and out bound data pl ane packets due to hi gher route | ookup

| atencies, and it may for the same reason sl ow down their

responsi veness to control plane packets. An adverse side effect of
this attack is that the LMA, and hence the localized nobility
managenment dommi n as a whol e, becones nore susceptible to flooding
packets fromexternal attackers (see Section 4). The high nunber of
superfluous routes increases the probability that a floodi ng packet,
sent to a random | P address within the localized nmobility nmanagenent
domai n, matches an existing routing table entry at the LMA and gets
tunneled to a MAG, which in turn perforns address resolution on the

| ocal access link. At the sane tinme, fewer flooding packets can be
dropped directly at the LMA on the basis of a nonexistent routing
table entry.

A threat related to the ones identified above, but not limted to
handoff signaling, is IP spoofing [6]. Attackers use |IP spoofing
nmostly for reflection attacks or to hide their identities. The
threat can be reasonably contai ned by a wi de depl oynent of network
ingress filtering [7] in routers, especially within access networks.
Thi s techni que prevents |P spoofing to the extent that it ensures
topol ogi cal correctness of |P source address prefixes in to-be-
forwarded packets. Were the technique is deployed in an access
router, packets are forwarded only if the prefix of their IP source
address is valid on the router’s |local access link. An attacker can
still use a false interface identifier in conbination with an on-1ink
prefix. But since reflection attacks typically aimat off-1link
targets, and the enforcenent of topologically correct |IP address
prefixes also limts the effectiveness of identity conceal nent,
network ingress filtering has proven adequate so far. On the other
hand, prefixes are not linmted to a specific link in a localized
mobi | ity managenent donmin, so nerely ensuring topol ogi ca
correctness through ingress filtering becomes insufficient. An

addi tional nechanismfor |IP address ownership verification is
necessary to prevent an attacker from sendi ng packets with an off-
link | P source address.

Vogt & Kenpf I nf or mat i onal [ Page 8]



RFC 4832 Security Threats to NETLMM April 2007

3.2. Man-in-the-Mddl e Attack

An attacker that can interpose between a nobile node and a MAG duri ng
link- and/or |P-layer handoff signaling my be able to nount a man-
in-the-mddle attack on the nobile node, spoofing the nobile node
into believing that it has a legitinmte connection with the |ocalized
mobi | ity managenent donmin. The attacker can thus intercept,

i nspect, nodify, or drop data plane packets sourced by or destined to
t he nobil e node.

4. Threats fromthe Internet

A localized nmobility nmanagenent domai n uses individual host routes
for data plane traffic of different nobile nodes, each between an LMA
and a MAG Creation, maintenance, and deletion of these routes cause
control traffic within the localized nobility managenent donain.
These characteristics are transparent to nobile nodes as well as

ext ernal correspondent nodes, but the functional differences within
the domain may influence the inmpact that a denial -of -service attack
fromthe outside world can have on the domai n.

A deni al -of -service attack on an LMA nay be | aunched by sendi ng
packets to arbitrary | P addresses that are potentially in use by
nmobi | e nodes within the localized nobility nanagenment domain. Like a
border router, the LMAis in a topological position through which a
substantial amount of data plane traffic goes, so it nust process the
fl oodi ng packets and performa routing table | ookup for each of them
The LMA can di scard packets for which the IP destination address is
not registered in its routing table. But other packets nust be
encapsul ated and forwarded. A target MAG as well as any nobil e nodes
attached to that MAG s | ocal access link are also likely to suffer
damage because the unrequested packets nust be decapsul ated and
consune |ink bandwi dth as well as processing capacities on the
receivers. This threat is in principle the sane as for denial of
service on a regular |Pv6 border router, but because the routing
tabl e | ookups may enable the LMA to drop part of the flooding packets
early on or, on the contrary, additional tunneling workload is
required for packets that cannot be dropped, the inpact of an attack
agai nst localized nobility nmanagenment may be different.

In a related attack, the attacker nanages to obtain a globally
routable | P address of an LMA or a different network entity within
the localized nobility managenent domai n and perpetrates a denial -of -
service attack against that | P address. Localized nobility
managenent is, in general, somewhat resistant to such an attack
because nobil e nodes need never obtain a globally routable I P address
of any entity within the localized nobility nmanagenent donai n.

Hence, a conprom sed nobil e node cannot pass such an | P address off
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to a renote attacker, limting the feasibility of extracting
i nformati on on the topology of the localized nobility nanagenent
domain. It is still possible for an attacker to perform | P address

scanning if MAGs and LMAs have globally routable |IP addresses, but
the nmuch | arger | Pv6 address space nmakes scanni ng considerably nore
ti me consum ng.

5. Security Considerations

Thi s docunent describes threats to network-based | ocalized nobility
managenent. These may either occur on the interface between an LNA
and a MAG or on the interface between a MAG and a nobil e node.

M tigation nmeasures for the threats, as well as the security

consi derations associated with those neasures, are described in the
respective protocol specifications [3][8] for the two interfaces.
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