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Status of This Meno
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Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.
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Abst ract
Thi s specification defines the Extensible Markup Language (XM)
Configuration Access Protocol (XCAP). XCAP allows a client to read,
wite, and nodify application configuration data stored in XM format
on a server. XCAP maps XM. docunent sub-trees and el ement attributes

to HTTP URI's, so that these conponents can be directly accessed by
HTTP.
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1.

I nt roducti on

I n many conmmuni cati ons applications, such as Voice over |IP, instant
messagi ng, and presence, it is necessary for network servers to
access per-user information in the process of servicing a request.
This per-user information resides within the network, but is nanaged
by the end user thenselves. |ts nanagenent can be done through a
multiplicity of access points, including the web, a w rel ess handset,
or a PC application

There are nmany exanpl es of per-user information. One is presence
[20] authorization policy, which defines rul es about which watchers
are allowed to subscribe to a presentity, and what information they
are allowed to access. Another is presence lists, which are |lists of
users whose presence is desired by a watcher [26]. One way to obtain
presence information for the list is to subscribe to a resource which
represents that list [21]. 1In this case, the Resource List Server
(RLS) requires access to this list in order to process a SIP [16]
SUBSCRI BE [ 28] request for it. Another way to obtain presence for
the users on the list is for a watcher to subscribe to each user
individually. 1In that case, it is convenient to have a server store
the list, and when the client boots, it fetches the list fromthe
server. This would allow a user to access their resource lists from
different clients.

Thi s specification describes a protocol that can be used to
mani pul ate this per-user data. It is called the Extensible Markup
Language (XM.) Configuration Access Protocol (XCAP). XCAP is a set
of conventions for mappi ng XM. docunents and docunent conponents into
HTTP URI's, rules for how the nodification of one resource affects
anot her, data validation constraints, and authorization policies
associated with access to those resources. Because of this
structure, normal HTTP primtives can be used to mani pul ate the data.
XCAP is based heavily on ideas borrowed fromthe Application
Configuration Access Protocol (ACAP) [25], but it is not an extension
of it, nor does it have any dependencies on it. Like ACAP, XCAP is
meant to support the configuration needs for a multiplicity of
applications, rather than just a single one.

XCAP was not designed as a general purpose XM. search protocol, XM
dat abase update protocol, nor a general purpose, XM.-based
configuration protocol for network el enents.
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2

Overvi ew of Operation

Each application (where an application refers to a use case that
inplies a collection of data and associ ated senantics) that nmakes use
of XCAP specifies an application usage (Section 5). This application
usage defines the XML schema [2] for the data used by the
application, along with other key pieces of information. The
principal task of XCAP is to allowclients to read, wite, nodify,
create, and del ete pieces of that data. These operations are
supported using HTTP/1.1 [6]. An XCAP server acts as a repository
for collections of XM. docunents. There will be docunents stored for
each application. Wthin each application, there are docunents
stored for each user. Each user can have a nmultiplicity of documents
for a particular application. To access some conponent of one of
those docunents, XCAP defines an algorithmfor constructing a UR

that can be used to reference that conponent. Conponents refer to
any elenment or attribute within the docunent. Thus, the HTTP URIs
used by XCAP point to a docunent, or to pieces of information that
are finer grained than the XM. docunent itself. An HTTP resource
that follows the nanmi ng conventions and validation constraints
defined here is called an XCAP resource.

Si nce XCAP resources are also HTTP resources, they can be accessed
usi ng HTTP nmethods. Reading an XCAP resource is acconplished with
HTTP GET, creating or nodifying one is done with HTTP PUT, and
renovi ng one of the resources is done with an HTTP DELETE. XCAP
resources do not represent processing scripts; as a result, POST
operations to HTITP URIs representing XCAP resources are not defi ned.
Properties that HTTP associates with resources, such as entity tags,
al so apply to XCAP resources. |Indeed, entity tags are particularly
useful in XCAP, as they allow a nunmber of conditional operations to
be perforned.

XM. docurents that are equivalent for the purposes of many
applications may differ in their physical representation. Wth XCAP
resources, the canonical formwith comrents [19] of an XM. docunent
determ nes the | ogical equivalence. In other words, the canonica
speci fication determ nes how significant whitespace MIJST be
processed. It also inplies that, for exanple, new inserted
attributes may appear in any order within the physica
representation.

Ter mi nol ogy

In this docunment, the key words "MJST", "MJST NOT", "REQUI RED',
"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY",
and "OPTIONAL" are to be interpreted as described in RFC 2119 [7] and
i ndi cate requirenment | evels for conpliant inplenentations.
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4. Definitions
The following terns are used throughout this docunent:

XCAP Resource: An HTTP resource representing an XM. docunent, an
el ement within an XM. docunent, or an attribute of an el enent
within an XM. docurent that follows the nam ng and vali dation
constrai nts of XCAP.

XCAP Server: An HITP server that understands how to follow the
nanm ng and validation constraints defined in this specification

XCAP Client: An HTTP client that understands how to follow the
nam ng and validation constraints defined in this specification

Application: A collection of software conponents within a network
whose operation depends on data nanaged and stored on an XCAP
server.

Application Usage: Detailed information on the interaction of an
application with the XCAP server.

Application Unique ID (AUD): A unique identifier within the
nanespace of application unique IDs created by this specification
that differentiates XCAP resources accessed by one application
from XCAP resources accessed by anot her.

Nam ng Conventions: The part of an application usage that specifies
wel | -known URI's used by an application, or nore generally,
specifies the URIs that are typically accessed by an application
during its processing.

XCAP User ldentifier (XUl'): The XU is a string, valid as a path
element in an HTTP URI, that is associated with each user served
by the XCAP server

XCAP Root: A context that contains all the docunments across al
appl i cation usages and users that are managed by the server.

Docunent Sel ector: A sequence of path segnents, with each segnent
bei ng separated by a "/", that identify the XM. docunent within an
XCAP root that is being sel ected.

Node Sel ector: A sequence of path segments, with each segment being

separated by a "/", that identify the XML node (el enent or
attribute) being selected within a docunent.
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Node Sel ector Separator: A single path segrment equal to two tilde

characters "~~" that is used to separate the docunent sel ector
fromthe node selector within an HTTP URI.

Docurrent URI: The HTTP URI containing the XCAP root and docunent
selector, resulting in the selection of a specific docunent. As a
result, performng a GET against the docunent URI would retrieve
the docunent.

Node URI: The HTTP URI containing the XCAP root, docunent selector,
node sel ector separator, and node selector, resulting in the
sel ection of a specific XM. node.

XCAP Root URI: An HTTP URI that represents the XCAP root. Although
a syntactically valid URI, the XCAP Root URI does not correspond
to an actual resource on an XCAP server. Actual resources are
created by appending additional path information to the XCAP Root
URI .

G obal Tree: A URl that represents the parent for all gl oba
docunents for a particular application usage within a particul ar
XCAP r oot .

Hone Directory: A UR that represents the parent for all docunents
for a particular user for a particular application usage within a
particul ar XCAP root.

Positional Insertion: A PUT operation that results in the insertion
of a new elenent into a docunment such that its position, relative
to other children of the sane parent, is set by the client.

5. Application Usages

Each XCAP resource on a server is associated with an application. In
order for an application to use those resources, application specific
conventions nust be specified. Those conventions include the XM
schema that defines the structure and constraints of the data, well-
known URIs to bootstrap access to the data, and so on. Al of those
application specific conventions are defined by the application
usage.

5.1. Application Unique |ID (AU D)

Each application usage is associated with a name, called an
Application Unique ID (AU D). This name uniquely identifies the
application usage within the nanespace of application usages, and is
different from AU Ds used by other applications. AU Ds exist in one
of two nanespaces. The first nanespace is the | ETF nanmespace. This
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namespace contains a set of tokens, each of which is registered with
| ANA. These registrations occur with the publication of standards
track RFCs [27], based on the guidelines in Section 15. The second
nanespace is the vendor-proprietary nanespace. Each AU D in that
nanespace is prefixed with the reverse donain nane of the

organi zation creating the AU D, followed by a period, followed by any
vendor defined token. As an exanple, the exanple.com domain can
create an AU D with the value "com exanpl e. foo" but cannot create one
with the value "org.exanple.foo". AU Ds within the vendor nanespace
do not need to be registered with | ANA. The vendor nanespace is al so
meant to be used in |ab environments where no central registry is
needed. The syntax for AU Ds, expressed in ABNF [12] (and using sone
of the BNF defined in RFC 3986 [13]), is:

AUl D = global-a-uid / vendor-a-uid
gl obal -a-ui d = a-uid
a-uid = 1*a-uid-char
vendor-a-uid = rev-hostname "." a-uid
rev- host nane = toplabel *( "." domainl abel )
domai nl abel = al phanum
[ al phanum *( al phanum/ "-" ) al phanum
t opl abel = ALPHA / ALPHA *( al phanum/ "-" ) al phanum
a- ui d- char = a-uid-unreserved / pct-encoded / sub-delins
Y NG )
; pct-encoded from RFC 3986
; sub-delinms from RFC 3986
al phanum = ALPHA / DGAT
;DA T from RFC 4234
; ALPHA from RFC 4234
a-ui d-unreserved = ALPHA/ DI@T / "-" [ " " [ "~"

The all owed characters for the auid production is a subset of the
pchar production defined in RFC 3986. In particular, it omts the
".", which allows for the auid to be separated fromthe reverse
host name.

5.2. Default Docunent Nanespace

In order for the XCAP server to match a URI to an el enent or
attribute of a docunent, any XM. nanespace prefixes used within the
URI rnust be expanded [3]. This expansion requires a nanespace

bi nding context. That context maps nanespace prefixes to nanmespace
URIs. It also defines a default namespace that applies to el enents
in the URI w thout namespace prefixes. The nanespace bi ndi ng cont ext
comes fromtwo sources. First, the mappi ng of namespace prefixes to
nanespace URIs is obtained fromthe URl itself (see Section 6.4).
However, the default docunment namespace is defined by the application
usage itself, and applies to all URIs referencing resources within
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that application usage. All application usages MJST define a
nanespace URI that represents the default docunent namespace to be
used when evaluating URIs. The default document nanespace does not
apply to elements or attributes within the docunents thenselves -- it
applies only to the evaluation of URIs within that application usage.
I ndeed, the term’ ' default docunment namespace’ is distinct fromthe
term’ ' default namespace’. The latter has the standard nmeaning within
XM. docurnents, and the former refers to the default used in

eval uati on of XCAP URIs. XCAP does not change in any way the
mechani sns for determ ning the default nanmespace within XM
docunents. However, if a docunent contains a URl representing an
XCAP resource, the default docunment nanespace defined by the
application usage applies to that URI as well.

5.3. Data Val i dation

One of the responsibilities of an XCAP server is to validate the
content of each XCAP resource when an XCAP client tries to nodify
one. This is done using two mechanisms. Firstly, all application
usages MUST describe their docunment contents using XM. schema [2].
The application usage MJIST al so identify the MM type for docunents
conpliant to that schena.

Unfortunately, XM. schenmas cannot represent every form of data
constraint. As an exanple, one XM el enment may contain an integer
that defines the maxi mum nunber of instances of another el enent.

Thi s constraint cannot be represented with XML schema. However, such
constraints may be inportant to the application usage. The
appl i cation usage defines any additional constraints beyond those in
t he schena.

O particular inportance are uni queness constraints. |In many cases,
an application will require that there be only one instance of some
el ement or attribute within a particular scope. Each uni queness
constraint needs to be specified by identifying the field, or

conbi nations of fields, that need to be unique, and then identifying
the scope in which that uniqueness applies. One typical scope is the
set of all elenents of a certain nane within the same parent.

Anot her typical scope is the set of all URIs valid within a
particular domain. In sone cases, these constraints can be specified
usi ng XM. schermm, which provides the <uni que> elenent for this
purpose. O her uniqueness constraints, such as URl uni queness across
a domai n, cannot be expressed by schema. \Whether or not the schema
is used to express some of the uniqueness requirenents, the
appl i cation usage MJST specify all uniqueness requirenments when it
defines its data validation needs.
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For exanple, the resource |lists application usage [22] requires that
each <list> el ement have a unique value for the "nanme" attribute
within a single parent. As another exanple, the RLS services
application usage [22] requires that the value of the "uri" attribute
of the <service> element be a URI that is unique within the domain of
the URI.

URI constraints represent another form of constraints. These are
constraints on the scheme or structure of the schene-specific part of
the URI. These kinds of constraints cannot be expressed in an XM
schena. |If these constraints are inportant to an application usage,
they need to be explicitly called out.

Anot her inportant data constraint is referential integrity.
Referential integrity is inportant when the name or val ue of an

el ement or attribute is used as a key to select another el enent or
attribute. An application usage MAY specify referential integrity
constraints. However, XCAP servers are not a replacenment for

Rel ati onal Dat abase Managenent Systens (RDBMS), and therefore clients
MJUST NOT depend on servers to maintain referential integrity. XCAP
clients are responsible for making all the appropriate changes to
docunents in order to maintain referential integrity.

Anot her constraint is character encoding. XM allows docunents to be
encoded using several different character sets. However, this

speci ficati on mandates that all documents used with XCAP MJST be
encoded using UTF-8. This cannot be changed by an application usage.

The data validation information is consuned by both clients, which
use themto nake sure they construct requests that will be accepted
by the server, and by servers, which validate the constraints when
they receive a request (with the exception of referential integrity
constraints, which are not validated by the server)

5.4. Data Semantics

For each application usage, the data present in the XM. docunent has
a wel | -defined semantic. The application usage defines that
semantic, so that a client can properly construct a docunent in order
to achieve the desired result. They are not used by the server, as
it is purposefully unaware of the senmantics of the data it is
managi ng. The data semantics are expressed in English prose by the
appl i cation usage.

One particularly inmportant semantic is the base URI that is to be
used for the resolution of any relative URl references pointed to
XCAP resources. As discussed below, relative URI references pointing
to XCAP resources cannot be resolved using the retrieval URI as the
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base URI. Therefore, it is up to the application usage to specify
the base URI.

5.5. Nami ng Conventions

In addition to defining the neaning of the document in the context of
a particular application, an application usage has to specify how the
applications obtain the documents they need. |In particular, it needs
to define any well-known URIs used for bootstrapping purposes, and
docunent any other conventions on the URIs used by an application

It should al so document how docunents reference each other. These
conventions are called nam ng conventi ons.

For many application usages, users need only a single document. In
such a case, it is RECOMVENDED that the application usage require
that this document be called "index" and exist within the user’s hone
directory.

As an exanple, the RLS services application usage allows an RLS to
obtain the contents of a resource list when the RLS receives a
SUBSCRI BE request for a SIP URl identifying an RLS service. The
application usage specifies that the list of service definitions is
present within a specific docunent with a specific nanme within the
global tree. This allows the RLS to performa single XCAP request to
fetch the service definition for the service associated with the SIP
URI in a SUBSCRI BE request.

Nam ng conventions are used by XCAP clients to construct their URls.
The XCAP server does not make use of them

5.6. Resource Interdependencies

VWhen a user nodifies an XCAP resource, the content of many ot her
resources is affected. For exanple, when a user deletes an XM

el ement within a docunent, it does so by issuing a DELETE request
against the URI for the el ement resource. However, deleting this

el ement also deletes all child elenents and their attributes, each of
which is also an XCAP resource. As such, manipul ation of one
resource affects the state of other resources.

For the nost part, these interdependencies are fully specified by the
XM. scherma used by the application usage. However, in sone
application usages, there is a need for the server to relate
resources together, and such a rel ationship cannot be specified
through a schema. This occurs when changes in one docunent will

af fect another docunent. Typically, this is the case when an
application usage is defining a docunent that acts as a collection of
i nformati on defined in other documents.
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As an exanpl e, when a user creates a new RLS service (that is, it
creates a new <service> elenent within an RLS services document), the
server adds that element to a read-only global |ist of services

mai ntai ned by the server in the global tree. This read-only globa
list is accessed by the RLS when processing a SIP SUBSCRI BE r equest.

Resource interdependencies are used by both XCAP clients and servers.
5.7. Authorization Policies

By default, each user is able to access (read, nodify, and delete)

all the docunments bel ow their hone directory, and any user is able to
read docunents within the global directory. However, only trusted
users, explicitly provisioned into the server, can nodify gl oba
docunent s.

The application usage can specify a different authorization policy
that applies to all docunents associated with that application usage.
An application usage can al so specify whether another application
usage is used to define the authorization policies. An application
usage for setting authorization policies can also be defined
subsequent to the definition of the nmain application usage. In such
a case, the main application usage needs only to specify that such a
usage will be defined in the future.

If an application usage does not wi sh to change the default
aut hori zation policy, it can nerely state that the default policy is
used.

The aut horization policies defined by the application usage are used
by the XCAP server during its operation

5.8. Data Extensibility

An XCAP server MJST understand an application usage in order to
process an HTTP request nade agai nst a resource for that particul ar
application usage. However, it is not required for the server to
understand all of the contents of a document used by an application
usage. A server is required to understand the baseline schema
defined by the application usage. However, those schemas can define
poi nts of extensibility where new content can be added from ot her
nanespaces and correspondi ng schenas. Sonetines, the server will
under st and t hose nanmespaces and therefore have access to their
schemas. Sonetinmes, it will not.

A server MJST allow for docunents that contain el enments from
nanespaces not known to the server. |n such a case, the server
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cannot validate that such content is schema conpliant; it will only
verify that the XM_ is well-formed

If aclient wants to verify that a server supports a particul ar
nanespace before operating on a resource, it can query the server for
its capabilities using the XCAP Capabilities application usage,
di scussed in Section 12

5.9. Docunenting Application Usages

Application usages are docunented in specifications that convey the

i nformati on descri bed above. |In particular, an application usage

speci ficati on MIUST provide the follow ng infornmation:

0 Application Unique ID (AUD): If the application usage is neant
for general use on the Internet, the application usage MJST
register the AUD into the | ETF tree using the | ANA procedures
defined in Section 15.

0 XM Schema

o0 Default Docunent Nanespace

o MM Type

o Validation Constraints

o Data Senantics

o Naming Conventions

0 Resource Interdependencies

0 Authorization Policies

5.10. @uidelines for Creating Application Usages

The primary design task when creating a new application usage is to

define the schema. Although XCAP can be used with any XM. docunent,

intelligent schema design will inprove the efficiency and utility of
the docunent when it is nanipul ated with XCAP.

XCAP provides three fundanental ways to sel ect el enents anongst a set

of siblings: by the expanded name of the element, by its position, or

by the value of a specific attribute. Positional selection always

allows a client to get exactly what it wants. However, it requires a

client to cache a copy of the docunment in order to construct the
predicate. Furthernore, if a client perforns a PUT, it requires the
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client to reconstruct the PUT processing that a server would follow
in order to update its local cached copy. Qherwise, the client wll
be forced to re-CGET the docunent after every PUT, which is
inefficient. As such, it is a good idea to design schemas such that
common operations can be perfornmed without requiring the client to
cache a copy of the docunent.

W thout positional selection, a client can pick the elenent at each
step by its expanded name or the value of an attribute. Many schenas
i nclude el enents that can be repeated within a parent (often,

m nCccurs equal s zero or one, and maxCccurs i s unbounded). As such,
all of the elenents have the same nanme. This leaves the attribute
value as the only way to select an element. Because of this, if an
application usage expects the user to mani pul ate el ements or
attributes that are descendants of an el ement that can repeat, that

el ement SHOULD include, in its schema, an attribute that can be
suitably used as a unique index. Furthernore, the nam ng conventions
defined by that application usage SHOULD specify this uniqueness
constraint explicitly.

URIs often make a good choice for such a unique index. They have
fundanent al uni queness properties, and are al so usually of semantic
significance in the application usage. However, care nust be taken
when using a URl as an attribute value. URl equality is usually
conmpl ex. However, attribute equality is performed by the server
using XM_ rul es, which are based on case sensitive string comparison
Thus, XCAP will match URIs based on |l exical equality, not functiona
equality. In such cases, an application usage SHOULD consi der these
i mplications carefully.

XCAP provides the ability of a client to operate on a single el enent,
attribute, or docunent at a tine. As a result, it may be possible
that common operations the client m ght performw |l require a
sequence of multiple requests. This is inefficient, and introduces
the possibility of failure conditions when another client nodifies
the docunent in the nmiddle of a sequence. |In such a case, the client
will be forced to detect this case using entity tags (discussed bel ow
in Section 7.11), and undo its previous changes. This is very
difficult.

As a result, the schenmas SHOULD be defined so that common operations
generally require a single request to perform Consider an exanple.
Let’s say an application usage is defining pernissions for users to
performcertain operations. The schema can be designed in two ways.
The top level of the tree can identify users, and within each user,
there can be the pernissions associated with the user. 1In an
alternative design, the top level of the tree identifies each

perm ssion, and within that permnission, the set of users who have it.
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If, inthis application usage, it is conmmon to change the perni ssion
for a user fromone value to another, the forner schema design is
better for xcap; it will require a single PUT to make such a change.
In the latter case, either the entire docunent needs to be repl aced
(which is a single operation), or two PUT operations need to occur --
one to renove the user fromthe old pernission, and one to add the
user to the new perm ssion

Nam ng conventions form another key part of the design of an
application usage. The application usage should be certain that XCAP
clients know where to "start" to retrieve and nodi fy docunments of
interest. GCenerally, this will involve the specification of a well-
known docunent at a well-known URI. That docunent can contain
references to other docunents that the client needs to read or

nmodi fy.

6. URlI Construction

In order to mani pul ate an XCAP resource, the data nust be represented
by an HTTP URI. XCAP defines a specific nam ng convention for
constructing these URIs. The URI is constructed by concatenating the
XCAP root with the docunent selector with the node sel ector separator
with a percent-encoded formof the node selector. This is followed
by an optional query conponent that defines nanespace bindi ngs used
in evaluating the URI. The XCAP root is the enclosing context in

whi ch all XCAP resources live. The docunment selector is a path that
identifies a docunent within the XCAP root. The node sel ector
separator is a path segnent with a value of double tilde ("~~"), and
SHOULD NOT be percent-encoded, as advised in Section 2.3 of RFC 3986
[13]. URIs containing WEWE shoul d be nornalized to ~~ for

compari son; they are equivalent. The node selector separator is a

pi ece of syntactic sugar that separates the document selector from
the node selector. The node selector is an expression that
identifies a conponent of the document, such as an el enent or
attribute. It is possible that a "~~" appears as part of the node
selector itself; in such a case, the first "~~" in the URl is the
node sel ector separator

The sections bel ow descri be these conponents in nore detail.
6.1. XCAP Root

The root of the XCAP hierarchy is called the XCAP root. It defines
the context in which all other resources exist. The XCAP root is
represented with an HTTP URI, called the XCAP Root URI. This URl is
a valid HTTP URI; however, it doesn’t point to any resource that
actually exists on the server. |Its purpose is to identify the root
of the tree within the donmain where all XCAP documents are stored
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It can be any valid HTTP URI, but MJST NOT contain a query comnponent
(a conpl ete XCAP URI may have a query comnmponent, but it is not part
of the XCAP root URI). It is RECOMVENDED that it be equal to

xcap. domai n, where domain is the donmain of the provider. As an
exanpl e, "http://xcap.exanpl e.cont’ m ght be used as the XCAP root URI
within the exanpl e.comdomain. Typically, the XCAP root URI is
provisioned into client devices. |If not explicitly provisioned,
clients SHOULD assune the form xcap.domain, where domain is the
domai n of their service provider (for SIP, this would be the domain
part of their Address-of-Record (AOR)). A server or dommi n MAY
support multiple XCAP root URIs. |In such a case, it is effectively
operating as if it were serving separate donains. There is never
informati on carryover or interactions between resources in different
XCAP root URIs.

When a client generates an HITP request to a URI identifying an XCAP
resource, RFC 2616 procedures for the construction of the Request-UR
apply. In particular, the authority conponent of the URI may not be
present in the Request-URI if the request is sent directly to the
origin server.

The XCAP root URI can also be a relative HTTP URI. It is the
responsibility of the application usage to specify the base URl for
an HTTP URI representing an XCAP resource whenever such a URl appears
within a docunent defined by that application usage. GCenerally
speaking, it is unsafe to use the retrieval URI as the base URI.

This is because any URI that points to an ancestor for a particul ar
el ement or attribute can contain content including that el enent or
attribute. |If that element or attribute contained a relative UR
reference, it would be resolved relative to whatever happened to be
used to retrieve the content, and this will often not be the base UR
defined by the application usage.

6.2. Docunent Sel ector

Each docunment within the XCAP root is identified by its docunent

sel ector. The docunent selector is a sequence of path segnents,
separated by a slash ("/"). These path segnents define a

hi erarchical structure for organi zing docunents w thin any XCAP root.
The first path segnent MJST be the XCAP AU D. So, continuing the
exanpl e above, all of the docunents used by the resource lists
application would be under "http://xcap.exanpl e.com resource-|ists".

o Inplementors making use of HITP servlets should be aware that XCAP
may require themto get authorization fromthe server
adm nistrator to place resources within this specific subset of
the URI nanespace.
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It is assuned that each application will have data that is set by
users, and/or it will have global data that applies to all users. As
a result, beneath each AU D, there are two sub-trees. One, called
"users", holds the docunents that are applicable to specific users,
and the other, called "global", holds docunents applicable to all
users. The sub-tree beneath "global" is called the global tree. The
path segment after the AU D MUST either be "global" or "users".

Wthin the "users” tree are zero or nore sub-trees, each of which
identifies docunents that apply to a specific user. Each user known
to the server is associated with a usernane, called the XCAP User
Identifier (XU). Typically, an endpoint is provisioned with the
value of the XU . For systens that support SIP applications, it is
RECOMVENDED t hat the XUl be equal to the Address-of-Record (AOR) for
the user (i.e., sip:joe@xanple.com. Since SIP endpoints generally
know their AOR, they will also knowtheir XU . As a consequence, if
no XU is explicitly provisioned, a SIP User Agent SHOULD assune it
is equal to their ACR This XU MJST be used as the path segnent
beneath the "users" segnent. Since the SIP URI allows for characters
that are not permitted in HTTP URl path segments (such as the '? and
"/" characters, which are permtted in the user part of the SIP URl),
any such characters MJST be percent encoded. The sub-tree beneath an
XU for a particular user is called their hone directory. "User" in
this context should be interpreted | oosely; a user mght correspond
to a device, for exanple.

XCAP does not itself define what it means for docunents to "apply" to
a user, beyond specification of a baseline authorization policy,
described below in Section 8  Each application usage can specify
addi tional authorization policies that depend on data used by the
application itself.

The remai nder of the docunent selector (the path follow ng "gl obal”
or the XU') points to specific docunents for that application usage.
Subdirectories are permitted, but are NOIT RECOVWENDED. XCAP provides
no way to create sub-directories or to list their contents, thus
limting their utility. |If subdirectories are used, there MJST NOT
be a docunent in a directory with the same name as a sub-directory.

The final path segnent in the docunent selector identifies the actua
docunent in the hierarchy. This is equivalent to a fil enane, except
that XCAP does not require that its docunment resources be stored as
files in afile system However, the term"filename" is used to
describe the final path segnent in the docunent selector. In
traditional filesystens, the filename would have a fil enane
extension, such as ".xm". There is nothing in this specification
that requires or prevents such extensions from being used in the
filenanme. In sone cases, the application usage will specify a nam ng
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convention for docunents, and those nani nhg conventions may or may hot
specify a file extension. For exanple, in the RLS services
application usage [22], documents in the user’s hone directory with
the filenanme "index" will be used by the server to conpute the gl oba
i ndex, which is also a docunent with the filenanme "index". Barring
specific guidelines in the application usage, if a user has a single
docunent for a particular application usage, this SHOULD be called
"index".

When the nami ng conventions in an application usage do not constrain
the filenanme conventions (or, nore generally, the docunent selector),
an application will know the filenane (or nore generally, the
docunent sel ector) because it is included as a reference in a
docunent accessed by the client. As another exanple, within the

i ndex docunment defined by RLS services, the <service> el enent has a
child el enent called <resource-list> whose content is a URI pointing
to a resource list within the users hone directory.

As a result, if the user creates a new docunent, and then references
that document from a well-known docurment (such as the index docunent
above), it doesn’t matter whether or not the user includes an
extension in the filenane, as long as the user is consistent and

mai ntains referential integrity.

As an exanple, the path segnent
"/resource-lists/users/sip:joe@xanpl e.conindex" is a docunent

sel ector. Concatenating the XCAP root URI with the docunent sel ector
produces the HTTP URI "http://xcap. exanpl e. com resource-|ists/users/
si p:joe@xanple.comindex". In this URI, the AU D is "resource-
lists", and the docunment is in the user tree with the XU
"sip:joe@xanple.com with filenane "index"

6. 3. Node Sel ect or

The node sel ector specifies specific nodes of the XM. docunent that
are to be accessed. A node refers to an XM. elenent, an attribute of
an elenent, or a set of namespace bindings. The node selector is an
expression that identifies an element, attribute, or set of namespace
bindings. Its grammar is:

node- sel ect or
term nal - sel ector

el ement-sel ector ["/" terminal -sel ector]
attribute-selector / nanmespace-sel ector /
ext ensi on-sel ect or

step *( "/" step)

el ement - sel ect or

step by-name / by-pos / by-attr / by-pos-attr /
ext ensi on- sel ect or

by- nanme = Naneor Any

by- pos = Nameor Any "[" position "]"
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attri bute-sel ector
nanmespace- sel ect or
ext ensi on- sel ect or

"@ att-nane
"namespace: : *"
1*( 9%O00-2e / 9%&30-ff ) ; anything but "/*"

position =1*DAT

attr-test ="@ att-nane "=" att-val ue

by-attr = Naneor Any "[" attr-test "]"

by- pos-attr = NaneorAny "[" position "]" "[" attr-test "]"
Naneor Any = Nanme / "*" ; QNane from XML Nanmespaces
att-nanme = Nane

att-val ue = AttVal ue ; from XM specification

The QName grammar is defined in the XM. nanespaces [3] specification,
and the AttValue grammar is defined in the XML specification XM 1.0

[1].

The extension-selector is included for purposes of extensibility. It
can be conposed of any character except the slash, which is the
delinmter anobngst steps. Any characters in an extension that cannot
be represented in a URI MJST be percent-encoded before placenment into
a URl.

Not e that the double quote, |left square bracket and right square
bracket characters, which are neani ngful to XCAP, cannot be directly
represented in the HTTP URI. As a result, they are percent-encoded
when placed within the HTTP URI. In addition to these characters, an
apostrophe (') character can be used as a delinmter wthin XPath
expressions. Furthernore, since XM allows for non-ASClI| characters,
the nanmes of elenents and attributes nay not be directly
representable in a URI. Any such characters MJST be represented by
converting themto an octet sequence corresponding to their
representation in UTF-8, and then percent-encodi ng that sequence of
octets.

Simlarly, the XML specification defines the QNane production for the
grammar for elenment and attribute nanes, and the AttVal ue production
for the attribute values. Unfortunately, the characters permtted by
t hese productions include some that are not allowed for pchar, which
is the production for the allowed set of characters in path segments
in the URI. The AttValue production allows many such characters
within the US-ASCI| set, including the space. Those characters MJST
be percent-encoded when placed in the URI. Furthernore, QNane and
AttVal ue all ow many Uni code characters, outside of US-ASCII. Wen
these characters need to be represented in the HTTP URI, they are
percent -encoded. To do this, the data should be encoded first as
octets according to the UTF-8 character encoding [18], and then only
those octets that do not correspond to characters in the pchar set
shoul d be percent-encoded. For exanple, the character A would be
represented as "A", the character LATIN CAPI TAL LETTER A W TH GRAVE
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woul d be represented as "%C3%80", and the character KATAKANA LETTER A
woul d be represented as "%E3%¥B2YA2" .

As a result, the grammar above represents the expressions processed
by the XCAP server internally after it has decoded the URI. The on-

the-wire format is dictated by RFC 3986 [13]. In the discussions and
exanpl es bel ow, when the node selectors are not part of an HTTP URI
they are presented in their internal format prior to encoding. |If an

exanpl e includes a node selector within an HITP URI, it is presented
in its percent-encoded form

The node selector is based on the concepts in XPath [10]. I ndeed,
the node sel ector expression, before it is percent-encoded for
representation in the HITP URI, happens to be a valid XPath
expression. However, XPath provides a set of functionality far
richer than is needed here, and its breadth would introduce much
unneeded conpl exity into XCAP

To deternmine the XML el enent, attribute, or nanespace bindings

sel ected by the node sel ector, processing begins at the root node of
the XML document. The first step in the elenment selector is then
taken. Each step chooses a single XML el enent within the current
docunent context. The docunent context is the point within the XM
docunent fromwhich a specific step is evaluated. The docunent
context begins at the root node of the document. When a step
determines an el enent within that context, that el enent becones the
new context for evaluation of the next step. Each step can select an
el ement by its nane (expanded), by a conbi nation of nane and
attribute value, by nane and position, or by nanme, position and
attribute. |In all cases, the nanme can be wildcarded, so that all

el ements get sel ected

The sel ection operation operates as follows. Wthin the current
docunment context, the children of that context are enunerated in
docunent order. |If the context is the root node of the docunent, its
child elenent is the root elenent of the docunent. |f the context is
an elenent, its children are all of the children of that el ement
(naturally). Next, those elenments whose nane is not a match for
Naneor Any are discarded. An element nane is a match if NanmeorAny is
the wildcard, or if it is not a wildcard, the el enent name matches
Naneor Any. Matching is discussed below. The result is an ordered
list of elenents.

The elements in the list are further filtered by the predicates,

whi ch are the expressions in square brackets foll owi ng Nameor Any.
Each predicate further prunes the elements fromthe current ordered
list. These predicates are evaluated in order. |If the content of
the predicate is a position, the position-th element is selected
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(that is, treat "position" as a variable, and take the el enent whose
position equals that variable), and all others are discarded. |If
there are fewer elenents in the list than the value of position, the
result is a no-nmatch.

If the content of the predicate is an attribute nane and val ue, all
el ements possessing an attribute with that name and val ue are

sel ected, and all others are discarded. Note that, although a
docunent can have namespace declarations within el enments, those

el ements cannot be sel ected using a nanespace declaration as a
predicate. That is, a step |ike "el-name[ @&n ns=' namespace’]" wll
never match an elenment, even if there is an elenent in the list that
specifies a default nanespace of "namespace". |n other words, a
nanespace node is NOT an attribute. |f the nanespaces in scope for
an el enent are needed, they can be sel ected using the nanespace-

sel ector described below. |If there are no elenents with attributes
havi ng the given nane and value, the result is a no-natch.

After the predicates have been applied, the result will be a
no-mat ch, one elenent, or multiple elenents. |If the result is
multiple elenents, the node selector is invalid. Each step in a node
sel ector MUST produce a single elenment to formthe context for the
next step. This is nore restrictive than general XPath expressions,
which allow a context to contain nmultiple nodes. |If the result is a
no- mat ch, the node selector is invalid. The node selector is only
valid if a single elenent was selected. This elenment becones the
context for the evaluation of the next step in the node sel ector

expr essi on.

The | ast |ocation step is either the previously described el enent
selector or a "termnal selector”. |If the termnal selector is an
attribute selector, the server checks to see if there is an attribute
with the sane expanded name in the current element context. |If there
is not, the result is considered a no-match. O herw se, that
attribute is selected. |If the terminal selector is a nanespace
selector, the result is equal to the set of nanespace bindings in
scope for the elenent, including the possible default nanespace
declaration. This specification defines a syntax for representing
nanespace bindings, so they can be returned to the client in an HITP
response.

As a result, once the entire node selector is evaluated against the
docunent, the result will either be a no-match, invalid, a single
element, a single attribute, or a set of nanespace bindi ngs.

Mat chi ng of elenent nanes is perforned as follows. The el enent being

conpared in the step has its nane expanded as described in XM
nanespaces [3]. The elenent nane in the step is al so expanded. This
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expansi on requires that any nanespace prefix is converted to its
nanespace URI. Doing that requires a set of bindings fromprefixes
to namespace URIs. This set of bindings is obtained fromthe query
conmponent of the URI (see Section 6.4). |If the prefix of the Q\ane
of an elenent is enpty, the corresponding URI is then the default

docunment namespace URI defined by the application usage, or null if
not defined. Conparisons are then perforned as described in XM
nanespaces [3]. Note that the nanespace prefix expansions descri bed

here are different than those specified in the XPath 1.0
specification, but are closer to those currently defined by the XPath
2.0 specification [24].

Mat ching of attribute names proceeds in a simlar way. The attribute
in the docunment has its name expanded as described in XM. namespaces
[3]. If the attribute name in the attribute selector has a nanespace
prefix, its name is expanded using the nanespace bindi ngs obtai ned
fromthe query conmponent of the URI. An unprefixed attribute QNane
is in no namespace

Conments, text content (including whitespace), and processing
instructions can be present in a docunent, but cannot be sel ected by
the expressions defined here. O course, if such information is
present in a docunent, and a user selects an XM. el enment encl osing
that data, that information would be included in a resulting GET, for
exanple. Furthernore, whitespace is respected by XCAP. |If a client
PUTs an el ement or docunent that contains whitespace, the server
retains that whitespace, and will return the el ement or document back
to the client with exactly the sane whitespace. Simlarly, when an
elenment is inserted, no additional whitespace is added around the
inserted elenent, and the elenent gets inserted in a very specific

| ocation relative to any whitespace, conments, or processing
instructions around it. Section 8.2.3 describes where the insertion
occurs.
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As an exanpl e, consider the follow ng XM. document:

<?xm version="1.0"?>
<wat cheri nfo xm ns="urn:ietf:parans: xm : ns: wat cheri nf o"
version="0" state="full">
<wat cher-1ist resource="sip: professor @xanpl e. net"
package="presence" >
<wat cher status="active"
i d="8aj ksj da7s"
dur ati on- subscri bed="509"
event =" appr oved" >si p: user A@xanpl e. net </ wat cher >
<wat cher status="pendi ng"
i d="hh8j uj a87s997- ass7"
di spl ay- name="M. Subscri ber"
event ="subscri be" >si p: user B@xanpl e. or g</ wat cher >
</wat cher-1list>
</ wat cheri nf o>

Fi gure 3: Exampl e XM. Docunent

Assumi ng that the default document nanespace for this application
usage is "urn:ietf:parans: xm:ns:watcherinfo", the node sel ector
wat cheri nf o/ wat cher-1i st/ wat cher[ @d="8aj ksj da7s"] would sel ect the
following XM_ el enent:

<wat cher status="active"
i d="8aj ksj da7s"
dur ati on- subscri bed="509"
event =" appr oved" >si p: user A@xanpl e. net </ wat cher >

6.4. Namespace Bindings for the Sel ector

In order to expand the namespace prefixes used in the node sel ector
a set of bindings fromthose nanespace prefixes to nanespace URI nust
be used. Those bindings are contained in the query conponent of the
URI. |If no query conponent is present, it means that only the
default docunment nanespace (as identified by the application usage)
is defined. The query conponent is formatted as a valid xpointer
expression [5] after suitable URI encoding as defined in Section 4.1
of the Xpointer framework. This xpointer expression SHOULD only
contain expressions fromthe xnmns() scheme [4]. A server conpliant
to this specification MJST ighore any xpointer expressions not from
the xm ns() schenme. The xm ns() xpointer expressions define the set
of namespace bindings in use for evaluating the URI.

Not e that xpointer expressions were originally designed for usage

within fragnent identifiers of URIs. However, within XCAP, they are
used within query conponents of URIs.
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The foll owi ng exanpl e shows a nore conpl ex matching operation, this
time including the usage of namespace bi ndings. Consider the
fol |l owi ng docunent:

<?xm version="1.0"?>
<foo xm ns="urn:test:default-nanespace">
<nsl: bar xm ns:nsl="urn:test:nanespacel-uri"
xm ns="urn:test: nanespacel-uri">
<baz/ >
<ns2: baz xm ns:ns2="urn:test:nanmespace2-uri"/>
</ nsl: bar>
<ns3: hi xm ns: ns3="urn: test:namespace3-uri">
<t here/ >
</ ns3: hi >
</ foo>

Assunme that this docunent has a docunent URI of

"http://xcap. exanpl e. conftest/users/sip:joe@xanpl e.contindex", where
"test" is the application usage. This application usage defines a
default docunment nanespace of "urn:test:default-nanespace". The XCAP
URI :

http:// xcap. exanpl e. conft est/ user s/ si p:j oe@xanpl e. cont i ndex/
~~/ f oo/ a: bar/ b: baz?xm ns(a=urn:test: nanespacel-uri)
xm ns(b=urn:test: namespacel-uri)

will select the first <baz> child el ement of the <bar> elenent in the
docunment. The XCAP URI:

http:// xcap. exanpl e. coni t est/ user s/ si p:joe@xanpl e. cont i ndex/
~~/ f oo/ a: bar/ b: baz?xm ns(a=urn:test: nanespacel-uri)
xm ns(b=urn:test: nanespace2-uri)

will select the second <baz> child el enent of the <bar> el enent in
the docunent. The following XCAP URI will also select the second
<baz> child el enent of the <bar> elenent in the docunent:

http://xcap. exanpl e. coml t est/ user s/ si p: j oe@xanpl e. cont i ndex/
~~/ d: f oo/ a: bar/ b: baz?xm ns(a=urn:test: nanespacel-uri)

xm ns(b=urn:test: nanespace2-uri)

xm ns(d=urn:test:defaul t-nanespace)

7. dient Operations
An XCAP client is an HTTP/1.1 conpliant client. Specific data
mani pul ati on tasks are acconplished by invoking the right set of HITP

met hods with the right set of headers on the server. This section
describes those in detail.
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In all cases where the client nodifies a docunent, by deleting or
inserting a document, elenent or attribute resource, the client
SHOULD verify that, if the operation were to succeed, the resulting
docunent woul d neet the data constraints defined by the application
usage, including schema validation. For exanple, if the client
performs a PUT operation to "http://xcap.exanple.conlrls-services/
user s/ si p: j oe@xanpl e. com mybuddi es”, rls-services is the application
unique I D, and the constraints defined by it SHOULD be foll owed.

The client will know what URI to use based on the naming conventions
descri bed by the application usage.

If the docunment, after nodification, does not neet the data
constraints, the server will reject it with a 409. The 409 response
may contain an XML body, formatted according to the schema in

Section 11.2, which provides further information on the nature of the
error. The client MAY use this information to try and alter the
request so that, this tinme, it mght succeed. The client SHOULD NOT
simply retry the request w thout changi ng some aspect of it.

In sone cases, the application usage will dictate a uni queness
constraint that the client cannot guarantee on its own. One such
exanple is that a URI has to be unique within a domain. Typically,
the client is not the owner of the donmain, and so it cannot be sure

that a URI is unique. |In such a case, the client can either generate
a sufficiently randomidentifier, or it can pick a "vanity"
identifier in the hopes that it is not taken. 1In either case, if the

identifier is not unique, the server will reject the request with a
409 and suggest alternatives that the client can use to try again.
If the server does not suggest alternatives, the client SHOULD
attenpt to use randomidentifiers with increasing amunts of
randonmess.

HTTP al so specifies that PUT and DELETE requests are idenpotent.

This neans that, if the client performs a PUT on a docunent and it
succeeds, it can performthe same PUT, and the resulting docunent
will look the sane. Simlarly, when a client performs a DELETE, if
it succeeds, a subsequent DELETE to the same URI will generate a 404,
the resource no | onger exists on the server since it was del eted by
the previous DELETE operation. To mamintain this property, the client
SHOULD construct its URIs such that, after the nodification has taken
pl ace, the URI in the request will point to the resource just
inserted for PUT (i.e., the body of the request), and will point to
nothing for DELETE. If this property is maintained, it is the case
that GET to the URI in the PUT will return the sanme content (i.e.
GET(PUT(X)) == x). This property inplies idenpotency. Although a
request can still be idenpotent if it does not possess this property,
XCAP does not pernit such requests. |If the client’s request does not
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have this property, the server will reject the request with a 409 and
i ndicate a cannot-insert error condition

If the result of the PUT is a 200 or 201 response, the operation was
successful. Oher response codes to any request, such as a
redirection, are processed as per RFC 2616 [ 6].

7.1. Create or Replace a Docunent

To create or replace a docunent, the client constructs a UR that
references the | ocation where the docunent is to be placed. This UR
MUST be a docunment URI, and therefore contain the XCAP root and
docunent selector. The client then invokes a PUT nethod on that URI.

The M ME content type MJST be the type defined by the application
usage. For exanple, it would be "application/rls-services+xm" for
an RLS services [22] docunent, and not "application/xm".

If the Request-URI identifies a docunent that already exists in the
server, the PUT operation replaces that docunment with the content of
the request. |If the Request-URI does not identify an existing

docunent, the docunent is created on the server at that specific URI

7. 2. Del et e a Docunent

To del ete a docunent, the client constructs a URI that references the
docunent to be deleted. This URI MJST be a docunent URI. The client
then i nvokes a DELETE operation on the URI to delete the docunent.

7.3. Fetch a Document

As one woul d expect, fetching a docurment is trivially acconplished by
performng an HTTP CET request with the Request URI set to the
docunent URI.

7.4. Create or Replace an El enent

To create or replace an XM el ement within an existing docunent, the
client constructs a URI whose docunent selector points to the
docunent to be nodified. The node selector MJST be present in the
URI, delimted fromthe docunent selector with the node sel ector
separator. The query conponent MJUST be present if the node sel ector
makes use of nanespace prefixes, in which case, the xm ns()
expressions in the query conponent MJST define those prefixes. To
create this element within the docunent, the node selector is
constructed such that it is a no-match against the current docunent,
but if the element in the body of the request was added to the
docunent as desired by the client, the node selector would sel ect
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that elenent. To replace an elenent in the docunent, the node

sel ector is constructed so that it is a match against the el enent in
the current docunent to be replaced, as well as a match to the new
el ement (present in the body of the PUT request) that is to replace
it.

Otentines, the client will wish to insert an elenent into a docunent
in a certain position relative to other children of the same parent.
This is called a positional insertion. They often arise because the
schema constrains where the el enent can occur, or because ordering of
elenments is significant within the schema. To acconplish this, the
client can use a node selector of the follow ng form

parent/*[ position][unique-attribute-val ue]

Here, "parent" is an expression for the parent of the elenent to be
inserted. "position" is the position anongst the existing child

el ements of this parent where the new elenment is to be inserted.

"uni que-attribute-value" is an attribute nane and val ue for the
elenment to be inserted, which is different fromthe current el ement
in "position". The second predicate is needed so that the overal
expression is a no-match when eval uated agai nst the current children
O herwi se, the PUT would replace the existing el enent in that
position. Note that in addition to wildcard "*" a QNane can al so be
used as a node test. The insert logic is described in nore detail in
Section 8.2.3.

Consi der the exanple docunent in Figure 3. The client would like to
insert a new <watcher> el ement as the second el ement underneath

<wat cher-list>  However, it cannot just PUT to a URI with the

wat cheri nf o/ wat cher-1ist/*[2] node selector; this node selector would
sel ect the existing second child el ement of <watcher-1list> and
replace it. Thus, the PUT has to be nmade to a URI with watcherinfo/
wat cher-list/*[2][ @d="hhggff"] as the node sel ector, where "hhggff"
is the value of the "id" attribute of the new elenment to be inserted.
Thi s node-selector is a no-nmatch agai nst the current docunment, and
woul d be a match against the new elenment if it was inserted as the
second child el enent of <watcher-1list>.

The "*" indicates that all elenent children of <watcher-info> are to
be consi dered when conputing the position for insertion. |If, instead
of a wildcard *, an elenment nane (QNane) was present, the expression
above woul d insert the new el enent as the position-th el ement anongst
those with the same expanded nane (see Section 8.2.3 for a discussion
on insertion rules).

Once the client constructs the URI, it invokes the HTTP PUT net hod.
The content in the request MJUST be an XML el enent. Specifically, it
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contains the elenment, starting with the opening bracket for the begin
tag for that elenent, including the attributes and content of that

el ement (whether it be text or other child elenments), and ending with
the closing bracket for the end tag for that elenment. The M ME type
in the request MJST be "application/xcap-el+xm ", defined in

Section 15.2.1. |If the node selector, when eval uated agai nst the
current docunent, results in a no-match, the server perforns a
creation operation. |If the node sel ector, when eval uated agai nst the

current docunent, is a match for an element in the current docunent,
the server replaces it with the content of the PUT request. This
repl acenent is conplete; that is, the old elenment (including its
attributes, nanespace declarations and content: text, elenent,
comrent and processing instruction nodes) are renoved, and the new
one, including its attributes, namespace decl arations and content, is
put in its place.

To be certain that el enent insertions have the CGET(PUT(x))==x
property, the client can check that the attribute predicates in the
final path segnent of the URI match the attributes of the el enent in
the body of the request. As an exanple of a request that would not
have this property, and therefore would not be idenpotent, consider
the following PUT request (URIs are line-folded for readability):

PUT
/rls-services/users/sip:bill @xanple.comindex/~~/rls-services/
servi ceY%bb@iri =%22si p: good- fri ends@xanpl e. com¥22%d
HTTP/ 1.1
Cont ent - Type: appl i cati on/ xcap- el +xmni
Host: xcap. exanpl e. com

<servi ce uri="sip: nybuddi es@xanpl e. com' >
<resource-list>http://xcap. exanpl e. com resource-1|ists/users
[ sip:joe@xanpl e.conlindex/~~/resource-lists/list%b@ane=%22| 19%22%d
</resource-|ist>
<packages>
<package>pr esence</ package>
</ packages>
</ service>

This request will fail with a 409. The Request URI contains a fina
path segnment with a predicate based on attributes

@uri ="si p: good-friends@xanpl e.com'. However, this will not match
the value of the "uri" attribute in the elenment in the body

(si p: mybuddi es@xanpl e. con

The GET(PUT(x))==x property introduces sonme limtations on the types

of operations possible. It will not be possible to replace an
el ement with one that has a new value for an attribute that is the
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sol e unique element identifier, if the URI contained a node sel ector
that was using the previous value of that attribute for purposes of

selecting the elenent. This is exactly the use case in the exanple

above. To get around this limtation, the selection can be done by

position instead of attribute value, or the parent of the elenent to
be replaced can be selected, and then the body of the PUT operation

woul d contain the parent, the child to be replaced, and all other

si bl i ngs.

7.5. Delete an El enent

To delete an elenent froma docunent, the client constructs a UR
whose document selector points to the docunent containing the el enent
to be deleted. The node selector MUST identify a single el enent.

The node sel ector MJST be present follow ng the node sel ector
separator, and identify the specific elenent to be del eted.
Furthernore, the node selector MJST match no el enent after the
deletion of the target elenent. This is required to maintain the

i denpot ency property of HTTP deletions. The query conponent MJST be
present if the node sel ector makes use of nanespace prefixes, in

whi ch case the xm ns() expressions in the query conponent MJST define
t hose prefixes.

If the client wishes to delete an elenent in a specific position,
this is referred to as a positional deletion. Like a positiona
insertion, the node selector has the follow ng form

parent/*[position][unique-attribute-val ue]

Where "parent” is an expression for the parent of the elenment to be
deleted, "position" is the position of the elenent to be deleted
anongst the existing child el enents of this parent, and "uni que-
attribute-value"” is an attribute nane and value for the element to be
del eted, where this attribute nane and value are different than any
of the siblings of the elenent.

Posi tional deletions w thout using a unique attribute name and val ue
are possible, but only in limted cases where idenpotency is
guaranteed. |In particular, if a DELETE operation refers to an

el ement by nanme and position alone (parent/elnane[n]), this is
permitted only when the elenent to be deleted is the |ast el enent
anongst all its siblings with that nane. Sinmilarly, if a DELETE
operation refers to an elenment by position alone (parent/*[n]), this
is permtted only when the elenent to be deleted is the | ast anobngst
all sibling elements, regardl ess of nane.

The client then invokes the HTTP DELETE nethod. The server wll
renove the el ement fromthe docunment (including its attributes,
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7

7

nanmespace decl arations, and its descendant nodes, such as any
children).

6. Fetch an El enent

To fetch an el ement of a document, the client constructs a URl whose
docunent sel ector points to the docunment containing the element to be
fetched. The node sel ector MJST be present follow ng the node

sel ector separator, and nust identify the elenent to be fetched. The
query comnmponent MJST be present if the node sel ector nakes use of
nanespace prefixes, in which case the xmns() expressions in the
query conponent MJST define those prefixes.

The client then invokes the GET nmethod. The 200 OK response will
contain that XML element. Specifically, it contains the content of
the XML docunent, starting with the opening bracket for the begin tag
for that elenent, and ending with the closing bracket for the end tag
for that element. This will, as a result, include all attributes,
nanespace decl arati ons and descendant nodes: el ements, conments,

text, and processing instructions of that el enent.

7. Create or Replace an Attribute

To create or replace an attribute in an existing elenment of a
docunent, the client constructs a URl whose docunent selector points
to the docunent to be nmodified. The node selector, follow ng the
node sel ector separator, MJST be present. The node sel ector MJIST be
constructed such that, if the attribute was created or replaced as

desired, the node selector would select that attribute. |[|f the node
sel ector, when eval uated agai nst the current docunment, results in a
no-match, it is a creation operation. |If it matches an existing

attribute, it is a replacenment operation. The query conponent MJST
be present if the node sel ector nmakes use of namespace prefixes, in
whi ch case the xm ns() expressions in the query conponent MJST define
t hose prefixes.

The client then invokes the HTTP PUT nethod. The content defined by
the request MJST be the value of the attribute, conpliant to the
grammar for AttValue as defined in XM 1.0 [1]. Note that, unlike
when AttValue is present in the URI, there is no percent-encodi ng of
the body. This request MJUST be sent with the Content-Type of
"application/xcap-att+xm " as defined in Section 15.2.2. The server
will add the attribute such that, if the node selector is evaluated
on the resulting docunment, it will return the attribute present in
the request.

To be certain that attribute insertions have the GET(PUT(x))==x
property, the client can check that any attribute predicate in the
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pat h segment that selects the elenent into which the attribute is
inserted, matches a different attribute than the one being inserted
by the request. As an exanple of a request that would not have this
property, and therefore would not be idenpotent, consider the

foll owi ng PUT request (URIs are |ine-folded for readability):

PUT

/rls-services/users/sip:bill @xanple.comindex/~~/rls-services

[ servi ce¥Yb@iri =%22si p: good-fri ends@xanpl e. comR22%d/ @ir i
HTTP/ 1.1

Cont ent - Type: appl i cati on/ xcap- at t +xm

Host: xcap. exanpl e. com

"si p: bad-fri ends@xanpl e. cont
This request will fail with a 409

As with elenment insertions and replacements, the GET(PUT(X))==x
property introduces limtations on attribute replacenments. It wll
not be possible to replace the attribute value of an attribute, when
that attribute is the sole unique elenent identifier, and the UR
contains a node selector that uses the previous value of the
attribute to select the affected element. This is the use case in

t he exanpl e above. Instead, the element can be selected
positionally, or its entire parent repl aced.

7.8. Del ete an Attribute

To delete an attribute fromthe docunent, the client constructs a UR
whose document selector points to the document containing the
attribute to be deleted. The node sel ector MJST be present foll ow ng
the node sel ector separator, and evaluate to an attribute in the
docunent to be deleted. The query conponent MJST be present if the
node sel ector makes use of nanespace prefixes, in which case the

xm ns() expressions in the query conponent MJST define those
prefixes.

The client then invokes the HITP DELETE nmet hod. The server wl |
renove the attribute fromthe docunent.

7.9. Fetch an Attribute

To fetch an attribute of a document, the client constructs a UR
whose document sel ector points to the docunent containing the
attribute to be fetched. The node sel ector MJST be present foll ow ng
the node sel ector separator, containing an expression identifying the
attribute whose value is to be fetched. The query conponent MJST be
present if the node sel ector nmakes use of nanespace prefixes, in

Rosenberg St andards Track [ Page 31]



RFC 4825 XCAP May 2007

whi ch case the xm ns() expressions in the query conponent MJST define
those prefixes.

The client then invokes the GET nethod. The 200 OK response will
contain an "application/xcap-att+xm " docurment with the specified
attribute, formatted according to the grammar of AttVal ue as defined
in the XM_ 1.0 specifications.

7.10. Fetch Nanespace Bi ndi ngs

If a client wishes to insert an elenent or attribute into a docunent,
and that elenment or attribute is part of a nanespace decl ared

el sewhere in the docurment, the client will need to know t he nanmespace
bindings in order to construct the XM. content in the request. |If
the client has a cached copy of the docunent, it will know the

bi ndi ngs. However, if it doesn’'t have the whol e docunent cached, it
can be useful to fetch just the bindings that are in scope for an

el ement, in order to construct a subsequent PUT request.

To get those bindings, the client constructs a URI whose docunent

sel ector points to the docunent containing the el ement whose
nanespace bindings are to be fetched. The node sel ector MJST be
present follow ng the node sel ector separator, containing an
expression identifying the desired nanmespace bindings. The query
conmponent MJST be present if the node sel ector makes use of namespace
prefixes, in which case the xm ns() expressions in the query
component MJST define those prefixes.

The client then invokes the GET nethod. The 200 OK response will
contain an "application/xcap-ns+xm " document with the namespace
definitions. The format for this docunent is defined in Section 10.

A client cannot set the nanmespace prefixes in scope for an el enment.
As such, a node selector that identifies namespace prefixes MJST NOT
appear in a PUT or DELETE request.

7.11. Conditional Operations

The HTTP specification defines several header fields that can be used
by a client to nake the processing of the request conditional. In
particular, the If-None-Match and |If-Match header fields allow a
client to make themconditional on the current value of the entity
tag for the resource. These conditional operations are particularly
useful for XCAP resources.

For exanple, it is anticipated that clients will frequently wish to

cache the current version of a docunent. So, when the client starts
up, it will fetch the current docunment fromthe server and store it.
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When it does so, the GET response will contain the entity tag for the
docunent resource. Each resource within a docurment maintained by the
server will share the sane value of the entity tag. As a result, the
entity tag returned by the server for the docunent resource is
applicable to el enent and attribute resources within the docunent.

If the client wishes to insert or nodify an el enent or attribute
within the docunment, but it wants to be certain that the docunent
hasn’t been nodified since the client |ast operated on it, it can
include an |If-Match header field in the request, containing the val ue
of the entity tag known to the client for all resources within the
docunent. |f the docunent has changed, the server will reject this
request with a 412 response. |In that case, the client will need to
flush its cached version, fetch the entire docunent, and store the
new entity tag returned by the server in the 200 OK to the GET
request. It can then retry the request, placing the new entity tag
in the If-Match header field. |If this succeeds, the Etag header
field in the response to PUT contains the entity tag for the resource
that was just inserted or nodified. Because all resources in a
docunent share the same value for their entity tag, this entity tag
val ue can be applied to the nodification of other resources.

A client can also conditionally delete elenents or attributes by
including an |If-Match header field in DELETE requests. Note that the
200 OK responses to a DELETE will contain an Etag header field,
containing the entity tag for all of the other resources in the
docunent, even though the resource identified by the DELETE request
no | onger exists.

When a client uses conditional PUT and DELETE operations, it can
apply those changes to its |ocal cached copy, and update the val ue of
the entity tag for the locally cached copy based on the Etag header
field returned in the response. As long as no other clients try to
nmodi fy the docunent, the client will be able to performconditiona
operations on the docunent without ever having to perform separate
GET operations to synchronize the document and its entity tags with
the server. |If another client tries to nodify the docunent, this
will be detected by the conditional mechanisns, and the client wll
need to performa GET to resynchronize its copy unless it has sone
other neans to | earn about the change.

If a client does not performa conditional operation, but did have a
cached copy of the document, that cached copy will becone invalid
once the operation is performed (indeed, it may have becone invalid
even beforehand). Unconditional operations should only be performed
by clients when know edge of the entire docunment is not inportant for
the operation to succeed.
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As anot her exanple, a when a client fetches a docunent, and there is
an ol der version cached, it is useful for clients to use a
conditional GET in order to reduce network usage if the cached copy
is still valid. This is done by including, in the GET request, the

| f-None-Match header field with a value equal to the current etag
held by the client for the docunent. The server will only generate a
200 K response if the etag held by the server differs than that held
by the client. |If it doesn't differ, the server will respond with a
304 response.

8. Server Behavi or

An XCAP server is an HTTP/ 1.1 conpliant origin server. The behaviors
mandated by this specification relate to the way in which the HITP
URI is interpreted and the content is constructed.

An XCAP server MJST be explicitly aware of the application usage
agai nst whi ch requests are being nade. That is, the server nust be
explicitly configured to handle URIs for each specific application
usage, and rust be aware of the constraints inposed by that
appl i cation usage.

When the server receives a request, the treatnent depends on the URI.
If the URI refers to an application usage not understood by the
server, the server MJUST reject the request with a 404 (Not Found)

response. |If the URI refers to a user (identified by an XUl') that is
not recogni zed by the
server, it MJST reject the request with a 404 (Not Found). [If the

URI includes extension-selectors that the server doesn’t understand,
it MJST reject the request with a 404 (Not Found).

Next, the server authenticates the request. Al XCAP servers MJST

i mpl ement HITP Digest [11]. Furthernore, servers MJST inplement HITP
over TLS, RFC 2818 [14]. It is RECOMMVENDED that adm nistrators use
an HTTPS URI as the XCAP root URI, so that the digest client

aut henti cati on occurs over TLS

Next, the server determines if the client has authorization to
performthe requested operation on the resource. The application
usage defines the authorization policies. An application usage may
specify that the default is used. This default is described in
Section 5.7.

Next, the server makes sure that it can properly evaluate the request
URI. The server MJST separate the docunent selector fromthe node
sel ector, by splitting the URI at the first instance of the node

sel ector separator ("~~"). The server MJST check the node sel ector
in the request URI, if present. |If any qualified names are present
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that use a nanespace prefix, and that prefix is not defined in an
xm ns() expression in the query conponent of the request URI, the
server MJST reject the request with a 400 response.

After checking the nanespace prefix definitions, the specific
behavi or depends on the method and what the URI refers to.

8.1. POST Handling

XCAP resources do not represent processing scripts. As a result,
PCST operations to HTTP URI's representing XCAP resources are not
defined. A server receiving such a request for an XCAP resource
SHOULD return a 405

8.2. PUT Handling

The behavior of a server in receipt of a PUT request is as specified
in HTTP/ 1.1, Section 9.6 -- the content of the request is placed at
the specified |l ocation. This section serves to define the notion of
"pl acenent” and "specified | ocation” within the context of XCAP
resour ces

If the request URI contai ned a nanespace-sel ector, the server MJST
reject the request with a 405 (Method Not All owed) and MJST i ncl ude
an Al'l ow header field including the GET nethod.

8.2.1. Locating the Parent

The first step the server perforns is to | ocate the parent, whether
it is adirectory or element, in which the resource is to be placed.
To do that, the server renoves the last path segnment fromthe URI.
The rest of the URI refers to the parent. This parent can be a
docunent, elenent, or prefix of a docunent selector (called a
directory, even though this specification does not nandate that
docunents are actually stored in a filesystemy. This URl is called
the parent URI. The path segnent that was renoved is called the
target selector, and the node (el enent, docunment, or attribute) it
describes is called the target node.

If the parent URI has no node sel ector separator, it is referring to
the directory into which the docunent should be inserted. |n nornal
XCAP operations, this will be either the user’s hone directory or the
gl obal directory, which will always exist on the server. However, if
an application usage is making use of subdirectories (despite the
fact that this is not recomended), it is possible that the directory
into which the docunent should be inserted does not exist. In this
case, the server MJST return a 409 response, and SHOULD i ncl ude a
detailed conflict report including the <no-parent> elenment. Detail ed
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conflict reports are discussed in Section 11. |If the directory does
exi st, the server checks to see if there is a docunment with the sane
filenane as the target node. |If there is, the operation is the

repl acenent operation, discussed in Section 8.2.4. |If it does not
exist, it is the creation operation discussed in Section 8.2.3.

If the parent URI has a node sel ector separator, the document
selector is extracted, and that document is retrieved. If the
docunent does not exist, the server MJST return a 409 response, and
SHOULD i nclude a detailed conflict report including the <no-parent>
element. |If it does exist, the node selector is extracted and
decoded (recall that the node selector is percent-encoded). The node
selector is applied to the docunment based on the natching operations
di scussed in Section 6.3. If the result is a no-match or invalid,
the server MJST return a 409 response, and SHOULD i nclude a detailed
conflict report including the <no-parent> el enent.

If the node-selector is valid, the server exam nes the target

sel ector, and evaluates it within the context of the parent node. |If
the target node exists within the parent, the operation is a
repl acenent, as described in Section 8.2.4. If it does not exist, it

is the creation operation, discussed in Section 8.2.3.
Before performing the replacement or creation, as determ ned based on
the |l ogi c above, the server validates the content of the request as
described in Section 8.2.2.

8.2.2. Verifying Docunent Content

If the PUT request is for a docunment (the request URI had no node
sel ector separator), the content of the request body has to be a

wel | -fornmed XML docunent. If it is not, the server MIST reject the
request with a 409 response code. That response SHOULD i ncl ude a
detailed conflict report including the <not-well-fornmed> elenent. |If

the docunent is well-formed but not UTF-8 encoded, the server MJST
reject the request with a 409 response code. That response SHOULD
include a detailed conflict report including the <not-utf-8> el enent.
If the MME type in the Content-Type header field of the request is
not equal to the MM type defined for the application usage, the
server MJST reject the request with a 415

If the PUT request is for an elenment, the content of the request body
has to be a well-bal anced regi on of an XM. docunent, also known as an
XM. fragment body in The XML Fragment |nterchange [23] specification,
including only a single element. If it is not, the server MJST
reject the request with a 409 response code. That response SHOULD
include a detailed conflict report including the <not-xm-frag>
element. |If the fragment body is well-balanced but contains
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2

characters outside of the UTF-8 character set, the server MJIST reject
the request with a 409 response code. That response SHOULD i ncl ude a
detailed conflict report including the <not-utf-8> elenment. |If the
M ME type in the Content-Type header field of the request is not

equal to "application/xcap-el +xm ", the server MJST reject the
request with a 415.

If the PUT request is for an attribute, the content of the request
body has to be a sequence of characters that conply with the grammar
for AttValue as defined above. If it is not, the server MJST reject
the request with a 409 response code. That response SHOULD i ncl ude a
detailed conflict report including the <not-xm -att-val ue> el enent.

If the attribute value is valid but contains characters outside of
the UTF-8 character set, the server MJST reject the request with a
409 response code. That response SHOULD include a detailed conflict
report including the <not-utf-8> elenent.If the MM type in the
Cont ent - Type header field of the request is not equal to
"application/xcap-att+xm ", the server MJST reject the request with a
415.

3. Creation

The steps in this sub-section are followed if the PUT request wll
result in the creation of a new docunent, elenent, or attribute.

If the PUT request is for a document, the content of the request body
is placed into the directory, and its filename is associated with the
target node, which is a docunent.

If the PUT request is for an elenent, the server inserts the content
of the request body as a new child el enent of the parent el enment
selected in Section 8.2.1. The insertion is done such that the
request URI, when eval uated, would now point to the el ement that was
inserted. There exist three possible ways in which new el enents are
posi ti oned.

First, if there were no other sibling elements with the sanme expanded
nane, and the insertion is not positionally constrained, the new
element is inserted such that it is the |ast el enent anpongst al

el ement siblings. Furthernore, if there were conment, text, or
processing instruction nodes after the fornmer |ast elenent, they MJST
occur prior to the insertion of the new elenent. This case occurs
when one of the followi ng are true:

0o The element nane in the target selector is not wldcarded. There
could be an attribute selector (in which case, it wuld have to
match an attribute of the elenent being inserted), and the
position in the target selector will either be absent or have a
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value of 1 (a value greater than 1 would always result in
rejection of the request, since this is the first element with the
gi ven name underneath the parent).

0 The elenent nane in the target selector is wldcarded, but there
are no other elenents underneath the sanme parent. There could be
an attribute selector (in which case, it would have to match an
attribute of the element being inserted), and the position in the
target selector will either be absent or have a value of 1 (a
val ue greater than 1 would always result in rejection of the
request, since this is the first el enent underneath the parent).

0 The element nane in the target selector is wldcarded, and there
are other elenments underneath the same parent. However, there is
an attribute selector that matches none of the attributes in the
other sibling el enents underneath the parent, but does match an
attribute of the element to be inserted. The position in the
target selector is absent.

Secondly, if there were sibling elenents with the same nanme al ready
in the docunment, but the insertion is positionally unconstrained, the
server MJST insert the element such that it is in the "earliest last”

position. "Earliest last" neans that the new el ement MJST be
inserted so that there are no elements after it with the sane
expanded name, and for all insertion positions where this is true, it

is inserted such that as nmany sibling nodes (el enent, comrent, text,
or processing instruction) appear after it as possible. This case
occurs when the target selector is defined by a by-nane or by-attr
production, and there is no position indicated.

Lastly, if the elenent is positionally constrained, the server MJST
insert the element so that it is in the "earliest nth" position

VWhen n>1 and Naneof Any is not a wildcard, the el ement MJST be
inserted so that there are n-1 sibling elements before it with the
sanme expanded nanme. |If there are not n-1 sibling elenents with the
sanme expanded nanme, the request will fail. Wen n>1 and NaneorAny is
a wildcard, the element MJST be inserted so that there are n-1
sibling elenents before it, each of which can have any expanded nane.
If there are not n-1 sibling elements in the docunent, the request
will fail. In both of these cases, the new elenment is inserted such
that as nmany sibling nodes appear after it as possible. Wen n=1 and

Nameor Any is not a wildcard, the insertion is positionally
constrai ned when an element with the sanme expanded nane al ready
appears as a child of the same parent. In this case, the new el ement
MUST appear just before the existing first element with this sane
expanded nane. When n=1 and NaneorAny is wildcarded, the insertion
is positionally constrained when there is also an attribute sel ector
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that didn't match the first sibling of the parent (if it did match,
or was absent, this wouldn’'t have been an insertion). |In this case,
the new el enent MJUST appear just before all existing el enents,
regardl ess of their expanded nane.

In practice, this insertion |logic keeps elenents with the sane
expanded names closely together. This sinplifies the application
| ogi ¢ when the content nodel is described by XM. schema with
<sequence> rul es and maxCccur s="unbounded" cardinalities, like:

<xs: el enent nane="foobar">
<xs: conpl exType>
<XS:sequence>
<xs: el enment ref="foo" maxCQccur s="unbounded" />
<xs:element ref="bar" maxQccur s="unbounded" />
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >

Based on this schemn, the docunent contains sone nunber of <foo>

el ements foll owed by some nunmber of <bar> el enments. Either <bar> or
<foo> el enents nay easily be added wi thout wildcards and positiona
constraints. Note that if "m nOccurs" cardinality of <foo> el enent
were zero and <foo> el enents do not yet exist, a positional predicate
with the * wildcard nust be used.

The whol e insert logic is best described by conpl ete exanpl es.
Consi der the foll ow ng docunent:

<?xm version="1.0""?7>
<r oot >

<ell att="first"/>
<el1l att="second"/>

<l-- comrent -->
<el2 att="first"/>
</ root >

A PUT request whose content is <ell att="third"/> and whose node
selector is root/ell[@tt="third"] would result in the foll ow ng
docunent :

<?xm version="1.0""?7>

<r oot >

<ell att="first"/>

<ell att="second"/><ell att="third"/>

<l-- comrent -->
<el2 att="first"/>
</ root >
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Notice how it has been inserted as the third <el 1> elenent in the
docunent, and just before the comrent and whitespace nodes. It would
have been inserted in exactly the sane place if the node sel ector had
been root/el1[3][@tt="third"] or root/*[3][@tt="third"].

If the content of the request had been <el 3 att="first"/> and the
node selector was root/el3, it would result in the follow ng
docunent :

<?xm version="1.0"?>

<r oot >

<ell att="first"/>

<el 1l att="second"/>

<l-- comrent -->

<el2 att="first"/>

<el3 att="first"/></root>

A PUT request whose content is <el2 att="2"/> and whose node sel ector
is root/el2[@tt="2"] would result in the follow ng docunent:

<?xml version="1.0"7?>
<r oot >

<ell att="first"/>
<el 1l att="second"/>

<l-- coment -->
<el2 att="first"/><el2 att="2"/>
</root>

It woul d have been inserted in exactly the sanme place if the node
sel ector had been root/el2[2][@tt="2"]. However, a selector root/
*[2][@tt="2"] would result in the foll owi ng docunent:

<?xml version="1.0"7?>

<r oot >

<ell att="first"/><el2 att="2"/>
<el 1l att="second"/>

<l-- coment -->
<el2 att="first"/>
</root>
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Lastly, if the node selector had been root/el2[1][@tt="2"] the
result would be:

<?xm version="1.0"?>
<r oot >

<ell att="first"/>
<el 1l att="second"/>

<l-- comrent -->
<el2 att="2"/><el 2 att="first"/>
</ root >

It is possible that the el enment cannot be inserted such that the
request URI, when evaluated, returns the content provided in the
request. Such a request is not allowed for PUT. This happens when
the element in the body is not described by the expression in the
target selector. An exanple of this case is described in

Section 7.4. |If this happens, the server MJST NOT performthe
insertion, and MJST reject the request with a 409 response. The body
of the response SHOULD contain a detailed conflict report containing
the <cannot-insert> element. It is inportant to note that schema
compl iance does not play a role while performng the insertion. That
is, the decision of where the elenent gets inserted is dictated
entirely by the structure of the request-URI, the current docunent,
and the rules in this specification.

If the elenent being inserted (or any of its children) contain
nanespace decl arations, those decl arations are retained when the
element is inserted, even if those sane declarations exist in a
parent el enent after insertion. The XCAP server MJST NOT renpve
redundant nanespace decl arations or otherw se change the nanespace
decl arations that were present in the el enent being inserted.

If the PUT request is for an attribute, the server inserts the
content of the request body as the value of the attribute. The nane
of the attribute is equal to the att-nane fromthe attribute-sel ector
in the target selector

Assumi ng that the insertion can be acconplished, the server verifies
that the insertion results in a docunent that meets the constraints
of the application usage. This is discussed in Section 8.2.5.

8.2.4. Repl acenent
The steps in this sub-section are followed if the PUT request wll

result in the replacement of a docunent, element, or attribute with
the contents of the request.
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If the PUT request is for a docunment, the content of the request body
is placed into the directory, replacing the document with the sane
filename.

If the PUT request is for an elenment, the server replaces the target
node with the content of the request body. As in the creation case,
it is possible that, after replacenent, the request URl does not
sel ect the elenent that was just inserted. |f this happens, the
server MJST NOT performthe replacenent, and MJUST reject the request
with a 409 response. The body of the response SHOULD contain a
detailed conflict report containing the <cannot-insert> el enent.

As with creation, replacenment of an el enent does not result in the
changing or elimnation of namespace declarations within the newy
nmodi fi ed el enent.

If the PUT request is for an attribute, the server sets the val ue of
the selected attribute to the content of the request body. It is
possible in the replacenent case (but not in the creation case),

that, after replacenent of the attribute, the request URH no | onger
selects the attribute that was just replaced. The scenario in which
this can happen is discussed in Section 7.7. |If this is the case,
the server MUST NOT performthe replacenent, and MJST reject the
request with a 409 response. The body of the response SHOULD contain
a detailed conflict report containing the <cannot-insert> el enent.

8.2.5. Validation

Once the docunment, elenent, or attribute has been tentatively
inserted, the server needs to verify that the resulting docunent
meets the data constraints outlined by the application usage.

First, the server checks that the final docunent is conpliant with
the schema. |If it is not, the server MJUST NOT performthe insertion
It MJUST reject the request with a 409 response. That response SHOULD
contain a detailed conflict report containing the <schema-validation-
error> elenent. |If a schema allows for elements or attributes from
ot her namespaces, and the new docunment contains el enents or
attributes froman unknown nanmespace, the server MJST allow the
change. In other words, it is not necessary for an XCAP server to
under st and the nanespaces and correspondi ng schemas for el enents and
attributes within a docunent, as long as the schema itself allows for
such elenments or attributes to be included. O course, such unknown
nanespaces woul d not be advertised by the server in its XCAP
capabilities docunent, discussed in Section 12

If the final document contains elements or attributes froma
namespace that the server does understand (and has consequently
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advertised in its XCAP capabilities docunent), but the server does
not have the schema for that particular elenment or attribute, the

server MJST reject the request with a 409 response. That response
SHOULD contain a detailed conflict report containing the <schema-

val i dation-error> el enent.

Next, the server checks for any uni queness constraints identified by
the application usage. |If the application usage required that a
particul ar element or attribute had a unique value within a specific
scope, the server would check that this uni queness property stil

exists. If the application usage required that a URI within the
docunent was uni que within the domain, the server checks whether it
is the case. |f any of these uni queness constraints are not net, the

server MJST NOT performthe insertion. It MJST reject the request
with a 409 response. That response SHOULD contain a detail ed
conflict report containing the <uni queness-failure> elenent. That

el ement can contain suggested values that the client can use to
retry. These SHOULD be values that, at the tine the server generates
the 409, woul d neet the uni queness constraints.

The server also checks for URI constraints and ot her non-schena data
constraints. |If the docunent fails one of these constraints, the
server MJST NOT performthe insertion. |t MJST reject the request
with a 409 response. That response SHOULD contain a detail ed
conflict report containing the <constraint-failure> elenent. That

el ement indicates that the docunent failed non-schenma data
constraints explicitly called out by the application usage.

El ement or attribute renobvals have simlar constraints. The server
checks the document for schema validity and conpliance to constraints
defined by the application usage, and rejects the request as

descri bed above, if either check fails.

8.2.6. Conditional Processing

A PUT request for an XCAP resource, like any other HTTP resource, can
be made conditional through usage of the If-Match and |f-None-Match
header fields. For a replacenent, these are processed as defined in
[6]. For an insertion of an element or attribute, conditiona
operations are permtted. The entity tag that is used for the
procedures in [6] is the one for all of the resources within the sane
docunment as the parent of the element or attribute being inserted.
One way to think of this is that, |ogically speaking, upon receipt of
the PUT request, the XCAP server instantiates the etag for the
resource referenced by the request, and then applies the processing
of the request. Because of this behavior, it is not possible to
performa conditional insert on an attribute or elenent that is

condi tioned on the operation being an insertion and not a
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replacenent. |In other words, a conditional PUT of an el enent or
attribute with an If-None-Match: * will always fail.

8.2.7. Resource Interdependencies

Because XCAP resources include elenents, attributes, and docunents,
each of which has its own HITP URI, the creation or nodification of
one resource affects the state of many others. For exanple,
insertion of a docunent creates resources on the server for all of
the elenents and attributes within that docunent. After the server
has perforned the insertion associated with the PUT, the server MJST
create and/or nodify those resources affected by that PUT. The
structure of the docunment conpletely defines the inter-relationship
bet ween those resources.

However, the application usage can specify other resource inter-
dependenci es. The server MJST create or nodify the resources
specified by the application usage.

If the creation or replacenent was successful, and the resource

i nt erdependenci es are resolved, the server returns a 201 Created or
200 OK, respectively. Note that a 201 Created is generated for
creation of new docunents, elenents, or attributes. A 200 OK
response to PUT MJST not contain any content. Per the
recommendati ons of RFC 2616, the 201 can contain a Location header
field and entity that identify the resource that was created. An
entity tag MJST be included in all successful responses to a PUT

8.3. GET Handling

The senmantics of GET are as specified in RFC 2616. This section
clarifies the specific content to be returned for a particular URI
that represents an XCAP resource

If the request URI contains only a docunent selector, the server
returns the docunent specified by the URl if it exists, else returns
a 404 response. The M ME type of the body of the 200 OK response
MJUST be the M ME type defined by that application usage (i.e.,
"application/resource-lists+xm").

If the request URI contains a node selector, the server obtains the
docunent specified by the docunent selector, and if it is found,

eval uates the node-selector within that docunment. |f no docunent is
found, or if the node-selector is a no-match or invalid, the server
returns a 404 response. O herw se, the server returns a 200 K
response. |f the node selector identifies an XM. el enent, that
elenment is returned in the 200 K response as an XM fragnment body
containing the selected element. The server MJST NOT add namespace
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bi ndi ngs representi ng namespaces used by the elenent or its children,
but declared in ancestor elenents; the client will either know these
bi ndings already (since it has a cached copy of the whole docunent),
or it can learn themby explicitly querying for the bindings. The

M ME type of the response MUST be "application/xcap-el+xm". [If the
node selector identifies an XML attribute, the value of that
attribute is returned in the body of the response. The M ME type of
the response MUST be "application/xcap-att+xm". |If the node
selector identifies a set of namespace bindings, the server computes
the set of nanespace bindings in scope for the elenent (including the
default) and encodes it using the "application/xcap-ns+xm" fornmat
defined in Section 10. That docunment is then returned in the body of
the response.

GET operations can be conditional, and foll ow the procedures defined
in[6].

Note that the GET of a resource that was just PUT nmight not be octet-
for-octet equivalent to what was PUT, due to XM. normalization and
equi val ency rul es.

A successful response to a GET MJUST include an entity tag.
8.4. DELETE Handl i ng

The semantics of DELETE are as specified in RFC 2616. This section
clarifies the specific content to be deleted for a particular UR
that represents an XCAP resource

If the request URI contained a namespace-sel ector, the server MJST
reject the request with a 405 (Method Not All owed) and MJST i ncl ude
an Al'l ow header field including the GET net hod.

If the request URI contains only a docunent selector, the server
del etes the docunent specified by the URI if it exists and returns a
200 OK, else returns a 404 response.

If the request URI contains a node selector, the server obtains the
docunent specified by the docunent selector, and if it is found,

eval uates the node-selector within that docunment. |f no docunent is
found, or if the node-selector is a no-match or invalid (note that it
will be invalid if nultiple elements or attributes are selected), the
server returns a 404 response. Oherw se, the server renoves the
specified element or attribute fromthe docunment and perforns the

val idation checks defined in Section 8.2.5. Note that this deletion
does not include any white space around the el ement that was del eted;
the XCAP server MUST preserve surroundi ng whitespace. It is possible
that, after deletion, the request URI selects another elenent in the
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docunent. If this happens, the server MJST NOT performthe deletion,
and MJST reject the request with a 409 response. The body of the
response SHOULD contain a detailed conflict report containing the
<cannot-del ete> elenent. |If the deletion will cause a failure of one
of the constraints, the deletion MJUST NOT take place. The server
follows the procedures in Section 8.2.5 for conputing the 409
response. |f the deletion results in a docunent that is still valid,
the server MJST performthe deletion, process the resource

i nt erdependenci es defined by the application usage, and return a 200
K response.

DELETE operati ons can be conditional, and follow the procedures
defined in [6].

Before the server returns the 200 OK response to a DELETE, it MJUST
process the resource interdependencies as defined in Section 8.2.7.

As | ong as the docunent still exists after the del ete operation, any
successful response to DELETE MUST include the entity tag of the
docunent .

8.5. Managi ng Etags

An XCAP server MJST nmintain entity tags for all resources that it

mai ntains. This specification introduces the additional constraint
that when one resource within a docurment (including the docunent
itself) changes, that resource is assigned a new etag, and all other
resources within that document MJST be assigned the sane etag val ue.
Effectively, there is a single etag for the entire docunent. An XCAP
server MJST include the Etag header field in all 200 or 201 responses
to PUT, GET, and DELETE, assum ng the docunent itself still exists
after the operation. |In the case of a DELETE, the entity tag refers
to the value of the entity tag for the document after the del etion of
the elenment or attribute.

XCAP resources do not introduce new requirenents on the strength of
the entity tags.

As a result of this constraint, when a client makes a change to an
el ement or attribute within a docunment, the response to that
operation will convey the entity tag of the resource that was just
affected. Since the client knows that this entity tag value is
shared by all of the other resources in the docunent, the client can
make conditional requests against other resources using that entity
t ag.
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9

10.

11.

Cache Contr ol

An XCAP resource is a valid HTTP resource, and therefore, it can be
cached by clients and network caches. Network caches, however, will
not be aware of the interdependenci es between XCAP resources. As
such, a change to an elenment in a docunent by a client wll

i nval i date ot her XCAP resources affected by the change. For
appl i cation usages containing data that is likely to be dynam c or
witten by clients, servers SHOULD indi cate a no-cache directive.

Nanespace Bi ndi ng For mat

A node-sel ector can identify a set of nanespace bindings that are in
scope for a particular element. 1In order to convey these bindings in
a CET response, a way i s needed to encode them

Encoding is trivially done by including a single XM_ el enent in an
XML fragnment body. This elenent has the same | ocal -nane as the

el ement whose nanespace bi ndings are desired, and al so the sane
nanespace-prefix. The element has an xmns attribute identifying the
default namespace in scope, and an xm ns:prefix declaration for each
prefix that is in scope.

For exanple, consider the XML docunent in Section 6.4. The node-
sel ector df:foo/df 2: bar/ df 2: baz/ namespace::* will select the
nanespaces in scope for the <baz> elenment in the docunent, assum ng
the request is acconpani ed by a query conmponent that contains

xm ns(df =urn:test:defaul t-namespace) and

xm ns(df 2=urn: t est: namespacel-uri). A CET containing this node

sel ector and namespace bindings will produce the follow ng result:

<baz xm ns="urn:test:nanespacel-uri”
xm ns: nsl="urn:tes: nanespacel-uri"/>

It is inportant to note that the client does not need to know t he
actual nanespace bindings in order to construct the URI. |t does
need to know the nanespace URI for each elenent in the node-sel ector
The nanespace bindings present in the query component are defined by
the client, mapping those URIs to a set of prefixes. The bindings
returned by the server are the actual bindings used in the docunent.

Detailed Conflict Reports

In cases where the server returns a 409 error response, that response
will usually include a docunent in the body of the response which
provides further details on the nature of the error. This docunent
is an XM. docurnent, formatted according to the schema of
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Section 11.2. Its MM type, registered by this specification, is
"application/xcap-error+xm".

11. 1. Docunent Structure

The docunent structure is sinple. It contains the root el enent
<xcap-error>. The content of this element is a specific error
condition. Each error condition is represented by a different
element. This allows for different error conditions to provide
different data about the nature of the error. Al error elenents
support a "phrase" attribute, which can contain text neant for
rendering to a human user

The following error elements are defined by this specification

<not-wel |l -formed>: This indicates that the body of the request was
not a well-formed XML documnent.

<not-xm -frag> This indicates that the request was supposed to
contain a valid XM fragment body, but did not. Most likely this
is because the XML in the body was mal forned or not bal anced.

<no-parent>: This indicates that an attenpt to insert a docunent,
el ement, or attribute failed because the directory, docunent, or
el ement into which the insertion was supposed to occur does not
exist. This error elenent can contain an optional <ancestor>
el ement, which provides an HTTP URI that represents the cl osest
parent that would be a valid point of insertion. This HITP UR
MAY be a relative URI, relative to the docunent itself. Because
this is a valid HTTP URI, its node sel ector conponent MJST be
per cent - encoded.

<schenm-validation-error>. This elenent indicates that the docunent
was not conpliant to the schema after the requested operation was
per f or nmed.

<not-xm -att-value>: This indicates that the request was supposed to
contain a valid XML attribute value, but did not.

<cannot-insert>: This indicates that the requested PUT operation
could not be perforned because a GET of that resource after the
PUT woul d not yield the content of the PUT request.

<cannot-del ete>: This indicates that the requested DELETE operation
coul d not be perforned because it would not be idenpotent.
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<uni queness-failure> This indicates that the requested operation
woul d result in a docunment that did not neet a uni queness
constraint defined by the application usage. For each URI,
el ement, or attribute specified by the client that is not unique,
an <exists> elenment is present as the content of the error
el ement. Each <exists> element has a "field" attribute that
contains a relative URl identifying the XM_ el ement or attribute
whose val ue needs to be unique, but wasn’'t. The relative URl is
relative to the docunent itself, and will therefore start with the
root elenment. The query conponent of the URI MJUST be present if
the node selector portion of the URI contains namespace prefixes.
Since the "field" node selector is a valid HTTP URI, it MJST be
percent-encoded. The <exists> el enment can optionally contain a
list of <alt-value> elenents. Each one is a suggested alternate
val ue that does not currently exist on the server

<constraint-failure> This indicates that the requested operation
woul d result in a docunment that failed a data constraint defined
by the application usage, but not enforced by the schenma or a
uni queness constrai nt.

<extension>: This indicates an error condition that is defined by an
extension to XCAP. dients that do not understand the content of
the extension el ement MJST discard the xcap-error docurment and
treat the error as an unqualified 409.

<not-utf-8>: This indicates that the request could not be conpleted
because it woul d have produced a docunent not encoded in UTF-8.

As an exanple, the foll owi ng docunent indicates that the user
attenpted to create an RLS service using the UR
sip:friends@xanpl e.com but that URl already exists:

<?xm version="1.0" encodi ng="UTF-8""?>

<xcap-error xmns="urn:ietf:parans: xm :ns:xcap-error">
<uni queness-fail ure>
<exists field="rls-services/service/ @ri">

<al t - val ue>si p: nybuddi es@xanpl e. conx/ al t - val ue>

</ exi st s>

</ uni queness-fail ure>

</ xcap-error>
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11.2. XM. Schema

<?xm version="1. 0" encodi ng="UTF-8"?>

<xs:schemm tar get Nanmespace="urn:ietf: parans: xm : ns: xcap-error"
xm ns="urn:ietf:parans: xm :ns: xcap-error"

xm ns: xs="http://ww. w3. org/ 2001/ XM_Schera"

el ement For mDef aul t =" qual i fi ed"

attri but eFor nDef aul t =" unqual i fi ed" >

<xs: el enent nanme="error-el enent" abstract="true"/>
<xs: el enent nane="xcap-error">
<xs:annot ati on>
<xs: docunent ati on>l ndi cates the reason for the error
</ xs: docunent ati on>
</ xs: annot ati on>
<xs: conpl exType>
<XS: sequence>
<xs:elenent ref="error-elenent"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >

<xs: el enent nanme="extension" substituti onG oup="error-el ement">
<xs: conpl exType>
<Xs:sequence>
<xs:any nanespace="##any" processContents="1ax"
m nCccur s="0" maxCccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >

<xs: el enent nanme="schenma-validation-error”
substituti onG oup="error-el ement">
<xs:annot ati on>
<xs:document ati on>Thi s el ement indicates
that the docunent was not conpliant to the schena after the requested
operation was perforned. </xs:docunentati on>
</ xs:annot ati on>
<xs: conpl exType>
<xs:attribute nane="phrase" type="xs:string" use="optional"/>
</ xs: conpl exType>
</ xs: el ement >

<xs: el enent name="not-xnl -frag" substituti onG oup="error-elenment">
<xs:annot ati on>
<xs: docunentation>This indicates that the request was supposed to

contain a valid XM. fragnent body, but did not.</xs:docunentation>
</ xs: annot ati on>
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<xs: conpl exType>

<xs:attribute name="phrase" type="xs:string" use="optional"/>
</ xs: conpl exType>
</ xs: el enent >

<xs: el enent nanme="no-parent" substitutionG oup="error-elenment">
<xs:annot ati on>
<xs:document ati on>This indicates that an attenpt to insert
an elenent, attribute, or docunent failed because the docunent or
el ement into which the insertion was
supposed to occur does not exist.</xs:docunentation>
</ xs: annot ati on>
<xs: conpl exType>
<Xs:sequence>
<xs: el enent name="ancestor" type="xs:anyURl " m nCccurs="0">
<xs:annot ati on>
<xs: docunentati on>Contains an HTTP URI that points to the
el ement that is the closest ancestor that does exist.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el ement >
</ xs: sequence>
<xs:attribute nanme="phrase" type="xs:string" use="optional"/>
</ xs: conpl exType>
</ xs: el ement >

<xs: el enent name="cannot-insert" substituti onG oup="error-elenment">
<xs:annot ati on>
<xs: docunentati on>This indicates that the requested
PUT operation could not be perfornmed because a GET of that resource
after the PUT would not yield the content of the PUT request.
</ xs: docunent ati on>
</ xs: annot ati on>
<xs: conpl exType>
<xs:attribute nanme="phrase" type="xs:string" use="optional"/>
</ xs: conpl exType>
</ xs: el ement >

<xs: el enent nane="not-xm -att-val ue”
substituti onG oup="error-el ement">
<xs:annot ati on>
<xs: docunent ati on>Thi s indi cates that the
request was supposed to contain a valid XM. attribute value, but did
not . </ xs: docunent ati on>
</ xs: annot ati on>
<xs: conpl exType>
<xs:attribute nanme="phrase" type="xs:string" use="optional"/>
</ xs: conpl exType>
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</ xs: el enent >

<xs: el enent name="uni queness-failure"
substituti onG oup="error-el ement">
<xs:annot ati on>
<xs: docunent ati on>Thi s indi cates that the
requested operation would result in a docunment that did not neet a
uni queness constraint defined by the application usage.
</ xs: docunent ati on>
</ xs: annot ati on>
<xs: conpl exType>
<XS:sequence>
<xs: el enent name="exi sts" maxQccur s="unbounded" >
<xs:annot ati on>
<xs: document ati on>For each URI,
el ement, or attribute specified by the client that is not unique,
one of these is present.</xs:docunentation>
</ xs: annot ati on>
<xs: conpl exType>
<xs:sequence mi nCccurs="0">
<xs: el enent nanme="al t-val ue" type="xs:string"
maxQOccur s="unbounded" >
<xs:annot ati on>
<xs: docunent ati on>An optional set of alternate values can be
provi ded. </ xs: docunent at i on>
</ xs:annot ati on>
</ xs: el ement >
</ xs: sequence>
<xs:attribute nanme="field" type="xs:string" use="required"/>
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
<xs:attribute name="phrase" type="xs:string" use="optional"/>
</ xs: conpl exType>
</ xs: el ement >

<xs: el enent nanme="not-wel | -formed"

substituti onG oup="error-el ement">

<xs:annot ati on>

<xs: docunentation>This indicates that the body of the request was

not a well-formed docunent. </xs:document ati on>

</ xs: annot ati on>

<xs: conpl exType>

<xs:attribute name="phrase" type="xs:string" use="optional"/>

</ xs: conpl exType>

</ xs: el ement >
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<xs: el enent name="constraint-failure"
substituti onG oup="error-el ement">
<xs:annot ati on>
<xs:docunent ati on>Thi s indicates that the
requested operation would result in a docunent that failed a data
constraint defined by the application usage, but not enforced by the
schema or a uni queness constraint. </ xs:docunentati on>
</ xs:annot ati on>
<xs: conpl exType>
<xs:attribute nanme="phrase" type="xs:string" use="optional"/>
</ xs: conpl exType>
</ xs: el ement >

<xs: el enent name="cannot - del ete" substituti onG oup="error-el emrent">
<xs:annot ati on>
<xs: docunentation>This indicates that the requested DELETE
operation could not be perforned because it would not be
i denpot ent . </ xs: docunent ati on>
</ xs: annot ati on>
<xs: conpl exType>
<xs:attribute name="phrase" type="xs:string" use="optional"/>
</ xs: conpl exType>
</ xs: el ement >

<xs: el enent name="not-utf-8" substituti onG oup="error-elenment">
<xs:annot ati on>
<xs:document ati on>Thi s indicates that the request could not be
conpl eted because it would have produced a docunent not
encoded in UTF-8. </ xs: docunentati on>
</ xs: annot ati on>
<xs: conpl exType>
<xs:attribute name="phrase" type="xs:string" use="optional"/>
</ xs: conpl exType>
</ xs: el ement >
</ xs: schema>

12. XCAP Server Capabilities

XCAP can be extended through the addition of new application usages

and extensions to the core protocol. Application usages may define
M ME types with XML schemas that all ow new extensi on nodes from new
nanespaces. It will often be necessary for a client to determne

what extensions, application usages, or nanespaces a server supports
before nmaking a request. To enable that, this specification defines
an application usage with the AU D "xcap-caps". Al XCAP servers
MUST support this application usage. This usage defines a single
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docunment within the global tree that lists the capabilities of the
server. Cients can read this well-known docunent, and therefore
|l earn the capabilities of the server

The structure of the docunent is sinple. The root elenent is <xcap-
caps>. |Its children are <auids>, <extensions> and <namespaces>
Each of these contain a list of AU Ds, extensions, and nanespaces
supported by the server. Extensions are naned by tokens defined by
the extension, and typically define new sel ectors. Nanespaces are
identified by their namespace URI. To ’'support’ a nanespace, the
server must have the schenas for all elenents within that nanmespace,
and be able to validate themif they appear wthin docunents. Since
al | XCAP servers support the "xcap-caps" AU D, it MJST be listed in
the <auids> elenment, and the "urn:ietf:parans: xm :ns: xcap-caps"
nanespace MJST be listed in the <nanespaces> el enent.

The foll owi ng sections provide the information needed to define this
appl i cation usage.

1. Application Unique |ID (AU D)

Thi s specification defines the "xcap-caps”" AU D within the I ETF tree,
via the ANA registration in Section 15.

2. XM Schema

<?xm version="1.0" encodi ng="UTF-8""?>
<xs:schemm tar get Nanespace="urn:ietf:parans: xnl : ns: xcap- caps”
xm ns="urn:ietf:parans: xm : ns: xcap-caps"
xm ns: xs="http://ww. w3. org/ 2001/ XM_Schena"
el ement For mDef aul t ="qual i fi ed" attri but eFornDef aul t="unqualified">
<xs: el enent nanme="xcap-caps">
<xs:annot ati on>
<xs: docunent ati on>Root el ement for xcap-caps</xs: docunentation>
</ xs: annot ati on>
<xs: conpl exType>
<XS:sequence>
<xs: el enent name="aui ds" >
<xs:annot ati on>
<xs: docunent ati on>Li st of supported AU D. </ xs: docunent ati on>
</ xs: annot ati on>
<xs: conpl exType>
<xs:sequence ni nCccurs="0" nmaxCccurs="unbounded" >
<xs: el enent nanme="aui d" type="aui dType"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent name="extensions" m nCccurs="0">
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<xs:annot ati on>
<xs: document ati on>Li st of supported extensions.
</ xs: docunent ati on>
</ xs: annot ati on>
<xs: conpl exType>
<xs:sequence mi nCccurs="0" nmaxCccurs="unbounded" >
<xs: el enent name="extension" type="extensionType"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent nane="nanespaces" >
<xs: annot ati on>
<xs: document ati on>Li st of supported nanespaces.
</ xs: docunent ati on>
</ xs: annot ati on>
<xs: conpl exType>
<xs: sequence m nCccurs="0" maxQCccur s="unbounded" >
<xs: el enent nanme="nanespace" type="nanespaceType"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<Xs:any nanmespace="##ot her" processContents="1ax"
m nCccur s="0" maxCccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs:si npl eType nane="aui dType" >
<xs:annot ati on>
<xs: docunent ati on>AUl D Type</ xs: docunent ati on>
</ xs: annot ati on>
<xs:restriction base="xs:string"/>
</ xs:si npl eType>
<xs:si npl eType nane="ext ensi onType" >
<xs:annot ati on>
<xs: docunent ati on>Ext ensi on Type</ xs: docunent ati on>
</ xs: annot ati on>
<xs:restriction base="xs:string"/>
</ xs:si npl eType>
<xs:si npl eType nane="nanespaceType" >
<xs:annot ati on>
<xs: docunent ati on>Nanespace type</xs: docunentati on>
</ xs: annot ati on>
<xs:restriction base="xs:anyURl "/ >
</ xs:si npl eType>
</ xs: schema>
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3. Default Docunent Namespace

The default document namespace used in evaluating a URl is
urn:ietf:parans: xm : ns: xcap-caps.

4. M ME Type

Docurent s conformant to this schema are known by the M ME type
"appl i cation/xcap-caps+xm ", registered in Section 15.2.5.

5. Validation Constraints

There are no additional validation constraints associated with this
appl i cation usage.

6. Data Semantics

Data semantics are defined above.

7. Nami ng Conventions

A server MJST maintain a single instance of the docurment in the
gl obal tree, using the filenane "index". There MJUST NOT be an
i nstance of this docunent in the user’s tree.

8. Resource | nterdependencies

There are no resource interdependencies in this application usage
beyond t hose defined by the schena.

9. Authorization Policies

Thi s application usage does not change the default authorization
policy defined by XCAP

Exanpl es

Thi s section goes through several exanples, making use of the
resource-lists and rls-services [22] XCAP application usages.

First, a user Bill creates a new docunent (see Section 7.1). This
docunment is a new resource-list, initially with a single list, called
friends, with no users init:

PUT

[ resource-lists/users/sip:bill @xanple.comindex HITP/ 1.1
Cont ent - Type: appl i cati on/resource-|i sts+xn

Host: xcap. exanpl e. com
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<?xm version="1. 0" encodi ng="UTF-8"?>

<resource-lists xm ns="urn:ietf:parans: xm :ns:resource-lists">
<list name="friends">
</list>

</resource-lists>

Fi gure 24: New Docunent

Next, Bill creates an RLS services docunent defining a single RLS
service referencing this list. This service has a URl of
si p: nyfriends@xanple.com (URls are line-folded for readability):

PUT

/rls-services/users/sip:bill @xanple.comindex HITP/ 1.1
Cont ent - Type: appl i cation/rl s-servi ces+xm

Host: xcap. exanpl e. com

<?xm version="1.0" encodi ng="UTF-8"?>
<rls-services xmns="urn:ietf:parans:xm :ns:rls-services">
<service uri="sip: nyfri ends@xanpl e. com' >
<resource-list>http://xcap. exanpl e. com resource-1|ists/users/
sip: bill @xanpl e. com i ndex/ ~~/resource-1ists/
i st %bb@anme=%22fri ends%22%d
</resource-1list>
<packages>
<package>pr esence</ package>
</ packages>
</ service>
</rls-services>

Fi gure 25: RLS Services Exanple

Next, Bill creates an elenent in the resource-lists docunent
(Section 7.4). In particular, he adds an entry to the list:
PUT

/resource-lists/users/sip:bill @xanpl e.conm index

[ ~~Iresource-lists/list%b@ane=%2fri ends¥%22%d/entry HITP/ 1.1
Cont ent - Type: appl i cati on/ xcap- el +xm

Host: xcap. exanpl e. com

<entry uri="sip: bob@xanpl e. con' >
<di spl ay- nane>Bob Jones</ di spl ay- nane>
</entry>

Fi gure 26: Resource Lists Docunent
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Next, Bill fetches the docunent (Section 7.3):

GET
[ resource-lists/users/sip:bill @xanple.comindex HITP/ 1.1

Fi gure 27: Fetch Operation

And the result is (note how white space text nodes appear in the
docunent):

HTTP/ 1.1 200 K
Et ag: "wwhha"
Cont ent - Type: application/resource-lists+xm

<?xm version="1.0" encodi ng="UTF-8""?>
<resource-lists xm ns="urn:ietf:parans: xm:ns:resource-1lists">
<list name="friends">
<entry uri="sip: bob@xanpl e. com' >
<di spl ay- nane>Bob Jones</ di spl ay- nane>
</entry></list>
</resource-lists>

Figure 28: Results of Fetch

Next, Bill adds another entry to the list, which is another |ist that
has three entries. This is another elenent creation (Section 7.4):

PUT

/resource-lists/users/sip:bill @xanple.conindex/~~/
resource-lists/list%b@anme=%22fri ends%@2%d/

i st%b@ane=%22cl ose-friends¥%®22%d HTTP/ 1.1
Cont ent - Type: application/xcap- el +xm

Host: xcap. exanpl e. com

<list nane="cl ose-friends">
<entry uri="sip:joe@xanple.conm >
<di spl ay- nane>Joe Smi t h</di spl ay- nane>
</entry>
<entry uri="sip: nancy@xanpl e. con' >
<di spl ay- nane>Nancy G oss</di spl ay- nane>
</entry>
<entry uri="sip:petri @xanpl e.cont >
<di spl ay- nane>Pet ri Auki a</ di spl ay- name>
</entry>
</list>

Fi gure 29: Adding an Entry
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Then, Bill decides he doesn’t want Petri on the list, so he del etes
the entry (Section 7.5):

DELETE

/resource-lists/users/sip:bill @xanple.comindex/
~~/resource-lists/list/list/

entry%b@iri =%22si p: petri @xanpl e. conl22%d HITP/ 1.1
Host: xcap. exanpl e. com

Figure 30: Deleting an Entry

Bill decides to check on the URI for Nancy, so he fetches a
particular attribute (Section 7.6):

GET

/resource-lists/users/sip:bill @xanple.comindex/
~~/resource-lists/list/list/entry%b2%d/ @ri HITP/ 1.1
Host: xcap. exanpl e. com

Figure 31: Fetching an Attribute
and t he server responds:

HTTP/ 1.1 200 K
Etag: "ad88"
Cont ent - Type: appl i cati on/ xcap- att +xm

"si p: nancy @xanpl e. cont
Figure 32: Results of Fetch
Security Considerations

Frequently, the data mani pul ated by XCAP contains sensitive

informati on. To avoid eavesdroppers fromseeing this information, it
i s RECOMMENDED t hat an admi ni strator hand out an HTTPS URI as the
XCAP root URI. This will result in TLS-encrypted communi cati ons
between the client and server, preventing any eavesdropping. dients
MUST i mpl enent TLS, assuring that such URIs will be usable by the
client.

Client and server authentication are also inportant. A client needs
to be sure it is talking to the server it believes it is contacting.
O herwise, it may be given false information, which can lead to

deni al -of -service attacks against a client. To prevent this, a
client SHOULD attenpt to upgrade [15] any connections to TLS.
Simlarly, authorization of read and wite operations against the
data is inportant, and this requires client authentication. As a
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result, a server SHOULD chal l enge a client using HITP Digest [11] to
establish its identity, and this SHOULD be done over a TLS
connection. dients MJIST inplenment digest authentication, assuring
interoperability with servers that challenge the client. Servers
MUST NOT perform basic authentication without a TLS connection to the
client.

Because XCAP is a usage of HITP and not a separate protocol, it runs
on the sane port nunbers as HITP traffic normally does. This makes
it difficult to apply port-based filtering rules in firewalls to
separate the treatnment of XCAP traffic fromother HITP traffic.

However, this problemexists broadly today because HTTP is used to
access a wide breadth of content, all on the same port, and XCAP

vi ews application configuration docunents as just another type of
HTTP content. As such, separate treatnment of XCAP traffic from other
HTTP traffic requires firewalls to examine the URL itself. There is
no fool proof way to identify a URL as pointing to an XCAP resource.
However, the presence of the double tilde (~~) is a strong hint that
the URL points to an XM_ el erent or attribute. As always, care nust
be taken in | ooking for the double-tilde due to the breadth of ways
in which a URI can be encoded on-the-wire [29] [13].

| ANA Consi der ati ons

There are several | ANA consi derations associated with this
speci fication.

1. XCAP Application Unique IDs

Per this specification's instructions, | ANA created a new registry
for XCAP application unique IDs (AU Ds). This registry is defined as
a table that contains three col ums

AU D: This will be a string provided in the | ANA registrations into
the registry

Description: This is text that is supplied by the I ANA registration
into the registry.

Reference: This is a reference to the RFC containing the
regi stration.
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Per this specification's instructions, | ANA created this table with
an initial entry. The resulting table |ooks |ike:

Appli cation Uni que
I D (AUl D) Description Ref erence

xcap- caps Capabilities of an XCAP server RFC 4825
XCAP AUl Ds are registered by the I ANA when they are published in
standards track RFCs. The | ANA Considerations section of the RFC
must include the followi ng information, which appears in the | ANA
registry along with the RFC nunber of the publication
o Nanme of the AU D. The name MAY be of any |ength, but SHOULD be no
more than 20 characters long. The name MJST consi st of al phanum
and mark [16] characters only.
o Descriptive text that describes the application usage.
15.2. M ME Types
Thi s specification requests the registration of several new M Me
types according to the procedures of RFC 4288 [8] and guidelines in
RFC 3023 [9].
15.2.1. application/xcap-el +xm M ME Type
M ME nedia type nane: application
M ME subtype nanme: xcap-el +xn

Mandat ory paraneters: none

Optional paranmeters: Sane as charset paraneter application/xm as
specified in RFC 3023 [9].

Encodi ng consi derations: Sane as encodi ng consi derations of
application/xm as specified in RFC 3023 [9].

Security considerations: See Section 10 of RFC 3023 [9].
Interoperability considerations: none

Publ i shed specification: RFC 4825
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Applications that use this nedia type: This docunent type has been
used to support transport of XM fragment bodies in RFC 4825, the
XML Configuration Access Protocol (XCAP).

Addi tional |nfornation:

Magi ¢ Nunber: none
Fil e Extension: .xel

Maci ntosh file type code: "TEXT"

Personal and enmil address for further information:
Jonat han Rosenberg, jdrosen@ drosen. net

I nt ended usage: COMVON

Aut hor/ Change controller: The | ETF.
15.2.2. application/xcap-att+xm M ME Type

M ME nedia type nane: application

M ME subtype nane: xcap-att+xm

Mandat ory paraneters: none

Optional paranmeters: Sane as charset paraneter application/xm as
specified in RFC 3023 [9].

Encodi ng consi derations: Sane as encodi ng consi derations of
application/xm as specified in RFC 3023 [9].

Security considerations: See Section 10 of RFC 3023 [9].

Interoperability considerations: none

Publ i shed specification: RFC 4825

Applications that use this nedia type: This docunent type has been
used to support transport of XM attribute values in RFC 4825, the
XML Configuration Access Protocol (XCAP).

Addi tional |nformation:

Magi ¢ Nunber: none

Fil e Extension: .xav
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Maci ntosh file type code: "TEXT"

Personal and email address for further information:
Jonat han Rosenberg, jdrosen@ drosen. net

I ntended usage: COMVON

Aut hor/ Change controller: The | ETF.
15.2.3. application/xcap-ns+xm M M Type

M ME nedia type nane: application

M ME subtype nane: xcap-ns+xm

Mandat ory paraneters: none

Optional parameters: Sanme as charset paraneter application/xm as
specified in RFC 3023 [9].

Encodi ng consi derations: Sane as encodi ng consi derati ons of
application/xm as specified in RFC 3023 [9].

Security considerations: See Section 10 of RFC 3023 [9].
Interoperability considerations: none
Publ i shed specification: RFC 4825
Applications that use this nedia type: This docunent type has been
used to support transport of XM fragment bodies in RFC 4825, the
XM. Configuration Access Protocol (XCAP).
Addi tional |nformation:
Magi ¢ Nunber: none
File Extension: .xns

Maci ntosh file type code: "TEXT"

Personal and enmil address for further infornmation:
Jonat han Rosenberg, jdrosen@ drosen. net

I ntended usage: COMMVON

Aut hor/ Change controller: The | ETF.

Rosenberg St andards Track [ Page 63]



RFC 4825 XCAP May 2007

15.

15.

2.4. application/xcap-error+xm M ME Type
M ME nedia type nane: application

M ME subtype nane: xcap-error+xm

Mandat ory paraneters: none

Optional parameters: Sanme as charset parameter application/xm as
specified in RFC 3023 [9].

Encodi ng consi derations: Sane as encodi ng consi derations of
application/xm as specified in RFC 3023 [9].

Security considerations: See Section 10 of RFC 3023 [9].
Interoperability considerations: none
Publ i shed specification: RFC 4825

Applications that use this nedia type: This docunent type conveys
error conditions defined in RFC 4825

Addi tional |nfornation:
Magi ¢ Nunber: none
File Extension: .xer
Maci ntosh file type code: "TEXT"

Personal and emai|l address for further information:
Jonat han Rosenberg, jdrosen@ drosen. net

I ntended usage: COMVON

Aut hor/ Change controller: The | ETF.

2.5. application/xcap-caps+xm M MeE Type
M ME nedia type nane: application

M ME subtype nane: xcap-caps+xm

Mandat ory paraneters: none

Optional parameters: Sane as charset paraneter application/xm as
specified in RFC 3023 [9].
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Encodi ng consi derations: Sane as encodi ng consi derations of
application/xm as specified in RFC 3023 [9].

Security considerations: See Section 10 of RFC 3023 [9].
Interoperability considerations: none
Publ i shed specification: RFC 4825
Applications that use this nedia type: This docunent type conveys
capabilities of an XM. Configuration Access Protocol (XCAP)
server, as defined in RFC 4825.
Addi tional |nformation:
Magi ¢ Nunber: none
File Extension: .xca

Maci ntosh file type code: "TEXT"

Personal and emnil address for further information:
Jonat han Rosenberg, jdrosen@ drosen. net

I ntended usage: COMVON
Aut hor/ Change controller: The I ETF.
3.  URN Sub- Nanespace Regi strations

Thi s specification registers several new XM. nanespaces, as per the
gui delines in RFC 3688 [17].

3.1. urn:ietf:parans: xnl:ns: xcap-error
URI: The URI for this namespace is urn:ietf:parans:xmn:ns: xcap-error

Regi strant Contact: |ETF, SIMPLE working group, (sinple@etf.org),
Jonat han Rosenberg (j drosen@ drosen. net).
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XM_:
BEG N
<?xm version="1.0"?>
<! DOCTYPE htm PUBLIC "-//WBC//DTD XHTM. Basic 1.0//EN'
"http://ww. w3. org/ TR xht m - basi ¢/ xht m - basi c10. dt d" >
<htm xm ns="http://ww.w3. org/ 1999/ xhtm ">
<head>
<meta http-equiv="content-type"
content="text/htm ; charset=i so-8859-1"/>
<titl e>XCAP Error Nanespace</title>
</ head>
<body>
<hl>Nanespace for XCAP Error Docunents</hl>
<h2>urn:ietf:parans: xm : ns: xcap-error</h2>
<p>See <a href="http://www. rfc-editor.org/rfc/rfc4825. txt">
RFCA825</ a></ p>
</ body>
</htm >
END
15.3.2. urn:ietf:paranms: xm : ns: xcap-caps
URI: The URI for this namespace is urn:ietf:parans: xm :ns: xcap-caps
Regi strant Contact: |ETF, SIMPLE working group, (sinple@etf.org),

Jonat han Rosenberg (j drosen@ drosen. net).

XM:

Rosenberg

BEG N
<?xm version="1.0"?>
<! DOCTYPE htm PUBLIC "-//WBC//DTD XHTM. Basic 1.0//EN'
"http://ww. w3. org/ TR/ xht m - basi ¢/ xht m - basi ¢10. dt d" >
<htm xm ns="http://ww. w3. org/ 1999/ xhtm ">
<head>
<meta http-equiv="content-type"
content="text/htnl; charset=i so-8859-1"/>
<titl e>XCAP Capabilities Nanmespace</title>
</ head>
<body>
<hl>Nanespace for XCAP Capability Docunents</hl>
<h2>urn:ietf:parans: xm : ns: xcap- caps</ h2>
<p>See <a href="http://ww.rfc-editor.org/rfc/rfc4825. txt">
RFC4825</ a></ p>
</ body>
</htm >
END
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15.

15.

15.

16.

17.

17.

4. XM Schema Registrations

This section registers two XM. schenas per the procedures in [17].
4.1. XCAP Error Scherma Registration

URI: urn:ietf:paranms:xm :schema: xcap-error

Regi strant Contact: |ETF, SIMPLE working group, (sinple@etf.org),
Jonat han Rosenberg (j drosen@ drosen. net).

XML Schenma: The XML for this schema can be found as the sol e content
of Section 11.2.

4.2. XCAP Capabilities Schema Registration
URI: urn:ietf:parans: xm :schenma: xcap-caps

Regi strant Contact: |ETF, SIMPLE working group, (sinple@etf.org),
Jonat han Rosenberg (j drosen@ drosen. net).

XML Schema: The XML for this schema can be found as the sol e content
of Section 12.2.

Acknowl edgenent s

The author would like to thank Jari Urpal ai nen, who has contri buted
many i nmportant comrents and has assisted with edit passes in the
docunent. The author would also Iike to thank Ben Canpbell,

Eva- Mari a Leppanen, Hi sham Khartabil, Chris Newran, Joel Hal pern,

Li sa Dusseault, TimBray, Pete Cordell, Jeroen van Bemmel, Christian
Schmi dt, and Spencer Dawkins for their input and coments. A special
thanks to Ted Hardie for his input and support.

Ref er ences
1. Nornmtive References

[ 1] Mal er, E., Yergeau, F., Paoli, J., Bray, T., and C. Sperberg-
McQueen, "Extensible Markup Language (XM.) 1.0 (Third
Edition)", Wrld Wde Wb Consortium FirstEdition REC xm -
20040204, February 2004,
<http://ww. w3. or g/ TR/ 2004/ REC- xm - 20040204>.

Rosenberg St andards Track [ Page 67]



RFC 4825

[2]

[3]

[4]

[5]

[ 6]

[7]

[8]

[9]

[10]

[11]

[12]

Rosenberg

XCAP May 2007

Thonmpson, H., Ml oney, M, Mendel sohn, N., and D. Beech, "XM
Schema Part 1: Structures Second Edition", Wrld Wde Wb
Consortium Recomrendati on REC- xnl schema- 1- 20041028,

Cct ober 2004,

<http://ww. w3. or g/ TR/ 2004/ REC- xm schenma- 1- 20041028>.

Layman, A., Hollander, D., and T. Bray, "Namespaces in XM.",
Wirld Wde Web Consortium FirstEdition REC xm - nanmes- 19990114,
January 1999,

<http://ww. w3. or g/ TR/ 1999/ REC- xnl - nanes- 19990114>.

Daniel, R, DeRose, S., Maler, E., and J. Marsh, "XPointer

xm ns() Schene", Wrld Wde Web Consorti um Recommendati on REC-
xptr-xm ns-20030325, March 2003,

<http://ww. w3. or g/ TR/ 2003/ REC- xpt r - xm ns- 20030325>.

G osso, P., Marsh, J., Maler, E., and N. Wal sh, "XPointer
Framewor k", World Wde Wb Consortium Reconmendati on REC- xptr -
f ramewor k- 20030325, March 2003,

<http://ww. w3. or g/ TR/ 2003/ REC- xpt r - f r amewor k- 20030325>.

Fielding, R, Gettys, J., Mgul, J., Frystyk, H, Masinter, L.,
Leach, P., and T. Berners-Lee, "Hypertext Transfer Protocol --
HTTP/ 1. 1", RFC 2616, June 1999.

Bradner, S., "Key words for use in RFCs to I ndicate Requirenent
Level s", BCP 14, RFC 2119, March 1997.

Freed, N. and J. Klensin, "Media Type Specifications and
Regi stration Procedures”, BCP 13, RFC 4288, Decenber 2005.

Murata, M, St. Laurent, S., and D. Kohn, "XM. Media Types",
RFC 3023, January 2001.

Clark, J. and S. DeRose, "XM. Path Language (XPath) Version
1.0", World Wde Wb Consorti um Recormmendati on REC- xpat h-
19991116, Novenber 1999,

<http://ww. w3. org/ TR/ 1999/ REC- xpat h- 19991116>.

Franks, J., Hall am Baker, P., Hostetler, J., Lawence, S.,
Leach, P., Luotonen, A., and L. Stewart, "HTTP Authentication:
Basi ¢ and Di gest Access Authentication", RFC 2617, June 1999.

Crocker, D., Ed. and P. Overell, "Augmented BNF for Syntax
Speci fications: ABNF', RFC 4234, Cctober 2005.

St andards Track [ Page 68]



RFC 4825

XCAP May 2007

[13] Berners-Lee, T., Fielding, R, and L. Masinter, "Uniform
Resource ldentifier (URI): Generic Syntax", STD 66, RFC 3986,
January 2005.

[14] Rescorla, E., "HITP Over TLS', RFC 2818, My 2000.

[15] Khare, R and S. Lawrence, "Upgrading to TLS Wthin HTTP/1.1",
RFC 2817, May 2000.

[16] Rosenberg, J., Schul zrinne, H, Camarillo, G, Johnston, A,
Peterson, J., Sparks, R, Handley, M, and E. Schooler, "SIP:
Session Initiation Protocol", RFC 3261, June 2002.

[17] Mealling, M, "The I ETF XM. Registry", BCP 81, RFC 3688,
January 2004.

[18] VYergeau, F., "UTF-8, a transformation format of |SO 10646",
STD 63, RFC 3629, Novenber 2003.

[19] Boyer, J., "Canonical XM. Version 1.0", Wrld Wde Wb
Consortium Reconmendati on REC- xm -c14n-20010315, March 2001,
<http://ww. w3. or g/ TR/ 2001/ REC- xm - c14n- 20010315>.

17.2. Informative References

[20] Rosenberg, J., "A Presence Event Package for the Session
Initiation Protocol (SIP)", RFC 3856, August 2004.

[21] Roach, A, Canpbell, B., and J. Rosenberg, "A Session
Initiation Protocol (SIP) Event Notification Extension for
Resource Lists", RFC 4662, August 2006.

[22] Rosenberg, J., "Extensible Markup Language (XM.) Formats for
Representing Resource Lists", RFC 4826, May 2007.

[23] Gosso, P. and D. Veillard, "XM. Fragnment |nterchange", Wrld
Wde Web Consortium CR CR-xnl -fragnment-20010212, February 2001,
<http://ww. w3. org/ TR 2001/ CR- xm - f ragnent - 20010212>.

[24] Berglund, A, Boag, S., Chanberlin, D., Fernandez, M, Kay, M,
Robie, J., and J. Sinmeon, "XM. Path Language (XPath) 2.0",
Wrld Wde Web Consortium
CR http://ww. w3. or g/ TR/ 2005/ CR- xpat h20- 20051103,

Noverber 2005.

[25] Newman, C. and J. Myers, "ACAP -- Application Configuration
Access Protocol", RFC 2244, Novenber 1997.

Rosenberg St andards Track [ Page 69]



RFC 4825

[ 26]

[27]

[ 28]

[ 29]

XCAP May 2007

Day, M, Rosenberg, J., and H Sugano, "A Mdel for Presence
and | nstant Messaging", RFC 2778, February 2000.

Narten, T. and H Al vestrand, "Quidelines for Witing an | ANA
Consi derations Section in RFCs", BCP 26, RFC 2434,
Cct ober 1998.

Roach, A., "Session Initiation Protocol (SIP)-Specific Event
Noti fication", RFC 3265, June 2002.

Duerst, M and M Suignard, "Internationalized Resource
Identifiers (IRIs)", RFC 3987, January 2005.

Aut hor’' s Addr ess

Jonat han Rosenberg

Cisco
Edi son, NJ
us
EMai | : jdrosen@i sco. com
URI : http://ww. j drosen. net
Rosenberg St andards Track [ Page 70]



RFC 4825 XCAP May 2007

Ful I Copyright Statenent
Copyright (C) The I ETF Trust (2007).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.

Acknowl edgenent

Funding for the RFC Editor function is currently provided by the
I nternet Society.

Rosenberg St andards Track [ Page 71]






