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Abst ract

RFC 3095 defines the RObust Header Conpression (ROHC) franework and
profiles for IP (Internet Protocol), UDP (User Datagram Protocol),
RTP (Real -Ti me Transport Protocol), and ESP (Encapsul ati ng Security
Payl oad). Sone parts of the specification are unclear or contain
errors that may lead to nisinterpretations that may inpair
interoperability between different inplenmentations. This docunent
provi des corrections, additions, and clarifications to RFC 3095; this
docunent thus updates RFC 3095. 1In addition, other clarifications
related to RFC 3241 (ROHC over PPP), RFC 3843 (ROHC I P profile) and
RFC 4109 (ROHC UDP-Lite profiles) are also provided.
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1. Introduction and Term nol ogy

RFC 3095 [1] defines the RCbust Header Conpression (ROHC) franmework
and profiles for IP (Internet Protocol) [8][9], UDP (User Datagram
Protocol) [10], RTP (Real -Tinme Transport Protocol) [11], and ESP
(Encapsul ating Security Payload) [12]. During inplenentation and
interoperability testing of RFC 3095, sone anbiguities and comon
m sinterpretations have been identified, as well as a few errors.

Thi s docunent summari zes identified i ssues and provi des corrections
needed for inplenmentations of RFC 3095 to interoperate, i.e., it
constitutes an update to RFC 3095. This docunment al so provides other
clarifications related to common msinterpretations of the
specification. References to RFC 3095 should, therefore, also

i nclude this docunent.

In addition, sone clarifications and corrections are al so provided
for RFC 3241 (RCHC over PPP) [2], RFC 3843 (ROHC | P-only profile)
[4], and RFC 4019 (ROHC UDP-Lite profiles) [5], which are thus al so
updated by this docunent. Furthernore, RFC 4362 (ROHC Link-Layer
Assisted Profile) [7] is inplicitly updated by this docunment, since
RFC 4362 is al so based on RFC 3095.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [6].
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When a section of this docunent makes fornmal corrections, additions
or invalidations to text in RFC 3095, this is clearly summarized.

The text from RFC 3095 that is being addressed is given and | abel ed
"I NCOWPLETE", "1 NCORRECT", or "1 NCORRECT AND | NVALI DATED', fol | owed
by the correct text |abeled "CORRECTED', where applicable. Wen text
i s added that does not sinply correct text in previous
specifications, it is given with the |abel "FORVAL ADDI Tl ON'.

In this docunment, a reference to a section in RFC 3095 [1] is witten
as RFC 3095- Section <numnber>.

2. CRC Calcul ati on and Cover age
2.1. CRC Calculation

RFC 3095-Section 5.9 defines polynomals for 3-, 7-, and 8-bit Cyclic
Redundancy Checks (CRCs), but it does not specify what algorithmis
used. The 3-, 7- and 8-bit CRCs are calcul ated using the CRC

al gorithmdefined in [3].

A Perl inplementation of the algorithmcan be found in Appendi x A of
t hi s docunent.

2.2. Padding Cctet and CRC Cal cul ati ons

RFC 3095-Section 5.9.1 is inconplete, as it does not mention howto
handl e the padding octet in CRC calculations for IR and | R-DYN
packets. Padding isn't neant to be a neaningful part of a packet and
is not included in the CRC calculation. As a result, the CRC does
not cover the Add-CID octet for CID 0, either

| NCOVPLETE RFC 3095 TEXT (RFC 3095-Section 5.9.1):
"The CRC in the IR and | R-DYN packet is calculated over the entire
I R or | R-DYN packet, excluding Payload and including CID or any
Add-CI D octet."
CORRECTED TEXT:
"The CRC in the IR and | R-DYN packet is calculated over the entire

I R or | R-DYN packet, excluding Payl oad, Padding and including C D
or any Add-CID octet, except for the add-CID octet for CIDO."
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2.3. CRC Coverage in CRC Feedback Options

2

3.

3.

RFC 3095-Section 5.7.6.3 is incomplete, as it does not nention how
the "size" field is handl ed when calculating the 8-bit CRC used in
the CRC feedback option. Since the "size" field is an extension of
the "code" field, it nust be treated in the sane way.

I NCOVPLETE RFC 3095 TEXT (RFC 3095-Section 5.7.6.3):

"The CRC option contains an 8-bit CRC conputed over the entire
f eedback payl oad, without the packet type and code octet, but
including any CID fields, using the polynonmi al of section 5.9.1."

CORRECTED TEXT:

"The CRC option contains an 8-bit CRC conputed over the entire
f eedback payl oad including any CID fields but excluding the
packet type, the 'Size' field and the 'Code’ octet, using the
pol ynom al of Section 5.9.1."

4. CRC Coverage of the ESP NULL Header

RFC 3095-Section 5.8.7 gives the CRC coverage of the ESP NULL [ 13]
header as "Entire ESP header". This must be interpreted as including
only the initial part of the header (i.e., Security Paraneter |ndex
(SPI') and sequence number), and not the trailer part at the end of
the payload. Therefore, the ESP NULL header has the sane CRC
coverage as the ESP header used in the ESP profile (RFC 3095-Section
5.7.7.7).

Mode Transition
1. Feedback During Mbde Transition to U- and O Mdde

RFC 3095-Section 5.6.1 states that during node transitions, while the
D TRANS paraneter is |, the deconpressor sends feedback for each
recei ved packet. This restrictive behavior prevents the deconpressor
fromusing a sparse feedback al gorithm during node transitions.

To reduce transm ssion overhead and conputati onal conplexity
(including CRC cal cul ation) associated with feedback packets sent for
each deconpressed packet during node transition, a deconpressor MAY
be inmplemented with slightly nodified node transition procedures
compared to those defined in [1], as described in this section

These enhanced procedures shoul d be considered only as a possible
i nprovenent to a deconpressor inplenentation, since interoperability
is not affected in any way. A deconpressor inplenented according to
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3.

1.

the optim zed procedures will interoperate with an RFC 3095
compressor, as well as a deconpressor inplenented according to the
procedures described in RFC 3095.

1. Mode Transition Procedures Al ow ng Sparse Feedback

The purpose of these enhanced transition procedures is to allow the
deconpressor to sparsely send feedback for packets deconpressed
during the second half of the transition procedure, i.e., after an
appropriate | R1 R-DYN UOR-2 packet has been received fromthe
conpressor. This is achieved by allowi ng the deconpressor transition
paraneter (D TRANS) to be set to P (Pending) at that stage, as shown
in the transition diagranms of Sections 3.1.2 and 3. 1.3 bel ow

Thi s enhanced transition, where feedback need not be sent for every
deconpressed packet, does however introduce sone considerations in
case feedback nessages would be lost. Specifically, there is a risk
for a deadl ock situation when a transition from R-node is perforned,
if no feedback nessage successfully reaches the conpressor, the
transition is never conpleted. For transition between U node and

O node, there is also a small risk for reduced conpression
efficiency.

To avoid this, the deconpressor MJST continue to send feedback at

| east periodically, as well as when in a Pending transition state.
This is equival ent to enhancing the definition of the D TRANS
paraneter in RFC 3095-Section 5.6.1, to include the definition of a
Pendi ng state:

- D _TRANS:
Possi bl e values for the D TRANS paraneter are (1) N TI ATED
(P)ENDI NG and (D)ONE. D TRANS MJST be initialized to D, and a
nmode transition can be initiated only when D TRANS is D. Wile
D TRANS is |, the deconpressor sends a NACK or ACK carrying a CRC
option for each packet received. Wen D TRANS is set to P, the
deconpressor does not have to send a NACK or ACK for each packet
received, but it MJST continue to send feedback with sone
periodicity, and all feedback packets sent MJST include the CRC
option. This ensures that all node transitions will be conpleted
al so in case of feedback | osses.

The nodifications affect transitions to Optinmistic and Unidirectiona
nmodes of operation (i.e., the transitions described in RFC 3095-
Section 5.6.5 and RFC 3095-Section 5.6.6) and nake those transition
di agrans nore consistent with the diagram describing the transition
to R-node.
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3.1.2. Transition fromReliable to Optimstic Mde

The enhanced procedure for transition fromReliable to Optimi stic
node i s shown bel ow

Conpr essor Deconpr essor

I I
| ACK(O)/ NACK(O) +-<-<-<-| D_TRANS = |
| +-<-<-<-<-<-<-<- + |
CTRANS = P | -<-<-<-+ |
C MDE = O | |
| ->->->+ IR I RDYN UOR-2(SN, O |
| F->->->->->->->- + |
| ->-.. +->->->-| D TRANS = P
| ->- | DMXDE = O
I ACK(SN, O)  +-<-<-<-|
| +-<-<-<-<-<-<-<- + |
CTRANS = D | -<-<-<-+ |
I I
| ->->->-+ UOO0, UO1* |
| F->->->->->->->- + |
| +->->->-| D TRANS = D
I I
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3.1.3. Transition to Unidirectional Mde

The enhanced procedure for transition to Unidirectional node is shown
on the followi ng figure:

Conpr essor Deconpr essor

I I
| ACK(U)/ NACK(U) +-<-<-<-| D_TRANS = |
| +-<-<-<-<-<-<-<- + |
CTRANS = P | -<-<-<-+ |
C MDE = U | |
| ->->->+ IR I RRDYN UOR-2( SN, U) |
| F->->->->->->->- + |
| ->-.. +->->->-| D TRANS = P
|->-.. I
I ACK(SN, U)  +-<-<-<-|
| +-<-<-<-<-<-<-<- + |
CTRANS = D | -<-<-<-+ |
I I
| ->->->-+ UOO0, UO1* |
| F->->->->->->->- + |
| +->->->-| D TRANS = D
| | D MODE= U

3.2. Feedback During Mbde Transition

RFC 3095-Section 5.6.1 states that feedback is always used during
nmode transitions. However, the text then continues by naking
concrete applications of the rule in an inconsistent way, naking it
uncl ear when CRCs are used. Further, the text does not define how
the conpressor should act during node transitions based on feedback
not protected by CRCs, i.e., whether or not to carry out node
transition actions. The proper behavior fromthe conpressor is to
performany action related to node transitions only when the feedback
is protected by the CRC option

| NCOMPLETE RFC 3095 TEXT (RFC 3095-Section 5.6.1):
"As a safeguard against residual errors, all feedback sent during
a node transition MJST be protected by a CRC, i.e., the CRC
option MJST be used."

CORRECTED TEXT:
"As a safeguard against residual errors, all feedback sent by the

deconpressor during a node transition MJUST be protected by a CRC
i.e., the CRC option MJST be used. The conpressor MJST ignore
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feedback information related to node transition if the feedback
is not protected by the CRC option."

One nore related issue that requires clarifications cones fromthe
following text at the end of RFC 3095-Section 5.6.1

"While D TRANS is |, the deconpressor sends a NACK or ACK carrying
a CRC option for each received packet."

However, RFC 3095-Section 5.5.2.2 already stated that for R-node,
feedback is never sent for packets that do not update the context,
i.e., for packets that do not carry a CRC, such as R-0 and R-1*

Thi s means that when D TRANS=I during nbde transition, a deconpressor
operating in R-nmode sends an acknow edgenent for each packet it

recei ves and MJST use the sequence nunber that corresponds to the
packet that |ast updated the context, i.e., the deconpressor MJST NOT
use the sequence nunber of the R0 or the R-1* packet.

3.3. Packet Decoding During Mde Transition

The purpose of a node transition is to ensure that the conpressor and
t he deconpressor coherently nove fromone node of operation to

anot her using a three-way handshake. At one point during the node
transition, the deconpressor acknow edges the reception of one (or
more) IR, I R-DYN or UOR-2 packet(s) that have node bits set to the
new node. Packets of type O or type 1 that are received up to this
poi nt are deconpressed using the old node, while afterwards they are
deconpressed using the new node. |f the enhanced transition
procedures described in Section 3.1 are used, the setting of the

D _TRANS paraneter to P represents this breakpoint. The successful
deconpressi on of a packet of type 0 or type 1 conpletes the node
transition.

4. Tinmestanp Encoding
4.1. Encoding Used for Conpressed TS Bits

RTP Timestamp (TS) val ues are al ways encoded usi ng WLSB encodi ng,
bot h when sent scal ed and unscaled. Wen no TS bits are transnitted
in a conpressed packet, TS is always scaled. |If a conpressed packet
carries an Extension 3 and field(Tsc)=0, the conpressed packet nust
thus always carry unscaled TS bits. For TS values sent in Extension
3, WLSB encoded val ues are sent using the self-describing variable-
I ength format (RFC 3095-Section 4.5.6), and this applies to both
scal ed and unscal ed val ues.
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4.2. (De)conpression of TS without Transmitted TS Bits

When ROHC RTP operates using its nost efficient packet types, apart
from packet type identification and the error detection CRC, only RTP
sequence nunber (SN) bits are transnitted in RTP conpressed headers.
Al other fields are then onitted either because they are unchanged
or because they can be reconstructed through a function fromthe SN
(i.e., by conbining the transmitted SN bits with state information
fromthe context). Fields that can be inferred fromthe SN are the
IP lIdentification (IP-1D) and the RTP Tinestanp (TS)

| P-1 D conpression and deconpression, both with and without
transmitted IP-1D bits in the conpressed header, are well defined in
RFC 3095-Section 4.5.5 (see Section 8.2). For the TS field, however,
RFC 3095 only defines how to deconpress based on actual TS bits in
the conpressed header, either scaled or unscal ed, but not howto
infer the TS fromthe SN when there are no TS bits present in the
conpressed header.

VWhen no TS bits are received in the conpressed header, the scaled TS
val ue is reconstructed assunmng a |linear extrapolation fromthe SN
i.e., delta TS = delta SN * default-slope, where delta SN and

delta TS are both signed integers. RFC 3095-Section 5.7 defines the
potential values for default-slope.

I NCOVPLETE RFC 3095 TEXT (RFC 3095-Section 5.7):

"If value(Tsc) = 1, Scal ed RTP Ti mestanp encoding is used before
conpression (see section 4.5.3), and default-slope(TS) = 1.

If value(Tsc) = 0, the Timestanp value is conpressed as-is, and
defaul t-sl ope(TS) = val ue(TS_STRI DE).'

CORRECTED TEXT:

"When a conpressed header with no TS bits is received, the scal ed
TS value is reconstructed assum ng a |linear extrapolation from
the SN, i.e., delta_TS = delta_SN * defaul t-sl ope(TS)

If value(Tsc) = 1, Scaled RTP Timestanp encoding is used before
conpression (see Section 4.5.3), and default-slope(TS) = 1.

If value(Tsc) = 0, the Timestanp value is conpressed as-is, and
defaul t-slope(TS) = value(TS_STRIDE). |If a packet with no TS
bits is received with Tsc = 0, the deconpressor MJIST discard the
packet . "
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| NCORRECT AND | NVALI DATED RFC 3095 TEXT (Section RFC 3095-5.5.1.2):

"For exanple, in a typical case where the string pattern has the
formof non-SN-field = SN * slope + offset, one ACK is enough if
the sl ope has been previously established by the deconpressor
(i.e., only the new offset needs to be synchronized). O herw se,
two ACKs are required since the deconpressor needs two headers to
| earn both the new sl ope and the new offset."

Consequently, there is no other slope value than the default-slope,
as defined in RFC 3095-Section 5.7.

4.3. Interpretation Intervals for TS Encodi ng

RFC 3095-Section 4.5.4 defines the interpretation interval, p, for
timer-based compression of the RTP tinestanp. However, RFC 3095-
Section 5.7 defines a different interpretation interval, which is
defined as the interpretation interval to use for all TS values. It
is thus uncl ear which p-value to use, at least for timer-based

comnpr essi on.

The way this should be interpreted is that the p-value differs
dependi ng on whet her or not tiner-based conpression is enabl ed.

For timer-based conpression (TIME_STRIDE set to a non-zero val ue),
the interpretation interval is:

p =27 k-1) - 1 (as per RFC 3095-Section 4.5.4)
O herwise, the interpretation interval is:
p =2"k-2) - 1 (as per RFC 3095-Section 5.7)
4.4. Scal ed RTP Ti nestanp Encodi ng
This section redefines the algorithmfor scaled RTP tinestanp
encodi ng, defined as a 5-step procedure in RFC 3095-Section 4.5. 3.
Two formal errors have been corrected, as described in sub-sections
4.4.1 and 4.4.2 below, and the whol e algorithm has been reworked to
be nore concise and to use well-defined term nology. The resulting
text can be found in 4.4.3 bel ow.
4.4.1. TS_STRIDE for Scal ed Ti mestanp Encodi ng
RFC 3095 defines the tinestanp stride (TS _STRIDE) as the expected

increase in the timestanp val ue between two RTP packets with
consecutive sequence nunbers. TS STRIDE is set by the conpressor and
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4. 4.

4. 4.

Jon

explicitly comunicated to the decompressor, and it is used as the
scaling factor for scaled TS encodi ng.

The rel ation between TS and TS _SCALED, given by the follow ng
equality in RFC 3095-Section 4.5.3, defines the nathenmatical neaning
of TS STRI DE:

TS = TS_SCALED * TS_STRIDE + TS_OFFSET

TS SCALED is inconpletely witten as TS/ TS STRIDE in the
conpression step followi ng the above core equality. This fornula is
i ncorrect both because it excludes TS OFFSET and because it woul d
prevent a TS _STRIDE val ue of 0, which is an alternative not excluded
by the definition or by the core equality above. If "/" were a
general | y unanbi guously defined operation nmeaning "the integral part
of the result fromdividing X by Y', the absence of TS OFFSET coul d
be explained, but the fornula would still |ack a proper output for
TS STRIDE equal to 0. The fornula of "2. Conpression" is thus valid
only with the followi ng requirenents:

a) "/" means "the integral part of the result fromdividing X by Y"
b) TS STRIDE>0 (TS is never sent scal ed when TS _STRI DE=0)
2. TS Waparound with Scal ed Ti mestanp Encodi ng

RFC 3095-Section 4.5.3 states in points 4 and 5 that the conpressor
is not required to initialize TS OFFSET at w aparound, but that it is
required to increase the nunber of bits sent for the scaled TS val ue
when there is a TS wraparound. The deconpressor is also required to
detect and cope with TS w aparound, including updating TS_OFFSET.

This method is not interoperable and not robust. The gain is also
insignificant, as TS waparound happens very seldomy. Therefore,

the conpressor should reinitialize TS OFFSET upon TS wraparound, by
sendi ng an unscaled TS

3. Algorithmfor Scal ed Tinestanp Encodi ng
| NCORRECT RFC 3095 TEXT (RFC 3095-Section 4.5.3):

"1. Initialization: The conpressor sends to the deconpressor the
val ue of TS STRIDE and the absolute val ue of one or several TS
fields. The latter are used by the deconpressor to initialize
TS OFFSET to (absolute value) nodulo TS STRIDE. Note that
TS OFFSET is the sane regardl ess of which absolute value is
used, as long as the unscal ed TS val ue does not wap around;
see 4) bel ow.
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Conpression: After initialization, the conpressor no | onger
conmpresses the original TS values. Instead, it conpresses the
downscal ed values: TS SCALED = TS / TS STRIDE. The conpression
met hod coul d be either WLSB encoding or the timer-based
encodi ng described in the next section.

Deconpr essi on: \Wien recei ving the conpressed val ue of

TS _SCALED, the deconpressor first derives the value of the
original TS SCALED. The original RTP TS is then cal cul ated as
TS = TS_SCALED * TS_STRIDE + TS_OFFSET.

O fset at wraparound: Waparound of the unscaled 32-bit TS will
invalidate the current value of TS OFFSET used in the equation
above. For example, let us assune TS STRIDE = 160 = OxA0 and
the current TS = OxFFFFFFFO. TS OFFSET is then 0x50 = 80.
Then if the next RTP TS = 0x00000130 (i.e., the increnent is
160 * 2 = 320), the new TS OFFSET shoul d be 0x00000130 nodul o
OXA0 = 0x90 = 144. The conpressor is not required to re-
initialize TS OFFSET at waparound. |nstead, the deconpressor
MUST det ect w aparound of the unscaled TS (which is trivial)
and update TS OFFSET to TS OFFSET = (W apped around unscal ed
TS) nodul o TS_STRI DE'

CORRECTED TEXT:

"1

Jonsson,

Initialization and updating of RTP TS scaling function: The
conmpressor sends to the decompressor the value of TS STRI DE
along with an unscaled TS. These are both needed by the
deconpressor to initialize TS OFFSET as hdr(TS) nodul o
field( TS STRIDE). Note that TS OFFSET is the same for any TS
as long as TS_STRIDE does not change and as long as the
unscal ed TS val ue does not wap around; see 4) bel ow

Conpression: After initialization, the conpressor no | onger
conpresses the unscaled TS values. Instead, it conpresses the
scal ed values. The conpression nethod can be either WLSB
encodi ng or tiner-based encodi ng.

Deconpr essi on: Wen receiving a (conpressed) TS SCALED, the
field is first deconpressed, and the unscaled RTP TS is then
calculated as TS = TS SCALED * TS STRIDE + TS OFFSET.

O fset at waparound: If the value of TS STRIDE is not equal to
a power of two, waparound of the unscaled 32-bit TS will
change the value of TS _OFFSET. When this happens, the
conpressor SHOULD reinitialize TS OFFSET by sendi ng unscal ed
TS, as in 1 above."
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| NCORRECT AND | NVALI DATED RFC 3095 TEXT (RFC 3095- Section 4.5. 3):

The entire point 5, i.e. the entire text starting from"5
Interpretation interval at waparound ...", down to and including
the block of text that starts with "Let a be the nunber of LSBs"
and that ends with "...interpretation interval is b." is incorrect

and is thus invalid.
4.5. Recalculating TS _OFFSET

TS can be sent unscaled if the TS val ue change does not natch the
established TS_STRIDE, but the TS _STRIDE might still stay unchanged.
To ensure correct deconpression of subsequent packets, the
deconpressor MJST therefore al ways recal culate TS OFFSET (RTP TS
modul o TS _STRI DE) when a packet with an unscaled TS value is

recei ved.

4.6. TS STRIDE and the Tsc Flag in Extension 3

The Tsc flag in Extension 3 indicates whether or not TS is scal ed.
The value of the Tsc flag thus applies to all TS bits, as well as if
there are no TS bits in the extension itself. Wen TS is scaled, it
is always scal ed using context(TS STRIDE). The |egend for Extension
3 in RFC 3095-Section 5.7.5 incorrectly states that val ue(TS_STRI DE)
is used for scaled TS

If TS STRIDE is present in Extension 3, as indicated by the Tss fl ag
bei ng set, the conpressed header SHOULD carry unscaled TS bits; i.e.,
the Tsc flag SHOULD NOT be set when Tss is set since an unscaled TS
is needed together with TS STRIDE to recalculate the TS OFFSET. |If
TS STRIDE is included in a conpressed header with scaled TS, the
deconpressor mnust ignore and discard fiel d(TS_STRI DE)

| NCORRECT RFC 3095 TEXT (RFC 3095-Section 5.7.5):

"Tsc: Tsc O indicates that TS is not scal ed;
Tsc 1 indicates that TS is scal ed according to section
4.5.3, using val ue(TS_STRI DE)
Context(Tsc) is always 1. |If scaling is not desired, the
conpressor will establish TS STRIDE = 1."

CORRECTED TEXT:
"Tsc: Tsc O indicates that TS is not scal ed;

Tsc = 1 indicates that TS is scal ed according to Section
4.5.3, using context (TS _STRI DE)
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Context(Tsc) is always 1. |If scaling is not desired, the
compressor will establish TS STRIDE = 1.

If field(Tsc) =1, and if TSS = 1 (neaning that TS STRIDE is
present in the extension), field(TS STRIDE) MJST be ignored
and di scarded. "

When the conpressor re-establishes a new value for TS _STRI DE using
Extension 3, it should send unscaled TS bits together with TS STRI DE

4.7. Using Tiner-Based Conpression

Ti mer - based conpression of the RTP tinmestanp, as described in RFC
3095-Section 4.5.4, may be used to reduce the nunber of transmtted
timestanp bits (bytes) needed when the tinmestanp cannot be inferred
fromthe SN. Tiner-based conpression is only used for deconpression
of conpressed headers that contains a TS field; otherw se, when no
timestanp bits are present, the tinestanp is linearly inferred from
the SN (see Section 4.2 of this docunent).

VWhet her or not to use tiner-based conpression is controlled by the
TIME_STRIDE control field, which can be set by either an IR an IR
DYN, or a conpressed packet with Extension 3. Before tinmer-based
conpression can be used, the deconpressor has to informthe
conmpressor (on a per-channel basis) about its clock resolution by
sendi ng a CLOCK feedback option for any CID on the channel. The
conmpressor can then initiate timer-based conpression by sending (on a
per-context basis) a non-zero TIME STRIDE to the deconpressor. Wen
the conpressor is confident that the deconpressor has received the

TI ME_STRIDE value, it can switch to tiner-based conpression

5. List Conpression
5.1. CSRC List Itens in RTP Dynam ¢ Chain

RFC 3095-Section 5.7.7.6 defines the static and dynam c parts of the
RTP header. This section indicates a ' CGeneric CSRC list’ field in
the dynam c chain, which has a variable length (see RFC 3095-Section
5.8.6). This field is always at |east one octet in size, even if the
list is enpty (as opposed to the CSRC list in the unconpressed RTP
header, which is not present when the RTP CC field is set to 0).

5.2. Miltiple Cccurrences of the CC Field
The static and the dynamc parts of the RTP header are defined in RFC
3095-Section 5.7.7.6. In the dynamc part, a CC field indicates the

nunber of CSRC itens present in the 'Generic CSRC list’. Another CC
field also appears within the 'Generic CSRC |list’ (RFC 3095-Section
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5.8.6.1), because Encoding Type 0 is always used in the dynanic
chain. Both CC fields have the same nmeani ng: the value of the CC
field determi nes the nunmber of Xl itens in the CSRC |ist for Encoding
Type 0, and it is not used otherwise. Therefore, the follow ng
appl i es:

FORVAL ADDI TI ON TO RFC 3095:

"The first octet in the dynamc part of the RTP header contains a
CC field, as defined in Section 5.7.7.6. A second occurrence
appears in the "CGeneric CSRC list’, which is also in the dynamc
part of the RTP header, where Encoding Type 0 is used according
to the format defined in RFC 3095-5.8.6.1

The conpressor MJST set both occurrences of the CC field to the
same val ue.

The deconpressor MJST use the value of the CC field fromthe
Encodi ng Type O within the Generic CRSC list, and it MJST thus
ignore the first occurrence of the CC field."

5.3. Bit Masks in List Conpression

The insertion and/or renpval schenes, described in RFC 3095-Sections
5.8.6.2 - 5.8.6.4, use bit masks to indicates insertion or renoval
positions within the reference list. The size of the bit mask can be
7 bits or 15 bits.

The conpressor MAY use a 7-bit nmask, even if the reference list has
nmore than seven itens, provided that changes to the list are only
applied to itens within the first seven itens of the reference list,
leaving items with an index not covered by the 7-bit mask unchanged.
The deconpressor MJST NOT nodify items with an index not covered by
the 7-bit mask, when a 7-bit nmask is received for a reference |ist
that contains nmore than seven itens.

5.4. Headers Conpressed with List Conpression

In RFC 3095-Section 5.8, it states that headers that can be part of
ext ensi on header chains "include" AH [14], ESP NULL [13], m ni nal
encapsul ation (MNE) [15], GRE [16][17], and IPv6 [9] extensions.
This list of headers that can be conpressed is correct, but the word
"include" should not be there, since only the header types listed can
actually be handled. It should further be noted that for the M ninal
Encapsul ation (M NE) header, there is no explicit discussion of how
to conpress it, as the header is sent either unconpressed or fully
conpressed away.
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5.5. ESP NULL Header List Conpression

Due to the offset of the fields in the trailer part of the ESP
header, a conpressor MJST NOT conpress packets containing nore than
one NULL ESP [13] header, unless the second-outernpst header is
treated as a regular ESP [12] header and the packets are conpressed
usi ng profile 0x0003.

5.6. Translation Tables and | ndexes for | P Extension Headers

RFC 3095-Section 5.8.4 describes how |list indexes are associated to
list items and how table lists are built for |IP extension headers.
The text incorrectly states that one index per type is used, since
the sane type can appear several tinmes with different content in one
singl e chai n.

In I P extension header |ist conpression, an index is associated with
each individual extension header of an extension header chain. Wen
there are multiple non-identical occurrences of the sanme extension
type (Protocol Number) within a header chain, each MJST be given its
own i ndex.

In the case where there are multiple identical occurrences of the
same extension type, the conpressor can associate themto the sane
i ndex. Wen the value of an item whose i ndex occurs nore than once
inthe list is updated, the conpressor MJST send the value for each
occurrence of that index in the list.

When content of extension headers changes, an inplenentation can
choose to either use a different index or update the existing one.
Sone extensions can be conpressed away even when sone fields change,
as those changes can be conveyed to the deconpressor implicitly (e.g.
sequence nunbers in extension headers that can be inferred fromthe
RTP SN) or explicitly (e.g., as part of the 'IP extension header(s)
field in Extension 3).

When there is nore than one | P header, there is nore than one |ist of
extensi on headers, and a translation table is maintained for each
l'ist independently of one another

5.7. Reference List
A list conmpressed using encoding type 1 (insertion), type 2
(rermoval ), or type 3 (renoval/insertion) uses a coding schene that is

based on the use of a reference list in the context (identified as
ref _id).
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Wiile it could seemto be a fair choice to send a type 1 list when
ref id is an enpty list, there is nothing gained in doing so with
respect to using a type O list. Sending a type 2 list when ref_id is
an enpty list would lead to a failure, while sending a type 3 I|ist
has very little meaning. Al these alternatives could be seen as
possi bl e, based on how |ist conpression is specified in RFC 3095.

If these alternatives were all owed, a deconpressor woul d becomne
required to maintain a sliding window of ref_id lists in R node, even
for the case where no itens are sent in the conpressed list, and this
is not a desirable requirement. Using |list encoding type 1, type 2,
and type 3 is therefore only allowed for non-enpty reference |ists.

FORMAL ADDI TI ON TO RFC 3095:

"Regardl ess of the operating node, for list encoding of type 1
type 2, and type 3 lists, ref _id MJST refer to a non-enpty list."

5.8. Compression of AH and GRE Sequence Nunbers

RFC 3095- Section 5.8.4.2 and RFC 3095-Section 5.8.4.4 describe howto
conpress the Authentication Header (AH) [14] and the Generic Routing
Encapsul ation (GRE) [16][17] header. Both these sections present a
possibility to onmit the AH CRE sequence nunber in the conpressed
header, under certain circunstances. However, the specific
conditions for omtting the AH GRE sequence nunber, as well as the
concrete conpression and deconpression procedures to apply, are not
clearly defined to guarantee robustness and facilitate interoperable
i mpl ement ati on.

Proper rules are provided for the ESP case, i.e.,:

"Sequence Nunber: Not sent when the offset fromthe sequence
nunber of the conpressed header is constant, when the conpressor
has confidence that the deconpressor has established the correct
of fset. Wen the offset is not constant, the sequence nunber may
be conpressed by sendi ng LSBs"

The sane |logic applies to the AH GRE sequence nunbers.
| NCORRECT RFC 3095 TEXT (RFC 3095-Section 5.8.4.2):
"I'f the sequence number in the AH linearly increases as the RTP
Sequence Nunber increases, and the conpressor is confident that
the deconpressor has obtained the pattern, the sequence nunber in

AH need not be sent. The deconpressor applies l|inear
extrapol ati on to reconstruct the sequence nunber in the AH "
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CORRECTED TEXT:

"The AH sequence nunber can be omtted fromthe conpressed header
when the offset fromthe sequence nunber (SN) of the conpressed
header is constant, when the conpressor has confidence that the
deconpressor has established the correct offset.”

I NCORRECT RFC 3095 TEXT (RFC 3095-Section 5.8.4.4):

"If the sequence nunber in the GRE header linearly increases as
the RTP Sequence Nunber increases and the conpressor is confident
that the deconpressor has received the pattern, the sequence
nunber in GRE need not be sent. The deconpressor applies linear
extrapol ation to reconstruct the sequence nunmber in the GRE
header. "

CORRECTED TEXT:

"The GRE sequence nunber can be omitted fromthe conpressed header
when the offset fromthe sequence number (SN) of the conpressed
header is constant, when the conpressor has confidence that the
deconpressor has established the correct offset.”

6. Updating Properties
6.1. Inplicit Updates

A context updating packet that contains conpressed sequence numrber
informati on may al so carry information about other fields; in such
cases, these fields are updated according to the content of the
packet. The updating packet also inplicitly updates inferred fields
(e.g., RTP Timestanp) according to the current node and the
appropri ate mappi ng function of the updated and inferred fields.

An updating packet thus updates the reference values of all header
fields, either explicitly or inplicitly, except for the UO1-1D
packet (see Section 6.2 of this docunent). In UO node, all packets
are updating packets, while in R node, all packets with a CRC are
updati ng packets.

For exanple, a UG 0 packet contains the conpressed RTP sequence

nunber (SN). Such a packet also inplicitly updates RTP tinmestanp,
| Pv4 1 D, and sequence nunbers of |P extension headers.
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6.2. Updating Properties of UO 1*

RFC 3095-Section 5.7.3 states that the val ues provided in extensions
carried by a UO 1-1D packet do not update the context, except for SN
TS, or IP-1D fields. However, RFC 3095-Section 5.8.1 correctly
states that the translation table in the context is updated whenever
an (Index, iten) pair is received, sonething that is contradicted by
the statement in RFC 3095-5.7.3 because the UG 1-1D packet can carry
Extension 3 with (Index, item) pair itens within the ' Conpressed CSRC
list’ field. In addition to this contradiction, the text does not
mention what to do with the other sequence nunbers inferred fromthe
SN, which are also to be inplicitly updated. The updating properties
of UO 1* as stated by RFC 3095-Section 5.7.3 are thus inconplete.

I NCOVPLETE RFC 3095 TEXT (RFC 3095-Section 5.7.3):

"Val ues provided in extensions, except those in other SN, TS, or
IP-1D fields, do not update the context."

CORRECTED TEXT:

"UO 1-1 D packets only updates TS, SN, IP-1D, and sequence nunbers
of I P extension headers. Qher values provided in extensions do
not update the context.

The deconpressor MJST update its translation table whenever an
(I'ndex, item pair is received, as per RFC 3095-Section 5.8.1,
and this rule applies also to UO 1-1D packets.™"

6.3. Context Updating Properties for IR Packets

| R packets do not clear the whole context, but update all fields
carried in the IR header. Simlarly, an IR without a dynam c chain
sinmply updates the static part of the context, while the rest of the
context is |left unchanged.

A consequence of this is that fields that are not updated by the IR
packet, e.g., the translation tables for |ist conpression, MJST NOT
be invalidated by the deconmpressor when it assumes context damage.

6.4. RTP Padding Field (R-P) in Extension 3

RFC 3095-Section 5.7.5 defines the properties of RTP header flags and
fields in Extension 3. These get updated when the rtp flag of the
Extension 3 is set, i.e., when rtp = 1; otherw se, they are not
updated. However, it is unclear how Extension 3 updates the R P bit
in the context.
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| NCOVPLETE RFC 3095 TEXT (RFC 3095- Section 5.7.5):
"R-P: RTP Padding bit, absolute value (presumed zero if absent)."
CORRECTED TEXT:

"R-P: RTP Padding bit. If RPT =1, RPis the absolute val ue of
the RTP padding bit and this value updates context(R-P). If
R-PT = 0, context(R-P) is updated to zero."

6.5. RTP eXtension bit (X) in dynamc part

RFC 3095-Section 5.7.7.6 defines the properties of the RTP header
flags and fields in the RTP part of the dynamic chain of IR and IR
DYN packets. However, it is unclear how the X bit is updated in the
cont ext .

I NCOVPLETE RFC 3095 TEXT (RFC 3095-Section 5.7.7.6):
"X: Copy of X bit from RTP header (presuned 0 if RX = 0)"
CORRECTED TEXT:

"X: X bit fromRTP header. If RX =1, Xis the X bit fromthe RTP
header and this value updates context(X). |If RX = 0,
context(X) is updated to zero."

7. Context managenment and Cl D/ cont ext Reuse
7.1. Persistence of Deconpressor Contexts

As part of the negotiated channel parameters, conpressor and
deconpressor have, through the MAX CI D paraneter, agreed on the

hi ghest context identification (CID) nunber to be used. By agreeing
on MAX CID, the deconpressor also agrees to provide nenory resources
to host at |east MAX ClD+1 contexts, and an established context with
a CIDwithin this negotiated space MIST be kept by the deconpressor
until either the CID gets reused, or the channel is taken down or
renegot i at ed.

7.2. ClD Context Reuse

As part of the channel negotiation, the maxi mal nunber of active
contexts supported is negoti ated between the conpressor and the
deconpressor through the MAX CID paraneter. The value of MAX CID can
differ significantly fromone link application to another, as well as
the load in terns of the nunber of packet streans to conpress. The
lifetime of a ROHC channel can also vary, from al nbst pernanent to
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rather short-lived. However, in general, it is not expected that
resources will be allocated for nore contexts than what can
reasonably be expected to be active concurrently over the link. As a
consequence hereof, context identifiers (ClDs) and context nmenory are
resources that will have to be reused by the conpressor as part of
what can be considered normal operation

How context resources are reused is |left unspecified in RFC 3095 [1]
and subsequent 3095-based ROHC specifications. This docunment does
not intend to change that, i.e., ROHC resource nmanagenent is stil
considered an inplenentation detail. However, reusing a CID and its
all ocated nmenory is not always as sinple as initiating a context with
a previously unused CID. Because sonme profiles can be operating in
vari ous nodes where packet formats vary dependi ng on current node,
care has to be taken to ensure that the old context data will be
conpletely and safely overwitten, elimnating the risk of undesired
side effects frominteractions between old and new context data.
Thi s docunent therefore points out sone inportant core aspects to
consi der when inpl enenting resource managenent in ROHC conpressors
and deconpressors.

On a high level, ClD context reuse can be of two kinds, either reuse
for a new context based on the sane profile as the old context, or
for a new context based on a different profile. These cases are

di scussed separately in the followi ng two sub-sections.

7.2.1. Reusing a CID/ Context with the Sane Profile

For multi-node profiles, such as those defined in RFC 3095 [1], node
transitions are performed using a deconpressor-initiated handshake
procedure, as defined in RFC 3095-Section 5.6. Wen a ClD/context is
reused for a new context based on the same profile as the old
context, the current node of operation SHOULD be inherited fromthe
old to the new context. Specifically, the conpressor SHOULD conti nue
to operate using the node of operation of the old context also with
the new context. The reason for this is that there is no reliable
way for the conpressor to informthe deconpressor that a Cl D context
reuse i s happening. The deconpressor can thus not be expected to
clear the context nmenmory for the CID (see Section 6.3), and there is
no way to trigger a safe node switching (which requires the
deconpressor-initiated handshake procedure).

The rul e of node inheritance applies al so when the

CONTEXT_REI NI TI ALI ZATI ON si gnal (RFC 3095-Section 6.3.1) is used to
reinitiate an entire context.
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7.2.2. Reusing a CID/Context with a Different Profile

VWen a CIDis reused for a new context based on a different profile
than the old context, both the conpressor and the deconpressor MJST
start operation with that context in the initial node of the profile
(if it is amlti-nmode profile). This applies both to IRinitiated
new contexts and profile downgrades with IR-DYN (e.g., the profile
0x0001 -> profil e 0x0002 downgrade in RFC 3095-Section 5.11.1).

Type 0 and type 1 packets have different formats in U O and R-node,
and t hese R-nbde packets have no CRC. Wen initiating a new context
on a reused R-node CID, there is a risk that the deconpressor wll
m sinterpret conpressed packets if the initiating IR packets are

| ost.

A CID for a context currently operating in R-node SHOULD t herefore
not be reused for a new context based on a different profile than the
old context. A conpressor doing otherwi se should mninize the risk
for msinterpretation of RO/R1 by, e.g., not using packets of types
beginning with 00 or 10 before it is highly confident that the new
context has successfully been initiated at the deconpressor.

8. Oher Protocol darifications
8.1. Meaning of NBO

In I Pv4 dynamc part (RFC 3095-Section 5.7.7.4), if the "NBO bit is
set, it means that network byte order is used.

8.2. IP-ID

According to RFC 3095-Section 5.7, IP-1D nmeans the conpressed val ue
of the 1Pv4 header’s 'Identification” field. Conpressed packets
contain this conpressed value (IP-1D), while IR packets with dynamc
chain and | R-DYN packets transmt the original, unconpressed
Identification field value. The IP-ID field always represents the
Identification value of the innernmost |Pv4 header whose correspondi ng
RND flag is not 1.

If RND or RND2 is set to 1, the corresponding IP-1D(s) is (are) sent
as 16-bit unconpressed ldentification value(s) at the end of the
conpressed base header, according to the IP-1D description (see the
begi nni ng of RFC 3095-Section 5.7). When there is no conpressed |P-
ID, i.e., for IPv6 or when all IP Identification information is sent
as is (as indicated by RND)RND2 being set to 1), the deconpressor
ignores IP-1D bits sent within conpressed base headers.
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When RND=RND2=0, IP-1D is conpressed, i.e., expressed as an SN offset
and byte-swapped if NBO=0. This is the case also when 16 bits of
IP-1Dis sent in Extension 3.

When RND=0 but no IP-ID bits are sent in the conpressed header, the
SN of fset for IP-1D stays unchanged, neaning that O fset_m equal s
Ofset_ref, as described in Section 4.5.5. This is further expressed
in aslightly different way (with the same neaning) in Section 5.7,
where it is said that "default-slope(lP-1D offset) = 0", neaning, if
no bits are sent for IP-1D, its SN offset slope defaults to O.

8.3. Extension-3 in UOR-2* Packets

Sone flags of the I P header in the extension (e.g., NBO or RND) nay
change the interpretation of fields in UOR 2* packets. In such
cases, when a flag changes in Extension 3, a deconpressor MJST re-
parse the UOR-2* packet.

8.4. Miltiple Occurrences of the MBIt

The RTP header part of Extension 3, as defined by RFC 3095-Section
5.7.5, includes a one-bit field for the RTP Marker bit. This field
is also present in all conpressed base header formats except for UO
1-1D; nmeaning, there may be two occurrences of the field within one
singl e conpressed header. |In such cases, the two Mfields nust have
the sanme val ue.

FORMAL ADDI TI ON TO RFC 3095:

"When there are two occurrences of the Mfield in a conpressed
header (both in the conpressed base header and in the RTP part of
Extensi on 3), the conpressor MJST set both these occurrences of
the Mfield to the sane val ue.

At the deconpressor, if the two Mfield values of such a packet
are not identical, the packet MJUST be di scarded."

8.5. Miltiple SN options in one feedback packet

The I ength of the sequence nunber field in the original ESP [12]
header is 32 bits. The format of the SN feedback opti on (RFC 3095-
Section 5.7.6.6) allows for 8 additional SN bits to the 12 SN bits of
t he FEEDBACK-2 format (RFC 3095-Section 5.7.6.1). One single SN

f eedback option is thus not enough for the deconpressor to send back
all the 32 bits of the ESP sequence nunber in a feedback packet,
unless it uses nultiple SN options in one feedback packet.
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RFC 3095-Section 5.7.6.1 declares that a FEEDBACK-2 packet can
contain a variabl e nunber of feedback options, and the options can
appear in any order.

When processing nultiple SN options in one feedback packet, the SN
woul d be given by concatenating the fields.

8.6. Miltiple CRC Options in One Feedback Packet

Al though it is not useful to have nore than one single CRC option in
a feedback packet, having multiple CRC options is still allowed. |If
mul ti ple CRC options are included, all such CRC options MJST be
identical, as they will be cal cul ated over the sane header; the
compressor MUST ot herwi se discard the feedback packet.

8.7. Responding to Lost Feedback Links

Al though this is neither desirable or expected, it may happen that a
link used to carry feedback between two associ ated instances becones
unavai lable. If the conpressor can be notified of such an event, the
compressor SHOULD restart compression for each flow that is operating
in Rnode. Wen restarting conpression, the conpressor SHOULD use a
different CID for each flow being restarted; this is useful to avoid
the possibility of nmisinterpreting the type of the conpressed header
for the packet type identifiers that are common to both U O node and
R-node, when the flowis restarted in U-node (see al so Section 7.2).

General |y, feedback |inks are not expected to di sappear once present,
but it should be noted that this m ght be the case for certain link
t echnol ogi es.

8.8. UOR-2 in Profile 0x0002 (UDP) and Profile 0x0003 (ESP)

One single new format is defined for UOR-2 in profile 0x0002 and
profil e 0x0003, which replaces all three (UOR-2, UOR-2-1D, UOR-2-TS)
formats fromprofile 0x0001. The same UOR-2 format is thus used

i ndependent of whether or not there are I P headers with a
corresponding RND=1. This also applies to the IP profile [4] and the
| P/UDP-Lite profile [5].

8.9. Sequence Nunber LSB's in | P Extension Headers

In RFC 3095-Section 5.8.5, formats are defined for conpression of IP
ext ensi on header fields. These include conpressed sequence number
fields, and these fields contain the "LSB of sequence nunber”. These
sequence nunbers are not "LSB-encoded" as, e.g., the RTP sequence
nunber, but are the LSB's of the unconpressed fields.
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8.10. Expecting UOR-2 ACKs in O Mde

Usage of UOR-2 ACKs in O node, as discussed in RFC 3095-Section
5.4.1.1.2, is optional. A deconpressor can also send ACKs for

pur poses other than to acknowl edge the UOR-2, without having to
continue sending ACKs for all UOR-2. Simlarly, a conpressor

i mpl ementation can ignore UOR-2s ACKs for the purpose of adapting the
optimistic approach strategies.

It is thus NOT RECOMVENDED to use the optional ACK nmechanismin O
node, either in conpressor or in deconpressor inplenentations.

Using an incorrect expectation on UOR-2 ACKs as a basis for
compressor behavior will significantly degrade the conpression
performance. This is because UOR-2 ACKs can be sent froma
deconpressor for other purposes than to acknow edge the UOR-2 packet,
e.g., to send feedback such as clock resolution, or to initiate a
nmode transition. |f an inplenmentation does use the optiona

acknow edgnent al gorithm described in Section 5.4.1.1.2, it nust make
sure to set the k_3 and n_3 paraneters to rmuch |larger values than 1
to ensure that the conpressor performance is not degraded due to the
probl em descri bed above.

8.11. Context Repairs, TS_STRI DE and TI ME_STRI DE

The 7-bit CRC used to verify the outcone of the deconpression attenpt
covers the original unconpressed header. The CRC verification thus
excludes TS STRIDE and TIME_STRIDE, as these fields are not part of
the original unconpressed header

The UOR-2 packet type can be used to update the value of the

TS STRIDE and/or the TIME STRIDE, with the Extension 3. However,
these fields are not used for deconpression of the RTP TS field for
this packet type and their respective value is thus not verified,
either inmplicitly or explicitly.

When the conpressor receives a negative acknow edgenment, it thus
cannot determ ne whether the failure may be caused by an unsuccessfu
update to the TS STRIDE and/or the TIME_STRIDE field(s), for which a
previ ous header that |ast attenpted to update their val ue had
previously been acknow edged.

FORMAL ADDI TI ON TO RFC 3095:
"When the conpressor receives a NACK and uses the UOR-2 header
type to repair the deconpressor context, it SHOULD include fields

that update the value of both the TS STRIDE and the TI ME_STRI DE
whose value it has updated at | east once since the establishnent
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10.

11.

of that context, i.e., since the CID was first associated with
its current profile.

When the conpressor receives a static-NACK, it MJST include in
the IR header fields for both the TS STRIDE and the TI ME_STRI DE
whose value it has updated at | east once since the establishnent
of that context, i.e., since the CID was first associated with
its current profile."

ROHC Negoti ati on

RFC 3095-Section 4.1 states that the Iink | ayer nust provide neans to
negotiate, e.g., the channel paraneters listed in RFC 3095-Section
5.1.1. One of these paraneters is the PROFILES paraneter, which is a
set of non-negative integers where each integer indicates a profile
supported by the deconpressor

Each profile is identified by a 16-bit value, where the 8 LSB bits

i ndicate the actual profile, and the 8 MSB bits indicate the variant
of that profile (see RFC 3095-Section 8). 1In the ROHC headers sent
over the link, the profile used is identified only with the 8 LSB
bits, which neans that the conpressor and deconpressor nust have
agreed on which variant to use for each profile.

The negotiation protocol nust thus be able to conmunicate to the
compressor the set of profiles supported by the deconpressor. When
multiple variants of the same profile are avail able, the negotiation
protocol nust provide the nmeans for the deconpressor to know which
variant will be used by the conpressor. This basically nmeans that
the PROFILES set after negotiation MJST NOT include nore than one
variant of a profile.

PROFI LES Sub-option in ROHC- over - PPP

The | ogi cal union of sub-options for |IPCP and | PV6CP negoti ati ons, as
speci fied by ROHC over PPP [2], cannot be used for the PROFILES
suboption, as the whole union would then have to be considered within
each of the two | PCP negotiations to avoid getting an anbi guous
profile set. An inplenentation of RFC 3241 MJST therefore ensure
that the sane profile set is negotiated for both I Pv4 and | Pv6

(1 PCP/ | PV6CP) .

Constant |P-1D Encoding in IP-only and UPD-Lite Profiles

In the ROHC I P-only profile, Section 3.3 of RFC 3843 [4], a nechani sm
for encoding of a constant Identification value in |IPv4d (constant
IP-1D) is defined. This mechanismis also used by the ROHC UDP-Lite
profiles, RFC 4019 [5].
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The "Constant | P-1D" mechani smapplies to both the inner and outer IP
header, when present, nmeaning that there will be both a SID and a
SI D2 context val ue.

12. Security Considerations

Thi s document provides a nunber of corrections and clarifications to
[1], but it does not make any changes with regard to the security
aspects of the protocol. As a consequence, the security
considerations of [1] apply w thout additions.
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Appendi x A.  Sanpl e CRC Al gorithm

#!/usr/bin/perl -w

use strict;
#:::::::::::::::::::::::::::::::::
#
# ROHC CRC denp - Carsten Bornann cabo@zi.org 2001-08-02
#
# This little denp shows the four types of CRCs in use in RFC 3095,
# the specification for robust header conpression. Type your data in
# hexadeci mal form and then press Control +D.
#
Hm s m e e e e e e e e e e e e e e mia-o -
#
# outility
#
sub dunp_bytes($) {
ny $x = shift;
ny $i;

for ($i = 0; $i < length($x); ) {
printf("9®2x ", ord(substr($x, $i, 1)));

printf("\n") if (++$i % 16 == 0);
printf("\n") if ($i %16 != 0);
}
Hoo o o e e e eeea o
#
# The CRC cal cul ation al gorithm
#

sub do_crc($$%) {
nmy $nbits = shift;
my $poly = shift;
ny $string = shift;

ny $crc = ($nbits == 32 ? Oxffffffff : (1 << $nbits) - 1);
for (my $i = 0; $i < length($string); ++$i) {
ny $byte = ord(substr($string, $i, 1));
for( my $b = 0; $b < 8; $b++ )
if (($crc & 1) N ($byte & 1)) {
$crc >>= 1;
$crc = $poly;
} else {
$crc >>= 1;
}
$byte >>= 1;
}
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printf "92d bits, ", $nbits;
printf "CRC. %©2x\n", $crc;
}
O
#
# Test harness
#
$/ = undef;
$ = <5 # read until EOF
my $string = ""; # extract all that |ooks hex:

s/([0-9a-fA-F][0-9a-fA-F])/$string .= chr(hex($1)), ""/eg;
dunp_byt es($string);

# 32-bit segnentation CRC
# Note that the text inplies that this is conplenmented |ike for PPP
# (this differs from8-, 7-, and 3-bit CRCs)

#

# C(x) = x"0 + x*"1L + x"2 + x4 + x5 + x"7 + x*8 + x"10 +
# xM11 + xM12 + xM16 + xM22 + x"23 + x"26 + x"32
#

do_crc(32, 0xedb88320, $string);

Hm o mm e e e e e e e e e e e m e e o -

#

# 8-bit IRI R DYN CRC

#

# C(x) = x"0 + x"1 + x"2 + x"8

#

do_crc(8, 0xe0, $string);
o

#

# 7-bit FQ SO CRC

#

# C(x) = x"0 + x*"1 + x"2 + x"3 + xX"6 + x"7
#

do_crc(7, 0x79, $string);
e

#

# 3-bit FO SO CRC

#

# C(x) = x"0 + x"1 + x"3

#

do_crc(3, 0x6, $string);
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