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Abst r act

Test engineers take pains to declare all factors that affect a given
measur enent, including intended | oad, packet length, test duration,
and traffic orientation. However, current benchmarking practice
overl ooks two factors that have a profound inmpact on test results.
First, existing nmethodol ogies do not require the reporting of
addresses or other test traffic contents, even though these fields
can affect test results. Second, "stuff" bits and bytes inserted in
test traffic by some |ink-Iayer technol ogi es add significant and
vari abl e overhead, which in turn affects test results. This docunent
describes the effects of these factors; recommends guidelines for
test traffic contents; and offers fornmulas for determning the
probability of bit- and byte-stuffing in test traffic.
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1.

I nt roducti on

Experi ence i n benchmarki ng networ ki ng devi ces suggests that the
contents of test traffic can have a profound inpact on test results.
For exanple, sone devices nay forward randomy addressed traffic

wi t hout | oss, but drop significant nunbers of packets when of fered
packets contai ni ng nonrandom addr esses.

Met hodol ogi es such as [ RFC2544] and [ RFC2889] do not require any
decl aration of packet contents. These nethodol ogies do require the
declaration of test paraneters such as traffic distribution and
traffic orientation, and yet packet contents can have at |east as
great an inmpact on test results as the other factors. Variations in
packet contents also can |ead to non-repeatability of test results:
Two individuals may foll ow net hodol ogy procedures to the letter, and
still obtain very different results.

Arelated issue is the insertion of stuff bits or bytes by |link-Iayer
technol ogi es using PPP wi th Hi gh-Level Data Link Control (HDLC)-like
framing. This stuffing is done to ensure sequences in test traffic
wi Il not be confused with control characters.

Stuffing adds significant and variable overhead. Currently there is
no standard method for determining the probability that stuffing wll
occur for a given pattern, and thus no way to deterni ne what inpact
stuffing will have on test results.

Thi s docunent covers two areas. First, we discuss strategies for
dealing with randommess and nonrandommess in test traffic. Second,
we present formulas to determine the probability of bit- and byte-
stuffing on Point-to-Point Protocol (PPP) and Packet over SONET (POS)
circuits. In both areas, we provide recomrendati ons for obtaining
better repeatability in test results.

Benchmarking activities as described in this menp are linmted to
technol ogy characterization using controlled stinuli in a | aboratory
envi ronnment, using dedi cated address space.

The benchmarki ng network topology will be an independent test setup
and MUST NOT be connected to devices that may forward the test
traffic into a production network, or misroute traffic to the test
management networ K.

Requi renment s
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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3. Ceneral Considerations
3.1. Repeatability

Repeatability is a desirable trait in benchmarking, but it can be an

elusive goal. It is a common but m staken belief that test results
can al ways be recreated provided the device under test and test
instrument are configured identically for each test iteration. |In

fact, even identical configurations may introduce sonme variations in
test traffic, such as changes in tinmestanps, TCP sequence nunbers, or
ot her comon phenonena.

Wiile this variability does not necessarily invalidate test results,
it is inportant to recognize the existing variation. Exact bit-for-
bit repeatability of test traffic is a hard problem A sinpler
approach is to acknow edge that sone variation exists, characterize
that variation, and describe it when analyzing test results.

Anot her issue related to repeatability is the avoi dance of randomess
intest traffic. For exanple, benchmarking experience with sone | EEE
802. 11 devi ces suggests that nonrandom nedi a access control (MAC) and
| P addresses nust be used across nmultiple trials. Although this
woul d seemto contradict some recommendations made in this document,
in fact either nonrandom or pseudorandom patterns nmay be nore
desirabl e depending on the test setup. There are also situations
where it may be desirable to use conbinations of the two, for exanple
by generating pseudorandomtraffic patterns for one test trial and
then re-using the sane pattern across all trials. The keywords in
this docunment are RECOMVENDs and not MJSTs with regard to the use of
pseudorandom test traffic patterns.

Note al so that this discussion covers only repeatability, which is
concerned with variability of test results fromtrial to trial on the
sanme test bed. A separate concern is reproducibility, which refers
to the precision of test results obtained fromdifferent test beds.
Clearly, reproducibility across multiple test beds requires
repeatability on a single test bed.

3. 2. Randommess

Thi s docunent recommends the use of pseudorandom patterns in test
traffic under controlled lab conditions. The rand() functions

avail abl e in many programmi ng | anguages produce output that is
pseudorandom rat her than truly random Pseudorandom patterns are
sufficient for the recommendations given in this docunent, provided
they produce output that is uniformy distributed across the pattern
space.
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Specifically, for any randombit pattern of length L, the probability
of generating that specific pattern SHOULD equal 1 over 2 to the Lth
power .

4. Packet Content Variations
4.1. Pr obl em St at enent

The contents of test traffic can have a significant inpact on metrics
such as throughput, jitter, latency, and | oss. For exanple, nmany

net wor k devi ces feed addresses into a hashing algorithmto determ ne
upon which path to forward a gi ven packet.

Consi der the sinple case of an Ethernet switch with eight network
processors (NPs) in its switching fabric:

i ngress

\/
S T i S S e e i AT A S

+-
I I
8 O A A A A B I B I
| | NPO| | NP1| | NP2| |NP3| |NP4| | NP5| | NP6| | NP7|
'l I
I I
+-

S T i S S e e i AT A S

|
\/
egress

To assign incomng traffic to the various NPs, suppose a hashing

al gorithm performs an exclusive-or (XOR) operation on the |east
significant 3 bits of the source and destination MAC addresses in
each frame. (This is an actual exanple the authors have observed in
mul tiple devices fromnultiple manufacturers.)

In theory, a randomdistribution of source and destination MAC
addresses should result in traffic being uniformy distributed across
all eight NPs. (Instances of the term"random in this docunent
refer to a randomuniformdistribution across a given address space.
Section 3.2 describes random uniformdistributions in nore detail.)
In practice, the actual outcone of the hash (and thus any test
results) will be very different depending on the degree of randomess
intest traffic.

Newman & Pl ayer I nf or mat i onal [ Page 5]



RFC 4814 Hash and Stuffing March 2007

Suppose the traffic is nonrandom so that every interface of the test
instrument uses this pattern in its source MAC addresses:

00: 00: PP: 00: 00: 01
where PP is the source interface nunber of the test instrument.

In this case, the least significant 3 bits of every source and
destination MAC address are 001, regardless of interface nunber.
Thus, the outcome of the XOR operation will always be 0, given the
sanme three | east significant bits:

001 ~ 001 = 000

Thus, the switch will assign all traffic to NPO, |eaving the other
seven NPs idle. Gven a heavy enough | oad, NPO and the switch will
becone congested, even though seven other NPs are available. At
nmost, this device will be able to utilize approximately 12.5 percent
of its total capacity, with the remaining 87.5 percent of capacity
unused.

Now consi der the sanme exanple with randomly distributed addresses.
In this case, the test instrunent offers traffic using MAC addresses
with this pattern:

00: 00: PP: 00: 00: RR

where PP is the source interface nunber of the test instrument and RR
is a pseudorandom nunber. In this case, there should be an equa
probability of the least significant 3 bits of the MAC address having
any value fromO000 to 111 inclusive. Thus, the outcome of XOR
operations should be equally distributed fromO to 7, and
distribution across NPs should al so be equal (at |east for this
particular 3-bit hashing algorithn). Absent other inpedinents, the
devi ce should be able to utilize 100 percent of available capacity.

Thi s sinple exanmpl e presunes know edge on the tester’s part of the
hashi ng al gorithm used by the device under test. Know edge of such
algorithnms is not al ways possi bl e beforehand, and in any event

viol ates the "black box" spirit of many docunents produced by the

| ETF Benchmar ki ng Worki ng Group (BMAG).

Therefore, this nmeno adds a new consideration for benchmarki ng

met hodol ogies to select traffic patterns that overcone the effects of
nonr andommess, regardl ess of the hashing algorithns in use. The

bal ance of this section offers recomendations for test traffic
patterns to avoid these effects, starting at the |ink | ayer and
working up to the application |ayer
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4.2. | EEE 802 MAC Addresses

Test traffic SHOULD use pseudorandom patterns in | EEE 802 MAC
addresses. The follow ng source and destination MAC address pattern
i s RECOMVENDED:

(RR & OxFC): PP: PP: RR RR RR

where (RR & OxFC) is a pseudorandom numnber bitw se ANDed with OxFC
PP: PP is the 1-indexed interface nunber of the test instrument and
RR RR. RR is a pseudorandom nunber.

The bitwi se ANDi ng of the high-order byte in the MAC address with
OXFC sets the loworder two bits of that byte to 0, guaranteeing a
non-nul ti cast address and a non locally adm nistered address. Note
that the resulting addresses may violate | EEE 802 standards by using
organi zationally unique identifiers (OU's) not assigned to the test
port manufacturer. However, since these addresses will be used only
on isolated test networks there should be no possibility of mstaken
identity.

Test traffic SHOULD use PP: PP to identify the source interface nunber
of the test instrunent. Such identification can be useful in

troubl eshooting. Allocating 2 bytes of the MAC address for interface
identification allows for tests of up to 65,536 interfaces. A 2-byte
space allows for tests much larger than those currently used in

devi ce benchmarki ng; however, tests involving nore than 256
interfaces (fully utilizing a 1-byte space) are fairly conmon.

Note that the "PP: PP" designation refers to the source interface of
the test instrument, not the device under test/system under test
(DUT/ SUT). There are situations where the DUT/ SUT interface number
may change during the test; one exanple would be a test of wreless
LAN roaming. By referring to the (presunmably static) source
interface nunber of the test instrunment, test engineers can keep
track of test traffic regardl ess of any possi bl e DUT/ SUT changes.

Further, source interface nunbers SHOULD be 1-indexed and SHOULD NOT
be zero-indexed. This avoids the | ow but nonzero probability of an
all-zeros MAC address. Sone devices will drop frames with all-zeros
MAC addr esses.

It is RECOVWENDED to use pseudorandom patterns in the | east
significant 3 bytes of the MAC address. Using pseudorandom val ues
for the | oworder 3 bytes neans choosing one of 16.7 million unique
addresses. Wile this address space is vastly larger than is
currently required in | ab benchmarking, it does assure nore realistic
test traffic.
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Note al so that since only 30 of 48 bits in the MAC address have
pseudor andom val ues, there is no possibility of randomy generating a
broadcast or multicast value by accident.

4.2.1. Random zed Sets of MAC Addresses

It is common benchmarking practice for a test instrunent to emul ate
mul tiple hosts, even on a single interface. This is desirable in
assessing DUT/ SUT scal ability.

However, test instruments nmay enulate nmultiple MAC addresses by
i ncrementing and/ or decrenenting addresses froma fixed starting
point. This leads to situations, as described above in "Address
Pattern Variations", where hashing al gorithms produce nonopti mal
out cones

The outcone can be nonoptinmal even if the set of addresses begins
wi th a pseudorandom nunber. For exanple, the follow ng source/
destination pairs will not be equally distributed by the 3-bit
hashi ng al gorithm di scussed above:

Sour ce Desti nati on

00: 00: 01: FC:. B3: 45 00: 00: 19: 38: 8C. 80
00: 00: 01: FC:. B3: 46 00: 00: 19: 38: 8C. 81
00: 00: 01: FC:. B3: 47 00: 00: 19: 38: 8C: 82
00: 00: 01: FC: B3: 48 00: 00: 19: 38: 8C: 83
00: 00: 01: FC: B3: 49 00: 00: 19: 38: 8C: 84
00: 00: 01: FC: B3: 4A 00: 00: 19: 38: 8C: 85
00: 00: 01: FC. B3: 4B 00: 00: 19: 38: 8C. 86
00: 00: 01: FC:. B3: 4C 00: 00: 19: 38: 8C. 87

Again working with our 3-bit XOR hashing algorithm we get the
fol |l owi ng out cones:

101 ~ 000 = 101
110 ~ 001 = 111
111 ~ 010 = 101
000 ~ 011 = 011
001 ~ 100 = 101
010 ~ 101 = 111
011 ~ 110 = 101
100 ~ 111 = 011

Note that only three of eight possible outcones are achi eved when
incrementing addresses. This is actually the best case.
I ncrenenting from other conbinati ons of pseudorandom address pairs
produces only one or two out of eight possible outcones.
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Every MAC address SHOULD be pseudorandom not just the starting one.

When generating traffic with nultiple addresses, it is RECOMVENDED
that all addresses use pseudorandom values. There are nultiple ways
to use sets of pseudorandom nunmbers. One strategy would be for the
test instrunent to iterate over an array of pseudorandom val ues

rat her than increnenting/decrenenting froma starting address. The

actual method is an inplenentation detail; in the end, any nethod
that uses multiple addresses with pseudorandom patterns will be
sufficient.

Experience with benchmarki ng of | EEE 802. 11 devi ces suggests
suboptimal test outcomes may result if different pseudorandom MAC and
| P addresses are used fromtrial to trial. |In such cases (not just
for 802.11 but for any device using | EEE 802 MAC and | P addresses),
testers MAY generate a pseudorandom set of MAC and | P addresses once,

or MAY generate a nonrandom set of MAC and | P addresses once. In
either case, the sane MAC and | P addresses MJST be used in all
trials.

4.3. MPLS Addressing

Simlar to L2 switches, multiprotocol |abel sw tching (MPLS) devices

make forwardi ng deci sions based on a 20-bit MPLS |l abel. Unless
specific labels are required, it is RECOWENDED that uniformy random
val ues between 16 and 1, 048,575 be used for all |abels assigned by

test equiprment. As per [RFC3032], this avoids using reserved MPLS
| abel s in the range of 0-15 incl usive.

4.4. Network-|ayer Addressing

VWhen routers nmake forwardi ng deci sions based solely on the
destination network address, there may be no potential for hashing
col lision of source and destination addresses, as in the case of
Et hernet switching discussed earlier. However, the potential stil
exists for hashing collisions at the network |ayer, and testers
SHOULD take this potential into consideration when crafting the
net wor k-1 ayer contents of test traffic.

For exanple, the equal cost nultipath (ECMP) feature perforns | oad-
sharing across nmultiple links. Routers inplenenting ECMP may perform
a hash of source and destination |IP addresses in assigning flows.

Since multiple ECMP routes by definition have the same netric,
routers use sonme other "tie-breaker” mechanismto assign traffic to
each link. As far as the authors are aware, there is no standard
algorithmfor ECWP |ink assignnent. Sone inplenentations performa
hash of all bits of the source and destination |IP addresses for this
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4. 5.

4. 6.

purpose. Ohers may performa hash on one or nore bytes in the
source and destination | P addresses.

Just as in the case of MAC addresses, nonrandom | P addresses can have
an adverse effect on the outcone of ECMP |ink assignment deci sions.

When benchmar ki ng devices that inplenment ECMP or any ot her form of
Layer 3 aggregation, it is RECOVWENDED to use a randomy distributed
range of I P addresses. |In particular, testers SHOULD NOT use
addresses that produce the undesired effects of address processing.
If, for exanple, a DUT can be observed to exhibit high packet |oss
when offered | Pv4 network addresses that take the form x.x. 1. x/ 24,

and rel atively | ow packet |oss when the source and destination

net wor k addresses take the formof x.x.R x/24 (where Ris some random
val ue between 0 and 9), test engineers SHOULD use the random pattern

Transport-Layer Addressing

Sone devices with transport- or application-Ilayer awareness use TCP
or UDP port nunbers in making forwardi ng decisions. Exanples of such
devi ces include | oad bal ancers and application-layer firewalls.

Test instrunents have the capability of generating packets with
random TCP and UDP source and destination port nunbers. Known
destination port numbers are often required for testing application-
| ayer devices. However, unless known port nunbers are specifically
required for a test, it is RECOMMENDED to use pseudorandom and
uniformy distributed values for both source and destination port
nunbers.

In addition, it may be desirable to pick pseudorandom val ues froma
sel ected pool of nunbers. Many services identify thenselves through
use of reserved destination port nunbers between 1 and 49151
inclusive. Unless specific port nunbers are required, it is
RECOMVENDED to pick randomy distributed destination port nunbers
bet ween these | ower and upper boundari es.

Simlarly, clients typically choose source port nunbers in the space
bet ween 1024 and 65535 inclusive. Unless specific port nunbers are
required, it is RECOWENDED to pick randomy distributed source port
nunbers between these | ower and upper boundari es.

Appli cation-Layer Patterns

Many neasurenents require the insertion of application-I|ayer
header (s) and payload into test traffic. Application-layer packet
contents offer additional opportunities for stuffing to occur, and
may al so present nonrandom out comes when fed through application-
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5.

5

| ayer - awar e hashing algorithms. G ven the vast nunber of
application-layer protocols in use, we make no reconmendati on for
specific test traffic patterns to be used; however, test engineers
SHOULD be aware that application-layer traffic contents MAY produce
nonr andom out cones with some hashing algorithnms. The sane issues
that apply with lower-layer traffic patterns also apply at the
application layer. As discussed in section 5, the potential for
stuffing exists with any part of a test packet, including
application-layer contents. For example, some traffic generators
insert fields into packet payl oads to distinguish test traffic.
These fields may contain a transm ssion tinestanp; sequence nunber;
test equiprment interface identifier and/or "stream' nunber; and a
cyclic redundancy check (CRC) over the contents of the test payl oad
or test packet. All these fields are potential candi dates for

stuf fing.

Control Character Stuffing
1. Problem Statenent

Li nk-1 ayer technol ogi es that use Hi gh-Level Data Link Control (HDLC) -
like framing may insert an extra bit or byte before each instance of
a control character in traffic. These "stuffing" insertions prevent
confusion with control characters, but they may al so introduce
significant overhead. Stuffing is data-dependent; thus, selection of
different payload patterns will result in frames transnmtted on the
medi a that vary in length, even though the original frames may all be
of the sane |ength.

The overhead of these escape sequences is problematic for two
reasons. First, explicitly calculating the amount of overhead can be
non-trivial or even imnpossible for certain types of test traffic. |In
such cases, the best testers can do is to characterize the
probability that an escape sequence will occur for a given pattern
This greatly conplicates the requirenent of declaring exactly how
much traffic is offered to a DUT/ SUT.

Second, in the absence of characterization and conpensation for this
overhead, the tester may unwittingly congest the DUT/SUT. For
exanple, if a tester intends to offer traffic to a DUT at 95 percent
of line rate, but the |ink-layer protocol introduces an additional 1
percent of overhead to escape control characters, then the aggregate
offered load will be 96 percent of line rate. |If the DUT"s actua
channel capacity is only 95 percent, congestion will occur and the
DUT will drop traffic even though the tester did not intend this

out cone.
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As described in [ RFC1661] and [ RFC1662], PPP and HDLC-1i ke fram ng
i ntroduce two kinds of escape sequences: bit- and byte-stuffing.
Bit-stuffing refers to the insertion of an escape bit on bit-
synchronous links. Byte-stuffing refers to the insertion of an
escape byte on byte-synchronous |inks. W discuss each in turn.

5.2. PPP Bit-Stuffing

[ RFC1662], section 5.2, specifies that any sequence of five
contiguous "1" bits within a frame nust be escaped by inserting a "0"
bit prior to the sequence. This escaping is necessary to avoid
confusion with the HDLC control character Ox7E, which contains six
"1" bits.

Consi der the following PPP frane containing a TCP/IP packet. Not
shown is the 1-byte flag sequence (0Ox7E), at |east one of which nust
occur between franes.

The contents of the various frane fields can be described one of
three ways:

1. Field contents never change over the test duration. An exanple
woul d be the I P version number.

2. Field contents change over the test duration. Sonme of these
changes are known prior to the test duration. An exanple would
be the use of increnmenting | P addresses. Sone of these changes
are unknown. An exanple would be a dynamically calculated field
such as the TCP checksum

3. Field contents may not be known. An exanple would be proprietary
payl oad fields in test packets.
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In the diagram below, 30 out of 48 total bytes in the packet headers
are subject to change over the test duration. Additionally, the
payl oad field could be subject to change both content and size. The
fields containing the changeabl e bytes are given in ((double

par ent heses)).

0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Addr ess | Cont r ol | Pr ot ocol |

i I i S e S S i S

| Version| |IHL | Type of Service]| Total Length |

I T I i i S i I SR i N S

I dentification | Fl ags| Fragment O f set |

B S S e i S S T A S S S S S S i S S
Time to Live | Pr ot ocol | ((Header Checksum))

-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-L
((Source Address)) |
B S T s i S T i it M S
((Destination Address)) |
B S S e i S S T A S S S S S S i S S
((Source Port)) | ((Destination Port)) |
B s S i S S i Sl S S
((Sequence Number)) |
B S T s e S i I S S ik A SRR S S
((Acknow edgnent Number)) |
B i i i T T sl i (e S I S S S T S
| UA PR S| F|
Reserved |R C S| SV I]| ((W ndow))
| G KIH TN N
B S T s S S il sl I SIS S SR S
((Checksum)) | Urgent Pointer
B S S I I i e S s s ol S S S N

]
+

]
+

]
+

29

u)l—ﬁ

(O
+—— - +

t

1
+

- -

]
+

((payl oad))

—_——— Yy —

I i S S T T S S e T S S i SR S St
((FCS (4 bytes) )) |
I T S T i S S R T

+—+— -+ +——— +— +— +— +— +— +— +—

None of the other fields are known to contain sequences subject to
bit-stuffing, at least not in their entirety. Note that there is no
payload in this sinple exanple; as noted in section 4.6, the payl oad
contents of test traffic often will present additional opportunities
for stuffing to occur, and MJST be taken into account when
calculating stuff probability.
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G ven the informati on at hand, and assuming static contents for the
rest of the fields, the challenge is to determne the probability
that bit-stuffing will occur

5.2.1. Calculating Bit-Stuffing Probability

In order to calculate bit-stuffing probabilities, we assune that for
any string of length L, where b_n represents the "n"th bit of the
string and 1 <= n <=L, the probability of b_n equalling "1" is 0.5,
and the probability of b n equalling "0" is 0.5. Additionally, the
value of b _n is independent of any other bits.

We can calculate the probability of bit-stuffing for both infinite
and finite strings of randombits. W begin with the infinite-string
case. For an infinitely long string of uniformy randombits, we
will need to insert a stuff bit if and only if state 5 is reached in
the following state table.

Initially, we beginin the "start" state. A "1" bit noves us into
the next highest state, and a "0" bit returns us to the start state.
Fromstate 5, a "1" bit takes us back to the 1 state and a "0" bit
returns us to "start".

Fromthis state diagramwe can build the following transition matri x:

\' To |
Vo
Vo

From\ | start 1 2 3 4 5
Vi

start | 0.5 | 0.5 | 0.0 | 0.0 | O0.0 | oO0.0

1] 05| 00 | 05 | 00 | 0.0 | o0.0

2] 05 ] 00 ] 00 | 05 ] 00 | 0.0

3| 05| 0.0 | 00 | 00 | 05 ] 0.0

4| 05 | 00 | 0.0 | 00 | 00 | 0.5

5] 0.5 ] 05 ] 00 ] 00 | 00 | 0.0
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Wth this transition matrix we can build the foll owi ng system of

equations. If P(x) represents the probability of reaching state x,

t hen:

P(start) = 0.5 * P(start) + 0.5 * P(1) + 0.5 * P(2) + 0.5 * P(3) +
0.5 * P(4) + 0.5 * P(5)

P(1) = 0.5 * P(start) + 0.5 * P(5)

P(2) =0.5* P(1)

P(3) = 0.5 * P(2)

P(4) = 0.5 * P(3)

P(5) = 0.5 * P(4)

P(start) + P(1) + P(2) + P(3) + P(4) + P(5) =1

Solving this system of equations yields:

P(start) = 0.5

P(1) = 8/31
P(2) = 4/31
P(3) = 2/31
P(4) = 1/31
P(5) = 1/62

Thus, for an infinitely long string of uniformy randombits, the
probability of any individual bit causing a transition to state 5,
and thus causing a stuff, is 1/62.

5.2.2. Bit-Stuffing for Finite Strings

For a uniformy randomfinite bit string of length L, we can
explicitly count the number of bit-stuffs in the set of all possible
strings of length L. This count can then be used to cal culate the
expected nunber of stuffs for the string.

Let f(L) represent the nunber of bit-stuffs in the set of all
possible strings of length L. dearly, for 0 <=L <=4, f(L) =0 as
there are no strings of length 5. For L >= 5, f(L) = 2*(L-5) + (L-5)
* 2°M(L-6) + f(L-5).

A proof of this formula can be found in Appendix B
Now, the expected number of stuffing events, E[fstuffs], can be found

by dividing the total nunber of stuffs in all possible strings by the
total nunber of strings. Thus for any L, E[stuffs] = f(L) / 2~L.
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Sinmlarly, the probability that any particular bit is the cause of a
bit-stuff can be cal culated by dividing the total nunmber of stuffs in
the set of all strings of length L by the total nunber of bits in the
set of all strings of length L. Hence for any L, the probability
that L n, where 5 <= n <= L, caused a stuff is f(L) / (L * 2"L).

5.2.3. Applied Bit-Stuffing

The anmount of overhead attributable to bit-stuffing nmay be cal cul at ed
explicitly as long as the expected nunber of stuff bits per franeg,
E[bit-stuffs] is known. For long uniformy random bit-strings,

E[ bit-stuffs] may be approximated by nultiplying the I ength of the
string by 1/62.

% overhead = E[bit-stuffs] / franesize (in bits)

G ven that the overhead added by bit-stuffing is approximately 1 in
62, or 1.6 percent, it is RECOWENDED that testers reduce the naximum
intended load by 1.6 percent to avoid introduci ng congesti on when
testing devices using bit-synchronous interfaces (such as T1/E1,

DS-3, and the like).

The percentage gi ven above is an approxi mation. For greatest
preci sion, the actual intended | oad SHOULD be explicitly cal cul ated
fromthe test traffic.

Note that the DUT/SUT may be able to forward intended | oads hi gher
than the cal cul ated theoretical naximumrate w thout packet |oss.
This results from queuing on the part of the DUT/SUT. Wile a
devi ce’s throughput may be above this level, delay-related
measurenents nmay be affected. Accordingly, it is RECOMMENDED to
reduce offered | evels by the ambunt of bit-stuffing overhead when
testing devices using bit-synchronous links. This reconmrendation
applies for all measurenents, including throughput.

5.3. POS Byte-Stuffing

[ RFC1662] requires that "Each Fl ag Sequence, Control Escape octet,
and any octet which is flagged in the sending Async-Control -
Character-Map (ACCM, is replaced by a two octet sequence consisting
of the Control Escape octet followed by the original octet exclusive-
or’'d with hexadeci mal 0x20". The practical effect of this is to
insert a stuff byte for instances of up to 34 characters: Ox7E, Ox7D
or any of 32 ACCM val ues.

A common i npl ementation of PPP in HDLC-like framng is in PPP over
SONET/ SDH (POS), as defined in [ RFC2615].
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As with the bit-stuffing case, the requirenent in characterizing PCS
test traffic is to deternmine the probability that byte-stuffing wll
occur for a given sequence. This is nmuch sinpler to do than with
bit-synchronous links, since there is no possibility of overlap
across byte boundari es.

5.3.1. Nullifying ACCM

Testers can greatly reduce the probability of byte-stuffing by
configuring link partners to negotiate an ACCM val ue of 0x00. It is
RECOMVENDED t hat testers configure the test instrunent(s) and DUT/ SUT
to negotiate an ACCM val ue of 0x00 unl ess specific ACCM val ues are
required.

One instance where nonzero ACCM val ues are used is in the Layer 2
Tunnel ing Protocol (L2TP), as defined in [RFC2661], section 4.4.6.
When the default ACCM val ues are used, the probability of stuffing
for any given randombyte is 34 in 256, or approximtely 13.3
percent.

5.3.2. Oher Stuffed Characters

If an ACCM val ue of 0Ox00 is negotiated, the only characters subject
to stuffing are the flag and control escape characters. Thus, we can
say that without ACCMthe probability of stuffing for any given
random byte is 2 in 256, or approximtely 0.8 percent.

5.3.3. Applied Byte-Stuffing

The anount of overhead attributable to byte-stuffing may be
calculated explicitly as long as the expected nunber of stuff bytes
per franme, E[byte-stuffs], is known. For |long uniformy random byte-
strings, E[byte-stuffs] may be approximated by multiplying the |length
of the string by the probability that any single byte is a stuff

byt e.

% overhead = E[byte-stuffs] / framesize (in bytes)

When testing a DUT/SUT that inplements PPP in HDLC-Iike fram ng and
L2TP (or any other technol ogy that uses nonzero ACCM val ues), it is
RECOMVENDED t hat testers reduce the maxi mumintended | oad by 13.3
percent to avoid introducing congestion

When testing a DUT/SUT that inplements PPP in HDLC-Iike fram ng and

an ACCM val ue of 0x00, it is RECOMVENDED that testers reduce the
maxi mum i nt ended | oad by 0.8 percent to avoid introducing congestion
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Note that the percentages given above are approxi mations. For
greatest precision, the actual intended | oad SHOULD be explicitly
calculated fromthe test traffic

Note al so that the DUT/SUT nmay be able to forward intended | oads

hi gher than the cal cul ated theoretical maxi numrate w thout packet
loss. This results fromqueuing on the part of the DUT/SUT. Wile a
devi ce’s throughput may be above this level, delay-related
measurenents may be affected. Accordingly, it is RECOVWENDED to
reduce offered | evels by the anount of byte-stuffing overhead when
testing devices using byte-synchronous links. This recomrendation
applies for all measurements, including throughput.

6. Security Considerations

Thi s docunent recommends the use of pseudorandom patterns in test
traffic. This usage requires a uniformdistribution, but does not
have strict predictability requirenents. Although it is not
sufficient for security applications, the rand() function of many
programm ng | anguages may provide a uniformdistribution that is
usabl e for testing purposes in |lab conditions. |Inplenentations of
rand() may vary and provide different properties so test designers
SHOULD understand the distribution created by the underlying function
and how seeding the initial state affects its behavior.

[ RFC2615], section 6, discusses a denial-of-service attack involving
the intentional transm ssion of characters that require stuffing
This attack coul d consune up to 100 percent of avail abl e bandwi dth.
However, the test networks described i n BWAG docunents general ly
SHOULD NOT be reachabl e by anyone other than the tester(s).
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Appendi x B. Proof of Formula for Finite Bit-Stuffing
We would like to construct a function, f(L), that allows us to
explicitly count the total number of bit-stuffs in the set of al
strings of length L. Let S represent a bit string of Iength L.
Additionally, let b_n be the nth bit of string S where 1 <= n <= L.

Clearly, when 0 <= L <= 4, f(L) = 0, as there can be no possible bit-
stuff if there are < 5 bits.

Suppose L >= 5, then there is some nunber of strings that will cause
stuffing events. Let us count them

We begin by counting the nunber of strings that will cause at |east

one bit-stuff. Let us suppose that the first 5 bits, b 1,...,b 5,
cause a stuffing event. Then, there are (L-5) bits that could have
any value, i.e., the bits in position b_6 to b_L. So, there nust be

27(L-5) strings where the first 5 bits cause a stuff.

Now suppose that sonme other sequence of bhits causes a stuff, b nto

b (n+4) for some 1 < n <= 1L-4. |n order to guarantee that b_n starts
a stuff sequence, b _(n-1) nust be 0, otherwise a stuff could occur at
b (n+3). Thus, there are a total of 6 bits which nmust have fixed
values in the string, S, and a total of L-6 bits which do not have
fixed values. Hence, for each value of n, there are 2*(L-6) possible
strings with at |east one bit-stuff for a total of (L-5) * 2*(L-6).

So, given a string of length L, where L >= 5, we know that there are
22(L-5) + (L-5) * 2~(L-6) strings which will be transmitted with at

| east one stuffed bit. However, if L >= 10, then there could be nore
than one bit-stuff within the string S. Let Z represent a sequence
of 5 sequential "1" bits. Consider the bit string ..., b_n, b (n+l),
b (n+2), Z, b (n+8), b (n+9), ... where 1 <= n <= L-9. For the above
sequence of bits to generate two stuffing events, there nust be at

| east one run of five sequential one’'s bits in ..., b_n, b_(n+l),

b (n+2), b_(n+8), b _(n+9), ... Note that the position of Z in the
above sequence is irrelevant when | ooking for bit-stuffs.
Additionally, we’'ve already determ ned that the nunber of strings
with at |east one stuff in a bit string of length L is 2*(L-5) +
(L-5) * 2~(L-6). Thus, the total number of stuffing events in the
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set of all bit strings of length L can be represented as f(L) =
27(L-5) + (L-5) * 2~(L-6) + f(L-5) for all L >= 5.

Appendix C. Explicit Calculation of Bit-Stuffing Overhead for |Pv4

Consi der a scenario where a tester is transmtting | Pv4 test packets
across a bit synchronous link. The test traffic has the follow ng
paraneters (values are in decimal):

Sour ce UDP Port
Desti nati on UDP Port
UDP Length

Payl oad

pseudor andom port
pseudor andom port
1008
1000 pseudor andom byt es

o e e e e e e oo o e e e e e e e oo +
| Field | Val ue |
o g +
| I'P Version | 4 |
| I'P Header Length | 5 |
| Type of service (TOS) | 0 |
| Datagram Length | 1028 |
| ID I 0 I
| Flags/ Fragnents | 0 |
| Time to live (TTL) | 64 |
| Protocol | 17 |
| Source IP | 192.18.13.1-192.18.13. 254

| Destination IP | 192.18.1.10 |
I I I
I I I
I I I
I I I

We want to cal cul ate the expected nunber of stuffs per packet, or
E[ packet stuffs].

First, we observe that we have 254 different |P headers to consider,
and secondly, that the changing 4th octet in the I P source addresses
wi || produce occasional bit-stuffing events, so we nust enunerate
these occurrences. Additionally, we nust take into account that the
3rd octet of the source IP and the first octet of the destination IP
will affect stuffing occurrences.

An exhaustive search shows that cycling through all 254 headers
produces 51 bit-stuffs for the destination IP address. This gives us
an expectation of 51/254 stuffs per packet due to the changi ng source

| P addr ess.

For the P CRC, we observe that the value will decrenent as the
source |Pis incremented. A little calculation shows that the CRC
val ues for these headers will fall in the range of OxE790 to OxE88F
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Additionally, both the protocol and source |P address mnust be
consi dered, as they provide a source of extra leading and trailing
"1" bits.

An exhaustive search shows that cycling through all 254 headers will
produce 102 bit-stuffs for the CRC. This gives us an expectation of
102/ 254 stuffs per packet due to the CRC

Since our destination IP address is even and the UDP length is |ess
than 32768, the random source and destination ports provide 32 bits
of sequential random data wi thout forcing us to consider the boundary
bits. Additionally, we will assune that since our payload is

pseudor andom our UDP CRC will be too. The even UDP length field
again allows us to only consider the bits explicitly contained wthin
the CRC and data fields. So, using the formula for the expected
nunber of stuffs in a finite string fromsection 5.2.2, we determ ne
that E[UDP stuffs] = f(32)/2732 + f(8000+16)/2~(8000+16). Now,
f(32)/2732 is cal cul able without too nuch difficulty and is

approxi mately 0.465. However, f(8016)/278016 is a little large to
calculate easily, so we will approximate this value by using the
probability value obtained in section 5.2.1. Thus, E[UDP] ~ 0.465 +
8016/ 62 ~ 129. 755

Hence, E[packet stuffs] = 51/254 + 102/254 + 129.755 = 130. 357
However, since we cannot have a fractional stuff, we round down to
130. Thus, we expect 130 stuffs per packet.

Finally, we can calculate bit-stuffing overhead by dividing the
expected nunber of stuff bits by the total nunber of bits in the IP
datagram So, this exanple traffic would generate 1.58% over head.

I f our payload had consisted exclusively of zero bits, our overhead
woul d have been 0.012% An all-ones payl oad woul d produce 19.47%
over head.
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Appendi x D. Explicit Calculation of Bit-Stuffing Overhead for |Pv6

Consi der a scenario where a tester is transmtting | Pv6 test packets
across a bit-synchronous link. The test traffic has the follow ng
paraneters (values are in decinmal except for |Pv6 addresses, which
are in hexadecimal):

o e e e e e e oo o e e e e e e e e e e e e e m e e o +
| Field | Val ue |
o e e e e e oo oo T +

I P Version 6

Traffic dass 0

Fl ow Label pseudor andom | abe

Payl oad Length 1008

Next Header 17

Hop Limt 64

Destination IP 2001: DB8: 0: 2:: 10
Sour ce UDP Port pseudor andom port
Desti nati on UDP Port pseudor andom port
UDP Lengt h 1008

Payl oad 1000 pseudor andom byt es

I I
I I
I I
I I
| |
Source | P | 2001:DB8:0:1::1-2001: DB8: 0: 1:: FF |
I I
I I
I I
| |
I I

We want to cal cul ate the expected nunmber of stuffs per packet, or
E[ packet stuffs].

First, we observe that we have 255 different |IP headers to consider,
and secondly, that the changing 4th quad in the | P source addresses
wi Il produce occasional bit-stuffing events, so we nust enunerate
these occurrences. Additionally, we also note that since the first
quad of the destination address has a | eading zero bit, we do no have
to consider these adjacent bits when cal cul ati ng the nunber of bit-
stuffs in the source | P address.

An exhaustive search shows that cycling through all 255 headers
produces 20 bit-stuffs for the source IP address. This gives us an
expectation of 20/255 stuffs per packet due to the changing source IP
addr ess.

We al so have to consider our pseudorandonly generated flow | abel
However, since our Traffic Cass field is 0 and our Payl oad Length
field is less than 32768 (and thus the |l eading bit of the Payl oad
Length field is 0), we may consider the flow |l abel as 20 bits of
random data. Thus the expectation of a stuff in the flow |label is
f(20)/ 2720 ~ .272.

Newman & Pl ayer I nf or mat i onal [ Page 23]



RFC 4814 Hash and Stuffing March 2007

Sinmilar to the flow | abel case above, the fourth quad of our
destination I P address is even and the UDP I ength field is | ess than
32768, so the random source and destination ports provide 32 bits of
sequential random data w thout forcing us to consider the boundary
bits. Additionally, we will assune that since our payload is
pseudorandom our UDP CRC will be too. The even UDP length field
again allows us to only consider the bits explicitly contained within
the CRC and data fields. So, using the formula for the expected
nunber of stuffs in a finite string fromsection 5.2.2, we determ ne
that E[UDP stuffs] = f(32)/2732 + f(8000+16)/2~(8000+16). Now,
f(32)/ 2732 is calculable without too nuch difficulty and is

approxi mately 0.465. However, f(8016)/2"8016 is a little large to
calculate easily, so we will approximate this value by using the
probability value obtained in section 5.2.1. Thus, E[UDP stuffs] ~
0.465 + 8016/62 ~ 129.755

Now we may explicitly cal cul ate that E[ packet stuffs] = 20/255 +
0.272 + 129.755 = 130.105. However, since we cannot have a
fractional stuff, we round down to 130. Thus, we expect 130 stuffs
per packet .

Finally, we can calculate bit-stuffing overhead by dividing the
expected nunber of stuff bits by the total nunber of bits in the IP
datagram So, this exanple traffic would generate 1.55% over head.
If our payload had consisted exclusively of zero bits, our overhead
woul d have been 0.010% An all-ones payl oad woul d produce 19.09%
over head.

Appendi x E.  Term nol ogy
Hashi ng

Al so known as a hash function. In the context of this document, an
algorithmfor transform ng data for use in path selection by a
net wor ki ng device. For exanple, an Ethernet switch with nultiple
processing el ements m ght use the source and destination MAC
addresses of an incomng frame as input for a hash function. The
hash function produces numeric output that tells the switch which
processing elenment to use in forwarding the frame.

Randommess
In the context of this docunent, the quality of having an equa
probability of any possible outcone for a given pattern space. For

exanple, if an experinment has N randomy distributed outcones, then
any individual outcome has a 1 in N probability of occurrence.
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Repeatability

The precision of test results obtained on a single test bed, but from
trial to trial. See also "reproducibility".

Reproducibility

The precision of test results between different setups, possibly at
different |ocations. See also "repeatability".

Stuffing
The insertion of a bit or byte within a frane to avoid confusion with
control characters. For example, RFC 1662 requires the insertion of
a "0" bit prior to any sequence of five contiguous "1" bits within a
frame to avoid confusion with the HDLC control character OX7E.
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