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Abst ract

There are many scenarios in which users nust be able to prove the
exi stence of data at a specific point in tine and be able to
denonstrate the integrity of data since that time, even when the
duration fromtinme of existence to tinme of denobnstration spans a
|large period of tinme. Additionally, users nmust be able to verify
signatures on digitally signed data many years after the generation
of the signature. This document describes a class of long-term
archive services to support such scenarios and the technica
requirenents for interacting with such services

Wal | ace, et al. I nf or mati onal [ Page 1]



RFC 4810

Archive Requirenents March 2007

Tabl e of Contents

b=

©No O

PhhwpbprdEDL

oRrPORE

B
PhNAA

7.
LT . .
Oper ati onal Considerations .
Security Considerations
Acknowl edgenents . .
Informative References .

I ntroduction .

Ter mi nol ogy .o

General Principles .

Techni cal Requirenents .
4. 1.

Enabl e Subm ssi on, Ret rr er/ai , . and. D.el et | on of . Arcni r/e.d
Data bjects .

.1. Functional Requirenents
.2. Rationale

Qperate in accordance W|th a Iong term arch| ve poI|cy

.1. Functional Requirenents
.2. Rationale

Enabl e Managenent . of Archl ved Data GJ] ects

.1. Functional Requirenents
.2. Rationale

Provi de Evi dence Records that Support Derronstratl on of
Data Integrity .

.1.  Functional Requi renent S
.2. Rationale

Support Data Oonf | dentr aI i ty

.1. Functional Requirenents
.2. Rationale

Provi de Means to Transf er Dat a and Evi dence from One
Servi ce to Anot her

.1. Functional Requi rerrent S
6.

2. Rationale .
Support Operations on Groups of Dat a (]ol ect s .
1. Functional Requirenents .o .o
2. Rationale

Append| x A, Application Scenari os

A1l

A 2.
A 3.

A 4.

Val | ace,

Archi ve Service Supporting Long Term Non Repudl atl on .
Pure Long- Term Non- Repudi ati on Service . .o
Long- Term Archi ve Service as Part of an Int er nal

Net wor k .

Long- TermArchr ve Ext ernaI Servi ce .

o0k Ww

O OOWWOWWONNO®

10

10
11
11
11

11
11
11
12
12
12
12
13
14
14
15

15

15
15

et al. I nf or mat i onal [ Page 2]



RFC 4810 Archive Requirenents March 2007

1. Introduction

Digital data durability is underm ned by continual progress and
change on a nunber of fronts. The useful lifetine of data may exceed
the life span of formats and nechani sns used to store the data. The
lifetime of digitally signed data may exceed the validity periods of
public-key certificates used to verify signatures or the

cryptanal ysis period of the cryptographic algorithns used to generate
the signatures, i.e., the time after which an algorithmno | onger
provi des the intended security properties. Technical and operationa
means are required to mitigate these issues. A solution nust address
i ssues such as storage nedia lifetine, disaster planning, advances in
cryptanal ysis or conputational capabilities, changes in software
technol ogy, and | egal i ssues.

A long-termarchive service aids in the preservation of data over

| ong periods of time through a reginen of technical and procedura
mechani snms designed to support clainms regarding a data object. For
example, it might periodically performactivities to preserve data
integrity and the non-repudiability of data existence by a particul ar
point in time or take actions to ensure the availability of data.
Exampl es of periodic activities include refreshing tinme stanps or
transferring data to a new storage nedi um

A long-term archive service may be used to provide evidence that
supports validation of the existence of documents or assertions of
agreenments that were originally asserted with digital signatures
Validation nay occur at tinmes in the future well beyond the validity
period of the private key originally used to generate the signature,
or even beyond the tinme when the algorithns available for digita

si gnatures, nessage digesting, or data encryption cease to offer

ef fective protection because of inprovenents in conputing speeds and
met hods.

A long-termarchive service may be located within an enterprise
networ k, comunicating with [ ocal storage nmechani sms and ot her
applications, or a long-termarchive service may be inplenmented as an
external service accessible via the Internet. A long-term archive
service may use functionality, e.g., time stanping, provided by

i ndependent service providers.

A primary goal of a long-term archive service is to support the
credible assertion of a claimthat is currently asserted, at points
well into the future. A long-term archive service may support a
range of applications, including: wills, land records, nedical data,
crimnal case files, personnel files, and contracts. A long-term
archive service may be used by any type of entity, e.g.,
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organi zations, citizens, notaries. Exanples of |ong-term archive
service usage by submitters include

- A conpany stores contracts using a third party service.
- A hospital stores nedical data using an internal service.

- An individual wants to generate evidence of data possession at a
particular point in tinme, e.g., for intellectual property purposes
or endorsement of a contract.

- Alaw enforcenent officer wants to store criminal data such that
integrity of the data can be denonstrated years |ater

For each of the above exanples, there is a correspondi ng exanpl e
involving retrievers, e.g., a conpany retrieves a contract in the
case of a dispute or a |law enforcenent officer prepares infornation
for a crimnal trial.

Thi s docunent addresses the technical requirenments for a long-term
archive service

2. Term nol ogy

We define the following terns based on their usage in the archiving
community, in order to provide a vocabulary for describing
requi renents and the standards around them

Arbitrator: Principal for whomthe validity of archived data
characteristics, e.g., origin, integrity or time of existence,
nmust be denonstrat ed.

Archi val Peri od: The period during which an archived data object is
preserved by a | ong-term archive service

Archi ved Data Object: Data unit to be preserved by a | ong-term
archi ve service

Archi ve Package: Col l ection of information including archived data
obj ects and associ ated Evi dence Record.

Crypt ographi ¢ Mai nt enance Policy: A set of rules that defines how
to maintain the validity of digitally signed objects should one of
the hash or asymetric algorithms used to create a digita
si gnature becone weak, or one of the private keys used to create a
digital signature be conprom sed or becone weak
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Evi dence: Information that may be used to denobnstrate the validity
of an archived data object or related attestations.

Evi dence Record: Col I ection of evidence conpiled for one or nore
archived data objects. An Evidence Record nay include
acknow edgenents froma |l ong-termarchive service, tine stanps and
verification data, such as public-key certificates, revocation
i nformation, trust anchors, policy details and role information.

Long- Term Archi ve Poli cy: A set of rules that define operational
characteristics of a long-termarchive service.

Long- Term Archive Service (LTA): A service that is responsible for
preserving data for |ong periods.

Modi fi er: Principal who nodifies attributes associated with an
archived data object and/or Evidence Record held by a long-term
archi ve servi ce.

Originator: Princi pal who produces, and possibly digitally signs,
an archived data object. The Oiginator does not necessarily have
any relationship with a long-term archive service or any awareness
of an Evidence Record associated with the archived data object.

Retri ever: Princi pal who retrieves archived data objects and/or
Evi dence Records froma | ong-term archive service.

Submitter: Princi pal who submts data objects for archiving.

Ti me Stanp: An attestation generated by a Tine Stanping Authority
(TSA) that a data itemexisted at a certain tine. For exanple,
[ RFC3161] specifies a structure for signed time stanp tokens as
part of a protocol for conmunicating with a TSA

Time Stanping Authority (TSA): A trusted service that provides
attestations of existence of data at particular points in tine.
For exanple, [RFC3161] defines protocol elenments for interacting
with a TSA

3. General Principles

A long-term archive service may accept any type of data for
preservation. The data might be in any format, whether textual data,
i mges, docunents, applications, or conpound packages of nultiple
components. The data may be digitally signed, time stanped,
encrypted, or not subject to any cryptographi c processing.
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A long-term archive service may preserve archived data objects as
opaque collections of bytes with the primary aimof data integrity.

A long-termarchive service is not required to operate upon evi dence
related to the content of archived data objects. Content-focused
operations, including data fornat migration or translation, nmay be
performed by another service. However, an LTA nay incorporate
support for such services.

Different |long-termarchive services may establish policies and
procedures for archiving data objects over different |engths of tine.
For exanple, an LTA may refuse to preserve archived data objects for
peri ods | onger than 30 years. Simlarly, LTAs may establish policies
that limt the types of data that will be accepted for deposit by a
particul ar LTA

A long-term archive service provides evidence that may be used to
denonstrate the existence of an archived data object at a given tine
and the integrity of the archived data object since that tine.
Additionally, the evidence identifies the LTA(s) that have
participated in the preservation of the archived data object. |If the
archived data object itself contains digitally signed data,

aut hentication of the signer is also possible.

A long-term archive service may be an adjunct component of a docunent
managenment system In such cases, the Evidence Record generated and
mai ntained by the LTAis a property of data that is otherw se nanaged
by the docunment nmanagenent system

4. Technical Requirenents
This section describes the requirenments for the protocol for
accessing a long-term archive systemand for the data formats
associated with data preservation.

4.1. Enable Subm ssion, Retrieval, and Deletion of Archived Data
oj ect s
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4.1.1. Functional Requirenents

A long-term archive service nust permit clients to request the
fol |l owi ng basi c operations:

- submt data objects for archive
retrieve archived data objects
- delete archived data objects

Fol | owi ng submi ssion, the service nust provide an identifier that can
be used to retrieve the archived data and/ or associ ated evi dence.

For exanple, it may be possible to retrieve archive packages by using
a hash value of an archived data object. Possession of this value is
not necessarily an authorization to access the associ ated archived
data object or evidence record.

It must be possible to authenticate requests and responses, e.g., to
enable LTAs to render an authorization decision. This may be
acconpl i shed by using transport security mechani sms. Requests, in
particular retrieval or deletion requests, may be rejected if the
requestor is not authorized. An authorization policy nust be defined
and observed by the long-term archive service. An LTA may disall ow
deletion as a matter of policy.

The format for the acknow edgenents mnust allow the identification of
the archiving provider and the participating client.

The LTA nmust provide an acknow edgenent of the deposit that permits
the submitter to confirmthe correct data was accepted by the LTA
Thi s proof need not be provided i medi ately.

4.1.2. Rationale

Submi ssion, retrieval, query state, and deletion of archived data
obj ects are necessary basic functions of a | ong-term archive service.

Del eti on may be disall owed due to procedural difficulties in
fulfilling the request. For exanple, an archived data object may be
stored on wite-once nedia, along with other records that are not
subj ect to deletion.

Acknow edgenents may not be provided i mediately due to

i mpl ementation of a grace period. A generic query state nechani sm
shoul d be provided to address such situations. For exanple, a
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submi ssi on response may indicate that a subnission has been accepted
and a subsequent query state response may indicate a subnission has
compl eted all necessary preservation steps.

4.2. Operate in accordance with a |ong-term archive policy
4.2.1. Functional Requirenents

A long-term archive service nust operate in accordance with a | ong-
term archive service policy that defines characteristics of the

i npl ementation of the long-termarchive service. A long-termarchive
service policy contains several conponents, including:

- Archived data object maintenance policy
- Authorization policy
- Service policy

A long-term archive service policy nmust include specifications of the
preservation activities perforned for archived data objects subject
to the policy. A maintenance policy should define rules for the
fol |l owi ng operational aspects: preservation activity triggers,

default archival period, and default handling upon expiration of
archival period.

Mai nt enance policies should include nmechani smspecific details
descri bing LTA operation. For exanple, where cryptographic
mechani sns are enpl oyed, a cryptographi c nai ntenance policy ought to
be defi ned.

An aut hori zation policy should define the entities permtted to
exerci se services provided by the LTA, including who is pernmitted to
submit, retrieve, or manage specific archived data objects.

A service policy defines the types of services provided by an LTA,
i ncludi ng acceptabl e data types, description of requests that may be
accepted, and del eti on procedures.

Pol i ci es nust be unanbi guously identified, e.g., by an object
identifier. Alternatively, an LTA may support a protocol that
permits clients to specify policy paraneters explicitly instead of by
reference to a policy.

A long-term archive service nmust be able to provide informtion
identifying the policies relevant for a given archived data object.
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4.2.2. Rationale

Simlar to a certificate policies [RFC3647], which are identified
usi ng object identifiers, a long-termarchive policy provides a

short hand neans of technically identifying a set of rules that govern
the operation of a long-term archive service.

Over the course of many years, the policies under which an LTA
operates may undergo nodification. Thus, an evidence record nmay
feature multiple indications of policies active at various points
during the life of an archived data object.

4.3. Enabl e Management of Archived Data Objects

4.3.1. Functional Requirements

A long-termarchive service nust permt clients to request the
foll owi ng basic operations:

- specify an archival period for submitted data objects
- extend or shorten the archival period for an archived data object
- specify netadata associated with an archived data object

- specify an archive policy under which the subnitted data shoul d be
handl ed

It should be possible to express an archival period in terns of tineg,
an event or a conbination of time and event.

Submitters should be able to specify netadata that, for exanple, can
be used to enable retrievers to render the data correctly, to locate
data in an archive or to place data in a particular context.

Exanmpl es include, classification codes, type of format, contributors,
title, author, and date. Alternatively, such information nmay be
included in the content of an archived data object.

If a long-term archive service does not support a requested policy,
it must return an error indication. A service nust provide an
i ndi cation of the archive policy enforced by the service.

4.3.2. Rationale

Submi ssion, retrieval, and deletion of archived data objects are
necessary basic functions of a long-term archive service.
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Speci ficati on and managenent of the archival period is necessary to
avoi d unnecessary preservation activities.

4.4. Provide Evidence Records that Support Denopnstration of Data
Integrity

4.4.1. Functional Requirenents

A long-term archive service nust be capable of providing evidence
that can be used to denpbnstrate the integrity of data for which it is
responsible, fromthe tine it received the data until the expiration
of the archival period of the data.

This may be achi eved by providing evidence records that support the

| ong-term non-repudi ati on of data existence at a point in time, e.g.,
in the case of legal disputes. The evidence record should contain
sufficient information to enable the validity of an archived data
object’s characteristics to be denonstrated to an arbitrator. The
characteristics subject to verification will vary. For exanple,

aut hentication of an originator may not be possible in all cases,
e.g., where the object submtted to the archive is not signed or
where the object does not include the necessary infornmation to

aut henticate the object’s signer.

Evi dence records must be structured such that nodifications to an
archived data object or its evidence record can be detected,
i ncluding nodifications made by adm nistrators of an LTA

4.4.2. Rationale

Supporting non-repudiati on of data existence, integrity, and origin
is a primary purpose of a long-term archive service. Evidence may be
generated, or otherw se obtained, by the service providing the
evidence to a retriever. A long-termarchive service need not be
capabl e of providing all evidence necessary to produce a non-
repudi ati on proof, and in sone cases, should not be trusted to
provide all necessary information. For exanple, trust anchors

[ RFC3280] and al gorithm security policies should be provided by other
services. An LTA that is trusted to provide trust anchors could
forge an evidence record verified by using those trust anchors.

Denonstration that data has not been altered while in the care of a

|l ong-term archive service is a first step towards supporting non-
repudi ati on of data. Certification services support cases in which
data nust be nodified, e.g., translation or format migration. An LTA
may provide certification services.
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4.5. Support Data Confidentiality
4.5.1. Functional Requirements

A long-term archive service nust provide neans to ensure
confidentiality of archived data objects, including confidentiality
bet ween the subnitter and the | ong-term archive service. An LTA nust
provi de a neans for accepting encrypted data such that future
preservation activities apply to the original, unencrypted data.
Encryption, or other nethods of providing confidentiality, must not
pose a risk to the associ ated evi dence record.

A long-term archive service should maintain contact information for
the parties responsible for each archived data object so warning
messages can be sent when encryption algorithnms require maintenance.

4.5.2. Rationale

I ndi vidual s may wi sh to use the services of a conmercial |ong-term
service without disclosing data to the comrercial service. However,
access to the original data may be necessary to perform sone
preservation activities.

4.6. Provide Means to Transfer Data and Evi dence from One Service to
Anot her

4.6.1. Functional Requirements

It must be possible to subnit data along with previously generated
evi dence, i.e., to support transfer of data fromone archive to
another. A long-termarchive service nust support the transfer of
archived data objects, evidence and evi dence records from one service

to another. It nust be possible for evidence records to span
mul tiple providers over the course of tinme, w thout |osing value as
evi dence.

4.6.2. Rationale

Before the end of an archived data object’s archival period, a |ong-
term archive service may cease operation. |In such cases, it nust be
possi bl e for the archived data object (and any associ ated evi dence)
to be transferred to another service that will continue preservation
of the data until the end of the archival period.

Submitters may change service providers before the end of an archived
data object’s archival period. In such cases, it nust be possible
for the subnitter to transfer an archived data object and all

associ ated evidence fromthe original LTA to a new LTA
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4.7. Support Operations on Goups of Data Objects
4.7.1. Functional Requirements

An LTA shoul d support submi ssion of groups of data objects.
Submitters should be able to indicate which data objects bel ong
together, i.e. conprise a group, and retrievers should be able to
retrieve one, sonme or all menbers of a group of data objects.

It should be possible to provide evidence for groups of archived data
objects. For exanple, it should be possible to archive a docunent
file and a signature file together such that they are covered by the
same evi dence record

VWhere an LTA operates upon groups of data objects, non-repudi ation
proof must still be available for each archived data object
separately.

4.7.2. Rationale
In many cases data objects belong together. Exanples include:

- a docunent file and an associated signature file, which are two
separate objects

- TIF-files representing pages of a docunent

- a docunent file and an evidence file (possibly generated by
anot her LTA)

- a docunent and its translation to another fornmat or |anguage

In these cases, it is to the best advantage to handl e these data
obj ects as a group

5. Operational Considerations

A long-term archive service nmust be able to work efficiently even for
| arge anpbunts of archived data objects. In order to limt expenses
and to achi eve high performance, it may be desirable to mninize the
use of trusted third parties, e.g., LTA operations should be designed
tolimt the nunber of time stanps required to provide the desired

| evel of service

Necessity to access archived data objects should be mnimzed. It
may only be necessary to access the archived data objects if the
archived data objects are requested by users, or if hash algorithns
used for indexing, or evidence record generation becone insecure.
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An LTA nmust be capabl e of operating in accordance with any applicable
| egal regine. For exanple, an LTA may be required to reject a

del etion request from an authorized requestor if the target of the
request has been subpoenaed by | aw enforcenent authorities.

Sone applications may require processing of a chain of archive
policies present in an evidence record, e.g., to ensure that
compati bl e policies were used throughout the lifetinme of the archived
dat a obj ects.

6. Security Considerations

Data is the principal asset protected by a long-term archive service.
The principle threat that nust be addressed by a | ong-term archive
service is an undetected | oss of data integrity.

In cases where signature verification relies on a PKI, certificate
revocation could retroactively invalidate previously verified
signatures. An LTA may inplenment measures to support such clains by
an alleged signer, e.g., collection of revocation information after a
grace period during which conmprom se can be reported or preservation
of subsequent revocation infornmation

When sel ecting access control mechani snms associated with data stored

by a LTA, the lifespan of the archived data object should be

consi dered. For example, the credentials of an entity that submitted
data to an archive may not be available or valid when the data needs

to be retrieved.

During the lifespan of an archived data object, formats nay cease to
be supported. Software components to process data, including content
or signatures, may no |onger be available. This could be a problem
particularly if non-standard formats are used or proprietary
processing is enployed. The submtter should take care to avoid such
probl ems. For exanple, the submtter (or other authorized entity)
could periodically retrieve data, convert the data, and re-subnmit it
in a new format. Additional mechani sns, applications, or tools nmay
be needed to preserve the value of evidence records associated with
the original archived data object.

A long-termarchive systemmay require correlation of different
identities that represent the sane entity at different points in
time. For exanple, an individual’'s identity nay be represented by
different enployers at different points in tine.

A long-term archive system nust perform mai ntenance activities on a

schedul e that considers factors such as the strength of rel evant
cryptographic algorithns, lifespan of relevant certification
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authorities, and revocation status of relevant entities, e.g.,
timestanp authorities. Standards for use of cryptographic algorithns
are expected to be established by organization or governnent al

bodi es, not by individual LTAs.
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Appendi x A, Application Scenarios

Bel ow are several exanple application scenarios denonstrating one or
nmore of the basic service features nentioned above.

A. 1. Archive Service Supporting Long-Term Non- Repudi ati on

A long-term archive service may store data objects, such as signed or
unsi gned documents, for authenticated users. It nay generate tine
stanps for these data objects and obtain verification data during the
archival period or until a deletion request is received from an

aut hori zed entity.

A. 2. Pure Long- Term Non- Repudi ati on Service

A long-termarchive service may only guarantee non-repudi ati on of
exi stence of data by periodically generating tine stanps and

obtaining verification data. It stores data objects (e.g., docunents
and signatures) locally only for the purpose of non-repudiation and
does not function as a docunent archive for users. |t does not

support retrieval and del etion of data objects.
A. 3. Long-Term Archive Service as Part of an Internal Network

A long-term archive service may be part of an enterprise network

The network provider and archive service may be part of the same
institution. |In this case, the service should obtain non-repudiation
evidence froma third party. An internally generated acknow edgenent
may be vi ewed worthl ess.

A. 4. Long-Term Archi ve External Service

A long-term archive service may be provided over the Internet for
enterprises or consuners. In this case, archiving and providing
evi dence (via tinme stanps or other neans) may be adduced by one
organi zation and its own technical infrastructure, w thout using
external services
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