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Status of This Meno
Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for
i nprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this neno is unlimted.
Copyri ght Notice
Copyright (C The IETF Trust (2006).
Abstract

Thi s docunent specifies how Sinple Network Management Protocol (SNWVP)
messages can be transmitted directly over | EEE 802 net works.

Thi s docunent obsol etes RFC 1089.
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1. Introduction

Thi s docunent specifies how Sinple Network Management Protocol (SNWVP)
messages can be transmitted directly over | EEE 802 networks. For a
detail ed overview of the docunents that describe the Internet-

St andard managenent framework, please refer to section 7 of RFC 3410
[ RFC3410]. This docunent supplements the standard SNMP transport
mappi ngs defined in RFC 3417 [ RFC3417].

Thi s docunent obsol etes RFC 1089.

Managed objects are accessed via a virtual information store, terned
t he Managenment Information Base or MB. MB objects are generally
accessed through the Sinple Network Management Protocol (SNWVP).
hjects in the MB are defined using the nechanisns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
nmodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

1.1. Key Wirds
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY"', and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].
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2. Definitions
SNWVP- | EEE802- TM M B DEFINITIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT-1 DENTI TY, snnpMdul es, snnpDomai ns
FROM SNWVPv2- SM ;

snipl eee802TnM b MODULE- | DENTI TY
LAST- UPDATED "200611210000Z"
ORGANI ZATI ON "I ETF Operations and Managenent Area"
CONTACT- | NFO
"Juergen Schoenwael der (Editor)

I nternational University Brenen

P. O Box 750 561

28725 Brenen, GCernmany

Phone: +49 421 200- 3587
EMai | : j.schoenwael der @ u- br enmen. de

Send conments to <ietfm bs@ps.ietf.org>."
DESCRI PTI ON
"This M B nodul e defines the SNMP over | EEE 802
transport mappi ng.

Copyright (C) The IETF Trust (2006). This version
of this MB nodule is part of RFC 4789; see the RFC

itself for full legal notices.”
REVI SI ON "2006112100002"
DESCRI PTI ON

"The initial version, published as RFC 4789."
::={ snnpMbdul es 21 }

snnpl eee802Dormai n OBJECT- | DENTI TY

STATUS current

DESCRI PTI ON
"The SNWMP over | EEE 802 networks transport domain. The
correspondi ng transport address is of type MacAddress
as defined in the SNWPv2-TC nodul e (RFC 2579)."

REFERENCE " RFC 2579"

::={ snnpDormains 6 }

END
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3.

3.

3.

SNMP over | EEE 802 Net wor ks

This is an optional transport mapping. The need to carry SNW
directly over an 802 LAN transport in order to allow for the
managenent of sinple devices was identified in applications |like the
Two- Port Media Access Control (MAC) Relay, which is being devel oped
in | EEE 802.1 as project P802.1aj [802.1aj].

SNVP over | EEE 802 networks has some inherent restrictions. Using
the SNVP over | EEE 802 transport napping restricts nmessages to a
single |l ogical |IEEE 802 LAN, bridged LAN or VLAN. Furthernore, only
a single SNWP engi ne can be addressed on a given | EEE 802 network
interface. |In particular, comrand generators and notification
receivers, as well as command responders and notification
originators, nust share a single transport endpoint.

1. Serialization

SNVP nmessages are serialized, as described in Section 8 of RFC 3417
[ RFC3417]. The resulting serialized nessage is shipped in the data
portion of an | EEE LAN MAC frane.

2. Well-known Val ues

Serialized SNMP nessages are sent in | EEE 802.3 franes with an
Et hernet type field of 33100 (hexadecimal 814C).

When serialized SNVWP nessages are sent in | EEE 802.3 frames (and in
other | EEE 802 MAC frane types that can natively represent Ethernet
type values), an Ethernet type field value of 33100 (hexadeci nal
814C) MUST be used as the link layer protocol identifier. |In |EEE
802 LANs that use LLC as the nmeans of |ink [ayer protoco
identification, such as | EEE 802.11 Wrel ess LANs, the SNAP
encapsul ati on net hod described in subclause 10.5 "Encapsul ati on of
Et hernet frames over LLC' in [| EEE8B02] MJUST be used.

When an SNWP entity uses this transport mapping, it MJST be capable
of accepting SNMP nmessages up to and including 484 octets in size.
It is RECOWENDED that inplenentations be capabl e of accepting
messages of up to 1472 octets in size. |Inplenentation of |arger

val ues i s encouraged whenever possible.
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3. 3.

4.

Sch
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(Each tic mark represents one bhit.)
Rel ati onship to Oher M B Mdul es

Several core SNVP M B nodul es use TDonmi n/ TAddress pairs to identify
SNWVP transport endpoints. The SNWMP- TARGET-M B [ RFC3413] uses

TDormai n/ TAddress pairs to identify targets that can be used as
notification receivers. TDomain/ TAddress pairs are used by the

NOTI FI CATI ON- LOG-M B [ RFC3014] to record the source fromwhich a
notification was received. The ENTITY-M B [ RFC4133] uses TDonai n/
TAddress pairs to provide the transport endpoint of logical entities.

The M B nodul e contained in this docunment introduces the object

i dentifier constant snnpleee802Donain. This constant can be assigned
to an object of type TDomain to identify an SNMP over | EEE 802
endpoint, in which case the corresponding TAddress will have a val ue
that conforns to the MacAddress textual convention. By providing
these definitions, it is possible to use the generic MB nodules to
refer to SNWP over | EEE 802 endpoi nts.
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5.

| ANA Consi der ati ons

| ANA nade a M B O D assi gnnent under the snnpMdul es branch for the
SNWP- | EEE802- TM M B nodul e.

| ANA assigned an O D val ue bel ow snnpDonai ns for the transport

domain. This first required the setup of a registry for O Ds under
snmpDomains. At the point of this witing, the foll ow ng assignnents
al ready exist:

Prefix: iso.org.dod.internet.snnpv2. snnpDonains (1.3.6.1.6.1)

Deci mal Narme Descri ption Ref er ences
1 snnpUDPDonai n SNWVP over UDP [ RFC3417]
2 snnpCLNSDonai n SNWVP over CLNS [ RFC3417]
3 snnpCONSDonai n SNWVP over CONS [ RFC3417]
4 snnpDDPDorrai n SNVP over DDP [ RFC3417]
5 snnpl PXDorai n SNWP over | PX [ RFC3417]

The foll owi ng assi gnent has been nade:

Deci nal Nane Description Ref er ences

6 snipl eee802Dormai n SNMP over | EEE 802 RFC 4789
For new assignments, a specification is required as per [RFC2434].
Security Considerations

Thi s nodul e does not define any managenent objects. Instead, it
defines an OBJECT-| DENTI FI ER whi ch nmay be used by other M B nodul es
to identify an SNMP transport mapping. Meani ngful security
considerations can only be witten in the MB nodul es that define
managenent objects. The MB nodule in this docunent has therefore no
i mpact on the security of the Internet.

SNWPv1l and SNMPv2c nmessages are not considered secure. It is
recomrended that the inplementors consider the use of SNWMPv3 nessages
and the security features as provided by the SNWPv3 franmeworKk.
Specifically, the use of the User-based Security Mdel STD 62, RFC
3414 [RFC3414] and the Vi ew based Access Control Mdel STD 62, RFC
3415 [ RFC3415] is reconmmended.

It is then a custoner/user responsibility to ensure that the SNW
entity giving access to a MB is properly configured to give access
to the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change) them
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7.

8.
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Ful I Copyright Statenent
Copyright (C) The IETF Trust (2006).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST,
AND THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES
EXPRESS OR | MPLI ED, | NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT
THE USE OF THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY
| MPLI ED WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR
PURPGSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe I ETF on-line I PR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that nmay be required to inpl enent
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.
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