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Abst ract

Thi s docunment specifies an optional Quick-Start mechanismfor
transport protocols, in cooperation with routers, to determine an
all owed sending rate at the start and, at tinmes, in the niddle of a
data transfer (e.g., after an idle period). Wile Qick-Start is
designed to be used by a range of transport protocols, in this
docunent we only specify its use with TCP. Quick-Start is designed
to all ow connections to use higher sending rates when there is
significant unused bandw dth al ong the path, and the sender and all
of the routers along the path approve the Quick-Start Request.

Thi s docunment describes nmany paths where Quick-Start Requests woul d
not be approved. These paths include all paths containing routers,
I P tunnels, MPLS paths, and the like that do not support Quick-
Start. These paths also include paths with routers or m ddl eboxes
that drop packets containing IP options. Quick-Start Requests could
be difficult to approve over paths that include nulti-access |ayer-
two networks. This docunent also describes environnents where the
Qui ck-Start process could fail with false positives, with the sender
incorrectly assuming that the Quick-Start Request had been approved
by all of the routers along the path. As a result of these concerns,

and as a result of the difficulties and seeni ng absence of notivation

for routers, such as core routers to deploy Quick-Start, Quick-Start
is being proposed as a nmechanismthat could be of use in controlled
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environnments, and not as a nechani smthat would be intended or
appropriate for ubiquitous deploynent in the global Internet.

Tabl e of Contents

1. IntroduCtion ...
1.1. Conventions and Terminology .......... ... ... ..

2. Assunptions and General Principles ....... ... ... .. . ... ... .....
2.1. Overview of Quick-Start ......... ... . .. ... i

3. The Quick-Start Ootion in IP ... ... . . . . . .
3.1. The Quick-Start Option for IPv4d ... ... ... ... . ... ... .....
3.2. The Quick-Start Option for IPv6 ........ ... ... .. ... ......
3.3. Processing the Quick-Start Request at Routers ............
3.3.1. Processing the Report of Approved Rate ............

3.4. The @5 NONCE . ... i e e e e

4. The Quick-Start Mechanisnms in TCP ........ ... ... ...
Sending the Quick-Start Request ..........................
The Quick-Start Response Option in the TCP header ........
TCP: Sending the Quick-Start Response ....................

TCP: Receiving and Using the Quick-Start Response Packet
TCP: Controlling Acknow edgenent Traffic on the

PAAADL
arwNE

Reverse Path . ... ... .. .. .
TCP: Responding to a Loss of a Quick-Start Packet ........
TCP: A Quick-Start Request for a Larger Initial Wndow....
4.7.1. Interactions with Path MIU Di scovery ..............

s
No

4.7.2. Quick-Start Request Packets that are

Di scarded by Routers or Mddleboxes ...............

4.8. TCP: A Quick-Start Request in the Mddle of a Connection ..
4.9. An Exanple Quick-Start Scenario with TCP .................

5. Quick-Start and IPsec AH . ... . . . . .
6. Quick-Start in IP Tunnels and MPLS ....... ... ... .. .. ... ... .....
6.1. Sinple Tunnels that Are Conpatible with Quick-Start ......
6.1.1. Sinple Tunnels that Are Aware of Quick-Start ......

6.2. Sinple Tunnels that Are Not Conpatible with Quick-Start

6.3. Tunnels That Support Quick-Start .........................
6.4. Quick-Start and MPLS .. ....... . . .. e
7. The Quick-Start Mechanismin Qher Transport Protocols ........
8. Using Quick-Start ........ ... . . e
8.1. Deternmining the Rate to Request ..........................
8.2. Deciding the Permtted Rate Request at a Router ..........
9. Evaluation of Quick-Start ......... .. . . ... e
9.1. Benefits of Quick-Start .......... ... . . . . . .
Costs of Quick-Start ......... ... . . .. . . e
Quick-Start with QoS-Enabled Traffic .....................
Protecti on agai nst Msbehaving Nodes .....................
9.4.1. Msbehaving Senders ......... ... . ... . ... i,

woo©o
hwn

9.4.2. Receivers Lying about Wether the Request

Was Approved . ...

Fl oyd, et al. Experi ment al [ Page 2]



RFC 4782 Quick-Start for TCP and I P January 2007

9.4.3. Receivers Lying about the Approved Rate ............

9.4.4. Collusion between M sbehaving Routers ..............
.5. M sbehaving M ddl eboxes and the IP TTL ....................
.6. Attacks on Quick-Start ........ . . .. ... e
.7. Simulations with Quick-Start ............. .. .. .. ... .. ......
mpl ement ati on and Depl oyment Issues .............. ...,
1.
2.

© © ©o

10.
I mpl enent ati on | ssues for Sending Quick-Start Requests ...
I npl enent ation | ssues for Processing Quick-Start
Request s . ...
10. 3. Possible Deploynment Scenarios ...............uiiiuiinann..
10.4. A Comparison with the Deployment Problems of ECN .........
11. Security Considerati Ons .. .... ... ... i
12. TANA Considerati ONS ... ... e
12. 1. 1P Option ... e
12.2. TCP Opti ON ... e
13, ConcClUSI ONS ..o
14. Acknow edgemBnt S .. ... . e
Appendi x A. Related VWOrk . ... .. . .
A 1. Fast Start-Ups without Explicit Information fromRouters ..

I
10.
10.

A 2. Optimstic Sending without Explicit Information from
ROUL Br S .
A. 3. Fast Start-Ups with G her Information fromRouters ........
A 4. Fast Start-Ups with Mre Fine-G ained Feedback from
ROUL BI S .
A.5. Fast Start-ups with Lower-Than-Best-Effort Service ........
Appendi x B. Design DeCiSiONs .......... .
B.1. Alternate Mechanisns for the Quick-Start Request:

ICMP and RSVP . ...
B. L. 2. T OVP o
B. 1. 2. ROVP ..
B.2. Alternate Encoding Functions ............ ... ... . ... . ... ....
B. 3. The Quick-Start Request: Packets or Bytes? ................
B.4. Quick-Start Semantics: Total Rate or Additional Rate? .....
B.5. Alternate Responses to the Loss of a Quick-Start Packet ...
B.6. Wiy Not Include More Functionality? .......................
B.7. Alternate Inplenmentations for a Quick-Start Nonce .........

B.7.1. An Alternate Proposal for the Quick-Start Nonce ....

B.7.2. The Earlier Request-Approved Quick-Start Nonce .....
Appendi x C. Quick-Start with DCCP ......... .. ... . ...
Appendi x D. Possible Router Algorithm.............................
Appendi x E. Possible Additional Uses for the Quick-Start ..........
Normative References . ... .. .. ... e
Informative References ........ .. .. . . . . e

Fl oyd, et al. Experi ment al [ Page

3]



RFC 4782 Quick-Start for TCP and I P January 2007

1.

I ntroduction

Each connection begins with a question: "Wat is the appropriate
sending rate for the current network path?" The question is not
answered explicitly, but each TCP connection determ nes the sending
rate by probing the network path and altering the congesti on w ndow
(cwnd) based on perceived congestion. Each TCP connection starts
with a pre-configured initial congestion window (ICW. Currently,
TCP allows an initial w ndow of between one and four segnents of

maxi mum segnent size (MSS) ([ RFC2581], [RFC3390]). The TCP
connection then probes the network for avail abl e bandwi dth using the
sl owstart procedure ([Jac88], [RFC2581]), doubling cwnd during each
congestion-free round-trip tine (RTT).

The slowstart algorithmcan be tine-consuning --- especially over
networks with |l arge bandwi dth or Iong delays. It may take a nunber
of RTTs in slowstart before the TCP connection begins to fully use
the avail abl e bandwi dth of the network. For instance, it takes
log_2(N) - 2 round-trip tines to build cwnd up to N segments,
assunming an initial congestion wi ndow of 4 segnents. This time in
slowstart is not a problemfor large file transfers, where the
slowstart stage is only a fraction of the total transfer tine.
However, in the case of noderate-sized transfers, the connection
mght carry out its entire transfer in the slowstart phase, taking
many round-trip tinmes, where one or two RTTs m ght have been
sufficient when using the currently avail abl e bandw dth al ong the
pat h.

A fair anount of work has already been done to address the issue of
choosing the initial congestion wi ndow for TCP, with RFC 3390
allowing an initial w ndow of up to four segnents based on the MsS
used by the connection [RFC3390]. Qur underlying premse is that
explicit feedback fromall the routers along the path would be
required, in the current architecture, for best-effort connections to
use initial w ndows significantly larger than those allowed by

[ RFC3390], in the absence of other information about the path.

In using Quick-Start, a TCP host (say, host A) would indicate its
desired sending rate in bytes per second, using a Quick-Start Option
in the | P header of a TCP packet. Each router along the path could,
in turn, either approve the requested rate, reduce the requested
rate, or indicate that the Quick-Start Request is not approved. (W
note that the ‘routers’ referred to in this docunent also include the
| P-1ayer processing of the Quick-Start Request at the sender.) In
approving a Quick-Start Request, a router does not give preferentia
treatnment to subsequent packets fromthat connection; the router is
only asserting that it is currently underutilized and believes there
is sufficient avail able bandwi dth to accompdate the sender’s
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requested rate. The Quick-Start nmechanismcan determine if there are
routers along the path that do not understand the Quick-Start Option,
or have not agreed to the Quick-Start rate request. TCP host B
conmuni cates the final rate request to TCP host Ain a transport-

| evel Quick-Start Response in an answering TCP packet.

If the Quick-Start Request is approved by all routers along the path,
then the TCP host can send at up to the approved rate for a w ndow of
data. Subsequent transm ssions will be governed by the default TCP
congestion control nechani sns of that connection. |If the Quick-Start
Request is not approved, then the sender woul d use the default
congestion control mechani smns.

Quick-Start would not be the first mechanismfor explicit

conmuni cation fromrouters to transport protocols about sending
rates. Explicit Congestion Notification (ECN) gives explicit
congestion control feedback fromrouters to transport protocols,
based on the router detecting congestion before buffer overfl ow
[RFC3168]. In contrast, routers would not use Quick-Start to give
congestion information, but instead woul d use Quick-Start as an
optional nechanismto give perm ssion to transport protocols to use
hi gher sending rates, based on the ability of all the routers al ong
the path to determine if their respective output links are
significantly underutilized.

Section 2 gives an overview of Quick-Start. The form
specifications for Quick-Start are contained in Sections 3, 4, 6.1.1,
and 6.3. In particular, Qick-Start is specified for IPv4 and for
IPv6 in Section 3, and is specified for TCP in Section 4. Section 6
consists nostly of a non-normative di scussion of interactions of
Quick-Start with IP tunnels and MPLS; however, Section 6.1.1 and 6.3
specify behavior for IP tunnels that are aware of Quick-Start.

The rest of the docunent is non-normative, as follows. Section 5
shows that Quick-Start is conpatible with | Psec AH (Authentication
Header). Section 7 gives a non-nornative set of guidelines for
specifying Quick-Start in other transport protocols, and Section 8

di scusses using Quick-Start in transport end-nodes and routers.
Section 9 gives an evaluation of the costs and benefits of Quick-
Start, and Section 10 discusses inplenentation and depl oynment issues.
The appendi ces discuss related work, Quick-Start design decisions,
and possi ble router algorithns.

1.1. Conventions and Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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2.

Assunptions and General Principles

This section describes the assunptions and general principles behind
the design of the Quick-Start mechani sm

Assunpti ons:

*

The data transfer in the two directions of a connection traverses
di fferent queues, and possibly even different routers. Thus, any
mechani smfor determ ning the all owed sending rate would have to be
used i ndependently for each direction.

The path between the two endpoints is relatively stable, such that
the path used by the Quick-Start Request is generally the sanme path
used by the Quick-Start packets one round-trip tinme later.

[ ZDPS01] shows this assunption should be generally valid. However,
[ RFC3819] discusses a range of Bandwi dth on Demand subnets that
coul d cause the characteristics of the path to change over tine.

Any new nechani sm nust be increnentally depl oyable and m ght not be
supported by all the routers and/or end-hosts. Thus, any new
mechani sm must be able to acconmodat e non-supporting routers or
end- hosts w thout disturbing the current |Internet senmantics. W
note that, while Quick-Start is incrementally deployable in this
sense, a Quick-Start Request cannot be approved for a particular
connection unl ess both end-nodes and all the routers along the path
have been configured to support Quick-Start.

General Principles:

*

Qur underlying premise is that explicit feedback fromall the
routers along the path would be required, in the current
architecture, for best-effort connections to use initial w ndows
significantly larger than those allowed by [RFC3390], in the
absence of other information about the path.

A router should only approve a Quick-Start Request if the output
link is underutilized. Any other approach will result in either
per-flow state at the router, or the possibility of a (possibly
transi ent) queue at the router.

No per-flow state should be required at the router. Note that,
while per-flow state is not required, we also do not preclude a
router fromstoring per-flow state for making Quick-Start decisions
or for checking for m sbehaving nodes.
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2.1. Overview of Quick-Start

In this section, we give an overview of the use of Quick-Start with
TCP to request a higher congestion wi ndow. The description in this
section is non-normative; the normative description of Quick-Start
with P and TCP follows in Sections 3 and 4. Quick-Start could be
used in the mddle of a connection, e.g., after an idle or
underutilized period, as well as for the initial sending rate; these
uses of Quick-Start are discussed later in the docunent.

Quick-Start requires end-points and routers to work together, with
end- points requesting a higher sending rate in the Qick-Start (QS)
option in IP, and routers along the path approving, nodifying,

di scarding, or ignoring (and therefore disallow ng) the Quick-Start
Request. The receiver uses reliable, transport-|evel nechanisns to
informthe sender of the status of the Quick-Start Request. For
exanpl e, when TCP is used, the TCP recei ver sends feedback to the
sender using a Quick-Start Response option in the TCP header. In
addition, Quick-Start assumes a unicast, congestion-controlled
transport protocol; we do not consider the use of Quick-Start for
mul ticast traffic.

Wien sent as a request, the Quick-Start Option includes a request for
a sending rate in bits per second, and a Quick-Start Tinme to Live (S
TTL) to be decrenented by every router along the path that

under stands the option and approves the request. The Quick-Start TTL
is initialized by the sender to a randomvalue. The transport
receiver returns the rate, information about the TTL, and the Quick-
Start Nonce to the sender using transport-Ilevel nechanisns; for TCP,
the receiver sends this information in the Quick-Start Response in
the TCP header. In particular, the receiver conmputes the difference
between the Quick-Start TTL and the IP TTL (the TTL in the I P header)
of the Quick-Start Request packet, and returns this in the Quick-
Start Response. The sender uses the TTL difference to determne if
all the routers along the path decremented the Quick-Start TTL,
approving the Quick-Start Request.

If the request is approved by all the routers along the path, then
the TCP sender conbines this allowed rate with the measurenment of the
round-trip time, and ends up with an allowed TCP congesti on wi ndow.
This window is sent rate-paced over the next round-trip tinme, or

until an ACK packet is received.

Figure 1 shows a successful use of Quick-Start, with the sender’s IP
| ayer and both routers along the path approving the Quick-Start
Request, and the TCP receiver using the Quick-Start Response to
return information to the TCP sender. In this exanple, Quick-Start
is used by TCP to establish the initial congestion w ndow.
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Sender Router 1 Router 2 Recei ver
<IP TTL: 63>
<@ TTL: 91>

<TTL Diff: 28>

Qui ck- Start Request

in SYN or SYN ACK.

| P. Decrement QS TTL
to approve request -->

Decr ement
QS TTL

to approve
request -->

Decr enment
QS TTL

to approve
request -->

<I|P TTL: 60>
<@ TTL: 88>
<TTL Diff: 28>
Return Quick-Start
info to sender in
Qui ck-Start Response
<-- in TCP ACK packet.

<TTL Diff: 28>

Qui ck- Start approved,

translate to cwnd.

Report Approved Rate.

V Send cwnd paced over one RIT. -->

Figure 1. A Successful Quick-Start Request.

Fi gure 2 shows an unsuccessful use of Quick-Start, with one of the

routers along the path not approving the Quick-Start Request. |If the
Qui ck-Start Request is not approved, then the sender uses the default
congestion control nechanisns for that transport protocol, including

the default initial congestion wi ndow, response to idle periods, etc.
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Sender Router 1 Router 2 Recei ver
<IP TTL: 63>

<@ TTL: 91>

<TTL Diff: 28>

Qui ck- Start Request

in SYN or SYN ACK.

| P. Decrement QS TTL

to approve request -->

Decr ement
QS TTL

to approve
request -->

Forwar d packet
wi t hout nodifying
Qui ck-Start Option. -->

<IP TTL: 60>
<@ TTL: 89>
<TTL Diff: 29>
Return Qui ck-Start
info to sender in
Qui ck-Start Response
<-- in TCP ACK packet.

<TTL Diff: 29>

Qui ck-Start not approved.
Report approved rate.

V Use default initial cwnd. -->

Figure 2: An Unsuccessful Quick-Start Request.
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3. The Qick-Start Optionin IP
3.1. The Qick-Start Option for |Pv4
The Quick-Start Request for IPv4 is defined as foll ows:

0 1 2 3
01234567890123456789012345678901
R R o E o s i T o S e e e S S S e e e R o ok -
[ Opti on | Length=8 | Func. | Rate | QS TTL |
[ [ | 0000 | Request]| [
i e S S s S S S S i 2 s S e e e Th sl i S S SEpS
[ @S Nonce | R|
s S S S e L e s s o s s S U S R S S S S S S S S
Figure 3: The Quick-Start Option for |Pv4.
A Qui ck-Start Request.

The first byte contains the option field, which includes the one-bit
copy flag, the 2-bit class field, and the 5-bit option nunber.

The second byte contains the length field, indicating an option
I ength of eight bytes.

The third byte includes a four-bit Function field. If the Function
field is set to "0000", then the Quick-Start Option is a Rate
Request. In this case, the second half of the third byte is a four-
bit Rate Request field.

For a Rate Request, the fourth byte contains the Quick-Start TTL (QS
TTL) field. The sender MJST set the @ TTL field to a random val ue.
Routers that approve the Quick-Start Request decrenment the QS TTL
(mod 256) by the sane amount that they decrenent the IP TTL. (As

el sewhere in this docunent, we use the term‘router’ inprecisely to
al so include the Quick-Start functionality at the IP layer at the
sender.) The @ TTL is used by the sender to detect if all the
routers along the path understood and approved the Quick-Start
option.

For a Rate Request, the transport sender MJST cal cul ate and store the
TTL Diff, the difference between the P TTL value, and the Q@S TTL
value in the Quick-Start Request packet, as follows:

TTL Diff = ( IP TTL - QS TTL ) nod 256 (1)
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For a Rate Request, bytes 5-8 contain a 30-bit QS Nonce, discussed in
Section 3.4, and a two-bit Reserved field. The sender SHOULD set the
reserved field to zero, and routers and receivers SHOULD i gnore the
reserved field. The sender SHOULD set the 30-bit QS Nonce to a
random val ue.

The sender initializes the Rate Request to the desired sending rate,
including an estimate of the transport and |IP header overhead. The
encodi ng function for the Rate Request sets the request rate to K*2"N
bps (bits per second), for N the value in the Rate Request field, and
for Kset to 40,000. For N=0O, the rate request would be set to zero,
regardl ess of the encoding function. This is illustrated in Table 1
below. For the four-bit Rate Request field, the request range is
from80 Kbps to 1.3 CGops. Alternate encodings that were considered
for the Rate Request are given in Appendi x B. 2.

N Rat e Request (in Kbps)

80

160
320
640

1, 280
2,560
5,120
10, 240
20, 480
10 40, 960
11 81, 920
12 163, 840
13 327, 680
14 655, 360
15 1, 310, 720

O©CoOoO~NOUA,WNELO!

Table 1: Mapping from Rate Request Field to Rate Request in Kbps.

Rout ers can approve the Quick-Start Request for a |lower rate by
decreasing the Rate Request in the Quick-Start Request. Section 4.2
di scusses the Quick-Start Response fromthe TCP receiver to the TCP
sender, and Section 4.4 discusses the TCP sender’s mechani sm for
determining if a Quick-Start Request has been approved.
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0 1 2 3

01234567890123456789012345678901
s e e T S S i S S S S S T st TSI S S S S
| Opti on | Length=8 | Func. | Rate | Not Used |
| | | 1000 | Report] |
o e e e e e e e e e e e e e e e e e e e e e e e e e e - - - -+
| QS Nonce | R
R T i S S S e k St R i O R i i o S e e e O e
Figure 4: The Quick-Start Option for |Pv4.

Report of Approved Rate.

If the Function field in the third byte of the Quick-Start Option is
set to "1000", then the Quick-Start Option is a Report of Approved
Rate. In this case, the second four bits in the third byte are the
Rate Report field, formatted exactly as in the Rate Request field in
a Rate Request. For a Report of Approved Rate, the fourth byte of
the Quick-Start Option is not used. Bytes 5-8 contain a 30-bit QS
Nonce and a 2-bit Reserved field.

After an approved Rate Request, the sender MJST report the Approved
Rate, using a Quick-Start Option configured as a Report of Approved
Rate with the Rate Report field set to the approved rate, and the QS
Nonce set to the @S Nonce sent in the Quick-Start Request. The
packet containing the Report of Approved Rate MJST be either a
control packet sent before the first Quick-Start data packet, or a
Quick-Start Option in the first data packet itself. The Report of
Approved Rate does not have to be sent reliably; for exanple, if the
approved rate is reported in a separate control packet, the sender
does not necessarily know if the control packet has been dropped in
the network. |If the packet containing the Quick-Start Request is
acknow edged, but the acknow edgement packet does not contain a

Qui ck-Start Response, then the sender MJST assune that the Quick-
Start Request was deni ed, and set a Report of Approved Rate with a
rate of zero. Routers nay choose to ignore the Report of Approved
Rate, or to use the Report of Approved Rate but ignore the QS Nonce.
Alternately, some routers that use the Report of Approved Rate may
choose to match the QS Nonce, nmasked by the approved rate, with the
QS Nonce seen in the original request.

If the Rate Request is denied, the sender MJUST send a Report of
Approved Rate with the Rate Report field set to zero.

We note that, unlike a Quick-Start Request sent at the beginning of a
connection, when a Quick-Start Request is sent in the mddle of a
connection, the connection could already have an established
congestion wi ndow or sending rate. The Rate Request is the requested
total rate for the connection, including the current rate of the
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connection; the Rate Request is *not* a request for an additiona
sendi ng rate over and above the current sending rate. |If the Rate
Request is denied, or lowered to a value bel ow the connection’s
current sending rate, then the sender ignores the request, and
reverts to the default congestion control mechanisns of the transport
protocol .

The use of the Quick-Start Option does not require the additional use
of the Router Alert Option [RFC2113].

W note that in IPv4, a change in | P options at routers requires
recal cul ating the I P header checksum

3.2. The Quick-Start Option for |Pv6

The Quick-Start Option for IPv6 is placed in the Hop-by-Hop Options
ext ensi on header that is processed at every network node al ong the
conmuni cation path [ RFC2460]. The option format follow ng the
generi c Hop-by-Hop Options header is identical to the |IPv4 format,
with the exception that the Length field shoul d exclude the comon
type and length fields in the option format and be set to 6 bytes

i nstead of 8 bytes.

For a Quick-Start Request, the transport receiver conpares the
Quick-Start TTL with the IPv6 Hop Limt field to calculate the TTL
Diff. (The Hop Limt in IPv6 is the equivalent of the TTL in |IPv4.)
That is, TTL Diff MJST be cal cul ated and stored as foll ows:

TTL Diff = ( IPv6 Hop Linit - QS TTL ) nod 256 (2)

Unlike IPv4, nmodifying or deleting the Quick-Start |1 Pv6 Option does
not require checksumre-cal cul ati on, because the | Pv6 header does not
have a checksumfield, and nodifying the Quick-Start Request in the

| Pv6 Hop-by-Hop options header does not affect the |IPv6 pseudo-
header checksum used in upper-layer checksum cal cul ati ons.

Appendi x A of RFC 2460 requires that all packets with the same fl ow
| abel must be originated with the sane hop-by-hop header contents,
whi ch woul d be inconmpatible with Quick-Start. However, a later |Pv6
flow | abel specification [ RFC3697] updates the use of flow labels in
I Pv6 and renoves this restriction. Therefore, Quick-Start is
conpatible with the current | Pv6 specifications.
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3.3. Processing the Quick-Start Request at Routers

The Quick-Start Request does not report the current sending rate of
the connection sending the request; in the default case of a router
(or IP-layer inplenmentation at an end-node) that does not naintain
per-flow state, a router nakes the conservative assunption that the
flow s current sending rate is zero. Each participating router can
either termnate or approve the Quick-Start Request. A router MJST
only approve a Quick-Start Request if the output link is
underutilized, and if the router judges that the output link wll
continue to be underutilized if this and earlier approved requests
are used by the senders. Qherw se, the router reduces or term nates
the Quick-Start Request.

Wi | e the paragraph above defines the *semantics* of approving a
Qui ck-Start Request, this docunent does not specify the specific
algorithms to be used by routers in processing Quick-Start Requests
or Reports. This is simlar to RFC 3168, which specifics the
semantics of the ECN codepoints in the I P header, but does not
specify specific algorithms for routers to use in deciding when to
drop or mark packets before buffer overfl ow

A router that wishes to term nate the Quick-Start Request SHOULD
either delete the Quick-Start Request fromthe | P header or zero the
QS TTL, QS Nonce, and Rate Request fields. Deleting the Quick-Start
Request saves resources because downstreamrouters will have no
option to process, but zeroing the Rate Request field may be nore
efficient for routers to inplenment. As suggested in [B05], future
additions to Quick-Start could define error codes for routers to
insert into the QS Nonce field to report back to the sender the
reason that the Quick-Start Request was denied, e.g., that the router
is denying all Quick-Start Requests at this tine, or that this
router, as a matter of policy, does not grant Quick-Start requests.
A router that doesn’t understand the Quick-Start Option will sinply
forward the packet with the Quick-Start Request unchanged (ensuring
that the TTL Diff will not match and Quick-Start will not be used).

If the participating router has decided to approve the Quick-Start
Request, it does the follow ng:

* The router MJST decrenent the QS TTL by the amount the IP TTL is
decrenmented (usually one).

* |f the router is only willing to approve a Rate Request |ess than
that in the Quick-Start Request, then the router replaces the Rate
Request with a smaller value. The router MJST NOT increase the
Rat e Request in the Quick-Start Request. |If the router decreases
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the Rate Request, the router MJIST also nodify the QS Nonce, as
described in Section 3.4.

* |n IPv4, the router MJST update the | P header checksum

If the router approves the Quick-Start Request, this approval SHOULD
be taken into account in the router’s decision to accept or reject
subsequent Quick-Start Requests (e.g., using a variable that tracks
the recent aggregate of accepted Quick-Start Requests). This
consideration of earlier approved Quick-Start Requests is necessary
to ensure that the router only approves a Quick-Start Request when
the router judges that the output link will remain underutilized if
this and earlier Quick-Start Requests are used by the senders.

In addition, the approval of a Quick-Start Request SHOULD NOT be used
by the router to affect the treatnment of the data packets that arrive
fromthis connection in the next fewround-trip tinmes. That is, the
approval by the router of a Quick-Start Request does not give
differential treatnment for Quick-Start data packets at that router;

it is only a statenent fromthe router that the router believes that
the subsequent Quick-Start data packets fromthis connection will not
change the current underutilized state of the router.

A non-participating router forwards the Quick-Start Request
unchanged, without decrenmenting the QS TTL. The non-partici pating
router still decrenents the TTL field in the |IP header, as is
required for all routers [RFC1812]. As a result, the sender will be
able to detect that the Quick-Start Request had not been understood
or approved by all of the routers along the path.

A router that uses nmultipath routing for packets within a single
connection MJUST NOT approve a Quick-Start Request. This is discussed
in nore detail in Section 9.2.

3.3.1. Processing the Report of Approved Rate

If the Quick-Start Option has the Function field set to "1000", then
this is a Report of Approved Rate, rather than a Rate Request. The
router MAY ignore such an option, and, in any case, it MJST NOT
nmodi fy the contents of the option for a Report of Approved Rate.
However, the router MAY use the Approved Rate report to check that
the sender is not |ying about the approved rate. |f the reported
Approved Rate is higher than the rate that the router actually
approved for this connection in the previous round-trip time, then
the router may inplenent sone policy for cheaters. For instance, the
router MAY decide to deny future Quick-Start Requests fromthis
sender, including, if desired, deleting Quick-Start Requests from
future packets fromthis sender. Section 9.4.1 discusses m shehaving
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senders in nore detail. Fromthe Report of Approved Rate, the router
can also learn if sone of the downstreamrouters have approved the
Qui ck-Start Request for a snmaller rate or denied the use of Quick-
Start, and adjust its bandw dth allocations accordingly.

3.4. The QS Nonce

The QS Nonce gives the Quick-Start sender sone protection against
receivers |ying about the value of the received Rate Request. This
is particularly inportant if the receiver knows the original value of
the Rate Request (e.g., when the sender always requests the sane

val ue, and the receiver has a long history of conmunication with that
sender). Wthout the QS Nonce, there is nothing to prevent the
receiver fromreporting back to the sender a Rate Request of K, when
the received Rate Request was, in fact, less than K

Table 2 gives the format for the 30-bit QS Nonce.

Bits Pur pose

Bits 0-1: Rate 15 -> Rate 14
Bits 2-3: Rate 14 -> Rate 13
Bits 4-5: Rate 13 -> Rate 12
Bits 6-7: Rate 12 -> Rate 11
Bits 8-9: Rate 11 -> Rate 10
Bits 10-11: Rate 10 -> Rate 9
Bits 12-13: Rate 9 -> Rate 8
Bits 14-15: Rate 8 -> Rate 7
Bits 16-17: Rate 7 -> Rate 6
Bits 18-19: Rate 6 -> Rate 5
Bits 20-21: Rate 5 -> Rate 4
Bits 22-23: Rate 4 -> Rate 3
Bits 24-25: Rate 3 -> Rate 2
Bits 26-27: Rate 2 -> Rate 1
Bits 28-29: Rate 1 -> Rate 0

Table 2: The @S Nonce.

The transport sender MUST initialize the @ Nonce to a random val ue.
If the router reduces the Rate Request fromrate Kto rate K-1, then
the router MUST set the field in the QS Nonce for "Rate K -> Rate
K-1" to a new randomvalue. Sinilarly, if the router reduces the
Rat e Request by N steps, the router MUST set the 2N bits in the
relevant fields in the @ Nonce to a new random val ue. The receiver
MUST report the QS Nonce back to the sender.
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If the Rate Request was not decrenented in the network, then the QS
Nonce should have its original value. Sinmlarly, if the Rate Request
was decrenmented by N steps in the network, and the receiver reports
back a Rate Request of K, then the last 2K bits of the QS Nonce
shoul d have their original value

Wth the @S Nonce, the receiver has a 1/4 chance of cheating about
each step change in the rate request. Thus, if the rate request is
reduced by two steps in the network, the receiver has a 1/16 chance
of successfully reporting that the original request was approved, as
this requires reporting the original value for the @ nonce.
Simlarly, if the rate request is reduced nany steps in the network,
and the receiver receives a @S Option with a rate request of K, the
receiver has a 1/16 chance of guessing the original values for the
fields in the @S nonce for "Rate K+2 -> Rate K+1" and "Rate K+1 ->
Rate K'. Thus, the receiver has a 1/16 chance of successfully |ying
and saying that the received rate request was K+2 instead of K

W note that the protection offered by the QS Nonce is the sane
whet her one router makes all the decrenments in the rate request, or
whet her they are nmade at different routers along the path.

The requirenents for random zation for the sender and routers in
setting ‘randoni values in the QS Nonce are not stringent -- al nost
any form of pseudo-random nunbers will do. The requirenment is that
the original value for the QS Nonce is not easily predictable by the
receiver, and in particular, the nonce MJST NOT be easily deterni ned
frominspection of the rest of the packet or from previ ous packets.
In particular, the nonce MIUST NOT be based only on a conbi nati on of
speci fic packet header fields. Thus, if two bits of the QS Nonce are
changed by a router along the path, the receiver should not be able
to guess those two bits fromthe other 28 bits in the @ Nonce

An additional requirenent is that the receiver cannot be able to
tell, fromthe QS Nonce itself, which nunbers in the QS Nonce were
generated by the sender, and which were generated by routers al ong
the path. This nakes it harder for the receiver to infer the val ue
of the original rate request, nmaking it one step harder for the
receiver to cheat.

Section 9.4 al so considers issues of receiver cheating in nore
detail .
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4.

The Quick-Start Mechanisns in TCP

This section describes how the Quick-Start nmechani smwould be used in
TCP. We first sketch the procedure and then tightly define it in the
subsequent subsections.

If a TCP sender (say, host A) would like to use Quick-Start, the TCP
sender puts the requested sending rate in bits per second,
appropriately formatted, in the Quick-Start Option in the I P header
of the TCP packet, called the Quick-Start Request packet. (W will
be somewhat | oose in our use of "packet" vs. "segment" in this
section.) Wen used for initial start-up, the Quick-Start Request
packet can be either the SYN or SYN ACK packet, as illustrated in
Figure 1. The requested rate includes an estinate for the transport
and | P header overhead. The TCP receiver (say, host B) returns the
Qui ck-Start Response option in the TCP header in the responding

SYN ACK packet or ACK packet, called the Quick-Start Response packet,
i nform ng host A of the results of their request.

I f the acknow edgi ng packet does not contain a Quick-Start Response,
or contains a Quick-Start Response with the wong value for the TTL
Diff or the QS Nonce, then host A MJST assune that its Quick-Start
request failed. |In this case, host A sends a Report of Approved Rate
with a Rate Report of zero, and uses TCP' s default congestion contro
procedure. For initial start-up, host A uses the default initial
congesti on wi ndow ([ RFC2581], [RFC3390]).

If the returning packet contains a valid Quick-Start Response, then
host A uses the information in the response, along with its
nmeasurenent of the round-trip tine, to determine the Quick-Start
congestion wi ndow (@S- cwnd). Quick-Start data packets are defined as
data packets sent as the result of a successful Quick-Start request,
up to the tine when the first Quick-Start packet is acknow edged

The sender al so sends a Report of Approved Rate. |In order to use

Qui ck-Start, the TCP host MJST use rate-based pacing [VHI7] to
transmt Quick-Start packets at the rate indicated in the Quick-Start
Response, at the level of granularity possible by the sending host.
W note that the limtations of interrupt tining on conputers can
limt the ability of the TCP host in rate-pacing the outgoing
packets.

The two TCP end- hosts can independently deci de whether to request
Quick-Start. For exanple, host A could send a Quick-Start Request in
t he SYN packet, and host B could also send a Quick-Start Request in

t he SYN ACK packet .
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4.1. Sending the Quick-Start Request

When sending a Quick-Start Request, the TCP sender SHOULD send the
request on a packet that requires an acknow edgenent, such as a SYN,
SYN ACK, or data packet. 1In this case, if the packet is acknow edged
but no Quick-Start Response is included, then the sender knows that
the Quick-Start Request has been denied, and can send a Report of
Approved Rate.

In addition to the use of Quick-Start when a connection is
established, there are several additional points in a connection when
a transport protocol nmay want to issue a Rate Request. W first
reiterate the notion that Quick-Start is a coarse-grai ned nechani sm
That is, Quick-Start’s Rate Requests are not neant to be used for
fine-grained control of the transport’'s sending rate. Rather, the
transport MAY issue a Rate Request when no information about the
appropriate sending rate is available, and the default congestion
control mechanisns m ght be significantly underestimating the
appropriate sending rate

The followi ng are potential points where Quick-Start may be useful

(1) At or soon after connection initiation, when the transport has no
i dea of the capacity of the network path, as discussed above. (A
transport that uses TCP Control Bl ock sharing [ RFC2140], the
Congesti on Manager [RFC3124], or other mechanisns for sharing
congestion informati on may not need Quick-Start to determine an
appropriate rate.)

(2) After an idle period when the transport no |l onger has a validated
estimate of the avail able bandwidth for this flow (An exanple
coul d be a persistent-HITP connection when a new HTTP request is
received after an idle period.)

(3) After a host has received explicit indications that one of the
endpoi nts has noved its point of network attachment. This can
happen due to sone underlying nobility nmechanismlike Mbile IP
([ RFC3344], [RFC3775]). Sone transports, such as Steam Contro
Transm ssi on Protocol (SCTP) [ RFC2960], nmmy associate with
multiple | P addresses and can switch addresses (and therefore
network paths) in mid-connection. |If the transport has concrete
know edge of a changi ng network path, then the current sending
rate may not be appropriate, and the transport sender may use
Quick-Start to probe the network to see if it can send at a
hi gher rate. (Alternatively, traditional slowstart should be
used in this case when Quick-Start is not available.)
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(4) After an application-limted period, when the sender has been
using only a small anount of its appropriate share of the network
capacity and has no valid estimate for its fair share. |In this
case, Quick-Start may be an appropriate nechanismto deternine if
the sender can send at a higher rate. For instance, consider an
application that steadily exchanges |low rate control nessages
and suddenly needs to transmt a |arge amount of data.

O the above, this docunment reconmends that a TCP sender MAY attenpt
to use Quick-Start in cases (1) and (2). It is NOI RECOMMENDED t hat
a TCP sender use Quick-Start for case (3) at the current tinme. Case
(3) requires external notifications not presently defined for TCP or
other transport protocols. Finally, a TCP SHOULD NOT use Qui ck-
Start for case (4) at the current tine. Case (4) requires further

t hought and investigation with regard to how the transport protocol
could determine it was in a situation that would warrant transmtting
a Quick-Start Request.

As a general guideline, a TCP sender SHOULD NOT request a sending
rate larger than it is able to use over the next round-trip tinme of

t he connection (or over 100 ns, if the round-trip tine is not known),
except as required to round up the desired sending rate to the next-
hi ghest al | owabl e request.

In any circunstances, the sender MJUST NOT naeke a QS request if it has
made a QS request within the nmost recent round-trip tine.

Section 4.7 discusses sone of the issues of using Quick-Start at
connection initiation, and Section 4.8 discusses issues that arise
when Quick-Start is used to request a larger sending rate after an
idle period.

4.2. The Quick-Start Response Option in the TCP header
In order to approve the use of Quick-Start, the TCP receiver responds
to the receipt of a Quick-Start Request with a Quick-Start Response,

usi ng the Quick-Start Response Option in the TCP header. TCP' s
Qui ck-Start Response option is defined as foll ows:
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Figure 5: The Quick-Start Response Option in the TCP Header.

The first byte of the Quick-Start Response option contains the option
kind, identifying the TCP option.

The second byte of the Quick-Start Response option contains the
option length in bytes. The length field MUST be set to 8 bytes.

The third byte of the Quick-Start Response option contains a four-
bit Reserved field, and the four-bit allowed Rate Request, formatted
as in the Quick-Start Rate Request option.

The fourth byte of the TCP option contains the TTL Diff. The TTL
Diff contains the difference between the IP TTL and @S TTL fields in
the received Quick-Start Request packet, as calculated in equations
(1) or (2) (depending on whether IPv4 or |Pv6 is used).

Bytes 5-8 of the TCP option contain the 30-bit QS Nonce and a two-
bit Reserved field.

W note that, while there are linmitations on the potential size of
the Quick-Start Response Option, a Quick-Start Response Option of

ei ght bytes should not be a problem The TCP Options field can
contain up to 40 bytes. Oher TCP options that mght be used in a
SYN or SYN ACK packet include Maxi mum Segment Size (four bytes), Tine
Stanp (ten bytes), Wndow Scale (three bytes), and Sel ective

Acknowl edgments Pernmitted (two bytes).

4.3. TCP:. Sending the Quick-Start Response

An end host (say, host B) that receives an | P packet containing a
Qui ck-Start Request passes the Quick-Start Request, along with the
value in the IP TTL field, to the receiving TCP | ayer.

If the TCP host is willing to permt the Quick-Start Request, then a
Qui ck-Start Response option is included in the TCP header of the
correspondi ng acknowl edgement packet. The Rate Request in the

Qui ck-Start Response option is set to the received value of the Rate
Request in the Quick-Start Option, or to a |lower value if the TCP
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receiver is only willing to allow a | ower Rate Request. The TTL Diff
in the Quick-Start Response is set to the difference between the IP
TTL value and the QS TTL value as given in equation (1) or (2)
(dependi ng on whether IPv4 or IPv6 is used). The QS Nonce in the
Response is set to the received value of the QS Nonce in the Quick-
Start Option.

If an end host receives an | P packet with a Quick-Start Request with
a rate request of zero, then that host SHOULD NOT send a Quick-Start
Response.

The Quick-Start Response MUST NOT be resent if it is lost in the
network. Packet |oss could be an indication of congestion on the
return path, in which case it is better not to approve the Quick-
Start Request.

4.4, TCP. Receiving and Using the Quick-Start Response Packet

A TCP host (say, TCP host A) that sent a Quick-Start Request and
receives a Quick-Start Response in an acknow edgenent first checks
that the Quick-Start Response is valid. The Quick-Start Response is
valid if it contains the correct value for the TTL Diff, and an equal
or lesser value for the Rate Request than that transmitted in the

Quick-Start Request. In addition, if the received Rate Request is K,
then the rightnost 2K bits of the @S Nonce nust match those bits in
the QS Nonce sent in the Quick-Start Request. |f these checks are

not successful, then the Quick-Start Request failed, and the TCP host
MUST use the default TCP congestion wi ndow that it would have used
wi thout Quick-Start. |If the rightnost 2K bits of the @S Nonce do not
mat ch those bits in the QS Nonce sent in the Quick-Start Request, for
a received Rate Request of K, then the TCP host MJST NOT send

addi tional Quick-Start Requests during the life of the connection.
Whet her or not the Quick-Start Request was successful, the host
receiving the Quick-Start Response MJUST send a Report of Approved
Rate. Simlarly, if the packet containing the Quick-Start Request is
acknow edged, but the acknow edgenent does not include a Quick-Start
Response, then the sender MJUST send a Report of Approved Rate.

If the checks of the TTL Diff and the Rate Request are successful,
and the TCP host is going to use the Quick-Start Request, it MJST
start using it within one round-trip tine of receiving the Quick-
Start Response, or within three seconds, whichever is smaller. To
use the Quick-Start Request, the host sets its Quick-Start congestion
wi ndow (in ternms of MSS-sized segnents), QS-cwnd, as follows:

QS-cwnd = (R* T) / (MBS + H) (3)
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where Ris the Rate Request in bytes per second, T is the neasured
round-trip tinme in seconds, and His the estimted TCP/IP header size
in bytes (e.g., 40 bytes).

Derivation: the sender is allowed to transnit at R bytes per second

i ncl udi ng packet headers, but only R*MsSS/ (MsSS+H) bytes per second, or
equi valently R*T*MSS/ (MSS+H) bytes per round-trip tine, of

appl i cation data.

The TCP host SHOULD set its congestion window cwnd to QS-cwnd only if
QS-cwnd is greater than cwnd; otherwi se, QS-cwnd is ignored. |If
@S-cwnd is used, the TCP host sets a flag that it is in Quick-Start
node, and while in Quick-Start node, the TCP sender MJST use rate-
based pacing to pace out Quick-Start packets at the approved rate.
If, during Quick-Start node, the TCP sender receives ACKs for packets
sent before this Quick-Start nbde was entered, these ACKs are
processed as usual, followi ng the default congestion control

mechani sms.  Qui ck-Start nmode ends when the TCP host receives an ACK
for one of the Quick-Start packets.

If the congestion wi ndow has not been fully used when the first ack
arrives ending the Quick-Start node, then the congestion wi ndow is
decreased to the anmount that has actually been used so far. This is
necessary because when the Quick-Start Response is received, the TCP
sender’s round-trip-tinme estimte mght be | onger than for succeeding
round-trip tinmes, e.g., because of delays at routers processing the
I P Quick-Start Option, or because of delays at the receiver in
responding to the Quick-Start Request packet. |In this case, an
overly large round-trip-tine estimte could have caused the TCP
sender to translate the approved Quick-Start sending rate in bytes
per second into a congestion wi ndow that is |larger than needed, wth
the TCP sender receiving an ACK for the first Quick- Start packet
before the entire congestion wi ndow has been used. Thus, when the
TCP sender receives the first ACK for a Quick-Start packet, the
sender MJST reduce the congestion wi ndow to the anount that has
actual |y been used.

As an exanple, a TCP sender with an approved Quick-Start Request of R
KBps, B-byte packets including headers, and an RTT estimate of T
seconds, would translate the Rate Request of R KBps to a congestion
wi ndow of R*T/B packets. The TCP sender woul d send the Quick-Start
packets rate-paced at R KBps. However, if the actual current round-
trip time was T/ 2 seconds instead of T seconds, then the sender would
begin to recei ve acknow edgenments for Quick-Start packets after T/2
seconds. Follow ng the paragraph above, the TCP sender would then
reduce its congestion wi ndow fromR*T/B to approxi mately R*T/(B*2)
packets, the actual nunber of packets that were needed to fill the
pipe at a sending rate of R KBps. (Note: this is just an
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illustration; the congestion windowis actually set to the amount of
data sent before the ACK arrives and not based on equations above.)

After Quick-Start node is exited and the congestion w ndow adj ust ed
if necessary, the TCP sender returns to using the default congestion-
control mechani sns, processing further incomng ACK packets as

speci fied by those congestion control mechanisnms. For exanple, if
the TCP sender was in slowstart prior to the Quick-Start Request,
and no packets were | ost or nmarked since that time, then the sender
continues in slowstart after exiting Quick-Start node, as allowed by
sst hresh.

To add robustness, the TCP sender MJST use Limted Slow Start

[ RFC3742] along with Quick-Start. Wth Limted SlowStart, the TCP
sender linmts the nunber of packets by which the congestion wi ndowis
i ncreased for one wi ndow of data during slowstart.

When Quick-Start is used at the beginning of a connection, before any
packet marks or | osses have been reported, the TCP host MAY use the
reported Rate Request to set the slowstart threshold to a desired
value, e.g., to sone small multiple of the congestion wi ndow. A
possi ble future research topic is how the sender might nodify the
slowstart threshold at the begi nning of a connection to avoid
overshooting the path capacity. (The initial value of ssthresh is
allowed to be arbitrarily high, and sone TCP inpl enentati ons use the
size of the advertised wi ndow for ssthresh [ RFC2581].)

4.5, TCP. Controlling Acknow edgenent Traffic on the Reverse Path

When a Quick-Start Request is approved for a TCP sender, the
resulting Quick-Start data traffic can result in a sudden increase in
traffic for pure ACK packets on the reverse path. For exanple, for
the largest Quick-Start Request of 1.3 Gbps, given a TCP sender with
1500- byt e packets and a TCP receiver with del ayed acknow edgenents
acking every other packet, this could result in 17.3 Mps of

acknow edgement traffic on the reverse path.

One possibility, in cases with large Quick-Start Requests, would be
for TCP receivers to send Quick-Start Requests to request bandwi dth
for the acknow edgenent traffic on the reverse path. However, in our
view, a better approach would be for TCP receivers to sinply control
the rate of sending acknow edgenent traffic. The optinmal future
solution would involve the explicit use of congestion control for TCP
acknow edgement traffic, as is done now for the acknow edgenent
traffic in DCCP's CCI D2 [ RFC4341].
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In the absence of congestion control for acknow edgenent traffic, the
TCP receiver could linit its sending rate for ACK packets sent in
response to Quick-Start data packets. The following information is
needed by the TCP receiver:

* The RTT: TCP naturally measures the RTT of the path and therefore
shoul d have a sanple of the RTT. |If the TCP receiver does not have
a measurenent of the round-trip tine, it can use the tine between
the recei pt of the Quick-Start Request and the Report of Approved
Rat e.

* The Approved Rate Request (R): When the TCP receiver receives the
Qui ck-Start Response packet, the receiver knows the value of the
approved Rate Request.

* The MSS: TCP advertises the MSS during the initial three-way
handshake; therefore, the receiver should have an understandi ng of
the packet size the sender will be using. |If the receiver does not
have such an understanding or wi shes to confirmthe negoti ated MSS
the size of the first data packet can be used.

Wth this set of information, the TCP receiver can restrict its
sending rate for pure acknow edgnent traffic to at nost 100 pure ACK
packets per RTT by sending at npst one ACK for every K data packets,
for the ACK Ratio K set to R*RTT/(100*8*MSS). The receiver would
acknow edge the first Quick-Start data packet, and every succeedi ng K
data packets. Thus, for a sonewhat extreme case of R=1.3 Gops,
RTT=0. 2 seconds, and MsSS=1500 bytes, K would be set to 216, and the
recei ver woul d acknowl edge every 216 data packets. From [RFC2581],
the ACK Ratio K should have a m ni mum val ue of two. Wen the ACK
Ratio is greater than two, and the TCP sender receives

acknow edgenents each acknow edgi ng nore than two data packets, the
TCP sender may want to use rate-based pacing to control the
burstiness of its outgoing data traffic.

In the absence of explicit congestion control mechanisnms, the TCP end
nodes cannot determi ne the packet drop rate for pure acknow edgenent
traffic. This is true with or without Quick-Start. However, the TCP
receiver could Iimt its increase in the sending rate for pure ACK
packets by at nobst doubling the sending rate for pure ACK packets
fromone round-trip tinme to the next. The TCP receiver would do this
by halving the ACK Ratio each round-trip tine.

Note that the above is one particul ar nechanismthat could be used to

control the ACK stream Future work that investigates this schene
and others in detail is encouraged.
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4.6. TCP:. Responding to a Loss of a Quick-Start Packet

For TCP, we have defined a "Quick-Start packet" as one of the packets
sent in the window i medi ately followi ng a successful Quick-Start
Request. After detecting the loss or ECN-marking of a Quick-Start
packet, TCP MUST revert to the default congestion control procedures
that woul d have been used if the Quick-Start Request had not been
approved. For exanple, if Quick-Start is used for setting the
initial window, and a packet fromthe initial windowis |ost or

mar ked, then the TCP sender MJST then slowstart with the default
initial w ndow that woul d have been used if Quick-Start had not been
used. In addition to reverting to the default congestion control
nmechani sns, the sender MJST take into account that the Quick-Start
congesti on wi ndow was too large. Thus, the sender SHOULD decrease
ssthresh to, at nost, half the nunber of Quick-Start packets that
were successfully transmtted. Appendix B.5 di scusses possible
alternatives in responding to the |loss of a Quick-Start packet.

If a Quick-Start packet is |ost or ECN-nmarked, then the sender SHOULD
NOT nmake future Quick-Start Requests for this connection.

We note that ECN [ RFC3168] MAY be used with Quick-Start. As is

al ways the case with ECN, the sender’s congestion control response to
an ECN-marked Quick-Start packet is the sane as the response to a
dropped Quick-Start packet, thus reverting to slow start in the case
of Quick-Start packets marked as experiencing congestion.

4.7. TCP. A Quick-Start Request for a Larger Initial Wndow

Sone of the issues of using Quick-Start are related to the specific
scenario in which Quick-Start is used. This section discusses the
follow ng issues that arise when Quick-Start is used by TCP to
request a larger initial window (1) interactions with Path MIuU

Di scovery (PMIUD); and (2) Quick-Start Request packets that are

di scarded by mi ddl eboxes.

4.7.1. Interactions with Path MIU D scovery

One issue when Quick-Start is used to request a large initial w ndow
concerns the interactions between the large initial w ndow and Path
MIU Di scovery. Sone of the issues are discussed in RFC 3390:

"When | arger initial wi ndows are inplenmented along with Path MIuU

Di scovery [RFC1191], alternatives are to set the 'Don’t Fragnent’
(DF) bit in all segnents in the initial w ndow, or to set the ‘Don’t
Fragnent” (DF) bit in one of the segnents. It is an open question as
to which of these two alternatives is best."
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If the sender knows the Path MIU when the initial wi ndow is sent
(e.g., froma PMIUD cache or from sone other |ETF-approved nethod),
then the sender SHOULD use that MIU for segments in the initial

wi ndow. Unfortunately, the sender doesn't necessarily know the Path
MIU when it sends packets in the initial window |In this case, the
sender shoul d be conservative in the packet size used. Sending a

| arge nunmber of overly large packets with the DF bit set is not
desirabl e, but sending a | arge nunber of packets that are fragnmented
in the network can be equal | y undesirable.

If the sender doesn’t know the Path MIU when the initial w ndowis
sent, the sender SHOULD send one | arge packet in the initial w ndow
with the DF bit set, and send the renaining packets in the initial
wi ndow with a smaller MU of 576 bytes (or 1280 bytes with | Pv6).

A second possibility would be for the sender to delay sending the

Qui ck-Start Request for one round-trip time by sending the Quick-

Start Request with the first wi ndow of data, while al so doing Path
MIU Di scovery.

The sender may be using an iterative approach such as Packeti zation
Layer Path MIU Di scovery (PLPMIUD) [ MH06] for Path MIU Di scovery,
where the sender tests successively larger MiUs. |If a probe is
successfully delivered, then the MIU can be raised to reflect the
val ue used in that probe. W would note that PLPMIUD does not all ow
the sender to determ ne the Path MIU before sending the initial

wi ndow of dat a.

4.7.2. Quick-Start Request Packets that are Discarded by Routers or
M ddl eboxes

It is always possible for a TCP SYN packet carrying a Quick-Start
request to be dropped in the network due to congestion, or to be

bl ocked due to interactions with routers or m ddl eboxes, where a

m ddl ebox is defined as any intermediary box perfornming functions
apart fromnornmal, standard functions of an IP router on the data
pat h between a source host and destinati on host [ RFC3234].

Measur enent studies of interactions between transport protocols and
m ddl eboxes [ MAFO4] show that for 70% of the Wb servers

i nvestigated, no connection is established if the TCP SYN packet
contains an unknown | P option (and for 43% of the Wb servers, no
connection is established if the TCP SYN packet contains an IP
TimeStanp Option). In both cases, this is presunably due to routers
or m ddl eboxes al ong that path.

If the TCP sender doesn’'t receive a response to the SYN or SYN ACK

packet containing the Quick-Start Request, then the TCP sender SHOULD
resend the SYN or SYN ACK packet without the Quick-Start Request.
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Simlarly, if the TCP sender receives a TCP reset in response to the
SYN or SYN ACK packet containing the Quick-Start Request, then the
TCP sender SHOULD resend the SYN or SYN ACK packet without the

Qui ck-Start Request [ RFC3360].

RFCs 1122 and 2988 specify that the sender should set the initial RTO
(retransm ssion timeout) to three seconds, though nany TCP

i npl ementations set the initial RTOto one second. For a TCP SYN
packet sent with a Quick-Start request, the TCP sender SHOULD use an
initial RTO of three seconds.

W note that if the TCP SYN packet is using the IP Quick-Start Option
for a Quick-Start Request, and it is also using bits in the TCP
header to negotiate ECN-capability with the TCP host at the other

end, then the drop of a TCP SYN packet could be due to congestion, a
router or mddl ebox dropping the packet because of the IP Option, or
a router or mddl ebox dropping the packet because of the information
in the TCP header negotiating ECN. In this case, the sender could
resend t he dropped packet w thout either the Quick-Start or the ECN
requests. Alternately, the sender could resend the dropped packet
with only the ECN request in the TCP header, resending the TCP SYN
packet wi thout either the Quick-Start or the ECN requests if the
second TCP SYN packet is dropped. The second choice seens
reasonabl e, given that a TCP SYN packet today is nore likely to be

bl ocked due to policies that discard packets with IP Options than due
to policies that discard packets with ECN requests in the TCP header
[ MAFO4] .

4.8. TCP. A Quick-Start Request in the Mddle of a Connection

This section discusses the follow ng i ssues that arise when Qui ck-
Start is used by TCP to request a larger window in the mddle of a
connection, such as after an idle period: (1) determning the rate to
request; (2) when to nmake a request; and (3) the response if Quick-
Start packets are dropped.

(1) Determining the rate to request:
For a connection that has not yet had a congestion event (that
is, a marked or dropped packet), the TCP sender is not restricted
inthe rate that it requests. As an exanple, a server mght wait
and send a Quick-Start Request after a short interaction with the
client.

To use a Quick-Start Request in a connection that has al ready
experienced a congestion event, and that has not had a recent
mobility event, the TCP sender can deternine the |argest
congestion wi ndow that the TCP connection achi eved since the |ast
packet drop and translate this to a sending rate to get the
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maxi mum al | oned request rate. |f the request is granted, then
the sender essentially restarts with its old congestion w ndow
frombefore it was reduced, for exanple, during an idle period.

A Quick-Start Request sent in the nmddle of a TCP connection
SHOULD be sent on a data packet.

(2) When to make a request:
A TCP connection MAY nake a Quick-Start Request before the
connecti on has experienced a congestion event, or after an idle
period of at |east one RTO

(3) Response if Quick-Start packets are dropped:
If Quick-Start packets are dropped in the niddle of connection,
then the sender MJST revert to half the Quick-Start wi ndow, or to
the congestion wi ndow that the sender would have used if the
Qui ck-Start request had not been approved, whichever is snmaller.

4.9. An Exanple Quick-Start Scenario with TCP

The followi ng is an exanple scenario of when both hosts request
Quick-Start for setting their initial windows. This is simlar to
Figures 1 and 2 in Section 2.1, except that it illustrates a TCP
connection with both TCP hosts sendi ng Quick-Start Requests.

* The TCP SYN packet from Host A contains a Quick-Start Request in
the | P header.

* Routers along the forward path nodify the Quick-Start Request as
appropri ate.

* Host B receives the Quick-Start Request in the SYN packet, and
calculates the TTL Diff. |If Host B approves the Quick-Start
Request, then Host B sends a Quick-Start Response in the TCP header
of the SYN ACK packet. Host B al so sends a Quick-Start Request in
the I P header of the SYN ACK packet.

* Routers along the reverse path nodify the Quick-Start Request as
appropri ate.

* Host A receives the Quick-Start Response in the SYN ACK packet, and
checks the TTL Diff, Rate Request, and QS Nonce for validity. |If
they are valid, then Host A sets its initial congestion w ndow
appropriately, and sets up rate-based pacing to be used with the
initial window. |If the Quick-Start Response is not valid, then
Host A uses TCP' s default initial window In either case, Host A
sends a Report of Approved Rate.
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5.

Host A also calculates the TTL Diff for the Quick-Start Request in
the incom ng SYN ACK packet, and sends a Quick-Start Response in
the TCP header of the ACK packet.

* Host B receives the Quick-Start Response in an ACK packet, and
checks the TTL Diff, Rate Request, and QS Nonce for validity. |If
the Quick-Start Response is valid, then Host B sets its initial
congesti on wi ndow appropriately, and sets up rate-based pacing to
be used with its initial window [If the Quick-Start Response is
not valid, then Host B uses TCP's default initial window In
ei ther case, Host B sends a Report of Approved Rate.

Quick-Start and | Psec AH

This section shows that Quick-Start is conpatible with | Psec

Aut henti cati on Header (AH). AH uses an Integrity Check Value (ICV)
in the I Psec Authentication Header to verify both nessage
authentication and integrity [ RFC4302]. Changes to the Quick-Start
Option in the | P header do not affect this AHICV. The tunne
considerations in Section 6 below apply to all IPsec tunnels,
regardl ess of what |Psec headers or processing are used in
conjunction with the tunnel

Because the contents of the Quick-Start Option can change al ong the
path, it is inportant that these changes not affect the |IPsec

Aut hentication Header Integrity Check Value (AH ICV). For IPv4, RFC
4302 requires that unrecogni zed | Pv4 options be zeroed for AH I CV
conput ati on purposes, so Quick-Start |IP Option data changing en route
does not cause problens with existing | Psec AH inpl enentations for
IPv4. |If the Quick-Start Option is recognized, it MIST be treated as
a mutabl e | Pv4 option, and hence be conpletely zeroed for AH I CV

cal cul ation purposes. |Pv6 option nunbers explicitly indicate

whet her the option is nmutable; the third-highest order bit in the

| ANA- al | ocated option type has the value 1 to indicate that the
Quick-Start Option data can change en route. RFC 4302 requires that
the option data of any such option be zeroed for AH | CV conputation
purposes. Therefore, changes to the Quick-Start Option in the IP
header do not affect the calculation of the AH ICV
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6.

Quick-Start in IP Tunnels and MPLS

This section considers interactions between Quick-Start and IP
tunnels, including |IPsec ([ RFC4301]), IP in IP [RFC2003], GRE

[ RFC2784], and others. This section also considers interactions
bet ween Qui ck-Start and MPLS [ RFC3031].

In the discussion, we use TTL Diff, defined earlier as the difference
between the IP TTL and the Quick-Start TTL, nod 256. Recall that the
sender considers the Quick-Start Request approved only if the val ue
of TTL Diff for the packet entering the network is the sanme as the
value of TTL Diff for the packet exiting the network.

Sinple tunnels: |P tunnel nodes are generally based on adding a new
"outer" | P header that encapsul ates the original or "inner" |IP header
and its associated packet. |In many cases, the new "outer" |P header
may be added and renoved at intermediate points along a path,
enabling the network to establish a tunnel w thout requiring endpoint
participation. W denote tunnels that specify that the outer header
be di scarded at tunnel egress as "sinple tunnels", and we denote
tunnel s where the egress saves and uses information fromthe outer
header before discarding it as "non-sinple tunnels”. An exanple of a
"non-sinple tunnel" would be a tunnel configured to support ECN
where the egress router night copy the ECN codepoint in the outer
header to the inner header before discarding the outer header

[ RFC3168] .

___ Tunnels Compatible with Quick-Start
/
Sinple Tunnels [/
\
\ ___ Tunnels Not Conpatible with Quick-Start
(Fal se Positives!)

__ Tunnel s Supporting Quick-Start

Non- Si npl e Tunnel s / Tunnel s Conpatible with Quick-Start,

\ but Not Supporting Quick-Start

\ __ Tunnels Not Conpatible with Quick-Start?

Figure 6: Categories of Tunnels.
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Tunnel s that are conpatible with Quick-Start: W say that an I P
tunnel ‘is not conpatible with Quick-Start’ if the use of a Quick-
Start Request over such a tunnel allows false positives, where the
TCP sender incorrectly believes that the Quick-Start Request was
approved by all routers along the path. [|f the use of Quick-Start
over the tunnel does not cause fal se positives, we say that the IP
tunnel ‘is conpatible with Quick-Start’.

If the IP TTL of the inner header is decrenented during forwarding
before tunnel encapsul ation takes place, then the sinple tunnel is
conmpatible with Quick-Start, with Quick-Start Requests being
rejected. Section 6.1 describes in nore detail the ways that a
sinple tunnel can be conpatible with Quick-Start.

There are sone sinple tunnels that are not conpatible with Quick-

Start, allowing ‘false positives’ where the TCP sender incorrectly
believes that the Quick-Start Request was approved by all routers

along the path. This is discussed in Section 6.2 bel ow

One of our tasks in the future will be to investigate the occurrence
of tunnels that are not conpatible with Quick-Start, and to track the
extent to which such tunnels are nodified over tine. The evaluation
of the problemof false positives fromtunnels that are not
conpatible with Quick-Start will affect the progression of Quick-
Start from Experinental to Proposed Standard, and will affect the
degree of deploynent of Quick-Start while in Experinmental node.

Tunnel s that support Quick-Start: W say that an I P tunnel ‘supports
Quick-Start’ if it allows routers along the tunnel path to process
the Quick-Start Request and give feedback, resulting in the

appropri ate possi bl e acceptance of the Quick-Start Request. Sone
tunnel s that are conpatible with Quick-Start support Quick-Start,
while others do not. W note that a sinple tunnel is not able to
support Quick-Start.

From a security point of view, the use of Quick-Start in the outer
header of an IP tunnel mght raise security concerns because an
adversary could tanmper with the Quick-Start information that
propagat es beyond the tunnel endpoint, or because the Quick-Start
Option exposes information to network scanners. Qur approach is to
make supporting Quick-Start an option for IP tunnels. That is, in
envi ronments or tunneling protocols where the risks of using Quick-
Start are judged to outweigh its benefits, the tunnel can sinply

del ete the Quick-Start Option or zero the Quick-Start rate request
and @S TTL fields before encapsulation. The result is that there are
two viable options for IP tunnels to be compatible with Quick-Start.
The first option is the sinple tunnel described above and in Section
6.1, where the tunnel is conpatible with Quick-Start but does not
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support Quick-Start, where all Quick-Start Requests along the path
will be rejected. The second approach is a Quick-Start-capabl e node,
described in Section 6.3, where the tunnel actively supports Qui ck-
Start.

6.1. Sinple Tunnels that Are Conpatible with Quick-Start

This section describes the ways that a sinple tunnel can be
compati ble with Quick-Start but not support Quick-Start, resulting in
the rejection of all Quick-Start Requests that traverse the tunnel.

If the tunnel ingress for the sinple tunnel is at a router, the IP
TTL of the inner header is generally decrenmented during forwarding
before tunnel encapsul ation takes place. |In this case, TTL Diff will
be changed, correctly causing the Quick-Start Request to be rejected.
For a sinple tunnel, it is preferable if the Quick-Start Request is
not copied to the outer header, saving the routers within the tunnel
fromunnecessarily processing the Quick-Start Request. However, the
Qui ck-Start Request will be rejected correctly in this case whether
or not the Quick-Start Request is copied to the outer header.

6.1.1. Sinple Tunnels that Are Aware of Quick-Start

If a tunnel ingress is aware of Quick-Start, but does not want to
support Quick-Start, then the tunnel ingress MJIST either zero the
Quick-Start rate request, QS TTL, and QS Nonce fields, or renobve the
Quick-Start Option fromthe inner header before encapsul ati on.
Section 6.3 describes the procedures for a tunnel that does want to
support Quick-Start.

Del eting the Quick-Start Option or zeroing the Quick-Start rate
request *after decapsul ation* al so serves to prevent the propagation
of Quick-Start information, and is conpatible with Quick-Start. |If

t he outer header does not contain a Quick-Start Request, a Quick-
Start-aware tunnel egress MJST reject the inner Quick-Start Request
by zeroing the Rate Request field in the inner header, or by deleting
the Quick-Start Option.

If the tunnel ingress is at a sending host or router where the IP TTL
is not decrenented prior to encapsul ation, and neither tunnel

endpoint is aware of Quick-Start, then this allows fal se positives,
descri bed in the section bel ow
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6.2. Sinple Tunnels that Are Not Conpatible with Quick-Start

Sonetimes a tunnel inplenentation that does not support Quick-Start
i s i ndependent of the TCP sender or a router inplenentation that
supports Quick-Start. |In these cases, it is possible that a Quick-
Start Request gets erroneously approved without the routers in the
tunnel having individually approved the request, causing a false
positive.

If a tunnel ingress is a separate conponent fromthe TCP sender or IP
forwarding, it is possible that a packet with a Quick-Start option is
encapsul ated without the IP TTL bei ng decrenmented first, or with both
IP TTL and @S TTL bei ng decrenented before the tunnel encapsul ation
takes place. |If the tunnel ingress does not know about Quick-Start,
a valid Quick-Start Request with unchanged TTL Diff traverses in the
i nner header, while the outer header nost l|ikely does not carry a

Qui ck-Start Request. |If the tunnel egress al so does not support
Quick-Start, it remains possible that the Quick-Start Request woul d
be fal sely approved, because the packet is decapsul ated using the

Qui ck-Start Request fromthe inner header, and the value of TTL Diff
echoed to the sender remmins unchanged. For exanple, such a scenario
can occur with a Bump-In-The-Stack (BITS), an |IPsec encryption

i mpl ement ati on where the data encryption occurs between the network
drivers and the TCP/I P protocol stack [ RFC4301].

As one exanple, if a renpte access VPN client uses a BITS structure,
then Quick-Start obstacles between the client and the VPN gat eway
won’'t be seen. This is a particular problem because the path between
the client and the VPN gateway is likely to contain the nost
congested part of the path. Because nbst VPN clients are reported to
use BITS [HO5], we will explore this in nore detail.

A Bunmp-1n-The-Wre (BITW is an IPsec encryption inplenmentation where
the encryption occurs on an outboard processor, offloading the
encryption processing overhead fromthe host or router [RFC4301].

The Bl TWdevice is usually | P addressable, which nmeans that the IP
TTL is decrenented before the packet is passed to the BITW [If the
QS TTL is not decrenented, then the value of TTL Diff is changed, and
the Quick-Start Request will be denied. However, if the BITW
supports a host and does not have its own | P address, then the IP TTL
is not decrenented before the packet is passed fromthe host to the
BITW and a false positive could occur.

G her tunnels that need to be | ooked at are | P tunnels over non-

networ k protocols, such as IP over TCP and I P over UDP [ RFC3948], and
tunnel s using the Layer Two Tunneling Protocol [RFC2661].
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Section 9.2 discusses the related i ssue of non-IP queues, such as

| ayer-two Ethernet or ATM (Asynchronous Transfer Mde) networks, as
anot her instance of possible bottlenecks that do not participate in
the Quick-Start feedback.

6.3. Tunnels That Support Quick-Start
This section discusses tunnels configured to support Quick-Start.

If the tunnel ingress node chooses to |ocally approve the Quick-
Start Request, then the ingress node MJST decrement the Quick-Start
TTL at the sane tinme it decrenents the IP TTL, and MJST copy IP TTL
and the Quick-Start Option fromthe inner |IP header to the outer
header. During encapsul ation, the tunnel ingress MJST zero the
Quick-Start rate request field in the inner header to ensure that the
Qui ck-Start Request will be rejected if the tunnel egress does not
support Quick-Start.

If the tunnel ingress node does not choose to |ocally approve the

Qui ck-Start Request, then it MJST either delete the Quick-Start
option fromthe inner header before encapsul ation, or zero the @ TTL
and the Rate Request fields before encapsul ation.

Upon decapsul ation, if the outer header contains a Quick-Start
option, the tunnel egress MJST copy the IP TTL and the Quick-Start
option fromthe outer |IP header to the inner header.

| Psec uses the I KE (Internet Key Exchange) Protocol for security
associations. W do not consider the interactions between Quick-
Start and IPsec with | KEvl [ RFC2409] in this docunment. Now that the
RFC for I KEv2 [RFC4306] is published, we plan to specify a
nmodi fi cation of | Psec to allow the support of Quick-Start to be
negotiated; this nodification will specify the negotiation between
tunnel endpoints to allow or forbid support for Quick-Start w thin
the tunnel. This was done for ECN for |Psec tunnels, with IKEvl

[ RFC3168, Section 9.2]. This negotiation of Quick-Start capability
in an | Psec tunnel will be specified in a separate |Psec docunent.
This docunment will also include a discussion of the potential effects
of an adversary’'s nodifications of the Quick-Start field (as in
Sections 18 and 19 of RFC 3168), and of the security considerations
of exposing the Quick-Start rate request to network scanners.

6.4. Qick-Start and MPLS
The behavi or of Quick-Start with MPLS is simlar to the behavior of
Quick-Start with IP Tunnels. For those MPLS paths where the IP TTL

is decrenented as part of traversing the MPLS path, these paths are
conpatible with Quick-Start, but do not support Quick-Start; Quick-
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Start Requests that are traversing these paths will be correctly
understood by the transport sender as havi ng been denied. Any MPLS
pat hs where the IP TTL is not decrenented as part of traversing the
MPLS path woul d be not conpatible with Quick-Start; such paths woul d
result in false positives, where the TCP sender incorrectly believes
that the Quick-Start Request was approved by all routers along the
pat h.

For cases where the ingress node to the MPLS path is aware of Qui ck-
Start, this node should either zero the Quick-Start rate request, QS
TTL, and QS Nonce fields, or renmove the Quick-Start Option fromthe
| P header.

7. The Quick-Start Mechanismin Other Transport Protocols

The section earlier specified the use of Quick-Start in TCP. 1In this
section, we generalize this to give guidelines for the use of Quick-
Start with other transport protocols. W also discuss briefly how
Qui ck-Start could be specified for other transport protocols.

The general guidelines for Quick-Start in transport protocols are as
foll ows:

* Quick-Start is only specified for unicast transport protocols with
appropri ate congestion control mechanisns. Note: Quick-Start is
not a replacenment for standard congestion control techniques, but
nmeant to augnent their operation.

* A transport-level mechanismis needed for the Quick-Start Response
fromthe receiver to the sender. This response contains the Rate
Request, TTL Diff, and QS Nonce.

* The sender checks the validity of the Quick-Start Response.

* The sender has an estimate of the round-trip tine, and translates
the Quick-Start Response into an all owed wi ndow or all owed sending
rate. The sender sends a Report of the Approved Rate. The sender
starts sending Quick-Start packets, rate-paced out at the approved
sendi ng rate.

* After the sender receives the first acknow edgenent packet for a
Qui ck-Start packet, no nore Quick-Start packets are sent. The
sender adjusts its current congestion w ndow or sending rate to be
consistent with the actual ampunt of data that was transmitted in
that round-trip tine.
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* When the | ast Quick-Start packet is acknow edged, the sender
continues using the standard congestion control nechani sns of that
protocol .

* | f one of the Quick-Start packets is lost, then the sender reverts
to the standard congestion control method of that protocol that
woul d have been used if the Quick-Start Request had not been
approved. In addition, the sender takes into account the
information that the Quick-Start congestion w ndow was too |arge
(e.g., by decreasing ssthresh in TCP).

8. Using Quick-Start
8.1. Determning the Rate to Request

As di scussed in [ SAF06], the data sender does not necessarily have

i nformati on about the size of the data transfer at connection
initiation; for exanple, in request-response protocols such as HITP,
the server doesn’t know the size or nanme of the requested object
during connection initiation. [SAF06] explores sone of the
performance inplications of overly |arge Quick-Start Requests, and
di scusses heuristics that end-nodes could use to size their requests
appropriately. For exanple, the sender m ght have infornation about
the bandwi dth of the last-mle hop, the size of the |ocal socket
buffer, or of the TCP receive wi ndow, and could use this information
in determining the rate to request. Wb servers that nostly have
smal |l objects to transfer m ght decide not to use Quick-Start at all,
since Quick-Start would be of little benefit to them

Quick-Start will be nore effective if Quick-Start Requests are not

| arger than necessary; every Quick-Start Request that is approved but
not used (or not fully used) takes away fromthe bandw dth poo
avai |l abl e for granting successive Quick-Start Requests.

8.2. Deciding the Permtted Rate Request at a Router
In this section, we briefly outline how a router m ght deci de whet her
or not to approve a Quick-Start Request. The router should ask the
fol |l owi ng questions:

* Has the router’s output |ink been underutilized for sone tine
(e.g., several seconds)?

* Would the output link remain underutilized if the arrival rate were

to increase by the aggregate rate requests that the router has
approved over the last fraction of a second?
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9.

9.

In order to answer the | ast question, the router nust have sone
know edge of the avail able bandwi dth on the output |ink and of the
Qui ck-Start bandwi dth that could arrive due to recently approved

Qui ck-Start Requests. In this way, if an underutilized router
experiences a flood of Quick-Start Requests, the router can begin to
deny Quick-Start Requests while the output link is stil
underutilized.

A sinple way for the router to keep track of the potential bandw dth
fromrecently approved requests is to maintain two counters: one for
the total aggregate Rate Requests that have been approved in the
current tine interval [T1, T2], and one for the total aggregate Rate
Requests approved over a previous tine interval [TO, T1]. However,
this docunment doesn’t specify router algorithns for approving Quick-
Start Requests, or nmake requirenents for the appropriate tine
intervals for renenbering the aggregate approved Quick-Start

bandwi dth. A possible router algorithmis given in Appendix E, and
nmore di scussion of these issues is available in [ SAFO6].

* |f the router’s output link has been underutilized and the
aggregate of the Quick-Start Request Rate options granted is |ow
enough to prevent a near-term bandw dth shortage, then the router
coul d approve the Quick-Start Request.

Section 10.2 di scusses sone of the inplenentation issues in
processing Quick-Start Requests at routers. [SAF06] discusses the
range of possible Quick-Start algorithns at the router for deciding
whet her to approve a Quick-Start Request. |In order to explore the
limts of the possible functionality at routers, [SAF06] also

di scusses Extreme Quick-Start nmechanisns at routers, where the router
woul d keep per-flow state concerni ng approved Quick-Start requests.

Eval uati on of Quick-Start
1. Benefits of Quick-Start

The main benefit of Quick-Start is the faster start-up for the
transport connection itself. For a small TCP transfer of one to five
packets, Quick-Start is probably of very little benefit; at best, it
m ght shorten the connection lifetine fromthree to two round-trip
times (including the round-trip tine for connection establishment).
Sinmlarly, for a very large transfer, where the slowstart phase
woul d have been only a snall fraction of the connection lifetine,
Quick-Start would be of limted benefit. Quick-Start would not
significantly shorten the connection lifetinme, but it mght elimnate
or at |east shorten the start-up phase. However, for noderate-sized
connections in a well-provisioned environment, Quick-Start could
possibly allow the entire transfer of M packets to be conpleted in
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one round-trip time (after the initial round-trip tine for the SYN
exchange), instead of the log_ 2(M-2 round-trip tinmes that it would
normal |y take for the data transfer, in an uncongested environnents
(assum ng an initial w ndow of four packets).

9.2. Costs of Quick-Start

This section discusses the costs of Quick-Start for the connection
and for the routers along the path.

The cost of having a Quick-Start Request packet dropped:
Measurenment studies cited earlier [ MAFO4] suggest that on a w de
range of paths in the Internet, TCP SYN packets containing unknown |P

options will be dropped. Thus, for the sender one risk in using
Quick-Start is that the packet carrying the Quick-Start Request could
be dropped in the network. It is particularly costly to the sender

when a TCP SYN packet is dropped, because in this case the sender
should wait for an RTO of three seconds before re-sending the SYN
packet, as specified in Section 4.7.2.

The cost of having a Quick-Start data packet dropped:

Anot her risk for the sender in using Quick-Start lies in the
possibility of suffering fromcongestion-related | osses of the
Quick-Start data packets. This should be an unlikely situation
because routers are expected to approve Quick-Start Requests only
when they are significantly underutilized. However, a transient
increase in cross-traffic in one of the routers, a sudden decrease in
avai | abl e bandwi dth on one of the |links, or congestion at a non-IP
queue could result in packet |osses even when the Quick-Start Request
was approved by all of the routers along the path. |If a Quick-Start
packet is dropped, then the sender reverts to the congestion contro
mechani snms it would have used if the Quick-Start Request had not been
approved, so the performance cost to the connection of having a

Qui ck-Start packet dropped is small, conpared to the performance

wi thout Quick-Start. (On the other hand, the perfornmance difference
bet ween Quick-Start with a Quick-Start packet dropped and Qui ck-
Start with no Quick-Start packet dropped can be considerable.)

Added conplexity at routers:

The main cost of Quick-Start at routers concerns the costs of added
complexity. The added complexity at the end-points is noderate, and
m ght easily be outweighed by the benefit of Quick-Start to the end
hosts. The added conplexity at the routers is al so sonmewhat
nmoderate; it involves estinmating the unused bandwi dth on the out put
link over the |ast several seconds, processing the Quick-Start
request, and keeping a counter of the aggregate Quick-Start rate
approved over the last fraction of a second. However, this added
conplexity at routers adds to the devel opnent cycle, and could
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prevent the addition of other conpeting functionality to routers.
Thus, careful thought would have to be given to the addition of
Quick-Start to IP.

The slow path in routers:

Anot her drawback of Quick-Start is that packets containing the

Qui ck-Start Request nessage might not take the fast path in routers,
particularly in the beginning of Quick-Start’s deploynent in the
Internet. This would nean some extra delay for the end hosts, and
extra processing burden for the routers. However, as discussed in
Sections 4.1 and 4.7, not all packets would carry the Quick-Start
option. In addition, for the underutilized |inks where Quick-Start
Requests could actually be approved, or in typical environments where
nost of the packets belong to large flows, the burden of the Quick-
Start Option on routers would be considerably reduced. Neverthel ess,
it is still conceivable, in the worst case, that many packets woul d
carry Quick-Start Requests; this could sl ow down the processing of

Qui ck-Start packets in routers considerably. As discussed in Section
9.6, routers can easily protect against this by enforcing alimt on
the rate at which Quick-Start Requests will be considered. [RW3]
and [ RW4] contain neasurenents of the inpact of IP Option Processing
on packet round-trip tines.

Mul ti pl e paths:

One limtation of Quick-Start is that it presunes that the data
packets of a connection will follow the sane path as the Quick-Start
request packet. If this is not the case, then the connection could
be sending the Quick-Start packets, at the approved rate, along a
path that was al ready congested, or that becane congested as a result
of this connection. Thus, Quick-Start could give poor performance
when there is a routing change imedi ately after the Quick-Start
Request is approved, and the Quick-Start data packets follow a
different path fromthat of the original Quick-Start Request. This
is, however, simlar to what woul d happen for a connection with
sufficient data, if the connection’'s path was changed in the m ddle
of the connection, which had already established the allowed initia
rate.

As specified in Section 3.3, a router that uses multipath routing for
packets within a single connection nust not approve a Quick-Start
Request. Quick-Start would not performrobustly in an environnent
with nultipath routing, where different packets in a connection
routinely follow different paths. 1In such an environnment, the

Qui ck-Start Request and sone fraction of the packets in the
connection mght take an underutilized path, while the rest of the
packets take an alternate, congested path.
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Non- | P queues:

A probl em of any nechani smfor feedback fromrouters at the IP |eve
is that there can be queues and bottl enecks in the end-to-end path
that are not in IP-level routers. As an exanple, these include
queues in layer-two Ethernet or ATM networks. One possibility woul d
be that an I P-level router adjacent to such a non-IP queue or

bottl eneck would be configured to reject Quick-Start Requests if that
was appropriate. One would hope that, in general, IP networks are
configured so that non-1P queues between IP routers do not end up
bei ng the congested bottl enecks.

9.3. Quick-Start with QoS-Enabled Traffic

The di scussion in this docunent has |argely been of Quick-Start with
default, best-effort traffic. However, Quick-Start could also be
used by traffic using some formof differentiated services, and
routers could take the traffic class into account when deci di ng

whet her or not to grant the Quick-Start Request. W don’t address
this context further in this paper, since it is orthogonal to the
specification of Quick-Start.

Routers are also free to take into account their own priority
classifications in processing Qick-Start Requests.

9.4. Protection against M sbehavi ng Nodes

In this section, we discuss the protection agai nst senders,
receivers, or colluding routers or m ddl eboxes |ying about the
Qui ck-Start Request.

9.4.1. M sbehaving Senders

A transport sender could try to transmt data at a higher rate than
that approved in the Quick-Start Request. The network could use a
traffic policer to protect against m sbhehaving senders that exceed
the approved rate, for exanple, by dropping packets that exceed the
all owed transmi ssion rate. The required Report of Approved Rate
allows traffic policers to check that the Report of Approved Rate
does not exceed the Rate Request actually approved at that point in
the network in the previous Quick-Start Request fromthat connection.
The required Approved Rate report also allows traffic policers to
check that the sender’s sending rate does not exceed the rate in the
Report of Approved Rate.

If a router or receiver receives an Approved Rate report that is

|l arger than the Rate Request in the Quick-Start Request approved for
that sender for that connection in the previous round-trip time, then
the router or receiver could deny future Quick-Start Requests from
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that sender, e.g., by deleting the Quick-Start Request fromfuture

packets fromthat sender. W note that routers are not required to
use Approved Rate reports to check if senders are cheating; this is
at the discretion of the router.

If a router sees a Report of Approved Rate, and did not see an
earlier Quick-Start Request, then either the sender could be
cheating, or the connection’s path could have changed since the

Qui ck-Start Request was sent. In either case, the router could
decide to deny future Quick-Start Requests for this connection. 1In
particular, it is reasonable for the router to deny a Quick-Start
request if either the sender is cheating, or if the connection path
suffers from path changes or nulti pathing.

If a router approved a Quick-Start Request, but does not see a
subsequent Approved Rate report, then there are severa

possibilities: (1) the request was denied and/or dropped downstream
and the sender did not send a Report of Approved Rate; (2) the
request was approved, but the sender did not send a Report of
Approved Rate; (3) the Approved Rate report was dropped in the
network; or (4) the Approved Rate report took a different path from
the Quick-Start Request. In any of these cases, the router would be
justified in denying future Quick-Start Requests for this connection.

In any of the cases nentioned in the three paragraphs above (i.e., an
Approved Rate report that is larger than the Rate Request in the
earlier Quick-Start Request, a Report of Approved Rate with no
precedi ng Rate Request, or a Rate Request with no Report of Approved
Rate), a traffic policer may assune that Quick-Start is not being
used appropriately, or is being used in an unsuitable environnent
(e.g., with multiple paths), and take sonme correspondi ng acti on.

What are the incentives for a sender to cheat by over-sending after a
Qui ck-Start Request? Assuming that the sender’s interests are
measured by a performance netric such as the conpletion tine for its
connections, sometimes it nmght be in the sender’s interests to
cheat, and sonmetinmes it mght not; 1in sonme cases, it could be
difficult for the sender to judge whether it would be inits
interests to cheat. The incentives for a sender to cheat by over-
sending after a Quick-Start Request are not that different fromthe
incentives for a sender to cheat by over-sending even in the absence
of Quick-Start, with one difference: the use of Quick-Start could
hel p a sender evade policing actions frompolicers in the network.
The Report of Approved Rate is designed to address this and to nake
it harder for senders to use Quick-Start to ‘cover’ their cheating
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9.4.2. Receivers Lying about Wether the Request was Approved

One form of nisbehavior would be for the receiver to lie to the
sender about whether the Quick-Start Request was approved, by falsely
reporting the TTL Diff and QS Nonce. |If a router that understands
the Quick-Start Request denies the request by deleting the request or
by zeroing the @ TTL and QS Nonce, then the receiver can "lie" about
whet her the request was approved only by successfully guessing the
value of the TTL Diff and QS Nonce to report. The chance of the
recei ver successfully guessing the correct value for the TTL Diff is
1/ 256, and the chance of the receiver successfully guessing the @S
nonce for a reported rate request of Kis 1/(2K)

However, if the Quick-Start Request is denied only by a non-Qui ck-
Start-capable router, or by a router that is unable to zero the @S
TTL and QS Nonce fields, then the receiver could |ie about whether
the Quick-Start Requests were approved by nodifying the QS TTL in
successi ve requests received fromthe same host. |In particular, if
the sender does not act on a Quick-Start Request, then the receiver
coul d decrement the QS TTL by one in the next request received from
that host before calculating the TTL Diff, and decrenent the QS TTL
by two in the follow ng received request, until the sender acts on
one of the Quick-Start Requests.

Unfortunately, if a router doesn't understand Quick-Start, then it is
not possible for that router to take an active step such as zeroing
the @S TTL and QS Nonce to deny a request. As a result, the @ TTL
is not a fail-safe nmechanismfor preventing lying by receivers in the
case of non- Quick-Start-capable routers.

What woul d be the incentives for a receiver to cheat in reporting on
a Quick-Start Request, in the absence of a mechani smsuch as the QS
Nonce? 1In sone cases, cheating would be of clear benefit to the
receiver, resulting in a faster conpletion tine for the transfer. In
ot her cases, where cheating would result in Quick-Start packets being
dropped in the network, cheating m ght or might not inprove the
receiver's performance netric, depending on the details of that
particul ar scenario.

9.4.3. Receivers Lying about the Approved Rate

A second form of receiver misbehavior would be for the receiver to
lie to the sender about the Rate Request for an approved Quick-Start
Request, by increasing the value of the Rate Request field. However,
the receiver doesn’t necessarily know the Rate Request in the
original Quick-Start Request sent by the sender, and a higher Rate
Request reported by the receiver will only be considered valid by the
sender if it is no higher than the Rate Request originally requested
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by the sender. For exanple, if the sender sends a Quick-Start
Request with a Rate Request of X, and the receiver reports receiving
a Quick-Start Request with a Rate Request of Y > X, then the sender
knows that either sone router along the path nal functi oned
(increasing the Rate Request inappropriately), or the receiver is

| ying about the Rate Request in the received packet.

If the sender sends a Quick-Start Request with a Rate Request of Z,
the receiver receives the Quick-Start Request with an approved Rate
Request of X, and reports a Rate Request of Y, for X <Y <= Z, then
the receiver only succeeds in lying to the sender about the approved
rate if the receiver successfully reports the rightnost 2Y bits in
the QS nonce.

If senders often use a configured default value for the Rate Request,
then receivers would often be able to guess the original Rate
Request, and this would neke it easier for the receiver to |ie about
the value of the Rate Request field. Simlarly, if the receiver
often comuni cates with a particul ar sender, and the sender always
uses the sane Rate Request for that receiver, then the receiver m ght
over time be able to infer the original Rate Request used by the
sender.

There are several possible additional fornms of protection against
receivers |lying about the value of the Rate Request. One possible
additional protection would be for a router that decreases a Rate
Request in a Quick-Start Request to report the decrease directly to
the sender. However, this could |lead to nany reports back to the
sender for a single request, and could al so be used in address-
spoofing attacks.

A second linmted formof protection would be for senders to use sone
degree of random zation in the requested Rate Request, so that it is
difficult for receivers to guess the original value for the Rate
Request. However, this is difficult because there is a fairly coarse
granularity in the set of rate requests available to the sender, and
random zing the initial request only offers limted protection, in
any case.

9.4.4. Collusion between M sbehaving Routers

In addition to protecting agai nst mi sbehaving receivers, it is
necessary to protect agai nst m sbehaving routers. Consider collusion
between an ingress router and an egress router belonging to the sane
intranet. The ingress router could decrenent the Rate Request at the
ingress, with the egress router increasing it again at the egress.
The routers between the ingress and egress that approved the
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decrenented rate request mght not have been willing to approve the
| arger, original request.

Anot her form of collusion would be for the ingress router to inform
the egress router out-of-band of the TTL Diff and QS Nonce for the
request packet at the ingress. This would enable the egress router
to nodify the @S TTL and QS Nonce so that it appeared that all the
routers along the path had approved the request. There does not
appear to be any protection against a colluding ingress and egress
router. Even if an internediate router had del eted the Quick-Start
Option fromthe packet, the ingress router could have sent the
Quick-Start Option to the egress router out-of-band, with the egress
router inserting the Quick-Start Option, with a nodified QS TTL
field, back in the packet.

However, unlike ECN, there is sonewhat |ess of an incentive for
cooperating ingress and egress routers to collude to falsely nodify
the Quick-Start Request so that it appears to have been approved by
all the routers along the path. Wth ECN, a colluding ingress router
could falsely mark a packet as ECN-capable, with the colluding egress
router returning the ECN field in the IP header to its original non-
ECN- capabl e codepoi nt, and congested routers along the path could
have been fooled into not dropping that packet. This collusion would
give an unfair conpetitive advantage to the traffic protected by the
col luding ingress and egress routers.

In contrast, with Quick-Start, the collusion of the ingress and
egress routers to make it falsely appear that a Quick-Start Request
was approved sonetinmes woul d give an advantage to the traffic covered
by that collusion, and sonetinmes woul d give a di sadvant age, dependi ng
on the details of the scenario. |If some router along the path really
does not have enough avail abl e bandwi dth to approve the Quick-Start
Request, then Quick-Start packets sent as a result of the falsely
approved request could be dropped in the network, to the possible

di sadvant age of the connection. Thus, while the ingress and egress
routers could collude to prevent internediate routers fromdenying a
Qui ck-Start Request, it would not always be to the connection's
advantage for this to happen. One defense agai nst such a collusion
woul d be for sonme router between the ingress and egress nodes that
deni ed the request to nonitor connection perfornance, penalizing
connections that seemto be using Quick-Start after a Quick-Start
Request was denied, or that are reporting an Approved Rate higher
than that actually approved by that router.

If the congested router is ECN-capable, and the colluding ingress and
egress routers are |ying about ECN-capability as well as about
Quick-Start, then the result could be that the Quick-Start Request

fal sely appears to the sender to have been approved, and the Quick-
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Start packets falsely appear to the congested router to be ECN
capable. In this case, the colluding routers mght succeed in giving
a conpetitive advantage to the traffic protected by their collusion
(if nointernediate router is nonitoring to catch such m sbehavior).

9.5. M sbehaving M ddl eboxes and the IP TTL

One possible difficulty is that of traffic normalizers [HKPO1], or
ot her m ddl eboxes al ong that path, that rewite IP TTLs in order to
foil other kinds of attacks in the network. |If such a traffic
normal i zer rewote the IP TTL, but did not adjust the Quick-Start TTL
by the sanme anount, then the sender’s nechanismfor determining if
the request was approved by all routers along the path would no

|l onger be reliable. Rewiting the IP TTL could result in fal se
positives (with the sender incorrectly believing that the Quick-
Start Request was approved) as well as false negatives (with the
sender incorrectly believing that the Quick-Start Request was

deni ed) .

9.6. Attacks on Quick-Start

As discussed in [ SAFO6], Quick-Start is vulnerable to two kinds of
attacks: (1) attacks to increase the routers’ processing and state
|l oad and (2) attacks with bogus Quick-Start Requests to tenporarily
tie up available Quick-Start bandwi dth, preventing routers from
approvi ng Quick-Start Requests from ot her connections. Routers can
protect against the first kind of attack by applying a sinple lint
on the rate at which Quick-Start Requests will be considered by the
router.

The second kind of attack, to tie up the avail able Quick-Start

bandwi dth, is nore difficult to defend against. As discussed in

[ SAFO6], Quick-Start Requests that are not going to be used, either
because they are fromnualicious attackers or because they are denied
by routers downstream can result in short-term‘wasting of

potential Quick-Start bandwi dth, resulting in routers denying
subsequent Quick-Start Requests that, if approved, would in fact have
been used.

We note that the likelihood of malicious attacks would be minimzed
significantly when Quick-Start was deployed in a controlled

envi ronment such as an intranet, where there was sone form of
centralized control over the users in the system W also note that
this formof attack could potentially make Quick-Start unusable, but
it would not do any further danmge; in the worst case, the network
woul d function as a network without Quick-Start.
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10.

10.

Fl

[ SAFO6] considers the potential of Extrene Quick-Start al gorithns at
routers, which keep per-flow state for Quick-Start connections, in
protecting the availability of Quick-Start bandwidth in the face of
frequent, overly large Quick-Start Requests.

7. Simulations with Quick-Start

Qui ck-Start was added to the NS sinulator [SHO2] by Srikanth
Sundarraj an, and additional functionality was added by Pasi

Sarol ahti. The validation test is at ‘test-all-quickstart’ in the
“tcl/test’ directory in NS. The initial sinulation studies from

[ SHO2] show a significant performance inprovenent using Quick-Start
for noderate-sized flows (between 4 KB and 128 KB) in underutilized
envi ronments. These studies are of file transfers, with the

i mprovenent neasured as the relative increase in the overal
throughput for the file transfer. The study shows that potenti al

i mprovenent from Quick-Start is proportional to the del ay-bandwi dth
product of the path.

The Quick-Start simulations in [ SAFO6] explore the follow ng: the
potential benefit of Quick-Start for the connection, the relative
benefits of different router-based algorithnms for approving Quick-
Start Requests, and the effectiveness of Quick-Start as a function of
the senders’ algorithns for choosing the size of the rate request.

| mpl enent ati on and Depl oynment | ssues

This section discusses some of the inplenentation i ssues with Quick-
Start. This section also discusses sonme of the key depl oynent

i ssues, such as the chicken-and-egg depl oynment probl ens of mechani snms
that have to be deployed in both routers and end nodes in order to
wor k, and the probl ens posed by the wi de depl oyment of m ddl eboxes
today that block the use of known or unknown |IP Options.

1. Inplementation Issues for Sending Quick-Start Requests

Section 4.7 di scusses sonme of the issues with deciding the initia
sending rate to request. Quick-Start raises additional issues about
t he communi cati on between the transport protocol and the application,
and about the use of past history with Quick-Start in the end node.

One possibility is that a protocol inplenentation could provide an
APl for applications to indicate when they want to request Quick-
Start, and what rate they would like to request. In the conventiona
socket API, this could be a socket option that is set before a
connection is established. Some applications, such as those that use
TCP for bulk transfers, do not have interest in the transm ssion
rate, but they m ght know the anmpbunt of data that can be sent
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10.

10.

i mediately. Based on this, the sender inplenentation could decide
whet her Quick-Start would be useful, and what rate should be
request ed.

We note that when Quick-Start is used, the TCP sender is required to
save the @S Nonce and the TTL Diff when the Quick-Start Request is
sent, and to inplenent an additional timer for the paced transm ssion
of Quick-Start packets.

2. Implenentation Issues for Processing Quick-Start Requests

A router or other network host nmust be able to determ ne the

approxi mate bandwi dth of its outbound network interfaces in order to
process incom ng Quick-Start rate requests, including those that
originate fromthe host itself. One possibility would be for hosts
to rely on configuration information to determi ne |ink bandw dt hs;
this has the drawback of not being robust to errors in configuration.
Anot her possibility would be for network device drivers to infer the
bandwi dth for the interface and to comunicate this to the IP |ayer

Particul ar issues will arise for wireless links with variable
bandwi dt h, where decisions will have to be made about how frequently
the host gets updates of the changing bandwidth. It seens

appropriate that Quick-Start Requests would be handled particularly
conservatively for links with variable bandwi dth; to avoid cases
where Quick-Start Requests are approved, the link bandwidth is
reduced, and the data packets that are sent end up being dropped.

Difficult issues also arise for paths with nulti-access links (e.qg.,
Et hernet). Routers or end-nodes with nulti-access |inks should be
particularly conservative in granting Quick-Start Requests. In
particular, for some multi-access |links, there may be no procedure
for an attached node to use to determ ne whether all parts of the
mul ti-access |ink have been underutilized in the recent past.

3. Possibl e Depl oyment Scenari os

Because of possible problens di scussed above concerni ng using Qui ck-
Start over sonme network paths and the security issues discussed in
Section 11, the nost realistic initial deploynent of Quick-Start
woul d nost likely take place in intranets and other controlled
environments. Quick-Start is nost useful on high bandwi dt h-del ay
paths that are significantly underutilized. The primary initia
users of Quick-Start would likely be in organizations that provide
network services to their users and al so have control over a |arge
portion of the network path.

Fl oyd, et al. Experi ment al [ Page 48]



RFC 4782 Quick-Start for TCP and I P January 2007

Quick-Start is not currently intended for ubiquitous deployment in
the global Internet. |In particular, Quick-Start should not be
enabl ed by default in end-nodes or in routers; instead, when Quick-
Start is used, it should be explicitly enabled by users or system
adm ni strators.

Bel ow are a few exanpl es of networking environnents where Quick-
Start would potentially be useful. These are the environnments that
m ght consider an initial deploynent of Quick-Start in the routers
and end-nodes, where the incentives for routers to deploy Quick-
Start might be the nost clear.

* Centrally adm nistrated organi zational intranets: These intranets
often have | arge network capacity, with networks that are
underutilized for much of the tine [PABL+05]. Such intranets m ght
al so i nclude hi gh-bandwi dth and hi gh-delay paths to renote sites.
In such an environment, Quick-Start would be of benefit to users,
and there would be a clear incentive for the depl oynment of Qui ck-
Start in routers. For exanple, Quick-Start could be quite useful
i n hi gh-bandwi dt h networks used for scientific conputing.

* Wrel ess networks: Quick-Start could al so be useful in high-delay
environments of Cellular Wde-Area Wrel ess Networks, such as the
GPRS [BW7] and their enhancenments and next generations. For
exanpl e, GPRS EDGE (Enhanced Data for GSM Evol ution) is expected to
provide w rel ess bandwi dth of up to 384 Kbps (roughly 32 1500-byte
packets per second) while the GPRS round-trip tines range typically
froma few hundred mlliseconds to over a second, excluding any
possi bl e queuei ng delays in the network [ GPARO2]. In addition,
these networks sometines have variabl e additional delays due to
resource allocation that coul d be avoi ded by keeping the connection
path constantly utilized, starting frominitial slowstart. Thus,
Qui ck-Start could be of significant benefit to users in these
envi ronment s.

* Paths over satellite links: Geostationary Orbit (GEO satellite
I i nks have one-way propagation delays on the order of 250 ns while
the bandwi dth can be neasured in negabits per second [ RFC2488].
Because of the considerabl e bandwi dt h-del ay product on the I|ink,
TCP's slowstart is a major perfornmance linmtation in the beginning
of the connection. A large initial congestion wi ndow would be
useful to users of such satellite |inks.

* Single-hop paths: Quick-Start should work well over point-to-point
singl e-hop paths, e.g., froma host to an adjacent server. Quick-
Start would work over a single-hop IP path consisting of a nmulti-
access link only if the host was able to deternmine if the path to
the next | P hop has been significantly underutilized over the
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10.

11.

recent past. |If the nmulti-access link includes a |layer-2 swtch,
then the attached host cannot necessarily determ ne the status of
the other links in the |ayer-2 network.

4. A Conparison with the Depl oynent Problenms of ECN

Gven the glacially slow rate of deployment of ECN in the Internet to
date [ MAFO5], it is disconcerting to note that sone of the depl oynent
probl ens of Quick-Start are even greater than those of ECN. First,
unli ke ECN, which can be of benefit even if it is only depl oyed on
one of the routers along the end-to-end path, a connection’s use of
Quick-Start requires Quick-Start deploynment on all of the routers

al ong the end-to-end path. Second, unlike ECN, which uses an

all ocated field in the | P header, Quick-Start requires the extra
conplications of an I P Option, which can be difficult to pass through
the current Internet [MAFO5].

However, in spite of these issues, there is sone hope for the

depl oynent of Quick-Start, at least in protected corners of the
Internet, because the potential benefits of Quick-Start to the user
are considerably nore dramatic than those of ECN. Rather than sinply
repl aci ng the occasi onal dropped packet by an ECN narked packet,
Quick-Start is capable of dramatically increasing the throughput of
connections in underutilized environnents [ SAF06].

Security Considerations

Sections 9.4 and 9.6 discuss the security considerations related to
Quick-Start. Section 9.4 discusses the potential abuse of Quick-
Start by senders or receivers |lying about whether the request was
approved or about the approved rate, and of routers in collusion to
m suse Quick-Start. Section 9.5 discusses potential problens with
traffic normalizers that rewite IP TTLs in packet headers. Al
these problens could result in the sender using a Rate Request that
was i nappropriately large, or thinking that a request was approved
when it was in fact denied by at |east one router along the path.
This inappropriate use of Quick-Start could result in congestion and
an unacceptabl e | evel of packet drops along the path. Such
congestion could also be part of a Denial of Service attack.

Section 9.6 discusses a potential attack on the routers’ processing
and state load froman attack of Quick-Start Requests. Section 9.6
al so discusses a potential attack on the available Quick-Start
bandwi dt h by sendi ng bogus Quick-Start Requests for bandw dth that
will not, in fact, be used. Wile this inpacts the global usability
of Quick-Start, it does not endanger the network as a whole since TCP
uses standard congestion control if Quick-Start is not avail able.

Fl oyd, et al. Experi ment al [ Page 50]



RFC 4782 Quick-Start for TCP and I P January 2007

Section 4.7.2 discusses the potential problemof packets w th Quick-
Start Requests dropped by ni ddl eboxes al ong the path.

As discussed in Section 5, for IPv4 | Psec Authentication Header
Integrity Check Value (AH I CV) calculation, the Quick-Start Option is
a mutabl e I Pv4 option and hence conpletely zeroed for AH I CV

cal cul ation purposes. This is also the treatnment required by RFC
4302 for unrecogni zed | Pv4 options. The IPv6 Quick-Start Option’s

| ANA- al | ocated option type indicates that it is a nutable option;
hence, according to RFC 4302, its option data is required to be
zeroed for AH I CV conputation purposes. See RFC 4302 for further

expl anati on

Section 6.2 di scusses possible problens of Quick-Start used by
connections carried over sinple tunnels that are not conpatible with
Quick-Start. In this case, it is possible that a Quick-Start Request
i s erroneously considered approved by the sender w thout the routers
in the tunnel having individually approved the request, causing a

fal se positive

We note two high-order points here. First, the Quick-Start Nonce
goes a long way towards preventing | arge-scale cheating. Second,
even if a host occasionally uses Quick-Start when it is not approved

by the entire network path, the network will not collapse. Quick-
Start does not renpbve TCP's basic congestion control nechani sns;
these will kick in when the network is heavily | oaded, relegating any

Quick-Start mistake to a transient.
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12.

12.

| ANA Consi derations
Quick-Start requires an IP Option and a TCP Opti on.
1. |IP Option

Qui ck-Start requires both an I Pv4 Option Number (Section 3.1) and an
I Pv6 Option Nunber (Section 3.2).

| Pv4 Option Nunber:
Copy O ass Nunber Val ue Nane

0 00 25 25 Q8 - Quick-Start

| Pv6 Option Nunmber [RFC2460]:
HEX act chg rest

6 00 1 00110 Qui ck-Start
For the I Pv6 Option Number, the first two bits indicate that the | Pv6
node may skip over this option and continue processing the header if
it doesn't recognize the option type, and the third bit indicates
that the Option Data nay change en-route.

In both cases, this docunent should be |isted as the reference
docunent .

2. TCP Option

Quick-Start requires a TCP Option Number (Section 4.2).
TCP Option Nunber:

Ki nd Length Meani ng

27 8 Qui ck-Start Response

This docunent should be listed as the reference docunent.
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13.

14.

Concl usi ons

We are presenting the Quick-Start nechanismas a sinple,

under st andabl e, and increnental |y depl oyabl e nechani smthat woul d be
sufficient to allow sonme connections to start up with large initial
rates, or large initial congestion wi ndows, in over-provisioned,

hi gh- bandwi dt h environnents. W expect there will be an increasing
nunmber of over-provisioned, high-bandw dth environnents where the
Qui ck-Start nmechani sm or another nechanismof simlar power, could
be of significant benefit to a wide range of traffic. W are
presenting the Quick-Start mechanismas a request for the conmmunity
to provide feedback and experinentation on issues relating to Quick-
Start.
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Appendi x A.  Related Wrk

The Quick-Start proposal, taken together with H ghSpeed TCP [ RFC3649]
or other transport protocols for high-bandw dth transfers, could go a
significant way towards extendi ng the range of performance for best-
effort traffic in the Internet. However, there are many things that
the Quick-Start proposal would not acconplish. Quick-Start is not a
congestion control mechanism and would not help in naking nore
preci se use of the available bandwidth -- that is, of achieving the
goal of high throughput with | ow del ay and | ow packet-1oss rates.

Qui ck-Start would not give routers nore control over the decrease
rates of active connections.

In addition, any evaluation of Quick-Start nust include a discussion
of the relative benefits of approaches that use no explicit
information fromrouters, and of approaches that use nore fine-

grai ned feedback fromrouters as part of a | arger congestion contro
mechanism W di scuss several classes of proposals in the sections
bel ow.

A 1. Fast Start-Ups without Explicit Information from Routers

One possibility would be for senders to use information fromthe
packet streams to | earn about the avail abl e bandw dth, wi thout
explicit information fromrouters. These techniques would not allow
a start-up as fast as that available from Quick-Start in an
underutilized environment; one already has to have sent sone packets
in order to use the packet streamto |earn about avail abl e bandw dt h.
However, these techniques could allow a start-up considerably faster
than the current Slow Start. Wiile it seens clear that approaches
*wi thout* explicit feedback fromthe routers will be strictly |ess
powerful than is possible *with* explicit feedback, it is also
possi bl e that approaches that are nore aggressive than Slow Start are
possi bl e wi thout the conmplexity involved in obtaining explicit

f eedback fromrouters.

Peri odi ¢ packet streans:

[JD02] explores the use of periodic packet streans to estinate the
avai |l abl e bandwi dth along a path. The idea is that the one-way

del ays of a periodic packet stream show an increasing trend when the
stream s rate is higher than the avail able bandwi dth (due to an

i ncreasing queue). Wile [JD02] states that the proposed nechani sm
does not cause significant increases in network utilization, |osses,
or del ays when done by one flow at a time, the approach coul d be
problematic if conducted concurrently by a nunber of flows. [JD02]
al so gives an overview of sonme of the earlier work on inferring the
avai | abl e bandwi dth from packet trains.
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Swift-Start:

The Swift Start proposal from [PRAKS02] conbi nes packet-pair and
packet - paci ng techniques. An initial congestion w ndow of four
segnents is used to estinmate the avail abl e bandwi dt h al ong the path.
This estimate is then used to dramatically increase the congestion
wi ndow during the second RTT of data transni ssion

SPAND:

In the TCP/ SPAND proposal from [ZQKOO] for speeding up short data
transfers, network performance information would be shared anong many
co-located hosts to estinmate each connection’s fair share of the
network resources. Based on such estinmation and the transfer size
the TCP sender would determine the optinal initial congestion w ndow
size. The design for TCP/ SPAND uses a perfornmance gateway that
monitors all traffic entering and | eaving an organi zati on’s network.

Sharing information among TCP connecti ons:

The Congestion Manager [RFC3124] and TCP control bl ock sharing

[ RFC2140] both propose sharing congestion information anmong multiple
TCP connections with the sanme endpoints. Wth the Congestion
Manager, a new TCP connection could start with a high initial cwnd
if it was sharing the path and the cwnd with a pre-existing TCP
connection to the sane destination that had already obtained a high
congestion wi ndow. RFC 2140 di scusses ensenbl e sharing, where an
est abl i shed connection’s congestion wi ndow could be ‘divided up’ to
be shared with a new connection to the same host. However, neither
of these approaches addresses the case of a connection to a new
destination, with no existing or recent connection (and therefore
congestion control state) to that destination

Whi l e continued research on the limts of the ability of TCP and
other transport protocols to |earn of avail abl e bandwi dth wi t hout
explicit feedback fromthe router seens useful, we note that there
are several fundamental advantages of explicit feedback fromrouters.

(1) Explicit feedback is faster than inplicit feedback:
One advantage of explicit feedback fromthe routers is that it
all ows the transport sender to reliably |earn of available
bandwi dth in one round-trip tine.

(2) Explicit feedback is nore reliable than inplicit feedback
Techni ques that attenpt to assess the avail able bandw dth at
connection start-up using inplicit techniques are nore error-
prone than techni ques that involve every elenment in the network
path. Wile explicit information fromthe network can be w ong,
it has a nuch better chance of being appropriate than an end- host
trying to *estimate* an appropriate sending rate using "bl ock
box" probing techniques of the entire path.
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A 2.

A 3.

Fl o

Optimstic Sending without Explicit Information from Routers

Anot her possibility that has been suggested [S02] is for the sender
to start with a large initial w ndow wi thout explicit pernission from
the routers and wi thout bandwi dth estimation techni ques and for the
first packet of the initial wi ndowto contain information, such as
the size or sending rate of the initial w ndow. The proposal would
be that congested routers would use this information in the first
data packet to drop or delay many or all of the packets fromthat
initial wwndow. In this way, a flow s optimstically large initial
wi ndow woul d not force the router to drop packets from conpeting
flows in the network. Such an approach would seemto require sone
nmechani sm for the sender to ensure that the routers along the path
under st ood the nmechanismfor marking the first packet of a large
initial w ndow.

Qobvi ously, there woul d be a nunber of questions to consider about an
approach of optimstic sending.

(1) Increnental deploynent:
One question would be the potential conplications of incremental
depl oynent, where some of the routers along the path m ght not
under stand the packet information describing the initial w ndow.

(2) Congestion collapse:
There coul d al so be concerns about congestion collapse if many
flows used large initial w ndows, nany packets were dropped from
optinmstic initial wi ndows, and nany congested |inks ended up
carrying packets that are only going to be dropped downstream

(3) Distributed Denial of Service attacks:
A third question would be the potential role of optimstic
senders in anmplifying the damage done by a Distributed Denial of
Service (DDoS) attack (assum ng attackers use conpli ant
congestion control in the hopes of "flying under the radar").

(4) Performance hits if a packet is dropped:
A fourth issue would be to quantify the performance hit to the
connecti on when a packet is dropped fromone of the initial
wi ndows.

Fast Start-Ups with Gther Information from Routers
There have been several proposals sonewhat simlar to Quick-Start,

where the transport protocol collects explicit information fromthe
routers along the path.
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An I P Option about the free buffer size:

In related work, [POO] investigates the use of a slightly different

I P option for TCP connections to discover the avail abl e bandwi dth
along the path. In that proposal, the IP option would query the
routers along the path about the snallest avail able free buffer size.
Al so, the IP option would have been sent after the initial SYN
exchange, when the TCP sender already had an estinmate of the round-
trip tinme.

The Performance Transparency Protocol:

The Performance Transparency Protocol (PTP) includes a proposal for a
singl e PTP packet that would collect information fromrouters al ong
the path fromthe sender to the receiver [WO0]. For exanple, a
singl e PTP packet could be used to determ ne the bottl eneck bandwi dth
al ong a path.

ETEN:

Addi ti onal proposals for end nodes to collect explicit information
fromrouters include one variant of Explicit Transport Error
Notification (ETEN), which includes a cumulative mechanismto notify
endpoi nts of aggregate congestion statistics along the path [ KAPS02].
(A second variant in [KSEPAO4] does not depend on cumul ative
congestion statistics fromthe network.)

A 4. Fast Start-Ups with nore Fine-Gained Feedback from Routers

Proposal s for nore fine-grained, congestion-related feedback from
routers include XCP [ KHRO2], MaxNet [MaxNet], and Anti ECN marki ng
[ KO3]. Appendix B.6 discusses in nore detail the relationship

bet ween Qui ck-Start and proposals for nore fine-grained per-packet
feedback fromrouters.

XCP:

Proposal s, such as XCP for new congestion control mechani snms based on
nore feedback fromrouters, are nore powerful than Quick-Start, but

al so are nore conplex to understand and nore difficult to depl oy.

XCP routers maintain no per-flow state, but provide nore fine-

grai ned feedback to end-nodes than the one-hbit congestion feedback of
ECN. The per-packet feedback from XCP can be positive or negative,
and specifies the increase or decrease in the sender’s congestion

wi ndow when this packet is acknow edged. XCP is a full-fledge
congestion control scheme, whereas Quick-Start represents a quick
check to determine if the network path is significantly underutilized
such that a connection can start faster and then fall back to TCP' s
standard congestion control algorithmns.

Fl oyd, et al. Experi ment al [ Page 57]



RFC 4782 Quick-Start for TCP and I P January 2007

Ant i ECN:

The Anti ECN proposal is for a single bit in the packet header that
routers could set to indicate that they are underutilized. For each
TCP ACK arriving at the sender indicating that a packet has been
received with the Anti-ECN bit set, the sender would be able to
increase its congestion wi ndow by one packet, as it would during

sl owstart.

A 5. Fast Start-Ups with Lower-Than-Best-Effort Service

There have been proposals for routers to provide a Lower Effort
differentiated service that woul d be | ower than best effort

[ RFC3662]. Such a service could carry traffic for which delivery is
strictly optional, or could carry traffic that is inmportant but that
has low priority in terns of tinme. Because it does not interfere
with best-effort traffic, Lower Effort services could be used by
transport protocols that start up faster than slowstart. For
exanpl e, [SGF05] is a proposal for the transport sender to use | ow
priority traffic for nuch of the initial traffic, with routers
configured to use strict priority queueing.

A separate but related issue is that of bel ow best-effort TCP,
variants of TCP that would not rely on Lower Effort services in the
net wor k, but woul d approxi mate bel owbest-effort traffic by detecting
and respondi ng to congestion sooner than standard TCP. TCP N ce
[VO2] and TCP Low Priority (TCP-LP) [KKO3] are two such proposals for
bel ow best-effort TCP, with the purpose of allow ng TCP connections
to use the bandwi dth unused by TCP and other traffic in a non-
intrusive fashion. Both TCP Nice and TCP Low Priority use the
default slow start mechani sms of TCP.

We note that Quick-Start is quite different fromeither a Lower-
Effort service or a belowbest-effort variant of TCP. Unlike these
proposals, Quick-Start is intended to be useful for best-effort
traffic that wishes to receive at |east as nuch bandw dth as
conpeting best-effort connections.
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Appendi x B. Design Deci sions
B.1. Alternate Mechanisnms for the Quick-Start Request: |CWMP and RSVP

Thi s docunment has proposed using an I P Option for the Quick-Start
Request fromthe sender to the receiver, and using transport
mechani snms for the Quick-Start Response fromthe receiver back to the
sender. In this section, we discuss alternate nechani sns, and

consi der whether |ICWP ([RFC792], [RFC4443]) or RSVP [ RFC2205]
protocols could be used for delivering the Quick-Start Request.

B.1.1. ICwW

Being a control protocol used between Internet nodes, one could argue
that ICMP is the ideal nethod for requesting permission for faster
start-up fromrouters. The |CMP header is above the | P header.

Qui ck-Start could be acconplished with ICMP as follows: |If the | CwW
protocol is used to inplenent Quick-Start, the equival ent of the
Quick-Start | P option would be carried in the | CMP header of the |ICW
Qui ck-Start Request. The ICMP Quick-Start Request woul d have to pass
by the routers on the path to the receiver, possibly using the IP
Router Alert option [ RFC2113]. A router that approves the Quick-
Start Request would take the same actions as in the case with the
Quick-Start | P Option, and forward the packet to the next router
along the path. A router that does not approve the Quick-Start
Request, even with a decreased value for the Requested Rate, would
delete the | CWMP Quick-Start Request, and send an ICMP Reply to the
sender that the request was not approved. |f the |ICVWP Reply was
dropped in the network, and did not reach the receiver, the sender
woul d still know that the request was not approved fromthe absence
of feedback fromthe receiver. If the ICW Quick-Start Request was
dropped in the network due to congestion, the sender would assune
that the request was not approved. The |ICWP nmessage woul d need the
source and destination port nunbers for demultiplexing at the end
nodes. If the ICMP Quick-Start Request reached the receiver, the
recei ver woul d use transport-|level or application-Ilevel mechanisms to
send a response to the sender, exactly as with the I P Option.

One benefit of using |CVMP would be that the delivery of the TCP SYN
packet or other initial packet would not be del ayed by I P option
processing at routers. A greater advantage is that if m ddl eboxes
were bl ocki ng packets with Quick-Start Requests, using the Quick-
Start Request in a separate |CWVP packet would nean that the m ddl ebox
behavi or woul d not affect the connection as a whole. (To get this
robustness to middl eboxes with TCP using an | P Quick-Start Option,
one woul d have to have a TCP-level Quick-Start Request packet that
could be sent concurrently with, but separately from the TCP SYN
packet .)
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However, there are a nunber of disadvantages to using |ICVP. Sone
firewal | s and m ddl eboxes nay not forward the | CMP Quick-Start
Request packets. (If an ICVMP Reply packet froma router to the
sender is dropped in the network, the sender would still know that
the request was not approved, as stated earlier, so this would not be
as serious of a problem) In addition, it would be difficult, if not
i mpossible, for a router in the mddle of an IP tunnel to deliver an
| CMP Reply packet to the actual source, for exanple, when the inner

I P header is encrypted, as in |Psec ESP tunnel npde [ RFC4301].

Agai n, however, the |CMP Reply packet would not be essential to the
correct operation of ICVMP Quick-Start.

Unaut henti cat ed out - of -band | CMP nessages coul d enabl e sone types of
attacks by third-party malicious hosts that are not possible when the
control information is carried in-band with the | P packets that can
only be altered by the routers on the connection path. Finally, as a
m nor concern, using |CMP would cause a small amount of additiona
traffic in the network, which is not the case when using |IP options.

B.1.2. RSVP

Wth sonme nodifications, RSVP [ RFC2205] coul d be used as a bearer
protocol for carrying the Quick-Start Requests. Because routers are
expected to process RSVP packets nore extensively than the normnal
transport protocol |IP packets, delivering a Quick-Start rate request
usi ng an RSVP packet woul d seem an appeal i ng choice. However, Quick-
Start with RSVP would require a few differences fromthe conventi onal
usage of RSVP. Quick-Start would not require periodical refreshing
of soft state, because Quick-Start does not require per-connection
state in routers. Quick-Start Requests would be transmtted
downstream fromthe sender to receiver in the RSVP Path nessages,
which is different fromthe conventional RSVP nodel where the
reservations originate fromthe receiver. Furthernore, the Quick-
Start Response would be sent using the transport-Ilevel or
application-level mechanisms, instead of using the RSVP Resv nessage.

If RSVP was used for carrying a Quick-Start Request, a new "Qui ck-
Start Request" class object would be included in the RSVP Path
nessage that is sent fromthe sender to receiver. The object would
contain the rate request field in addition to the conmon | ength and
type fields. The Send _TTL field in the RSVP common header coul d be
used as the equivalent of the @S TTL field. The Quick-Start capable
routers along the path would i nspect the Quick-Start Request object
in the RSVP Path nessage, decrement Send_TTL, and adjust the rate
request field if needed. If an RSVP router did not understand the
Qui ck-Start Request object, it would reject the entire RSVP nessage
and send an RSVP Pat hErr nessage back to the sender. Wen an RSVP
message with the Quick-Start Request object reaches the receiver, the
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recei ver sends a Quick-Start Reply nessage in the correspondi ng
transport protocol header in the same way as described in the context
of IP options earlier. |If the RSVP nessage with the Quick-Start
Request object was dropped along the path, the transport sender woul d
sinmply proceed with the nornmal congestion control procedures.

Much of the discussion about benefits and drawbacks of using | CWP for
maki ng the Quick-Start Request also applies to the RSVP case. |If the
Qui ck-Start Request was transmitted in a separate packet instead of
as an | P option, the transport protocol packet delivery would not be
del ayed due to I P option processing at the routers, and the initial
transport packets would reach their destination nore reliably. The
possi bl e di sadvant ages of using |ICVMP and RSVP are al so expected to he
simlar: niddl eboxes in the network may not be able to forward the
Qui ck-Start Request nessages, and the I P tunnels m ght cause probl ens
for processing the Quick-Start Requests.

B.2. Alternate Encodi ng Functions

In this section, we |ook at alternate encoding functions for the Rate
Request field in the Quick-Start Request. The main requirenents for
this function is that it should have a sufficiently wi de range for
the requested rate. There is no need for overly fine-grained
precision in the requested rate. Sinmlarly, while it would be
attractive for the encoding function to be easily conputable, it is
al so possible for end-nodes and routers to sinply store the table

gi ving the mappi ng between the value Nin the Rate Request field, and
the actual rate request f(N). In this section, we consider possible
encodi ng nethods for Rate Request fields of different sizes,
including four-bit, eight-bit, and | arger Rate Request fields.

Li near functions:

One possi bl e proposal would be for the Rate Request field to be
formatted in bits per second, scaled so that one unit equals M Kbps,
for some fixed value of M Thus, for the value Nin the Rate Request
field, the requested rate woul d be MN Kbps.

Power s of two:

If a granularity of factors of two is sufficient for the Rate
Request, then the encoding function with the nost range woul d be for
the requested rate to be K*2*N;, for N, the value in the Rate Request
field; and for K, sonme constant. For N=0, the rate request would be
set to zero, regardless of the encoding function. For exanmple, for
K=40, 000 and an eight-bit Rate Request field, the request range would
be from 80 Kbps to 40*27255 Kbps. This clearly would be an
unnecessarily | arge request range.
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For a four-bit Rate Request field, the upper limt on the rate
request is 1.3 Gops. It seens to us that an upper lint of 1.3 Gops
woul d be fine for the Quick-Start rate request, and that connections
wishing to start up with a higher initial sending rate should be
encouraged to use other nechani sns, such as the explicit reservation
of bandwidth. |If an upper Iimt of 1.3 Gops was not acceptable, then
five or six bits could be used for the Rate Request field.

The lower limt of 80 Kbps could be useful for flows with round-trip
times of a second or nore. For a flowwth a round-trip tinme of one
second, as is typical in some wireless networks, the TCP initia

wi ndow of 4380 bytes allowed by [ RFC3390] (given appropriate packet
sizes) would translate to an initial sending rate of 35 Kbps. Thus,
for TCP flows, a rate request of 80 Kbps could be useful for sone
flows with arge round-trip tines.

The lower linmt of 80 Kbps could also be useful for sone non-TCP
flows that send small packets, with at nobst one snmall packet every 10
ms. A rate request of 80 Kbps would translate to a rate of a hundred
100- byt e packets per second (including packet headers). Wile sone
smal | - packet flows with large round-trip tinmes nmight find a smaller
rate request of 40 Kbps to be useful, our assunption is that a | ower
limt of 80 Kbps on the rate request will be generally sufficient.
Again, if the lower linmt of 80 kbps was not acceptable, then extra
bits could be used for the Rate Request field.

If the granularity of factors of two was too coarse, then the
encodi ng function could use a base less than two. An alternate form
for the encoding function would be to use a hybrid of |inear and
exponential functions.

A manti ssa and exponent representation:

Section 4.4 of [B05] suggests a nantissa and exponent representation
for the Quick-Start encoding function. Wth e and f as the binary
nunbers in the exponent and nmantissa fields, and with 0 <= f < 1,
this would represent the rate (1+f)*2%e. [B05] suggests a nantissa
field for f of 8, 16, or 24 bits, with an exponent field for e of 8
bits. This representation would allow |larger rate requests, with an
encoding that is | ess coarse than the powers-of-two encodi ng used in
thi s docunent.

Constraints of the transport protocol:

W note that the Rate Request is also constrained by the abilities of
the transport protocol. For exanmple, for TCP with Wndow Scal i ng,
the maxi num wi ndow i s at nost 2**30 bytes. For a TCP connection with
a long, 1 second round-trip tine, this would give a maxi mum sendi ng
rate of 1.07 Gops.
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B.3. The Quick-Start Request: Packets or Bytes?

One of the design questions is whether the Rate Request field should
be in bytes per second or in packets per second. W discuss this
separately fromthe perspective of the transport, and fromthe
perspective of the router.

For TCP, the results fromthe Quick-Start Request are translated into
a congestion window in bytes, using the neasured round-trip tinme and
the MSS. This window applies only to the bytes of data payl oad, and
does not include the bytes in the TCP or |P packet headers. O her
transport protocols would conceivably use the Quick-Start Request
directly in packets per second, or could translate the Quick-Start
Request to a congestion w ndow i n packets.

The assunption of this docunent is that the router only approves the
Qui ck-Start Request when the output link is significantly
underutilized. For this, the router could measure the avail able
bandwi dth in bytes per second, or could convert between packets and
byt es by some nmechani sm

If the Quick-Start Request was in bytes per second, and applied only
to the data payl oad, then the router would have to convert from bytes
per second of data payload, to bytes per second of packets on the
wire. |f the Rate Request field was in bytes per second, and the
sender ended up using very snall packets, this could translate to a
significantly larger nunmber in terns of bytes per second on the wire.
Therefore, for a Quick-Start Request in bytes per second, it makes
nost sense for this to include the transport and | P headers as well
as the data payload. O course, this will be, at best, a rough
approxi mation on the part of the sender; the transport-I|evel sender

m ght not know the size of the transport and I P headers in bytes, and
m ght know nothing at all about the separate headers added in IP
tunnel s downstream This rough estimte seens sufficient, however,
given the overall lack of fine precision in Quick-Start
functionality.

It has been suggested that the router could possibly use information
fromthe MSS option in the TCP packet header of the SYN packet to
convert the Quick-Start Request from packets per second to bytes per
second, or vice versa. This would be problematic for severa
reasons. First, if IPsec is used, the TCP header will be encrypted.
Second, the MSS option is defined as the maxi num MSS that the TCP
sender expects to receive, not the maxi num MSS that the TCP sender
plans to send [RFC793]. However, it is probably often the case that
this MSS al so applies as an upper bound on the MSS used by the TCP
sender in sending.

Fl oyd, et al. Experi ment al [ Page 63]



RFC 4782 Quick-Start for TCP and I P January 2007

We note that the sender does not necessarily know the Path MIU when
the Quick-Start Request is sent, or when the initial w ndow of data
is sent. Thus, with | Pv4, packets fromthe initial w ndow could end
up being fragmented in the network if the "Don't Fragnent" (DF) bit
is not set [RFC1191]. A Rate Request in bytes per second is
reasonably robust to fragnentation. Cearly, a Rate Request in
packets per second is |less robust in the presence of fragnmentation.
Interactions between larger initial w ndows and Path MIU Di scovery
are discussed in nore detail in RFC 3390 [ RFC3390].

For a Quick-Start Request in bytes per second, the transport senders
woul d have the additional conplication of estimating the bandw dth
usage added by the packet headers.

We have chosen a Rate Request field in bytes per second rather than
i n packets per second because it seens sonmewhat nore robust,
particularly to routers.

B.4. Quick-Start Semantics: Total Rate or Additional Rate?

For a Quick-Start Request sent in the mddle of a connection, there
are two possible semantics for the Rate Request field, as follows:

(1) Total Rate: The requested Rate Request is the requested total
rate for the connection, including the current rate; or

(2) Additional Rate: The requested Rate Request is the requested
increase in the total rate for that connection, over and above
the current sending rate.

When the Quick-Start Request is sent after an idle period, the
current sending rate is zero, and there is no difference between (1)
and (2) above. However, a Quick-Start Request can also be sent in
the mddle of a connection that has not been idle, e.g., after a
mobility event, or after an application-limted period when the
sender is suddenly ready to send at a much higher rate. 1In this
case, there can be a significant difference between (1) and (2)
above. In this section, we consider briefly the tradeoffs between
these two options, and explain why we have chosen the ‘Total Rate’
senmanti cs.

The Total Rate semantics nakes it easier for routers to "allocate"
the same rate to all connections. This lends itself to fairness, and
i nproves convergence tines between old and new connections. Wth the
Addi tional Rate semantics, the router would not necessarily know the
current sending rates of the flows requesting additional rates, and
therefore woul d not have sufficient information to use fairness as a
metric in granting rate requests. Wth the Total Rate senantics, the
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fairness is automatic; the router is not granting rate requests for
*addi ti onal * bandw dth wi thout knowi ng the current sending rates of
the different flows.

The Additional Rate semantics also lends itself to gaming by the
connection, with senders sending frequent Quick-Start Requests in the
hope of gaining a higher rate. |If the router is granting the sane
mexi mumrate for all rate requests, then there is little benefit to a
connection of sending a rate request over and over again. However,
if the router is granting an *additional* rate with each rate
request, over and above the current sending rate, then it is in a
connection’s interest to send as nany rate requests as possible, even
if very few of themare, in fact, granted.

Appendi x E di scusses a Report of Current Sending Rate as one possible
function in the Quick-Start Option. However, we have not
standardi zed this possible use at this tine.

B.5. Alternate Responses to the Loss of a Quick-Start Packet

Section 4.6 discusses TCP' s response to the |l oss of a Quick-Start
packet in the initial window This section discusses several
al ternate responses.

One possible alternative to reverting to the default Slow Start after
the loss of a Quick-Start packet fromthe initial w ndow woul d have
been to halve the congestion wi ndow and continue in congestion

avoi dance. However, we note that this would not have been a

desirabl e response for either the connection or for the network as a
whol e. The packet loss in the initial window indicates that Quick-
Start failed in finding an appropriate congestion w ndow, neaning
that the congestion wi ndow after halving may easily al so be wrong.

A nore noderate alternate would be to continue in congestion

avoi dance froma wi ndow of (WD)/2, where Wis the Quick-Start
congestion wi ndow, and D is the nunber of packets dropped or narked
fromthat wi ndow. However, such an approach would inplicitly assune
that the nunber of Quick-Start packets delivered is a good indication
of the appropriate avail able bandwi dth for that flow, even though

ot her packets fromthat wi ndow were dropped in the network. And,
further, that using half the nunber of segnents that were
successfully transmitted is conservative enough to account for the
possi bly inaccurate congestion wi ndow indication. W believe that
such an assunption would require nore analysis at this point,
particularly in a network with a range of packet dropping nechani sns
at the router, and we cannot reconmmend it at this tine.
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Anot her drawback of approaches that don’t revert back to slowstart
when a Quick-Start packet in the initial windowis dropped is that
such approaches could give the TCP receiver a greater incentive to
lie about the Quick-Start Request. |f the sender reverts to slow
start when a Quick-Start packet in the initial w ndow is dropped,
this dimnishes the benefit a receiver would get froma Quick-Start
request that resulted in a dropped or ECN marked packet.

B.6. Wiy Not Include Mdre Functionality?

This proposal for Quick-Start is a rather coarse-grained mechani sm
that would allow a connection to use a higher sending rate al ong
underutilized paths, but that does not attenpt to provide a next-
generation transport protocol or congestion control nechanism and
does not attenpt the goal of providing very high throughput with very
| ow del ay. Appendi x A 4 discusses a nunber of proposals (such as
XCP, MaxNet, and Anti ECN) that provide nore fine-grained per-packet
feedback fromrouters than the current congestion control mechani sns
and that attenpt these nore anbitious goals.

Conpared to proposals such as XCP and Anti ECN, Quick-Start offers
much | ess control. Quick-Start does not attenpt to provide a new
congestion control nechanism but sinply to get permnission from
routers for a higher sending rate at start-up, or after an idle
period. Quick-Start can be thought of as an "anti-congestion-
control" nechanismthat is only of any use when all the routers along
the path are significantly underutilized. Thus, Quick-Start is of no
use towards a target of high link utilization, or fairness in a

hi gh-utilization scenario, or controlling queueing delay during high
utilization, or anything of the like.

At the sane time, Quick-Start would allow larger initial w ndows than
woul d proposal s such as Anti ECN, requires less input to routers than
XCP (e.g., XCP's cwnd and RTT fields), and woul d require |ess
frequent feedback fromrouters than any new congestion contro
mechani sm  Thus, Quick-Start is significantly |ess powerful than
proposal s for new congestion control nechanisns, such as XCP and

Anti ECN, but as powerful or nore powerful in ternms of the specific
issue of allowing larger initial windows. Also, (we think) it is
nore anmenable to increnental deploynent in the current Internet.

We do not discuss proposals such as XCP in detail, but sinply note
that there are a nunmber of open questions. One question concerns
whet her there is a pressing need for nore sophisticated congestion
control nechanisns, such as XCP, in the Internet. Quick-Start is

i nherently a rather crude tool that does not deliver assurances about
mai ntai ning high link utilization and | ow queuei ng del ay; Quick-Start
is designed for use in environnents that are significantly
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underutilized, and addresses the single question of whether a higher
sending rate is allowed. New congestion control nechanisns with nore
fine-grained feedback fromrouters could allow faster start-ups even
in environnments with rather high Iink utilization. |Is this a
pressing requirement? Are the other benefits of nore fine-grained
congestion control feedback fromrouters a pressing requiremnent?

W woul d argue that even if nore fine-grained per-packet feedback
fromrouters was inplenmented, it is reasonable to have a separate
mechani sm such as Quick-Start, for indicating an allowed initial
sending rate, or an allowed total sending rate after an idle or
underutilized period

One difference between Quick-Start and current proposals for fine-
grai ned per-packet feedback, such as XCP, is that XCP is designed to
gi ve robust performance even in the case where different packets
within a connection routinely follow different paths. XCP achi eves
relatively robust performance in the presence of multipath routing by
usi ng per-packet feedback, where the feedback carried in a single
packet is about the relative increase or decrease in the rate or

wi ndow to take effect when that particul ar packet is acknow edged,

not about the allowed sending rate for the connection as a whol e.

In contrast, Quick-Start sends a single Quick-Start Request, and the
answer to that request gives the allowed sending rate for an entire
wi ndow of data. As a result, Quick-Start could be problematic in an
envi ronment where sone fraction of the packets in a wi ndow of data
take path A and the rest of the packets take path B; for exanple,
the Quick-Start Request could have traveled on path A, while half the
Qui ck-Start packets sent in the succeeding round-trip tinme are routed
on path B. W note that [ZDPS01] shows Internet paths to be stable
on the order of RITTs.

There are al so differences between Quick-Start and sone of the
proposal s for per-packet feedback in terns of the number of bits of
feedback required fromthe routers to the end-nodes. Quick-Start
uses four bits of feedback in the rate request field to indicate the
all owed sending rate. XCP allocates a byte for per-packet feedback
t hough there has been discussion of variants of XCP with | ess per-
packet feedback. This would be nore |ike other proposals, such as
anti-ECN, that use a single bit of feedback fromrouters to indicate
that the sender can increase as fast as slowstarting, in response to
this particul ar packet acknow edgenent. |In general, there is
probably consi derabl e power in fine-grained proposals with only two
bits of feedback, indicating that the sender should decrease

mai ntain, or increase the sending rate or wi ndow when this packet is
acknow edged. However, the power of Quick-Start would be
considerably limted if it was restricted to only two bits of
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feedback; it seens likely that determning the initial sending rate
fundanentally requires nore bits of feedback fromrouters than does
the steady-state, per-packet feedback to increase or decrease the
sendi ng rate.

On a nore practical level, one difference between Quick-Start and
proposal s for per-packet feedback is that there are fewer open issues
with Quick-Start than there would be with a new congestion contro
mechani sm  Because Quick-Start is a nechanismfor requesting an
initial sending rate in an underutilized environment, its fairness

i ssues are | ess severe than those of a general congestion control
mechanism Wth Quick-Start, there is no need for the end nodes to
tell the routers the round-trip tine and congestion wi ndow, as is
done in XCP; all that is needed is for the end nodes to report the
requested sending rate.

Table 3 provides a sunmary of the differences between Quick-Start and

proposal s for per-packet congestion control

Rel ationship to
congestion ctrl:

Qui ck-Start

| Start-up, or after
| an idle period.

| Only useful on
| underutilized paths.

| Four bits for
| rate request.

f eedback.

Proposal s for
Per - Packet Feedback

. +
| Change in rate/w ndow,
| per-packet.

o e e e e e oo +

o e e e oo +
General congestion

| control mechani sm

e e e e e eeaaa +

| RTT, cwnd, request (XCP)

| None (Anti-ECN).

o m e e e e e e iaiaoa oo +

| Afewbits would

| suffice?

o e e e e e e oo +

Table 3: Differences between Quick-Start and Proposals for

A separate question concerns whet her

Fi ne- Grai ned Per - Packet

mechani sns,

Feedback.

such as Quick-Start,

in combination with H ghSpeed TCP and ot her changes in progress,
woul d make a significant contribution towards neeting sone of these

needs for new congestion contro
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Experi ment al

mechani sns.

This could be viewed as
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a positive step towards neeting sone of the nobre pressing current
needs with a sinple and reasonably depl oyabl e nechani sm or
alternately, as a negative step of unnecessarily delaying nore
fundanental changes. Wthout answering this question, we would note
that our own approach tends to favor the increnental depl oynent of
relatively sinple nmechani snms, as long as the sinple nmechanisns are
not short-term hacks, but nechanisns that |ead the overal
architecture in the fundanentally correct direction

B.7. Aternate Inplenmentations for a Quick-Start Nonce
B.7.1. An Alternate Proposal for the Quick-Start Nonce

An alternate proposal for the Quick-Start Nonce from|[B05] would be
for an n-bit field for the Q5 Nonce, with the sender generating a
random nonce when it generates a Quick-Start Request. Each router
that reduces the Rate Request by r would hash the QS nonce r tines,
usi ng a one-way hash function such as MD5 [ RFC1321] or the secure
hash 1 [SHAl]. The receiver returns the QS nonce to the sender
Because t he sender knows the original value for the nonce, and the
original rate request, the sender knows the total nunmber of steps s
that the rate has been reduced. The sender then hashes the origina
nonce s times to check whether the result is the same as the nonce
returned by the receiver.

This alternate proposal for the nonce would be considerably nore
powerful than the QS nonce described in Section 3.4, but it would

al so require more CPU cycles fromthe routers when they reduce a

Qui ck-Start Request, and fromthe sender in verifying the nonce
returned by the receiver. As reported in [B05], routers could
protect thensel ves from processor exhaustion attacks by linting the
rate at which they will approve reductions of Quick-Start Requests.

Both the Function field and the Reserved field in the Quick-Start
Option would all ow the extension of Quick-Start to use Quick-Start
requests with the alternate proposal for the Quick-Start Nonce, if it
was ever desired.

B.7.2. The Earlier Request-Approved Quick-Start Nonce

An earlier version of this docunent included a Request-Approved

Qui ck-Start Nonce (QS Nonce) that was initialized by the sender to a
non-zero, ‘random eight-bit nunber, along with a QS TTL that was
initialized to the same value as the TTL in the |IP header. The
Request - Approved Qui ck-Start Nonce woul d have been returned by the
transport receiver to the transport sender in the Quick-Start
Response. A router could deny the Quick-Start Request by failing to
decrenent the @S TTL field, by zeroing the QS Nonce field, or by
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del eting the Quick-Start Request fromthe packet header. The @S
Nonce was included to provide sone protection agai nst broken
downstreamrouters, or against m sbehaving TCP receivers that m ght
be inclined to Iie about whether the Rate Request was approved. This
protection is now provided by the QS Nonce, by the use of a random
initial value for the @ TTL field, and by Quick-Start-capable
routers hopefully either deleting the Quick-Start Option or zeroing
the @ TTL and QS Nonce fields when they deny a request.

Wth the ol d Request-Approved Quick-Start Nonce, along with the QS
TTL field set to the same value as the TTL field in the |IP header,
the Quick-Start Request nechani sm woul d have been self-term nating
the Quick-Start Request would terminate at the first participating
router after a non-participating router had been encountered on the
path. This minimzes unnecessary overhead incurred by routers
because of option processing for the Quick-Start Request. 1In the
current specification, this "self-terninating" property is provided
by Quick-Start-capable routers hopefully either deleting the Quick-
Start Option or zeroing the Rate Request field when they deny a
request. Because the current specification uses a randominitial
value for the @ TTL, Quick-Start-capable routers can’'t tell if the
Qui ck-Start Request is invalid because of non-Quick-Start-capabl e
routers upstream This is the cost of using a design that makes it
difficult for the receiver to cheat about the value of the Q@ TTL.

Appendi x C. Quick-Start with DCCP

DCCP is a new transport protocol for congestion-controll ed,
unrel i abl e datagrans, intended for applications such as streaning
nmedi a, Internet tel ephony, and online ganes. |n DCCP, the
application has a choice of congestion control nechanisns, with the
currently-specified Congestion Control ldentifiers (CClDs) being CCl D
2 for TCP-like congestion control, and CCID 3 for TCP Friendly Rate
Control (TFRC), an equation-based form of congestion control. W
refer the reader to [RFC4340] for a nore detail ed description of DCCP
and congestion control mechani sns.

Because CCID 3 uses a rate-based congestion control nechanism it
rai ses sone new i ssues about the use of Quick-Start with transport
protocols. In this docunment, we don't attenpt to specify the use of
Quick-Start with DCCP. However, we do discuss sone of the issues
that m ght arise

In considering the use of Quick-Start with CCID 3 for requesting a
hi gher initial sending rate, the foll owi ng questions arise:
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(1) How does the sender respond if a Quick-Start packet is dropped?
As in TCP, if an initial Quick-Start packet is dropped, the CC D
3 sender should revert to the congestion control mechanisns it
woul d have used if the Quick-Start Request had not been approved

(2) When does the sender decide there has been no feedback fromthe
receiver?

Unli ke TCP, CCID 3 does not use acknow edgenents for every

packet, or for every other packet. 1In contrast, the CCID 3
recei ver sends feedback to the sender roughly once per round-trip
time. In CCD 3, the allowed sending rate is halved if no

feedback is received fromthe receiver in at |east four round-
trip times (when the sender is sending at | east one packet every
two round-trip tinmes). Wen a Quick-Start Request is used, it
woul d seem necessary to use a snaller tine interval, e.g., to
reduce the sending rate if no feedback arrives fromthe receiver
in at least two round-trip tines.

The question also arises of how the sending rate should be reduced
after a period of no feedback fromthe receiver. As with TCP, the
default CCID 3 response of halving the sending rate is not
necessarily a sufficient response to the absence of feedback; an
alternative is to reduce the sending rate to the sending rate that
woul d have been used if no Quick-Start Request had been approved.

That is, if a COD 3 sender uses a Quick-Start Request, special rules
m ght be required to handle the sender’s response to a period of no
feedback fromthe receiver regarding the Quick-Start packets.

Similarly, in considering the use of Quick-Start with CCD 3 for
requesting a higher sending rate after an idle period, the follow ng
questions ari se:

(1) What rate does the sender request?

As in TCP, there is a straightforward answer to the rate request
that the CCID 3 sender should use in requesting a higher sending
rate after an idle period. The sender knows the current |oss
event rate, either fromits own cal culations or from feedback
fromthe receiver, and can determine the sending rate allowed by
that |loss event rate. This is the upper bound on the sending
rate that should be requested by the CCD 3 sender. A Quick-
Start Request is useful with CCD 3 when the sender is com ng out
of an idle or underutilized period, because in standard
operation, CCID 3 does not allow the sender to send nore than
twice as fast as the receiver has reported received in the nost
recent feedback message.

Fl oyd, et al. Experi ment al [ Page 71]



RFC 4782 Quick-Start for TCP and I P January 2007

(2) What is the response to | 0ss?

The response to the loss of Quick-Start packets should be to
return to the sending rate that would have been used if Quick-
Start had not been requested.

(3) Wien does the sender decide there has been no feedback fromthe
receiver?

As in the case of the initial sending rate, it would seem prudent
to reduce the sending rate if no feedback is received fromthe
receiver in at least two round-trip tines. It seens likely that,
in this case, the sending rate should be reduced to the sendi ng
rate that woul d have been used if no Quick-Start Request had been
approved.

Appendi x D. Possible Router Algorithm

This specification does not tightly define the algorithma router
uses when deci di ng whether to approve a Quick-Start Rate Request or
whet her and how to reduce a Rate Request. A range of algorithnms is
likely useful in this space and we consider the algorithma
particular router uses to be a local policy decision. |In addition,
we believe that additional experimentation with router algorithns is
necessary to have a solid understandi ng of the dynam cs vari ous

al gorithms inpose. However, we provide one particular algorithmin
this appendi x as an exanple and as a framework for thinking about
addi ti onal mechani sms.

[ SAFO6] provides several algorithms routers can use to consider
incom ng Rate Requests. The decision process involves two
algorithms. First, the router needs to track the link utilization
over the recent past. Second, this utilization needs to be updated
by the potential new bandwi dth fromrecent Quick-Start approvals, and
then conpared with the router’s notion of when it is underutilized
enough to approve Quick-Start Requests (of sone size).

First, we define the "peak utilization" estimation technique (from

[ SAFO6]). This nmechanismrecords the utilization of the link every S
seconds and stores the nmost recent N of these neasurenents. The
utilization is then taken as the highest utilization of the N
sanples. This nmethod, therefore, keeps N*S seconds of history. This
algorithmreacts rapidly to increases in the link utilization. In

[ SAFO6], S is set to 0.15 seconds, and experinents use values for N
ranging from3 to 20.

Second, we define the "target" algorithmfor processing incom ng
Quick-Start Rate Requests (also from|[SAF06]). The algorithmrelies
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on knowi ng the bandwi dth of the outgoing link (which, in many cases,
can be easily configured), the utilization of the outgoing link (from
an estimation technique such as given above), and an estimte of the
potential bandwi dth fromrecent Quick-Start approvals.

Tracki ng the potential bandwi dth fromrecent Quick-Start approvals is
anot her case where local policy dictates how it should be done. The
sinpl est nethod, outlined in Section 8.2, is for the router to keep
track of the aggregate Quick-Start rate requests approved in the nost
recent two or nore time intervals, including the current tine
interval, and to use the sum of the aggregate rate requests over
these tine intervals as the estimate of the approved Rate Requests.
The experinents in [ SAFO6] keep track of the aggregate approved Rate
Requests over the nbst recent two tine intervals, for intervals of
150 nsec.

The target algorithm al so depends on a threshold (qgs_thresh) that is
the fraction of the outgoing Iink bandwi dth that represents the
router’s notion of "significantly underutilized". |If the
utilization, augnmented by the potential bandw dth fromrecent Quick-
Start approvals, is above this threshold, then no Quick-Start Rate
Requests will be approved. |If the utilization, again augmented by
the potential bandwi dth fromrecent Quick-Start approvals, is |less
than the threshold, then Rate Requests can be approved. The Rate
Requests will be reduced such that the bandw dth allocated woul d not
drive the utilization to nore than the given threshold. The
algorithmis:

util_bw = bandwidth * utilization
util_bw = util_bw + recent _qs_approval s;
if (util_bw < (gs_thresh * bandw dth))

{
approved = (gs_thresh * bandw dth) - util _bw;
if (rate_request < approved)
approved = rate_request;
approved = round_down (approved);
recent _gs_approval s += approved;
}

Al so note that, given that Rate Requests are fairly coarse, the
approved rate should be rounded down when it does not fall exactly on
one of the rates allowed by the encodi ng schene.

Routers that wish to keep close track of the allocated Quick-Start
bandwi dt h coul d use Approved Rate reports to | earn when rate requests
had been decrenented downstreamin the network, and also to learn
when a sender begins to use the approved Quick-Start Request.
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Appendi x E. Possible Additional Uses for the Quick-Start Option

The Quick-Start Option contains a four-bit Function field in the
third byte, enabling additional uses to be defined for the Quick-
Start Option. 1In this section, we discuss sone of the possible
addi ti onal uses that have been discussed for Quick-Start. The
Function field nakes it easy to add new functions for the Quick-
Start Option.

Report of Current Sending Rate: A Quick-Start Request with the
‘Report of Current Sending Rate’ codepoint set in the Function field
woul d be using the Rate Request field to report the current estimated
sending rate for that connection. This could acconpany a second

Qui ck-Start Request in the sane packet containing a standard rate
request, for a connection that is using Quick-Start to increase its
current sending rate.

Request to Increase Sending Rate: A codepoint for ‘Request to

I ncrease Sending Rate’ in the Function field would indicate that the
connection is not idle or just starting up, but is attenpting to use
Quick-Start to increase its current sending rate. This codepoint
woul d not change the semantics of the Rate Request field.

RTT Estimate: |If a codepoint for ‘'RTT Estimate’ was used, a field for
the RTT Estimate would contain one or nore bits giving the sender’s
rough estimate of the round-trip tine, if known. E. g., the sender
could estimate whether the RTT was greater or |ess than 200 ns.
Alternately, if the sender had an estimte of the RTT when it sends
the Rate Request, the two-bit Reserved field at the end of the

Qui ck-Start Option could be used for a coarse-grai ned encodi ng of the
RTT.

I nformati onal Request: An Informational Request codepoint in the
Function field would indicate that a request is purely informational,
for the sender to find out if a rate request would be approved, and
what size rate request woul d be approved when the | nformationa
Request is sent. For exanple, an Informational Request could be

foll owed one round-trip tine later by a standard Qui ck-Start Request.
A router approving an Informational Request woul d not consider this
as an approval for Quick-Start bandwi dth to be used, and would not be
under any obligation to approve a similar standard Quick-Start
Request one round-trip tine later. An Informational Request with a
rate request of zero could be used by the sender to find out if al

of the routers along the path supported Quick-Start.

Use Format X for the Rate Request Field: A Quick-Start codepoint for

‘Use Format X for the Rate Request Field would indicate that an
alternate format was being used for the Rate Request field.
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Do Not Decrenent: A Do Not Decrement codepoint could be used for a
Qui ck-Start Request where the sender woul d rather have the request
deni ed than to have the rate request decrenented in the network.
This could be used if the sender was only interested in using Quick-
Start if t

he original rate request was approved.

Tenporary Bandwi dth Use: A Tenporary codepoi nt has been proposed to
i ndi cate that a connection would only use the requested bandw dth for
a single tine interval.
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