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Abst ract

Thi s docunent di scusses procedural issues related to the
extensibility of |IETF protocols, including when it is reasonable to
extend | ETF protocols with little or no review, and when extensions
or variations need to be reviewed by the I ETF community. Experience
has shown that extension of protocols without early | ETF review can
carry risk. The docunent al so recomends that nejor extensions to or
variations of |ETF protocols only take place through normal |ETF
processes or in coordination with the | ETF.

This docunent is directed principally at other Standards Devel opnent
Organi zations (SDOs) and vendors consi dering requirenents for
extensions to | ETF protocols. It does not nodify formal |ETF
processes.
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1. I nt roduction

BCP 9 [RFC2026] is the current definition of the | ETF standards
track. This process applies not only to the initial definition of a
protocol, but also to any subsequent updates, such that continued
interoperability can be guaranteed. However, it is not always clear
whet her extensions to a protocol should be made within the I ETF
process, especially when they originate outside the | ETF community.
Thi s docunent | ays down guidelines and procedures for such

ext ensi ons.

When devel opi ng protocols, |ETF Wrking Goups (Wss) typically

i ncl ude mechani sms whereby these protocols can be extended in the
future. It is, of course, a good principle to design extensibility
into protocols; a conmon definition of a successful protocol is one
that becones widely used in ways not originally anticipated. Well-
designed extensibility mechanisns facilitate the evol ution of
protocols and help make it easier to roll out increnental changes in
an interoperable fashion. At the same tinme, experience has shown
that extensibility features should be limted to what is clearly
necessary when the protocol is devel oped, and any | ater extensions
shoul d be done carefully and with a full understandi ng of the base
protocol, existing inplenmentations, and current operational practice.
However, it is not the purpose of this docunment to describe the
architectural principles of sound extensibility design.
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When extensions to | ETF protocols are made within the | ETF, the
normal | ETF process is followed, including the normal processes for

| ETF-wi de review and | ESG approval . Extensions devel oped in this way
shoul d respect the sanme architectural principles and technica
criteria as any other | ETF work.

In addition to the IETF itself, other Standards Devel opnent

Organi zations (SDOs), vendors, and technology fora may identify a
requirenent for an extension to an | ETF protocol. The question
addressed by this docunent is how such bodi es should proceed. There
are several possible scenarios:

1. The requirenent is straightforward and within the scope of
what ever extensi on nechani smthe base protocol includes.

2. The requirenent is, or may be, outside that scope, and:
1. The IETF still has an active Ws in the area;
2. The I ETF has no active W5 but has rel evant experti se;
3. The I ETF no |l onger has a nucleus of relevant experti se.

Especially in the latter three cases, there are technical risks in
ext ensi on design, described in the next section. These risks are
hi gher when extensions to | ETF protocols are nmade outside the | ETF
and wi thout consulting the | ETF.

Thi s docunent is focused on appropriate procedures and practices to
m nimze the chance that extensions devel oped outside the I ETF will
encounter these risks and, therefore, becone useless or, worse,
damaging to interoperability. Architectural considerations are
docunent ed el sewhere. This docunent is directed principally at other
SDCs and vendors considering requirenents for extensions to | ETF
protocols. It does not nodify formal |ETF processes.

The |1 ETF clainms no special position. Everything said here about |ETF
protocols would apply with equal force to protocols specified by any
SDO. The I ETF should foll ow what ever procedures another SDO | ays
down for extensions to its own protocols, if the IETF identifies a
need for such an extension

2. Technical Risks in Extensions

Ext ensi ons may be devel oped wi thout full understandi ng of why the

exi sting protocol was designed the way that it is -- e.g., what ideas
wer e brought up during the original devel opment and rejected because
of some problemwith them Al so, extensions could unintentionally
negate sone key function of the existing protocol (such as security
or congestion control). Design choices can be made wi thout anal yzing
their inpact on the protocol as a whole, and basic underlying
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3.

3.

architectural principles of the protocol can be violated. Al so,
there is a risk that nutually inconpatible extensions may be
devel oped i ndependent|y.

O course, the IETF itself is not imune to such nistakes, suggesting
a need for Wes to docunent their design decisions (including paths
rejected) and sone rationale for those decisions, for the benefit of
both those within the | ETF and those outside the | ETF, perhaps years
| at er.

Docunent ati on of non-|ETF extensions can sonetimes be hard to obtain,
so assessing the quality of the specification, verifying
interoperability, and verifying conpatibility with other extensions
(including past and future extensions) can be hard or inpossible.

A set of interrelated extensions to nmultiple protocols typically
carries a greater danger of interoperability issues or
inconpatibilities than a sinple extension. Consequently, it is
i mportant that such proposals receive earlier and nore in-depth
review than unitary extensions.

Al'l that can be said about extensions applies with equal or greater
force to variations -- in fact, by definition, protocol variations
damage interoperability. They nust, therefore, be intensely

scrutini zed. An extension adds features and, if well designed,

all ows interoperability between old and new i npl ementations. A
variation nodifies features in such a way that old and new

i npl ementations may not interoperate. Throughout this docunent, what
is said about extensions also applies to variations.

General Considerations
1. The Inportance of Interoperability

According to its Mssion Statement [ RFC3935], the | ETF produces high
quality, relevant technical and engi neering docunents, including
protocol standards. The mi ssion statenent goes on to say that the
benefit of these standards to the Internet "is in interoperability -
that multiple products inplenmenting a standard are able to work
together in order to deliver valuable functions to the Internet’s
users".

One consequence of this mission is that the | ETF designs protocols
for the single Internet. The |IETF expects its protocols to work the
same everywhere. Protocol extensions designed for limted
environnments may be reasonabl e provided that products with these
extensions interoperate with products without the extensions.

Extensi ons that break interoperability are unacceptable when products
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with and wi thout the extension are nixed. It is the IETF s
experience that this tends to happen on the Internet even when the
ori gi nal designers of the extension did not expect this to happen

Anot her consequence of this definition of interoperability is that
the I ETF values the ability to exchange one product inplenenting a
protocol with another. The | ETF often specifies nandatory-to-

i mpl ement functionality as part of its protocols so that there is a
core set of functionality sufficient for interoperability that al
products inplenment. The IETF tries to avoid situations where
protocols need to be profiled to specify which optional features are
required for a given environnent, because doing so harns
interoperability on the Internet as a whole.

The I ETF, and in particular the ESG wll apply these considerations
when eval uati ng protocol extensions proposed inside or outside the
| ETF.

3.2. Registered Values and the Inportance of |ANA Assignments

An extension is often likely to nake use of additional val ues added
to an existing ANA registry (in many cases, sinply by adding a new
"TLV" (type-length-value) field). It is essential that such new

val ues are properly registered by the applicabl e procedures,

i ncludi ng expert review where applicable (see BCP 26, [ RFC2434]).

Ext ensi ons may even need to create new | ANA registries in sone cases.

Experi ence shows that the inportance of this is often underesti mated
during extension design; designers sonetinmes assunme that a new
codepoint is theirs for the asking, or even sinply for the taking.
This is hazardous; it is far too likely that someone just taking a

protocol value will find that the sanme value will later be formally
assigned to another function, thus guaranteeing an interoperability
probl em

In many cases, | ANA assignnent requests trigger a thorough technica
review of the proposal by a designated | ETF expert reviewer.
Requests are sonetimes refused after such a review. Thus, extension
designers must pay particular attention to any needed | ANA
assignnents and to the applicable criteria.

3.3. Significant Extensions Require Technical Review

Sone extensions may be considered mnor (e.g., adding a
straightforward new TLV to an application protocol, which will only

i npact a subset of hosts) and sone may be considered major (e.g.,
adding a new | P option type, which will potentially inpact every node
on the Internet). This is essentially a matter of judgment. It
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could be argued that anything requiring at nbost Expert Review in

[ RFC2434] is probably mnor, and anything beyond that is major.
However, even an apparently mnor extension may have unforeseen
consequences on interoperability. Thus, the distinction between
major and nminor is less inportant than ensuring that the right anount

of technical review takes place in either case. |In general, the
expertise for such review lies within the same SDO t hat devel oped the
original protocol. Therefore, the expertise for such review for |ETF

protocols lies within the |IETF.

There may sonetinmes be doubt whether a particular proposal is or is
not truly a protocol extension. Wen in doubt, it is preferable to
err on the side of additional review. However, it should be noted
that if an 'extension’ only consists of registering a new value wth
IANA in a First Cone First Served registry [RFC2434], this docunent

is not intended to require formal IETF review. Informal review by
experts may, neverthel ess, be valuable. 1In other cases (Section 5),
there is a well-specified procedure for extensions that should be
fol | owed.

The only safe rule is that, even if an extension appears mnor to the
person proposing it, early review by subject matter experts is

advi sabl e. For protocols that have been developed in the | ETF, the
appropriate forumfor such reviewis the IETF, either in the rel evant
WG or Area, or by individual | ETF experts if no such WG exi sts.

3.4. (Quality and Consi stency

In order to be adequately reviewed by rel evant experts, a proposed
extension nust be docunented in a clear and well-witten
specification that | ETF subject nmatter experts have access to and can
review. ldeally, such a docunment would be published as an Internet
Draft, using term nology and content that is sufficiently consistent
wi th the unextended specification that these experts can readily
identify the technical changes proposed at an early stage.

3.5. The Role of Fornml Liaisons

The | ETF has formal |iaisons in place with a nunber of SDGCs;
docunentation of the liaison process is in [ RFC4052], [RFC4053], and
[ RFC4691]. These l|iaison channels should be used as rel evant for

di scussing and revi ewi ng extensions, as should informal comrunication
at the engineering level (for exanple, experts fromother SDOs are
wel come to participate in | ETF nmeetings and mailing lists). \Were
formal |iaison does not exist, the point of contact in the |IETF
shoul d be the Chairs of relevant WG, the nost appropriate Area
Director, or, in case of doubt, the | ESG as a whol e.
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4.

Procedure for Revi ew of Extensions

In sone cases, explicit provision is made in the relevant RFCs for
extendi ng individual |ETF protocols. Nothing in this docunent
overrides such procedures. Sone such cases are nentioned in
Section 5.

There are several ways in which an extension to an | ETF protocol can
be considered for publication as an RFC

1. Extensions to | ETF protocols devel oped within the IETF will be
subject to the nornmal |ETF process, exactly like new designs. It
is not suggested that this is a panacea; appropriate cross-
wor ki ng-group and cross-area review is needed within the IETF to
avoi d oversi ghts and m st akes.

2. Extensions to | ETF protocols discussed in an | RTF Research G oup
may well be the prelude to regular | ETF discussion. However, a
Research Group may desire to specify an experinmental extension
before the work is mature enough for | ETF processing. 1In this
case, the Research Goup is required to involve appropriate | ETF
or | ANA experts in their process to avoid oversights.

3. Extensions to | ETF protocols described in Independent Subm ssions
to the RFC Editor are subject to |ESG review, currently described
in BCP 92 [RFC3932]. |If appropriate, the | ESG advi ses the RFC
Editor that full |ETF processing is needed, or that relevant | ANA
procedures need to be foll owed before publication can proceed.
Not e that | ndependent Subm ssions cannot be placed on the | ETF
St andards Track; they would need to enter full |ETF processing.

Where vendors or other SDGs identify a requirement for extending an

| ETF protocol, their first step should be to consider the scenarios
listed in Section 1. |If the requirenent is straightforward and
within the scope of a docunented extension nmechanism the way is

cl ear, and the documented nechani smnust be followed. |If these two
conditions are not net, the next step should be to contact the

rel evant | ETF Area Director to check whether there is an active W5 in
the area or, at |east, relevant expertise available in the IETF. At
this point, it will be possible to select the nost appropriate of the
above three routes. Regular |ETF process is nost likely to be

sui tabl e, assum ng sufficient interest can be found in the | ETF
community. | RTF process is unlikely to be suitable unless there is a
genui ne research context for the proposed extension.
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In the event that the | ETF no | onger has rel evant expertise, there
are still two choices to discuss with the Area Director: bring the
work to the I1ETF (i.e., the IETF inports expertise) or reach nutua
agreenent to do the work el sewhere (i.e., the IETF explicitly exports
change control).

In the case of an SDO that identifies a requirenent for a

st andar di zed extension, a standards devel opnent process within the

| ETF (whil e maintaining appropriate liaison) is strongly recomended
in preference to publishing a non-1ETF standard. Oherw se, the

i mpl ementor comunity will be faced with a standard split into two or
more parts in different styles, obtained fromdifferent sources, with
no unitary control over quality, conpatibility, interoperability, and
intellectual property conditions. Note that, since participation in
the 1ETF is open, there is no formality or restriction for
participants in other SDOs choosing to work in the IETF as well. In
sone cases (see Section 5), the | ETF has wel | -defined procedures for
this in place.

Naturally, SDCs can and do devel op scenarios, requirenments, and
architectures based on | ETF specifications. It is only actua
protocol extensions and changes that need to go through the I ETF
process. However, there is large risk of wasted effort if
significant investnent is nade in planning stages for use of |ETF
technol ogy without early review and feedback fromthe | ETF. O her
SDCs are encouraged to conmmunicate inforrmally or formally with the

| ETF as early as possible, to avoid false starts. Early technica
reviewin a collaborative spirit is of great value. Each SDO can
"own" its ideas and discuss themin its own fora, but should start
talking to the | ETF experts about those ideas the nmonent the idea is
well formulated. It is understood that close collaboration may be
needed in order that the | ETF experts correctly understand the
systens architecture envisaged by the other SDO This is nuch
preferable to a situation where another SDO presents the | ANA and the
IETF with a "fait acconpli.’

Vendors that identify a requirenment for an extension are strongly
recomrended to start informal discussion in the |ETF and to publish a
prelimnary Internet Draft describing the requirenments. This wll
all ow the vendor, and the community, to eval uate whether there is
community interest and whether there are any major or fundanental

i ssues. However, in the case of a vendor that identifies a
requirenent for a proprietary extension that does not generate
interest in the IETF (or IRTF) communities, an |Independent Subni ssion
to the RFC Editor is strongly recomrended in preference to publishing
a proprietary docunent. Not only does this bring the draft to the
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attention of the community, but it also ensures a m ni mum of review
[ RFC3932], and (if published as an RFC) mmkes the proprietary
ext ension avail able to the whole conmmunity.

If, despite these recommendations, a vendor or SDO does choose to
publish its own specification for an extension to an | ETF protocol,
the follow ng guidance appli es:

0 Extensions to | ETF protocols should be well, and publicly,
docunented, and reviewed at an early stage by the | ETF community
to be sure that the extension does not underm ne basic assunptions
and saf eguards designed into the protocol (such as security
functions) or its architectural integrity.

0 Vendors and other SDOs are formally requested to submit any such
proposed publications for IETF review, and are invited to actively
participate in the | ETF process. Subnission nmay be by an
established Iiaison channel if it exists, or by direct
conmuni cation with the relevant Ws or the IESG  This shoul d be
done at an early stage, before a large investnent of effort has
taken place, in case basic problens are revealed. Wen there is a
formal liaison in place between the other SDO and the | ETF, the
| iai son channel should be used to ensure that review takes place,
both by rel evant experts and by established review teans or
Directorates within the IETF. If there is no formal |iaison, the
ot her SDO or vendor should ask the I ESG (or a relevant Area
Director) to obtain such reviews. Note that general aspects such
as security, internationalization, and nmanagenent may need revi ew,
as well as the protocol as such.

o0 In the case of extensions involving only routine | ANA paraneter
assignnents, for which there is an underlying | ETF specification
containing clear | ANA Considerations, this request is satisfied as
| ong as those considerations are satisfied (see [ RFC2434]).
Anyt hi ng beyond this requires an explicit protocol review by
experts within the | ETF.

0o Note that, |ike I ETF specifications, such proposed publications
must include an | ANA Consi derati ons section to ensure that
protocol paranmeter assignnents that are needed to depl oy
extensions are not nmade until after a proposed extension has
recei ved adequate review, and then to ensure that | ANA has precise
gui dance on how to make those assignments.
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5

Sone Specific |ssues

It is relatively common for MB nodul es, which are all, in effect,
extensions of the SM data nodel, to be defined or extended outside
the ETF. BCP 111 [RFC4181] offers detail ed guidance for authors and
revi ewers.

A nunber of protocols have foreseen experinental values for certain

| ANA paraneters, so that experinental usages and extensions may be
tested without need for a special paraneter assignnent. It nust be
stressed that such values are not intended for production use or as a
way to evade the type of technical review described in this docunent.
See [ RFC3692] and [ RFCA727].

RADI US [ RFC2865] is designed to carry attributes and allow definition
of new attributes. But it is inportant that discussion of new
attributes involve the | ETF conmunity of experts know edgeabl e about
the protocol’s architecture and existing usage in order to fully
understand the inplications of a proposed extension. Adding new
attributes without such discussion creates a high risk of
interoperability or functionality failure. For this reason anong
others, the | ETF has an active RADI US Extensions WG at the tinme of
writing.

There are certain docunents that specify a change process for
specific | ETF protocols, such as:

The SI P change process [ RFC3427]

The (G MPLS change process [ CHANGEPROC]

Thi s docunent does not override such specific change processes.
Intell ectual Property

Al'l 1 ETF docunents fall under the IETF' s intellectual property rules,
BCP 78 [ RFC3978] and BCP 79 [ RFC3979], as anended. In particular,
there are restrictions on the production of derivative works, and
there are rights that remain with the original authors. Anybody

out side the I ETF considering an extension based on an | ETF docunent
must bear these legal restrictions and rights in nind.

Security Considerations

An extension nust not introduce new security risks without also
provi di ng an adequate counter-neasure, and in particular it must not
i nadvertently defeat security neasures in the unextended protocol
Thi s aspect nust always be considered during | ETF review.
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8.

10.

10.

| ANA Consi der ati ons

The | ETF requests IANA to pay attention to the requirements of this
docunent when requested to nake protocol paraneter assignnents for
vendors or other SDGCs, i.e., to respect the | ANA Consi derations of
all RFCs that contain them and the general considerations of BCP 26
[ RFC2434] .
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Ful I Copyright Statenent
Copyright (C) The IETF Trust (2006).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST,
AND THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES
EXPRESS OR | MPLI ED, | NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT
THE USE OF THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY
| MPLI ED WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR
PURPGSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe I ETF on-line I PR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that nmay be required to inpl enent
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.
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