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Abst r act

Thi s docunent defines a new paraneter "enundi" for the "tel"™ Uniform
Resource ldentifier (URI) to support the handling of ENUM queries in
Voi ce over Internet Protocol (VolP) network elenents. A Vol P network
el ement may receive a URl containing an E 164 nunber, where that URI
contains an "enundi " paraneter. The presence of the "enundi"
paraneter indicates that an ENUM query has al ready been perforned on
the E. 164 nunber by a previous VolP network elenent. Equally, if a
Vol P network el enent sends such a URI, it asserts that an ENUM query
has been carried out on this nunber.
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1. Introduction

Vol P network el enents (including User Agent Servers and User Agent
Clients) may be set up in different ways to handl e E. 164 [3] nunbers
during call setup, depending on the capabilities provided. One
common approach is to query ENUM as defined in RFC 3761 [4], and to
use the set of NAPTR resource records that is returned.

If the ENUM query |leads to a result, the call is set up accordingly.
If the ENUM query does not lead finally to a result, another database
may be queried and/or the call may finally be routed to the Public
Swi t ched Tel ephone Network (PSTN). 1In doing so, the call may be
routed to another Vol P network element. To indicate in signhalling to
this next Vol P el enment that an ENUM query has al ready been made for
the "tel" URI (specified in RFC 3966 [5]), the "enundi" paraneter is
used, to prevent the next Vol P network el enment fromrepeating
redundant queri es.

2. Term nol ogy
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL

NOT", " SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in
this docunment are to be interpreted as described in BCP 14, RFC 2119

[1].
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3. Formal Syntax

The foll owi ng syntax specification uses the Augnmented Backus- Naur
Form (ABNF) as described in RFC 4234 [2] to extend the syntax of the
"par" production defined in the ABNF of RFC 3966 [5].

par =/ enumdi p-i ndi cat or
enum di p-indicator = ";enundi "

The enumdi p-indicator is an optional paraneter for the "tel" URI.
Not e al so that enumdi p-indi cator can appear at nost once in any
"tel" URI.

4. Normative Rul es
4.1. Options for ENUM Domai n Providers

A domai n provider can, at its choosing, populate a NAPTR record with
a "tel" URI that contains the enumdip indicator. This wuld, as a
consequence of the rules stated below, informthe client that it
shoul d not bother performing a query and pass the request on

4.2. dient Behaviour for Vol P Network El enents

This section discusses how a Vol P network el enent handl es a received
"tel"™ URI that contains the "enundi" parameter or has queried ENUM i n
el64. arpa. for a given E. 164 nunber.

4.2.1. Handling a URI with the "enundi" Paraneter

If a Vol P network el enent receives a "tel” URI containing the
"enundi " paraneter, the Vol P network el enent SHOULD NOT retrieve the
related information for this nunber fromENUMin el64.arpa. even if
it would normally do so

Note that the recipient network el ement may reasonably choose to
query ENUMif it does not have a trust relationship with the
i medi at e sender of the URI.

If the "tel" URI (received froma trusted entity) is to be passed to
the next network el enment, the Vol P network el ement MJST pass on the
received URI containing the "enumdi" paraneter unchanged.

If, however, the URI has been received froman untrusted entity, then
the recipient entity may either strip it before sending the UR
onwards or instead carry out its ow ENUM query and add the paraneter
accordingly to the URl (see next).
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4.

4.

5.

2.2. Adding the "enundi" Parameter to URls

VWhen a Vol P network el ement queries ENUMin el64.arpa. for a given

E. 164 nunber and the result of the query is DNS error code 3
(commonly known as "NXDOVAIN'), then if that network el enent chooses
to pass the call to another network el enment by using a "tel" URI, the
"enundi " paraneter MJIST be set.

2.3. Handling a URI Retrieved from ENUM

When a Vol P network el ement queries ENUMin el64.arpa. for a given
E. 164 nunber and either:

o the result of the query includes a NAPTR resource record
containing a "tel" URI that has the same E. 164 nunber, or

o the result of the query includes a NAPTR resource record
containing a "tel" URI with the "enundi" paraneter set,

then if that retrieved "tel" URl is chosen to be passed to anot her
network el ement, the sending Vol P network el ement MJST pass on the
retrieved URI with the "enundi" parameter set.

When a Vol P network el enment queries ENUMin el64.arpa. for a given
E. 164 nunber and the result is a "tel”™ URI with a different E. 164
nunber that |acks the enumdip indicator, the client can either
perform anot her query agai nst that nunber or pass the request on, as
a matter of local policy.

Exanpl es

a. A VolP network elenent called server.exanmple.comreceives a "tel"
URI tel:+441632960038. The Vol P network el enent queries the DNS
for NAPTR resource records in 8.3.0.0.6.9.2.3.6.1.4.4.el64. arpa.,
and gets an error response with code = 3 (comonly known as
"NXDOVAI N'). The Vol P network el enent decides to route the cal
to the PSTN via anot her Vol P network el enent call ed
gw. exanpl e. com

It therefore signals to the next Vol P network el enent with:
tel: +441632960038; enundi

or (using the procedures of RFC 3261 [6] section 19.1.6):
Si p: +441632960038; enundi @w. exanpl e. conm user =phone
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b. A VolP network el enent called server.exanple.comreceives a "tel"
URI tel:+441632960038. The Vol P network el enent queries the DNS
for NAPTR resource records in 8.3.0.0.6.9.2.3.6.1.4.4.el64. arpa.,
and receives the sane "tel" URl inreply (i.e.,
tel: +441632960038) .

The Vol P network el ement decides to route the call to the PSTN
vi a another Vol P network el ement called gw. exanpl e.com

It therefore signals to this next Vol P network el ement with:
tel: +441632960038; enundi

or (using the procedures of RFC 3261 [6] section 19.1.6):
si p: +441632960038; enundi @w. exanpl e. conm user =phone

6. Security Considerations

In addition to those security inplications discussed in the "tel" UR
[5] specification, there are new security inplications associated
with the defined paraneter.

If the "enumdi” is illegally inserted into the "tel" UR when the
signalling nessage carrying the "tel”" URI is en route to the
destination entity, the call may be routed to the PSTN network,

i ncurring unexpected charges or causing a downstream Vol P networ k
element to reject the call setup. Many network el ements that wll

process URIs containing this paraneter will maintain trust

relati onships with others. If such a URIl is received froman entity
outside the trust boundary of the recipient, then that recipient
entity may reasonably ignore it and nmake an ENUM query itself. 1In so

doing, it can avoid this potential attack

It is less a problemif the "enumdi" is illegally renoved. An
addi tional ENUM query may be perforned to retrieve the routing number
i nformati on and have the "enundi" included again.

It is RECOVWENDED that protocols carrying the "tel" URl ensure
message integrity during the nmessage transfer between the two
communi cati ng network el enents so as to detect any unauthorised
changes to the content of the "tel” URI and other information

7. 1 ANA Consi derations
Thi s docunent does not itself require any | ANA actions.
It does define a paraneter for the "tel” URI. Further information on

a registry for such paraneters is covered in the 1ANA "tel" URI
Par aneter Registry [7].
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