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Abstract
This meno defines a portion of the Management |nformati on Base (M B)
for use with network managenent protocols in the Internet comunity.
In particular, it describes managed objects for information rel ated

to the Fibre Channel network's Virtual Fabrics function.
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1.

I nt roducti on

This meno defines a portion of the Management |nformati on Base (M B)
for use with network managenent protocols in the Internet comunity.
In particular, it describes managed objects for information rel ated
to the Fibre Channel network’s Virtual Fabric function

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

The | nternet-Standard Managenent Framework

For a detail ed overview of the docunents that describe the current

I nt ernet - Standard Managenent Framework, please refer to section 7 of
RFC 3410 [ RFC3410]. Managed objects are accessed via a virtua
informati on store, terned the Managenent |Information Base or M B.

M B obj ects are generally accessed through the Sinple Network
Managenent Protocol (SNWP)

hjects in the MB are defined using the nechanisns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
nmodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

Short Overvi ew of Fi bre Channe

The Fibre Channel (FC) is logically a bidirectional point-to-point
serial data channel, structured for high performance. Fibre Channe
provi des a general transport vehicle for higher-level protocols such
as Small Conputer System Interface (SCSI) command sets, the Hi gh-
Performance Parallel Interface (HH PPl) data fram ng, |IP (Internet
Protocol ), |EEE 802.2, and ot hers.

Physical ly, Fibre Channel is an interconnection of multiple

communi cati on points, called N Ports, interconnected either by a

swi tching network, called a Fabric, or by a point-to-point link. A
Fi bre Channel "node" consists of one or more N Ports. A Fabric may
consist of nmultiple Interconnect Elenents, sone of which are
switches. An N Port connects to the Fabric via a port on a switch
called an F Port. When multiple FC nodes are connected to a single
port on a switch via an "Arbitrated Loop" topol ogy, the switch port
is called an FL_Port, and the nodes’ ports are called NL_Ports. The
term Nx_Port is used to refer to either an N Port or an NL_Port. The
termFx_Port is used to refer to either an F Port or an FL Port. A
switch port, which is interconnected to another switch port via an
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Inter-Switch Link (ISL), is called an E_Port. A B Port connects a
bridge device with an E Port on a switch; a B Port provides a subset
of E Port functionality.

Many Fi bre Channel conponents (including the Fabric, each node, and
nmost ports) have gl obal | y-uni que nanmes. These gl obal | y-uni que nanes
are typically formatted as Wrld Wde Nanes (WWs). Mre information
on WANs can be found in [FGFS]. WA\Ws are expected to be persistent
across agent and unit resets.

Fi bre Channel frames contain 24-bit address identifiers that identify
the frame’s source and destination ports. Each FC port has both an
address identifier and a WAWN. When a Fabric is in use, the FC
address identifiers are dynam c and are assigned by a switch. Each
octet of a 24-bit address represents a |level in an address hierarchy,
with a Domain_I D being the highest |evel of the hierarchy.

Virtual Fabrics allow a single physical Fabric to be divided into

mul tiple logical Fabrics. Each Virtual Fabric nay be nanaged

i ndependently like traditional Fabrics. Virtual Fabrics are designed
to achieve a better utilization of a physical infrastructure and to

i solate events in one Virtual Fabric fromaffecting other Fabrics.
When one Core Switch provides switching functions for nultiple
Virtual Fabrics, that Core Switch is nodeled as containing nmultiple
Virtual Switches, one for each Virtual Fabric.

Each Virtual Fabric is identified by a 12-bit Virtual Fabric ID
(VF_ID). Wen frames fromnmultiple Virtual Fabrics are transmtted
over a physical link, the VF ID carried in a frane’s Virtual Fabric
Taggi ng Header (VFT_Header) identifies which Virtual Fabric the frame
bel ongs to. The use of VFT_Headers is enabled through an initia
negoti ati on exchange between the two connected ports.

4. Relationship to Oher MBs

This M B extends beyond [ RFC4044] to cover the functionality, in
Fi bre Channel switches, of providing Fibre Channel’s Virtual Fabrics
function.

5. M B Overview

This M B nodul e provides the nmeans for nonitoring the operation of,
and configuring sone paraneters of, one or more instances of Fibre
Channel Virtual Fabric functionality. (Note that there are no
definitions in this MB nodul e of "nanaged acti ons” which can be

i nvoked via a renote network managenent protocol such as SNWP.)
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The following MB nodul e has | MPORTS from [ RFC2578], [ RFC2579],
[ RFC2580], [RFC2863], [RFC4044], and [RFC4439]. |n REFERENCE
clauses, it refers to [ FCGSWA4].

5.1. Fibre Channel Managenent |nstance

A Fi bre Channel nanagenent instance is defined in [ RFC4044] as a
separ abl e managed i nstance of Fibre Channel functionality. Fibre
Channel functionality may be grouped into Fi bre Channel nanagenent
instances in whatever way is npbst convenient for the

i npl ementation(s). For exanple, one such groupi ng accommopdates a
singl e SNMP agent having multiple Agent X [ RFC2741] sub-agents, with
each sub-agent inplenmenting a different Fibre Channel managenent

i nst ance.

The object, fcm nstancel ndex, is | MPORTed fromthe FC MGVI-M B

[ RFC4044] as the index value to uniquely identify each Fi bre Channel
management instance, for exanmple within the sane SNWP cont ext

([ RFC3411] section 3.3.1). The t1lvfVirtual SwitchTabl e augnents the
fcbwi t chTabl e, and the primary index variable of the fcnbwi tchTabl e
i s fcm nstancel ndex.

5.2. Representing Core and Virtual Switches

In the presence of Virtual Switches, fcnbwi tchTabl e in RFC4044
contains a row for each Virtual Switch. fcnBw tchTabl e,

t 11vf CoreSwi t chTabl e, and t11vfVirtual SwitchTable are conpl ementary.
The t11vf CoreSwi tchTable and t11vfVirtual SwitchTabl e contain

i nformati on that hel ps the managenent client deterni ne which Switches
are Virtual Switches and how each relates to a Core Switch. A
Virtual Switch nmust reside in a single Core Switch, and a Core Switch
is defined as a set of entities with the sane Core Sw tch_Nare.

RFC 4044 was defined before Virtual Sw tches were standard and
represented only physical Switches, so the RFC 4044 tabl es were not
defined as read-create. Wth the advent of Virtual Switches, Virtual
Swi t ches can now be created by adm nistrators, and read-create tables
are required. The StorageType of RFC 4044 tables were not defined,
and StorageTypes used in this MB should also apply to the RFC 4044
tables that this M B augnents.
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6. The T11-FC VI RTUAL- FABRI C-M B Mdul e
T11- FC VI RTUAL- FABRIC-M B DEFINITIONS ::= BEG N
I MPORTS

MODULE- | DENTI TY, OBJECT- TYPE,
Unsi gned32, mib-2

FROM SNMPv2- SM -- [ RFC2578]
MODULE- COVPLI ANCE, OBJECT- GROUP

FROM SNWPv 2- CONF -- [ RFC2580]
RowSt at us, StorageType FROM SNWPv2-TC -- [ RFC2579]
I nterfacel ndex FROM | F-M B -- [ RFC2863]

f cm nst ancel ndex, FcNanel dOr Zer o,
fcmPortEntry, fcnBwitchEntry

FROM FC- MGMT- M B -- [ RFC4044]
T11Fabri cl ndex FROM T11- TC- M B; -- [ RFC4439]
t 11FcVi rtual FabricM B MODULE- | DENTI TY
LAST- UPDATED "200611100000Z"
ORGANI ZATI ON "I ETF I MSS (I nternet and Management Support

for Storage) Wirking G oup”
CONTACT- | NFO
Scott Kipp
McDATA Cor por ati on
Tel: +1 720 558-3452
E-mail: scott. ki pp@rcdat a. com
Postal : 4 McDATA Par kway
Broonfield, CO USA 80021

G D Rankumar
SnapTel |, Inc.
Tel : +1 650-326-7627
E-mai |l : grankumar @t anf ordal ummi . org

Postal: 2741 Mddlefield Rd, Suite 200
Palo Alto, CA USA 94306

Keith McC oghrie
Ci sco Systens, Inc.
Tel : +1 408 526-5260
E-mai |l : kzm@i sco.com
Postal: 170 West Tasman Drive
San Jose, CA USA 95134

DESCRI PTI ON
"Thi s nodul e defines managenent information specific to
Fi bre Channel Virtual Fabrics. A Virtual Fabric is a
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Fabric conposed of partitions of switches, |inks and
N Ports with a single Fabric managenment domain, Fabric
Servi ces and i ndependence from other Virtual Fabrics.

Copyright (C The IETF Trust (2006). This version of
this MB nodule is part of RFC 4747; see the RFC itself for

full legal notices."
REVI SI ON "2006111000002"
DESCRI PTI ON

"Initial version of this MB nodul e, published as RFC 4747."
i={ mb-2 147 }

t 11vf Cbj ect s OBJECT | DENTI FI ER : :
t 11vf Conf or mance OBJECT | DENTI FI ER ::

{ t11FcVirtual FabricM B 1 }
{ t1l1FcVirtual FabricMB 2 }

IR R R R R R I R I I O

-- MB object definitions

t11vf CoreSwi t chTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11vf CoreSwitchEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table of core swtches supported by the current
managenment entity."
i={ tllvfojects 1}

t 11vf CoreSwi t chEntry OBJECT- TYPE
SYNTAX T1l1lvf CoreSwi tchEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Each entry represents one core switch."
INDEX { fcm nstancel ndex, t11lvfCoreSwitchSwi tchNane }
c:={ tllvfCoreSwi tchTabl e 1}

T1l1lvf CoreSwitchEntry :: =
SEQUENCE {
t 11vf Cor eSwi t chSwi t chNane FcNanel dOr Zer o,
t 11vf Cor eSwi t chMaxSupport ed Unsi gned32,
t 11vf CoreSwi t chSt or ageType StorageType

}
t 11vf CoreSwi t chSwi t chNanme OBJECT- TYPE
SYNTAX FcNanel dOr Zero (SIZE(8 | 16))
MAX- ACCESS not-accessi bl e
STATUS current
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DESCRI PTI ON
"The Core Switch_Nanme (WMW) of this Core Switch."
c:={ tllvfCoreSwitchEntry 1 }

t 11vf Cor eSwi t chMaxSupport ed OBJECT- TYPE
SYNTAX Unsi gned32 (1..4095)
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"In switches that do not support Virtual Fabrics,

this object has the value of 1. If Virtual Fabrics
are supported, this object is the maxi num nunber of

Virtual Fabrics supported by the Core Switch. For
the purpose of this count, the Control VF ID s
i gnored. "

::={ tllvfCoreSwitchEntry 2 }

t 11vf CoreSwi t chSt or ageType OBJECT- TYPE
SYNTAX St or ageType
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"The storage type for this conceptual row
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Conceptual rows having the value ’permanent’ need not
all ow wite-access to any colummar objects in the row "

DEFVAL { nonVol atile }
c:={ tllvfCoreSwitchEntry 3 }

-- Virtual Switch table

t1llvfVirtual SwitchTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Tl1livfVirtual SwitchEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Atable of Virtual Switches. Wen one Core Switch
provi des switching functions for nultiple Virtual
that Core Switch is nodel ed as containing nultiple

Fabri cs,

Virtual Switches, one for each Virtual Fabric. This table
contains one row for every Virtual Switch on every Core
Switch. This table augnents the basic switch information in

the fcnBwitchTable Table in the FC-MaMr-m B. "
REFERENCE

"fcbwi tchTable is defined in the FC MaGul-M B [ RFC4044] . "

i={ tllvfojects 2}

t11vfVirtual SwitchEntry OBJECT- TYPE
SYNTAX TllvfVirtual SwitchEntry
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MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON
"An entry of the Virtual Switch table. Each rowis for a
Virtual Switch.

This table augnents the fcnbwitchTable, i.e., every entry
in this table has a one-to-one correspondence with an
entry in the fcnmbwitchTable. At the time when the

fcBwi t chTabl e was defined, it applied to physical
switches. Wth the definition and usage of virtual

swi tches, fcnBwitchTable now applies to virtual swtches
as well as physical switches, and (in contrast to physical
switches) it is appropriate to provide the capability for
virtual switches to be created via renote nanagenent
applications, e.g., via SNWP,.

So, this entry contains a RowStatus object (to allow the
creation of a virtual switch), as well as a StorageType
object. Obviously, if arowis created/deleted in this
table, the corresponding rowin the fcnmbwitchTable w |l
be created/deleted."
REFERENCE
"fcmBwitchEntry is defined in the FCMGMI-M B nodul e
[ RFC4044] . "
AUGMVENTS { fcnmbBwitchEntry }
c:={ tllvfVirtual SwitchTabl e 1}

TllvfVirtual SwitchEntry ::=
SEQUENCE ({
t1lvfVirtual Switchvfld T11lFabri cl ndex,
t11vf Vi rtual Swi t chCor eSwi t chNanme FcNamel dOr Zer o,
t11vf Vi rtual Swi t chRowSt at us RowSt at us,
t 11vf Vi rtual Swi t chSt or ageType St or ageType

}

t11vf Vi rtual Switchvfld OBJECT- TYPE

SYNTAX T11Fabri cl ndex
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The VF_ID of the Virtual Fabric for which this virtual

switch performs its switching function. The Control

VF IDis inmplicitly enabled and is not set.

Conmruni cation with the Control VF_IDis required.™

REFERENCE

"FC-SW4, REV 7.5, section 12.2"
o= { tllvfVirtual SwitchEntry 1 }
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t11vf Vi rtual Swi t chCor eSwi t chNane OBJECT- TYPE
SYNTAX FcNanmel dOr Zero (SIZE(8 | 16))
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The Core Switch_Nane (WMW) of the Core Switch that
contains this Virtual Switch."
REFERENCE
"FC-SW4, REV 7.5, section 12.2."
o= { tllvfVirtual SwitchEntry 2 }

t 11vf Vi rtual Swi t chRowSt at us OBJECT- TYPE
SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The status of this row"
o= tllvfVirtual SwitchEntry 3 }

t11vf Vi rtual Swi t chSt or ageType OBJECT- TYPE
SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The storage type for this conceptual row
Conceptual rows having the value ’permanent’ need not
all ow wite-access to any colummar objects in the row "
DEFVAL { nonVol atile }
o= { tllvfVirtual SwitchEntry 4 }

-- Port table

t 11vf Port Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Tl1livfPortEntry
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON
"A table of Port attributes related to Virtual Fabrics."
:={ tllvfojects 3}

t 11vf Port Entry OBJECT- TYPE
SYNTAX T1lvfPortEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Each entry represents a physical Port on a switch.
Swi tches that support Virtual Fabrics would add
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these four additional colums to the fcnPortEntry
row. "
REFERENCE
"fcnmPortEntry is defined in the FCMavlr-M B nodul e. "
AUGMENTS { fcnPortEntry }
o= { tllvfPortTable 1}

TllvfPortEntry ::=
SEQUENCE {
t 11vf Port Vil d T11lFabri cl ndex,
t 11vf Port Taggi ngAdm nSt at us | NTECER,
t 11vf Port Taggi ngOper St at us | NTEGER,
t 11vf Port St or ageType St or ageType

}

t 11vf Port Vil d OBJECT- TYPE
SYNTAX T11lFabri cl ndex
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"The Port VF_ID assigned to this Port. The Port VF_ID is the
default Virtual Fabric that is assigned to untagged franes
arriving at this Port. The Control VF IDis inmplicitly
enabled and is not set. Communication with the Control
VF_IDis required.”
REFERENCE
"FC-SW4, REV 7.5, section 12.1"
DEFVAL {1}
o= { tllvfPortEntry 1 }

t 11vf Por t Taggi ngAdni nSt at us OBJECT- TYPE
SYNTAX | NTEGER {
of f (1),
on(2),
aut o( 3)

}
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"This object is used to configure the adm nistrative status
of Virtual Fabric tagging on this Port.

SET operation Descri ption

of f (1) To disable Virtual Fabric tagging on this
Port.
on(2) To enable Virtual Fabric tagging on this
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Port if the attached Port doesn’t
prohibit it.

aut o( 3) To enable Virtual Fabric tagging if the
peer requests it."
REFERENCE
"FC-SW4, REV 7.5, section 12.4"
c:={ tllvfPortEntry 2 }

t 11vf Port Taggi ngOper St at us OBJECT- TYPE
SYNTAX | NTEGER ({
of f (1),
on(2)

}
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON
"This object is used to report the operational status of

Virtual Fabric tagging on this Port.

SET operation Descri ption

of f (1) Virtual Fabric tagging is disabled on this
Port.
on( 2) Virtual Fabric tagging is enabled on this
Port."
REFERENCE

"FC-SW4, REV 7.5, section 12.4"
c:={ tllvfPortEntry 3 }

t 11vf Port St or ageType OBJECT- TYPE
SYNTAX St or ageType
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"The storage type for this conceptual row, and for the
corresponding row i n the augmented fcnPort Tabl e.

Conceptual rows having the value ’permanent’ need not
all ow wite-access to any colummar objects in the row "
DEFVAL { nonVol atile }
:={ tllvfPortEntry 4 }

-- Local ly Enabl ed Tabl e

t 11vf Local | yEnabl edTabl e OBJECT- TYPE
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SYNTAX SEQUENCE OF T1ivfLocal | yEnabl edEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"A table for assigning and reporting operationa
Fabric IDs to Ports.
on the Port

| ocal | y-enabl ed Virtua
Virtual Fabrics operationa
" AND

status of
The set of
is the bit-w se
of the set of locally-enabled VF_IDs of this Port

and the locally-enabled VF_ IDs of the attached Port."

:={ tllvfojects 4}

t 11vf Local | yEnabl edEnt ry OBJECT- TYPE

SYNTAX T11vf Local | yEnabl edEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"An entry for each |ocally-enabled VF_ID on
each Port."

REFERENCE

"FC-SW4, REV 7.5,

::={ tllvflLocall yEnabl edTabl e 1}

T1lvf Local | yEnabl edEntry :: =
SEQUENCE {
t 11vf Local | yEnabl edPort | f I ndex
t 11vf Local | yEnabl edVf I d
t 11vf Local | yEnabl edOper St at us
t 11vf Local | yEnabl edRowSt at us
t 11vf Local | yEnabl edSt or ageType

}

section 12.4"
I NDEX { t11vfLocal |l yEnabl edPortlfl ndex,

| nt er f acel ndex,
T11lFabri cl ndex,
| NTEGER,
Rowst at us,

St or ageType

t 11vf Local | yEnabl edPort | fl ndex OBJECT- TYPE

SYNTAX I nterfacel ndex
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

"The val ue of the iflndex that
::={ tillvflLocallyEnabl edEntry 1 }

t 11vf Local | yEnabl edVf I d OBJECT- TYPE

SYNTAX T11Fabri cl ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

identifies the Port."

"A locally-enabled VF ID on this Port."

::={ tllvflLocal | yEnabl edEntry 2 }
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t 11vf Local | yEnabl edOper St at us OBJECT- TYPE

SYNTAX | NTEGER ({

of f (1),
on(2)
}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object is used to report the operational status of
Virtual Fabric tagging on this Port.

SET operation

of f (1)

on(2)

REFERENCE

Descri ption

Virtual Fabric tagging is disabled on this
Port.

Virtual Fabric tagging is enabled on this
Port."

"FC-SW4, REV 7.3, section 12.4"
::={ tillvflLocallyEnabl edEntry 3 }

t 11vf Local | yEnabl edRowSt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this conceptual row.

Wen a rowin this table is in "active(l)' state,

no obj ect
t11vf Local
t 11vf Local

in that row can be nodified except
| yEnabl edRowsSt at us and
| yEnabl edSt or ageType. "

::={ tllvfLocal | yEnabl edEntry 4 }

t 11vf Local | yEnabl edSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this conceptual row

Concept ual
allow wit
DEFVAL { nonVol

rows having the val ue ' permanent’ need not
e-access to any columar objects in the row "
atile }

::={ tillvflLocallyEnabl edEntry 5 }
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-- Conformance Section

t 11vf M BConpl i ances OBJECT | DENTI FI ER ::
t 11vf M BG oups OBJECT | DENTI FI ER : :

t 11vf M BConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON

{ tlivfConformance 1 }
{ tlivfConformance 2 }

Ki pp,

"Describes the requirenents for conpliance to the
Fi bre Channel Virtual Fabric MB."

MODULE -- this npdul e

MANDATORY- GROUPS { t11vf General G oup }

OBJECT t 11vf Cor eSwi t chMaxSupport ed
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required."

OBJECT t 11vf CoreSwi t chSt or ageType
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required."

OBJECT t1ivfVirtual Switchvfld
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.”

OBJECT t 11vf Vi rt ual Swi t chRowSt at us
SYNTAX Rowst atus { active(1l) }
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.”

OBJECT t11vfVirtual SwitchSt orageType
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.”

OBJECT t1lvfPortVfld
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."

OBJECT t 11vf Port Taggi ngAdm nSt at us
M N- ACCESS r ead-only
DESCRI PTI ON
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"Wite access is not required."

OBJECT t 11vf Port St or ageType
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required."

OBJECT t 11vf Local | yEnabl edRowSt at us

SYNTAX RowSt atus { active(l) }
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required."”

OBJECT t 11vf Local | yEnabl edSt or ageType
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.”

{ tl1livf M BConpliances 1 }

-- Units of conformance

t 11vf General Group OBJECT- GROUP

END

OBJECTS { t11vf CoreSwi tchMaxSupport ed,
t11vf Virtual SwitchVfld,
t 11vf Vi rtual Swi t chCor eSwi t chNarme,
t 11vf Vi rt ual Swi t chRowsSt at us,
t 11vf Port Vfl d,
t 11vf Port Taggi ngAdmi nSt at us,
t 11vf Local | yEnabl edOper St at us,
t 11vf Por t Taggi ngOper St at us,
t 11vf Local | yEnabl edRowSt at us,
t 11vf Cor eSwi t chSt or ageType,
t 11vf Vi rtual Swi t chSt or ageType,
t 11vf Port St or ageType,
t 11vf Local | yEnabl edSt or ageType

}
STATUS current
DESCRI PTI ON
"A collection of objects for nonitoring and

2006

configuring Virtual Fabrics in a Fibre Channel switch."

i={ t1lviM BG oups 1}
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7

Security Considerations

There are a nunber of nanagenment objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in some network
envi ronments. The support for SET operations in a non-secure

envi ronment w t hout proper protection can have a negative effect on
networ k operations. These are the tables and objects and their
sensitivity/vulnerability:

t 11vf Cor eSwi t chMaxSupported, t11lvfVirtual SwitchVfld,
t 11vf CoreSwi t chSt orageType, t1lvfVirtual SwitchStorageType and
t 11vf Vi rtual Swi t chRowSt at us

- the ability to change the configuration of Virtual Fabrics on
a particular swtch.

t 11vf Por t Taggi ngAdmi nSt at us, t 11vfLocal | yEnabl edRowsSt at us,
t11vfPortVfld, tllvfPortStorageType and
t 11vf Local | yEnabl edSt or ageType

- the ability to change the configuration of Virtual Fabrics on
a port of a particular switch.

Sonme of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be consi dered sensitive or
vul nerabl e in sone network environnents. It is thus inportant to
control even CET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNMP. These are the tables and objects and their
sensitivity/vulnerability:

t 11vf Vi rtual Swi t chCor eSwi t chName, t 11vf Port Taggi ngOper St at us,
t 11vf Local | yEnabl edQOper St at us,

- the ability to discover configuration of Virtual Fabrics on a
virtual switch or a port.

SNWVP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using |IPSec),
even then, there is no control as to who on the secure network is

all oned to access and GET/ SET (read/change/create/ del ete) the objects
in this MB nodul e.

It is RECOVWENDED that inplenenters consider the security features as
provi ded by the SNMPv3 framework (see [ RFC3410], section 8),
including full support for the SNMPv3 cryptographi c nechani sns (for
aut henti cati on and privacy).
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Further, deploynent of SNWP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a customner/operator
responsibility to ensure that the SNWP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/delete) them

8. | ANA Consi der ations

| ANA has assigned 147 for the M B nodul e under the appropriate
subtree.
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