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I nt roducti on

The NETCONF protocol [1] defines a sinple mechani smthrough which a
networ k devi ce can be managed. NETCONF is designed to be usable over
a variety of application protocols. This docunent specifies an
application protocol mapping for NETCONF over the Bl ocks Extensible
Exchange Protocol (BEEP) [7].

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [2].

1. Wy BEEP?

Use of BEEP is natural as an application protocol for transport of
XM.. As a peer-to-peer protocol, BEEP provides an easy way to

i mpl ement NETCONF, no matter which side of the connection was the
initiator. This "bidirectionality" allows for either nanager or
agent to initiate a connection. This is particularly inmportant to
support large numbers of intermittently connected devices, as well as
those devices that nust reverse the nmanagenent connection in the face
of firewalls and network address translators (NATs).

BEEP nakes use of the Sinple Authentication and Security Layer (SASL)
[3]. The SASL profile used by BEEP allows for a sinple and direct
mapping to the existing security nodel for command line interface
(CLI), while Transport Layer Security (TLS) [4] provides a strong,
wel | -tested encryption nmechanismw th either server or server and
client-side authentication

BEEP Transport Mapping

Al'l NETCONF over BEEP i npl enentati ons MJST inpl enent the profile and
functional napping between NETCONF and BEEP as descri bed bel ow.

For purposes of this docunment, a manager is a NETCONF client, and an
agent is a NETCONF server. Use of client/server |anguage in BEEP is
avoi ded because of the common notion that in networking clients
connect to servers.

1. NETCONF Session Establishment

Managers nmay be either BEEP listeners or initiators. Sinmilarly,
agents may be either listeners or initiators. To establish a
connection, the initiator connects to the listener on TCP port 831
Thus, the initial exchange takes place without regard to whether a
manager or the agent is the initiator. After the transport
connection is established, as greetings are exchanged, they SHOULD
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each announce their support for TLS and optionally SASL. Once BEEP
greeting nessages are exchanged, if TLS is to be used and avail abl e
by both parties, the listener STARTs a channel with the TLS profile.

Once TLS has been started, a new BEEP greeting nmessage is sent by
both initiator and listener, as required by the BEEP RFC

After all BEEP greeting nessages are exchanged in order for roles to
be clear, the agent MJST advertise the NETCONF profile. The manager
MUST NOT advertise the NETCONF profile. [If the agent side of the
conmmuni cation (either initiator or |istener) receives a BEEP
<greeting> el ement that contains the NETCONF profile, it MJST cl ose
the connection. Sinilarly, if neither side issues a NETCONF profile
it is equally an error, and the listener MJIST cl ose the connection

At this point, if SASL is desired, the initiator starts a BEEP
channel to performa SASL exchange to authenticate itself. Upon
conpl etion of authentication the channel is closed. That is, the
channel is exclusively used to authenticate.

Exampl es of both TLS and SASL profiles can be found in [7].

It is anticipated that the SASL PLAIN nmechanismw || be heavily used
in conjunction with TLS [5]. In such cases, in accordance with RFC
2595 the PLAIN nechani sm MUST NOT be advertised in the first BEEP
<greeting> but only in the one follow ng a successful TLS
negotiation. This applies only if TLS and SASL PLAI N nechani sns are
both to be used. To avoid risk of eavesdropping, the SASL PLAIN
mechani sm MUST NOT be used over unencrypted channels. More specifics
about the use of SASL and TLS are nmentioned in Security

Consi derati ons bel ow.

Once aut hentication has occurred, there is no need to distinguish
between initiator and listener. W now distinguish between manager
and agent, and it is assuned that each knows its role in the
conversati on.
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2.2. Starting a Channel for NETCONF

The manager now establishes a new channel and specifies the single
NETCONF profile. For exanple:

(M = Manager; A = Agent)

MSG O 1 . 10 48 118
Content-type: application/beep+xm
<start nunber="1">
<profile uri="http://iana.org/beep/netconf" />
</start>
END

RPY 0 1 . 38 87
Cont ent - Type: appli cation/ beep+xm

<profile uri="http://iana.org/ beep/netconf" />
END

>22E2>ZZZZLZLL

At this point, we are ready to proceed on BEEP channel 1 with NETCONF
operati ons.

NETCONF nessages are transnitted with a Content-type header set to
"text/xm".

Next the manager and the agent exchange NETCONF <hel | o> el ements on
the new channel so that each side l|learns the other’s capabilities
This occurs through a MSG  Each side will then respond positively.
The following exanple is adapted from[1] Section 8.1

MSG 1 0 . 0 457
Content-type: application/beep+xm

<?xm version="1.0" encodi ng="UTF-8""?>
<hell o xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<capabilities>
<capability>
urn:ietf:parans: netconf:base: 1.0
</ capability>
<capabi lity>
urn:ietf:parans:netconf:capability:startup:1.0
</ capability>
<capability>
http://exanpl e. net/router/2. 3/ core#nyfeature
</ capability>
</ capabilities>

SEE22ERE2R2EREERR2RRR
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A <sessi on-i d>4</ sessi on-i d>
A </ hell o>

A: END

M RPRY1 0. 00

M  END

Future NETCONF capabilities may require additional BEEP channel s.
When such capabilities are defined, a BEEP mappi ng nmust be defined as
wel |

At this point, the NETCONF session is established, and capabilities
have been exchanged.

2.3. NETCONF Session Usage

Nearly all NETCONF operations are executed through the <rpc> el enent.
To issue a renote procedure call (RPC), the manager transmits on the
operational channel a BEEP MSG containing the RPC and its argunents.
In accordance with the BEEP standard, RPC requests may be split
across multiple BEEP franes.

Once received and processed, the agent responds with BEEP RPY
nmessages on the same channel with the response to the RPC. In
accordance with the BEEP standard, responses may be split across
mul ti pl e BEEP franes.

2.4. NETCONF Session Tear down

Upon recei pt of <close-session> fromthe manager, once the agent has
conpleted all RPCs, it will close BEEP channel 0. Wen an agent
needs to initiate a close, it will do so by closing BEEP channel O.
Al t hough not required to do so, the agent should allow for a
reasonabl e period for a manager to release an existing lock prior to
initiating a close. Once the agent has closed channel 0, all |ocks
are rel eased, and each side follows teardown procedures as specified
in [8]. Having received a BEEP cl ose or having sent <cl ose-session>,
a manager MJST NOT send further requests. |If there are additiona
activities due to expanded capabilities, they MIST cease in an
orderly manner and shoul d be properly described in the capability

mappi ng.
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2.5. BEEP Profile for NETCONF
Profile ldentification: http://iana.org/beep/netconf

Messages exchanged during Channel Creation: not applicable

Messages starting one-to-one exchanges: "hello", "rpc", "rpc-reply"

Messages in positive replies: "rpc-reply”

Messages in negative replies: "rpc-reply"

Messages in one-to-many exchanges: none

Message syntax: [1]

Message senmantics: [1]

Contact Information: See the "Author’s Address" section of this meno.
3. Security Considerations

Configuration information is by its very nature sensitive. |Its
transm ssion in the clear and without integrity checking | eaves

devi ces open to classic so-called "person-in-the-mddle" attacks.
Configuration information often times contains passwords, user nanes,
service descriptions, and topological information, all of which are
sensitive. A NETCONF application protocol, therefore, nmust mninmally
support options for both confidentiality and authentication

The BEEP mappi ng described in this docunment addresses both
confidentiality and authentication in a flexible manner through the
use of TLS and SASL profiles. Confidentiality is provided via the
TLS profile and is used as discussed above. In addition, the server
certificate shall serve as the server’s authentication to the client.
The client MJST be prepared to recognize and validate a server
certificate and SHOULD by default reject invalid certificates.

In order to validate a certificate, the client nust be able to access
a trust anchor. Wile such validation nethods are beyond the scope
of this docunent, they will depend on the type of device and
circunstance. Both the inplenmentor and the adninistrator are
cautioned to be aware of any circul ar dependencies that various

met hods may introduce. For instance, Online Certificate Status

Prot ocol (OCSP) servers may not be available in a network col d-start
scenario and would be ill-advised for core routers to depend on to
recei ve configuration at boot.
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For client-side authentication, there are several options. The
client MAY provide a certificate during the initiation phase of TLS,
in which case the subject of that certificate shall be considered
principle for authentication purposes. Once again, server

i npl ementors should be aware of any interdependencies that could be
created through protocols used to validate trust anchors.

TLS endpoints may be authorized based on subject nane or certificate
authority (CA), depending on circunmstances. For instance, it would
be unwise for a core Internet router to allow a netconf agent
connection sinply based on a valid certificate signed by a conmon CA,
but not unreasonable to allow a connection froman agent with a
particul ar distinguished name. On the other hand, it night be
desirable for enterprises to trust certificates signed by CAs of
their network operations team

In the case where the client has not authenticated through TLS, the
server SHOULD advertise one or nmore SASL profiles, fromwhich the
client will choose. |In the singular case where TLS is established,
the mninmum profile MAY be PLAIN. Oherw se, inplementations MJST
support the DI GEST-MD5 profile as described in [6], and they MAY
support other profiles such as the One-Tinme Password (OIP) mechani sm
[10].

Different environments may well allow different rights prior to and
then after authentication. An authorization nodel is not specified
in this docunent. When an operation is not properly authorized, then
a sinple rpc-error containing "permssion denied" is sufficient.

Not e that authorization informati on may be exchanged in the form of
configuration information, which is all the nore reason to ensure the
security of the connection.

4. |1 ANA Consi derations
| ANA assigned TCP port (831) for NETCONF over BEEP.
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