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Abst r act

This meno defines netrics to evaluate whether a network has

mai nt ai ned packet order on a packet-by-packet basis. 1t provides
motivations for the new netrics and di scusses the nmeasurenent issues,
including the context information required for all netrics. The nmeno
first defines a reordered singleton, and then uses it as the basis
for sanple netrics to quantify the extent of reordering in severa
useful dinmensions for network characterization or receiver design
Additional netrics quantify the frequency of reordering and the

di stance between separate occurrences. W then define a nmetric
oriented toward assessnent of reordering effects on TCP. Severa
exanpl es of evaluation using the various sanple netrics are included.
An appendi x gives extended definitions for evaluating order with
packet fragnentation.
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1.

1.

I nt roducti on

Ordered arrival is a property found in packets that transit their
pat h, where the packet sequence nunber increases with each new
arrival and there are no backward steps. The Internet Protoco

[ RFC791] [ RFC2460] has no nmechanisns to ensure either packet delivery
or sequenci ng, and hi gher-1layer protocols (above |IP) should be
prepared to deal with both |loss and reordering. This neno defines
reordering netrics.

A uni que sequence identifier carried in each packet, such as an
i ncrementing consecutive integer nessage nunber, establishes the
source sequence

The detection of reordering at the destination is based on packet
arrival order in conparison with a non-reversing reference val ue
[ G a03].

This metric is consistent with [RFC2330] and classifies arriving
packets with sequence nunbers smaller than their predecessors as

out -of -order or reordered. For exanple, if sequentially nunbered
packets arrive 1,2,4,5,3, then packet 3 is reordered. This is

equi val ent to Paxon’s reordering definition in [Pax98], where "l ate"
packets were declared reordered. The alternative is to enphasize
"premature" packets instead (4 and 5 in the example), but only the
arrival of packet 3 distinguishes this circunstance from packet | oss.
Focusing attention on |l ate packets allows us to maintain
orthogonality with the packet loss netric. The netric’'s construction
is very simlar to the sequence space validation for received
segnents in [RFC793]. Earlier work to define ordered delivery

i ncludes [C a00], [Ben99], [Lou0Ol1], [Bel 02], [Jai02], and [C a03].

1. Mot i vati on

A reordering netric is relevant for nost applications, especially
when assessing network support for Real -Tine nedia streans. The
extent of reordering may be sufficient to cause a received packet to
be di scarded by functions above the IP |ayer.

Packet order nmay change during transfer, and several specific path
characteristics can nmake reordering nore |ikely.

Exanpl es are:

* When two (or nmore) paths with slightly differing transfer tines
support a single packet streamor flow, packets traversing the
| onger path(s) nay arrive out-of-order. Miltiple paths may be used
to achieve | oad balancing or nay arise fromroute instability.
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* To increase capacity, a network device designed with nmultiple
processors serving a single port (or parallel |links) may reorder as
a byproduct.

* A layer-2 retransm ssion protocol that conpensates for an error-
prone link rmay cause packet reordering.

* | f for any reason the packets in a buffer are not serviced in the
order of their arrival, their order will change.

* |f packets in a flow are assigned to nultiple buffers (follow ng
evaluation of traffic characteristics, for exanple), and the
buffers have different occupation | evels and/or service rates, then
order will likely change.

When one or nore of the above path characteristics are present
continuously, reordering may be present on a steady-state basis. The
steady-state reordering condition typically causes an appreciable
fraction of packets to be reordered. This formof reordering is nost
easily detected by mnimzing the spaci ng between test packets.
Transi ent reordering may occur in response to network instability;
tenmporary routing | oops can cause periods of extrene reordering.

This condition is characterized by long, in-order streams with

occasi onal instances of reordering, sonetimes with extrene
correlation. However, we do not expect packet delivery in a

compl etely random order, where, for exanple, the | ast packet or the
first packet in a sanple is equally likely to arrive first at the
destination. Thus, we expect at |least a mininmal degree of order in
the packet arrivals, as exhibited in real networks.

The ability to restore order at the destination will likely have
finite limts. Practical hosts have receiver buffers with finite
size in terns of packets, bytes, or time (such as de-jitter buffers).
Once the initial determination of reordering is made, it is useful to
quantify the extent of reordering, or lateness, in all meaningfu

di mensi ons.

1.2. Coals and Objectives
The definitions belowintend to satisfy the goals of:
1. Deternining whether or not packet reordering has occurred.
2. Quantifying the degree of reordering. (W define a nunber of
metrics to nmeet this goal, because receiving procedures differ
by protocol or application. Since the effects of packet

reordering vary with these procedures, a netric that quantifies
a key aspect of one receiver’s behavior could be irrelevant to
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a different receiver. |If all the netrics defined bel ow are
reported, they give a w de-ranging view of reordering
conditions.)

Reordering Metrics MJST

+ have one or nore applications, such as receiver design or network
characterization, and a conpelling relevance in the view of the
interested community.

+ be conputable "on the fly".
+ work even if the stream has duplicate or |ost packets.

It is desirable for Reordering Metrics to have one or nore of the
followi ng attributes:

+ ability to concatenate results for segnents neasured separately to
estimate the reordering of an entire path

+ simplicity for easy consunption and under st andi ng
+ relevance to TCP design
+ relevance to real-tine application performance

The current set of netrics neets all the requirenents above and
provides all but the concatenation attribute (except in the case
wher e neasurenents of path segnments exhibit no reordering, and one
may estimate that the conpl ete path conposed of these segnents woul d
al so exhibit no reordering). However, satisfying these goals
restricts the set of metrics to those that provide some clear insight
into network characterization or receiver design. They are not
likely to be exhaustive in their coverage of reordering effects on
applications, and additional nmeasurenments may be possible.

1.3. Required Context for Al Reordering Metrics

A critical aspect of all reordering nmetrics is their inseparable bond
with the nmeasurenent conditions. Packet reordering is not well
defined unless the full nmeasurenent context is reported. Therefore,
all reordering nmetric definitions include the follow ng paraneters

1. The "Packet of Type-P" [RFC2330] identifiers for the packet
stream including the transport addresses for source and
destination, and any other information that may result in
di fferent packet treatnents.
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2. The stream paraneter set for the sending discipline, such as the
paraneters unique to periodic streams (as in [RFC3432]), TCP-like
streanms (as in [RFC3148]), or Poisson streans (as in [ RFC2330]).
The stream paraneters include the packet size, specified either as
a fixed value or as a pattern of sizes (as applicable).

Whenever a netric is reported, it MJIST include a description of these
paraneters to provide a context for the results.

2. Conventions Used in this Document

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119]. Although
RFC 2119 was witten with protocols in mnd, the key words are used
in this docunent for sinmlar reasons. They are used to ensure the
results of neasurements fromtwo different inplenentations are
conparabl e, and to note instances when an inplenentation could
perturb the network.

In this meno, the characters "<=" should be read as "l ess than or
equal to" and ">=" as "greater than or equal to".

3. A Reordered Packet Singleton Metric

The | PPM framewor k [ RFC2330] describes the notions of singletons,
sampl es, and statistics. For easy reference:

By a 'singleton’ nmetric, we refer to nmetrics that are, in a
sense, atomic. For exanple, a single instance of "bulk

t hroughput capacity" from one host to another might be defined
as a singleton metric, even though the instance involves
measuring the timng of a nunber of Internet packets.

The eval uation of packet order requires several supporting concepts.
The first is an algorithm (function) that produces a series of
strictly nonotonically increasing identifiers applied to packets at
the source to uniquely establish the order of packet transm ssion
(where a function, g(x), is strictly nonotonically increasing if for
any x>y, g(x)>g(y) ). The unique sequence identifier may sinply be
an increnmenting consecutive integer nessage nunber, or a sequence
nunber as used bel ow. The prospect of sequence nunber rollover is
di scussed in Section 6.

The second supporting concept is a stored value that is the "next
expect ed" packet nunber. Under nornal conditions, the value of Next
Expect ed (Next Exp) is the sequence nunber of the previous packet plus
1 for nmessage nunbering. (ln general, the receiver reproduces the
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3. 1

3. 2.

3. 3.

Mor

sender’s algorithm and the sequence of identifiers so that the "next
expect ed" can be determ ned.)

Each packet within a packet streamcan be evaluated with this order
singleton netric.

Metric Nane

Type- P- Reor der ed

Metric Parameters

+ Src, the I P address of a host.
+ Dst, the I P address of a host.

+ SrcTinme, the time of packet em ssion fromthe source (or wire
time).

+ s, the uni que packet sequence nunber applied at the source, in
units of messages.

+ Next Exp, the next expected sequence nunber at the destination, in
units of nmessages. The stored value in NextExp is determned from
a previously arriving packet.

And optionally:

+ Payl oadSi ze, the nunber of bytes contained in the information
field and referred to when the SrcByte sequence is based on bytes
transferred.

+ SrcByte, the packet sequence nunber applied at the source, in
units of payl oad bytes.

Definition

If a packet s (sent at time, SrcTine) is found to be reordered by
comparison with the NextExp value, its Type-P-Reordered = TRUE
ot herw se, Type-P-Reordered = FALSE, as defined bel ow

The val ue of Type-P-Reordered is defined as TRUE if s < NextExp (the
packet is reordered). 1In this case, the NextExp val ue does not
change.

The val ue of Type-P-Reordered is defined as FALSE if s >= Next Exp

(the packet is in-order). |In this case, NextExp is set to s+1 for
conparison with the next packet to arrive
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3.

4.

Si nce the Next Exp val ue cannot decrease, it provides a non-reversing
order criterion to identify reordered packets.

This definition can also be specified in pseudo-code.
On successful arrival of a packet with sequence nunber s:

if s > NextExp then /* s is in-order */
Next Exp = s + 1;
Type- P- Reordered = Fal se;

el se /* when s < NextExp */
Type- P- Reordered = True

Sequence Discontinuity Definition

Packets with s > NextExp are a special case of in-order delivery.
This condition indicates a sequence discontinuity, because of either
packet |oss or reordering. Reordered packets nust arrive for the
sequence discontinuity to be defined as a reordering discontinuity
(see Section 4).

We define two different states for in-order packets.

When s Next Exp, the original sequence has been mmintai ned, and
there is no discontinuity present.

VWhen s > Next Exp, some packets in the original sequence have not yet
arrived, and there is a sequence discontinuity associated with packet
s. The size of the discontinuity is s - NextExp, equal to the nunber
of packets presently mssing, either reordered or |ost.

I n pseudo- code
On successful arrival of a packet with sequence nunber s:

if s >= NextExp, then /* s is in-order */
if s > NextExp then
SequenceDi sconti nuty = True;
SeqDi sconti nutySize = s - Next Exp;
el se
SequenceDi scontinuty = Fal se;
Next Exp = s + 1;
Type- P- Reor dered = Fal se;

el se /* when s < NextExp */
Type- P- Reordered = True;
SequenceDi scontinuty = Fal se;
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Whet her any sequence discontinuities occur (and their size) is
determ ned by the conditions causing |oss and/or reordering along the
measur enent path. Note that a packet could be reordered at one point
and subsequently | ost el sewhere on the path, but this cannot be known
from observations at the destination

3.5. Evaluation of Reordering in Dinmensions of Tine or Bytes

It is possible to use alternate dinensions of time or payl oad bytes
to test for reordering in the definition of Section 3.3, as long as
the SrcTimes and SrcBytes are unique and reliable. Sequence
Discontinuities are easily defined and detected with nessage
nunmberi ng; however, this is not so sinple in the dinensions of tine
or bytes. This is a detractor for the alternate di nensions because
the sequence discontinuity definition plays a key role in the sample
metrics that foll ow

It is possible to detect sequence discontinuities with payl oad byte
nunmbering, but only when the test device knows exactly what value to
assign as NextExp in response to any packet arrival. This is
possi bl e when the conplete pattern of payload sizes is stored at the
destination, or if the size pattern can be generated using a pseudo-
random nunber generator and a shared seed. |If payload size is
constant, byte nunbering adds needl ess conplexity over nessage
nunberi ng.

It may be possible to detect sequence discontinuities with periodic
streans and source tinme nunbering, but there are practical pitfalls
wi th sending exactly on-schedule and with clock reliability.

The di nensions of tinme and bytes renmain an inportant basis for
characterizing the extent of reordering, as described in Sections 4.3
and 4. 4.

3.6. Discussion

Any arriving packet bearing a sequence nunber fromthe sequence that
est abli shes the Next Exp val ue can be eval uated to determ ne whet her

it is in-order or reordered, based on a previous packet’s arrival

In the case where Next Exp is Undefined (because the arriving packet

is the first successful transfer), the packet is designated in-order
(Type- P- Reor der ed=FALSE)

This metric assumes reassenbly of packet fragnents before eval uation
In principle, it is possible to use the Type-P-Reordered netric to
eval uate reordering anong packet fragments, but each fragment nust
contain source sequence information. See Appendix B, "Fragnent Order
Eval uation", for nore detail.
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I f duplicate packets (multiple non-corrupt copies) arrive at the
destination, they MJST be noted, and only the first to arrive is
considered for further analysis (copies would be decl ared reordered
according to the definition above). This requirenment has the sane
storage inplications as earlier IPPMnetrics and follows the
precedent of [RFC2679]. W provide a suggestion to mnimze storage
size needed in Section 6 on Measurenent and | nplenmentation |ssues.

4. Sanple Metrics
In this section, we define netrics applicable to a sanple of packets
froma single source sequence nunber system Wen reordering occurs,
it is highly desirable to assert the degree to which a packet is
out-of -order or reordered with respect other packets. This section
defines several netrics that quantify the extent of reordering in
various units of measure. Each netric highlights a relevant use.
The nmetrics in the sub-sections bel ow have a network characterization
orientation, but also have rel evance to receiver design where
reordering compensation is of interest. W begin with a sinple ratio
metric indicating the reordered portion of the sanple.

4.1. Reordered Packet Ratio

4.1.1. Metric Nane
Type- P- Reor der ed- Rati o- Stream

4.1.2. Metric Parameters

The paraneter set includes Type-P-Reordered singleton paraneters; the
paraneters uni que to Poisson streanms (as in [RFC2330]), periodic
streans (as in [RFC3432]), or TCP-like streams (as in [RFC3148]);
packet size or size patterns; and the foll ow ng:

+ TO, a start tinme

+ Tf, an end time

+ dT, a waiting tinme for each packet to arrive, in seconds

+ K, the total nunmber of packets in the stream sent from source to
destination

+ L, the total nunber of packets received (arriving between TO and

Tf +dT) out of the K packets sent. Recall that identical copies
(duplicates) have been renoved, so L <= K
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+ R the ratio of reordered packets to received packets, defined
bel ow

Note that paraneter dT is effectively the threshold for declaring a
packet as lost. The |IPPM Packet Loss Metric [RFC2680] declines to
recomend a value for this threshold, saying instead that "good
engi neering, including an understandi ng of packet lifetines, will be
needed in practice."

4.1.3. Definition

G ven a stream of packets sent froma source to a destination, the
rati o of reordered packets in the sanple is

R = (Count of packets with Type-P-Reordered=TRUE) / ( L)
This fraction may be expressed as a percentage (nultiply by 100).
Note that in the case of duplicate packets, only the first copy is
used.

4.1.4. Discussion
When t he Type- P- Reordered-Ratio-Streamis zero, no further reordering
metrics need be examined for that sanple. Therefore, the value of
this netric is its sinple ability to sumuarize the results for a
reordering-free sanpl e.

4.2. Reordering Extent
This section defines the extent to which packets are reordered and
associ ates a specific sequence discontinuity with each reordered
packet. This section inherits the Parameters defined above.

4.2.1. Metric Nane
Type- P- Packet - Reor deri ng- Ext ent - St r eam

4.2.2. Notation and Metric Paraneters

Recal| that K is the nunber of packets in the streamat the source,
and L is the nunber of packets received at the destination

Each packet has been assigned a sequence number, s, a consecutive
integer from1l to Kin the order of packet transm ssion (at the
source).

Let s[1], s[2], ..., s[L] represent the original sequence nunbers
associated with the packets in order of arrival
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s[i] can be thought of as a vector, where the index i is the arriva
position of the packet with sequence number s. In theory, any source
sequence nunber could appear in any arrival position, but this is
unlikely in reality.

Consi der a reordered packet (Type-P-Reordered=TRUE) with arriva
i ndex i and source sequence nunber s[i]. There exists a set of
indexes | (1 <= < i) such that s[j] > s[i].

The new paraneters are:

+ i, the index for arrival position, where i-1 represents an arriva
earlier than i.

+ j, a set of one or nore arrival indexes, where 1 <= < i

+ s[i], the original sequence nunbers, s, in order of arrival

+ e, the Reordering Extent, in units of packets, defined bel ow
4.2.3. Definition

The reordering extent, e, of packet s[i] is defined to be i-j for the
smal | est value of | where s[j] > s[i].

Informally, the reordering extent is the maxi mum di stance, in
packets, froma reordered packet to the earliest packet received that
has a | arger sequence nunber. |If a packet is in-order, its
reordering extent is undefined. The first packet to arrive is
in-order by definition and has undefined reordering extent.

Conment on the definition of extent: For sone arrival orders, the
assi gnnent of a sinple position/distance as the reordering extent
tends to overestinmate the receiver storage needed to restore order

A nore accurate and conpl ex procedure to cal cul ate packet storage
woul d be to subtract any earlier reordered packets that the receiver
could pass on to the upper |ayers (see the Byte Ofset metric). Wth
the bias understood, this definition is deemed sufficient, especially
for those who demand "on the fly" cal cul ati ons.

4.2.4. Discussion
The packet with index j (s[j], identified in the Definition above) is

the reordering discontinuity associated with packet s at index i
(s[i]). This definition is formalized bel ow
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4. 3.

4. 3.

4.3

Mor

Note that the K packets in the stream could be sone subset of a
|l arger stream but L is still the total nunber of packets received
out of the K packets sent in that subset.

If a receiver intends to restore order, then its buffer capacity
deternmines its ability to handl e packets that are reordered. For
cases with single reordered packets, the extent e gives the nunber of
packets that must be held in the receiver’s buffer while waiting for
the reordered packet to conplete the sequence. For nore conpl ex
scenarios, the extent nay be an overestinmate of required storage (see
Section 4.4 on Reordering Byte Ofset and the exanples in Section 7).
Also, if the receiver purges its buffer for any reason, the extent
metric would not reflect this behavior, assunming instead that the
recei ver woul d exhaustively attenpt to restore order.

Al t hough reordering extent primarily quantifies the offset in terns
of arrival position, it may al so be useful for determning the
portion of reordered packets that can or cannot be restored to order
in a typical receiver buffer based on their arrival order alone (and
wi thout the aid of retransm ssion).

A sanple’'s reordering extents may be expressed as a histogramto
easily sunmarize the frequency of various extents.

Reordering Late Tinme Ofset

Reor dered packets can be assigned offset values indicating their

| ateness in terns of buffer tine that a receiver nust possess to
acconmopdate them O fset netrics are calculated only on reordered
packets, as identified by the reordered packet singleton nmetric in
Section 3.

1. Metric Nane

Type- P- Packet - Lat e- Ti me- St r eam

.2. Metric Parameters

In addition to the paraneters defined for Type-P-Reordered-Ratio-
Stream we specify:

+ DstTinme, the tinme that each packet in the streamarrives at the
destination, and may be associated with index i, or packet s[i]

+ LateTinme(s[i]), the offset of packet s[i] in units of seconds,
defined bel ow
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4. 3. 3. Definition

Lateness in time is cal cul ated using destination tinmes. Wen
recei ved packet s[i] is reordered and has a reordering extent e,
t hen:

LateTime(s[i]) = DstTime(i)-DstTime(i-e)

Al ternatively, using simlar notation to that of Section 4.2, an
equi val ent definition is:

LateTime(s[i]) = DstTinme(i)-DstTinme(j), for mn{j|1l<sj<i} that
satisfies s[j]>s[i].

4. 3. 4. Di scussi on

The offset netrics can help predict whether reordered packets will be
useful in a general receiver buffer systemwth finite linmits. The
limt may be the time of storage prior to a cyclic play-out instant
(as with de-jitter buffers).

Note that the one-way | P Packet Delay Variation (IPDV) [ RFC3393]
gives the delay variation for a packet with respect to the preceding
packet in the source sequence. Lateness and |PDV give an indication
of whether a buffer at the destination has sufficient storage to
accommdat e the network’ s behavior and restore order. Wen an
earlier packet in the source sequence is lost, IPDV will necessarily
be undefined for adjacent packets, and LateTinme may provide the only
way to eval uate the useful ness of a packet.

In the case of de-jitter buffers, there are circunstances where the
recei ver enploys | oss conceal ment at the intended play-out time of a
| ate packet. However, if this packet arrives out of order, the Late
Ti me determ nes whether the packet is still useful. [PDV no |onger
appl i es, because the receiver establishes a new play-out schedul e
with additional buffer delay to accompdate sinmilar events in the
future (this requires very nininmal processing).

The conbi nation of |oss and reordering influences the LateTinme
metric. |If presented with the arrival sequence 1, 10, 5 (where
packets 2, 3, 4, and 6 through 9 are lost), LateTinme would not

i ndicate exactly how "l ate" packet 5 is fromits intended arriva
position. |PDV [RFC3393] would not capture this either, because of
the | ack of adjacent packet pairs. Assuming a periodic stream

[ RFC3432], an expected arrival time could be defined for all packets,
but this is essentially a single-point delay variation netric (as
defined in I TUT Recormendations [|.356] and [Y.1540]), and not a
reordering metric.
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A sample’s LateTime results may be expressed as a histogramto
summari ze the frequency of buffer times needed to acconmodat e
reordered packets and permt buffer tuning on that basis. A

cunul ative distribution function (CDF) with buffer tine vs. percent
of reordered packets acconmodated nmay be infornative.

4.4. Reordering Byte Ofset
Reor dered packets can be assigned offset values indicating the
storage in bytes that a receiver nust possess to accommobdate them
O fset netrics are calculated only on reordered packets, as
identified by the reordered packet singleton netric in Section 3.
4.4.1. Metric Nane
Type- P- Packet - Byt e- O f set - St r eam
4.4.2. Metric Paraneters

We use the sane paraneters defined earlier, including the optiona
paraneters of SrcByte and Payl oadSi ze, and defi ne:

+ ByteOifset(s[i]), the offset of packet s[i] in bytes
4.4.3. Definition

The Byte stream offset for reordered packet s[i] is the sumof the
payl oad si zes of packets qualified by the following criteria:

* The arrival is prior to the reordered packet, s[i], and
* The send sequence nunber, s, is greater than s[i].

Packets that neet both these criteria are normally buffered until the
sequence beneath themis conplete. Note that these criteria apply to
both in-order and reordered packets.

For reordered packet s[i] with a reordering extent e:
ByteOf fset(s[i]) Sun qual i fi ed packet s]
Suni Payl oadSi ze(packet at i-1 if qualified),

Payl oadSi ze(packet at i-2 if qualified), .
Payl oadSi ze(packet at i-e always qualified)]

Using our earlier notation:

ByteOf fset(s[i]) =
Suni payl oads of s[j] where s[j]>s[i] and i > | >=i-eg]
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4.4. 4. Di scussi on

We note that estimates of buffer size due to reordering depend
greatly on the test stream in terns of the spacing between test
packets and their size, especially when packet size is variable. In
these and other circunstances, it may be nost useful to characterize
offset in ternms of the payl oad size(s) of stored packets, using the
Type- P- packet - Byte- O f set-Stream netri c.

The byte offset nmetric can hel p predi ct whether reordered packets
will be useful in a general receiver buffer systemwth finite
limts. The linmt is expressed as the nunber of bytes the buffer can
store.

A sanple’s ByteOfset results may be expressed as a histogramto
sunmari ze the frequency of buffer |engths needed to acconmodat e
reordered packets and permt buffer tuning on that basis. A CDF with
buffer size vs. percent of reordered packets acconmodated nmay be
informative.

4.5. Gaps between Miultiple Reordering Discontinuities

4.5.1. Metric Nanes

Type- P- Packet - Reor deri ng- Gap- St r eam
Type- P- Packet - Reor deri ng- GapTi ne- St r eam

4.5, 2. Par anet ers

We use the sane paraneters defined earlier, but add the convention
that index i’ is greater than i, likewise j’ > j, and define:

+ @Gp(s[j’']), the Reordering Gap of packet s[j’] in units of integer
nessages

and the OPTI ONAL paraneter:

+ GapTime(s[j’]), the Reordering Gap of packet s[j’] in units of
seconds

4.5.3. Definition of Reordering Discontinuity
Al'l reordered packets are associated with a packet at a reordering

di scontinuity, defined as the in-order packet s[j] that arrived at
the mnimumvalue of j (1l<sj<i) for which s[j]> s[i].
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Note that s[j] will have been found to cause a sequence

di scontinuity, where s > Next Exp when evaluated with the reordered

singleton metric as described in Section 3.4.

Recall that i - e = min(j). Subsequent reordered packets may be

associated with the sane s[j], or with a different discontinuity.

This fact is used in the definition of the Reordering Gap, bel ow
4.5.4. Definition of Reordering Gap

A reordering gap is the di stance between successive reordering

di scontinuities. The Type- P-Packet-Reordering-Gp-Streamnetric

assigns a value for Gap(s[j']) to (all) packets in a stream (and a

val ue for GapTime(s[j’]), when reported).

I f:

the packet s[j’'] is found to be a reordering discontinuity, based
on the arrival of reordered packet s[i’] with extent e, and

an earlier reordering discontinuity s[j], based on the arrival of
reordered packet s[i] with extent e was al ready detected, and

i’ >1i, and
there are no reordering discontinuities between j and j’,

then the Reordering Gap for packet s[j'] is the difference between
the arrival positions the reordering discontinuities, as shown bel ow

Gap(s[j']) = > - 0)
Gaps MAY al so be expressed in tinme:
GapTinme(s[j’']) = DstTine(j’') - DstTine(j)
O herw se:
Gap(s[j’']) (and GapTime(s[j’]) ) for packet s[j’'] is O.
4.5.5. Discussion
When separate reordering discontinuities can be distinguished, a
count may al so be reported (along with the discontinuity description,

such as the nunber of reordered packets associated with that
discontinuity and their extents and offsets). The Gaps between a
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sampl e’ s reordering discontinuities may be expressed as a histogram
to easily summari ze the frequency of various gaps. Reporting the
nmode, average, range, etc., may al so summarize the distributions.
The Gap netric may help to correlate the frequency of reordering
di scontinuities with their cause. Gap lengths are also informative
to receiver designers, revealing the period of reordering
di scontinuities. The conbination of reordering gaps and extent
reveal s whether receivers will be required to handl e cases of
over |l appi ng reordered packets.

4.6. Reordering-Free Runs

This section defines a netric based on a count of consecutive
i n-order packets between reordered packets.

4.6.1. Metric Nanes
Type- P- Packet - Reor der i ng- Fr ee- Run- x- nunr uns- St r eam
Type- P- Packet - Reor der i ng- Fr ee- Run- g- squr uns- St r eam
Type- P- Packet - Reor der i ng- Fr ee- Run- p- nunpkt s- St r eam
Type- P- Packet - Reor deri ng- Fr ee- Run- a- accpkt s- St r eam
4.6.2. Paraneters
We use the sane paraneters defined earlier and define the foll ow ng:
+ r, the run counter
+ X, the nunber of runs, also the nunber of reordered packets
+ a, the accumul ator of in-order packets
+ p, the nunber of packets (when the streamis conplete, p=(x+a)=L)
+ g, the sumof the squares of the runs counted
4.6.3. Definition
As packets in a sanple arrive at the destination, the count of in-
order packets between reordered packets is a Reordering-Free run

Note that the mininmumrun-length is zero according to this
definition. A pseudo-code exanple foll ows:

r =0; /*r is the run counter */

Xx =0; /* x is the nunber of runs */

a=20; /* ais the accunulator of in-order packets */
p=20; /* pis the nunber of packets */
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q=0; /* gis the sumof the squares of the runs counted */
whi | e(packets arrive with sequence nunber s)

p++;
if (s >= NextExp) /* s is in-order */
then r++;
a++;
el se /* s is reordered */
q+= r*r;
r =0;
X++;

}

Each in-order arrival increments the run counter and the accumnul ator
of in-order packets; each reordered packet resets the run counter
after adding it to the sumof the squared | engths.

Each arrival of a reordered packet yields a new run count. Long runs
acconpany periods where order was maintained, while short runs

i ndi cate frequent or multi-packet reordering.

The percent of packets in-order is 100*al/p

The average Reordering-Free run length is a/x

The q counter gives an indication of variation of the Reordering-Free
runs fromthe average by conparing g/a to a/x ((qg/a)/(a/x)).

4.6.4. Discussion and Illustration
Type- P- packet - Reor deri ng- Free- Run- Stream paraneters give a bri ef
summary of the streamis reordering characteristics including the
average reordering-free run length, and the variation of run |engths;
therefore, a key application of this netric is network eval uation

For 36 packets with 3 runs of 11 in-order packets, we have:

p = 36
X =3
a = 33
q=3*%* (11*11) = 363

ave. reordering-free run = 11
g/a =11
(g/a)/(a/x) = 1.0

For 36 packets with 3 runs, 2 runs of length 1, and one of length 31,
we have:
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p = 36

Xx =3

a = 33

g=1+1+ 961 = 963

ave. reordering-free run = 11
g/a = 29.18

(g/a)/(alx) = 2.65

The variability in run length is promnent in the difference between
the g values (sum of the squared run lengths) and in conparing
average run length to the (g/a)/(a/x) ratios (equals 1 when all runs
are the sane | ength).

5. Metrics Focused on Recei ver Assessnent: A TCP-Rel evant Metric

This section describes a nmetric that conveys information associ ated
with the effect of reordering on TCP. However, in order to infer
anyt hi ng about TCP perfornmance, the test stream MJUST bear a cl ose
resenmbl ance to the TCP sender of interest. [RFC3148] lists the
speci fic aspects of congestion control algorithms that nust be
specified. Further, RFC 3148 recommends that Bul k Transfer Capacity
metrics SHOULD have instruments to distinguish three cases of packet
reordering (in Section 3.3). The sanple netrics defined above
satisfy the requirenents to classify packets that are slightly or
grossly out-of-order. The netric in this section adds the capability
to estimate whether reordering mght cause the DUP-ACK threshold to
be exceeded causing the Fast Retransmit algorithmto be invoked.
Additional TCP Kernel Instrunents are sunmarized in [ Mat03].

5.1. Metric Name
Type- P- Packet - n- Reor deri ng- St r eam
5.2. Paraneter Notation

Let n be a positive integer (a paraneter). Let k be a positive

i nteger equal to the nunber of packets sent (sanple size). Let | be
a non-negative integer representing the nunber of packets that were
recei ved out of the k packets sent. (Note that there is no

rel ati onship between k and |: on one hand, |osses can nake | |ess
than k; on the other hand, duplicates can nake | greater than k.)
Assi gn each sent packet a sequence nunber, 1 to k, in order of packet
emi ssi on.

Let s[1], s[2], ..., s[l] be the original sequence nunmbers of the
recei ved packets, in the order of arrival
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5. 3. Definitions

Definition 1: Received packet nunber i (n <i <=1), with source
sequence nunber s[i], is n-reordered if and only if for all j such
that i-n <=j <i, s[j] > s[i].

Claim If, by this definition, a packet is n-reordered and 0 < n’ <
n, then the packet is also n’-reordered.

Note: This definition is illustrated by C code in Appendix A The
code deternmines and reports the n-reordering for n froml to a
specified paraneter (MAXN in the code, set to 100). The value of n
conjectured to be relevant for TCP is the TCP duplicate ACK threshold
(set to the value of 3 by paragraph 2 of Section 3.2 of [RFC 2581]).

This definition does not assign an n to all reordered packets as
defined by the singleton nmetric, in particular when bl ocks of
successi ve packets are reordered. (In the arrival sequence
s={1,2,3,7,8,9,4,5,6}, packets 4, 5, and 6 are reordered, but only
packet 4 is n-reordered, with n=3.)

Definition 2: The degree of n-reordering of a sanple is ml, where m
is the nunber of n-reordered packets in the sanple.

Definition 3: The degree of nonotonic reordering of a sanple is its
degree of 1-reordering.

Definition 4: A sanple is said to have no reordering if its degree of
nmonot oni ¢ reordering is O.

Note: As follows fromthe clai mabove, if nonotonic reordering of a
sample is 0, then the n-reordering of the sample is 0 for all n.

5.4. Discussion

The degree of n-reordering nmay be expressed as a percentage, in which
case the nunmber fromDefinition 2 is multiplied by 100.

The n-reordering netric is helpful for matching the duplicate ACK
threshold setting to a given path. For exanple, if a path exhibits
no nore than 5-reordering, a DUP-ACK threshold of 6 may avoid
unnecessary retransm ssions.

I mportant special cases are n=1 and n=3:
- For n=1, absence of 1-reordering neans the sequence nunbers that

the receiver sees are nonotonically increasing with respect to the
previous arriving packet.

Morton, et al. St andards Track [ Page 22]



RFC 4737 Packet Reordering Metrics Noverber 2006

- For n=3, a NewReno TCP sender would retransmt 1 packet in response
to an instance of 3-reordering and therefore consider this packet
|l ost for the purposes of congestion control (the sender will halve
its congestion wi ndow, see [RFC2581]). Three is the default
threshold for Stream Control Transport Protocol (SCTP) [ RFC2960],
and the Dat agram Congestion Control Protocol (DCCP) [RFC4340] when
used with Congestion Control ID 2: TCP-1like Congestion Contro
[ RFC4341] .

A sanple’s n-reordering nay be expressed as a histogramto sunmarize
the frequency for each value of n

We note that the definition of n-reordering cannot predict the exact
nunber of packets unnecessarily retransnmitted by a TCP sender under
some circumstances, such as cases with cl osel y-spaced reordered

singletons. Both time and position influence the sender’s behavior

A packet’'s n-reordering designation is sonetines equal to its
reordering extent, e. n-reordering is different in the follow ng
ways:

1. nis a count of early packets with consecutive arrival positions
at the receiver.

2. Reordered packets (Type-P-Reordered=TRUE) may not be n-reordered,
but will have an extent, e (see the exanples).

6. Measurenent and | nplenentation |ssues

The results of tests will be dependent on the tine interval between
measur enent packets (both at the source, and during transport where
spaci ng may change). Cearly, packets |launched infrequently (e.g., 1
per 10 seconds) are unlikely to be reordered.

In order to gauge the reordering for an application according to the
metrics defined in this meno, it is RECOWENDED to use the sane
sending pattern as the application of interest. |In any case, the
exact nethod of packet generation MJST be reported with the
measurenent results, including all stream paraneters.

+ To make inferences about applications that use TCP, it is REQU RED
to use TCP-like Streans as in [ RFC3148]

+ For real-time applications, it is RECOWENDED to use periodic
streanms as in [ RFC3432]

Morton, et al. St andards Track [ Page 23]



RFC 4737 Packet Reordering Metrics Noverber 2006

It is acceptable to report the netrics of Sections 3 and 4 with other
| PPM netrics using Poisson streans [ RFC2330]. Poi sson streans
represent an "unbi ased sanpl e" of network performance for packet |oss
and delay netrics. However, it would be incorrect to make inferences
about the application categories above using reordering netrics
measured with Poi sson streans.

Test stream designers may prefer to use a periodic sending interva

in order to maintain a known tenporal bias and allow sinmplified
results analysis (as described in [RFC3432]). In this case, it is
RECOMVENDED t hat the periodic sending interval be chosen to reproduce
the cl osest source packet spacing expected. Testers nust recognize
that streams sent at the link speed serialization limt MJST have
limted duration and MJST consi der packet |oss an indication that the
stream has caused congestion, and suspend further testing.

When intending to conpare i ndependent neasurenents of reordering, it
i's RECOWENDED to use the sane test stream paraneters in each
nmeasur enent system

Packet | engths mght also be varied to attenpt to detect instances of
paral |l el processing (they may cause steady state reordering). For
exanple, a line-speed burst of the |ongest (MIU-| ength) packets

foll owed by a burst of the shortest possible packets may be an
effective detecting pattern. Qher size patterns are possible.

The non-reversing order criterion and all metrics descri bed above
remain valid and useful when a stream of packets experiences packet
| oss, or both loss and reordering. |In other words, |osses al one do
not cause subsequent packets to be decl ared reordered.

Since this nmetric definition may use sequence nunmbers with finite
range, it is possible that the sequence nunbers coul d reach end-of -
range and roll over to zero during a neasurenment. By definition, the
Next Exp val ue cannot decrease, and all packets received after a
roll over woul d be declared reordered. Sequence nunber rollover can
be avoi ded by using conbi nations of counter size and test duration
where roll over is inpossible (and sequence is reset to zero at the
start). Also, message-based nunbering results in slower sequence
consunption. There may still be cases where nethodol ogi ca
mtigation of this problemis desirable (e.g., long-termtesting).
The el ements of mitigation are:

1. There nmust be a test to detect if a rollover has occurred. It
woul d be nearly inpossible for the sequence nunbers of successive
packets to junp by nore than half the total range, so these |arge
di scontinuities are designated as rollover
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2. Al sequence nunbers used in conmputations are represented in a
sufficiently large precision. The nunbers have a correction
applied (equivalent to adding a significant digit) whenever
rol lover is detected.

3. Reordered packets coincident with sequence nunbers reaching end-
of -range nust al so be detected for proper application of
correction factor.

Ideally, the test instrument would have the ability to use al

earlier packets at any point in the test stream |In practice, there
will be limted ability to deternmine the extent of reordering, due to
the storage requirenents for previous packets. Saving only packets
that indicate discontinuities (and their arrival positions) wll
reduce storage vol une.

Anot her solution is to use a sliding history wi ndow of packets, where
the wi ndow si ze woul d be determ ned by an upper bound on the usefu
reordering extent. This bound could be several packets or severa
seconds worth of packets, depending on the intended anal ysis. When
discarding all streaminformation beyond the wi ndow, the reordering
extent or degree of n-reordering may need to be expressed as greater
than the window |l ength if the reordering discontinuity informtion
has been di scarded, and Gap cal cul ati ons woul d not be possi bl e.

The requirenent to ignore duplicate packets al so mandat es storage
Here, tracking the sequence nunbers of missing packets may mnimze
storage size. M ssing packets nmay eventual |y be declared | ost or be
reordered if they arrive. The m ssing packet |ist and the | argest
sequence nunber received thus far (NextExp - 1) are sufficient
information to determne if a packet is a duplicate (assumng a
manageabl e storage size for packets that are mssing due to |o0ss).

It is inportant to note that practical |IP networks also have linmted
ability to "store" packets, even when routing | oops appear
tenmporarily. Therefore, the naxi mum storage for reordering netrics
(and their complexity) would only approach the nunber packets in the
sampl e, K, when the sending tine for K packets is small with respect
to the network’s | argest possible transfer tine. Another possible
limtation on storage is the maxi mum |l ength of the sequence nunber
field, assuming that nost test streans do not exhaust this length in
practi ce.

Last, we note that determ ning reordering extents and gaps is tricky

when there are overlapped or nested events. Test instrunent
conplexity and reordering conplexity are directly correl ated.
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6.1. Passive Measurenent Consi derations

As with other IPPM netrics, the definitions have been constructed
primarily for Active nmeasurenents.

Assumi ng that the necessary sequence infornmation (nessage nunber) is
included in the packet payl oad (possibly in application headers such
as RTP), reordering nmetrics may be evaluated in a passive neasurenent
arrangenment. Also, it is possible to evaluate order at any point

al ong a source-destination path, recognizing that internediate
measurenents may differ fromthose nmade at the destinati on (where the
reordering effect on applications can be inferred).

It is possible to apply these nmetrics to evaluate reordering in a TCP
sender’s stream In this case, the source sequence nunbers woul d be
based on byte streamor segment nunbering. Since the stream may
include retransni ssions due to | oss or reordering, care nust be taken
to avoid declaring retransmtted packets reordered. The additiona
sequence reference of s or SrcTinme helps avoid this anbiguity in
active measurenent, or the optional TCP timestanp field [ RFC1323] in
passi ve measurenent.

7. Exanples of Arrival Order Eval uation

This section provides sone exanples to illustrate how the non-
reversing order criterion works, how n-reordering works in
compari son, and the value of quantifying reordering in all the
di mensions of tinme, bytes, and position

Thr oughout this section, we will refer to packets by their source
sequence nunber, except where noted. So "Packet 4" refers to the
packet with source sequence nunber 4, and the reader should refer to
the tables in each exanple to determ ne packet 4’s arrival index
nunber, if needed.

7.1. Exanple with a Single Packet Reordered
Table 1 gives a sinple case of reordering, where one packet is
reordered, Packet 4. Packets are listed according to their arrival,

and nessage nunbering is used. Al packets contain Payl oadSi ze=100
bytes, with SrcByte=(s x 100)-99 for s=1,2,3,4,..
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Table 1: Exanple with Packet 4 Reordered,
Sending order( s @rc): 1,2,3,4,5,6,7,8,9,10

S Src Dst Dst Byte Late
@st Next Exp Tine Ti me Del ay | PDV O der Ofset Tine
1 1 0 68 68 1

2 2 20 88 68 0 2

3 3 40 108 68 0 3

5 4 80 148 68 -82 4

6 6 100 168 68 0 5

7 7 120 188 68 0 6

8 8 140 208 68 0 7

4 9 60 210 150 82 8 400 62
9 9 160 228 68 0 9

10 10 180 248 68 0 10

Each col umm gives the follow ng information:

S Packet sequence nunber at the source.

Next Exp The val ue of Next Exp when the packet arrived (before

updat e) .

SrcTi me Packet tinme stanp at the source, ns.

Dst Ti ne Packet tinme stanp at the destination, ns.

Del ay 1-way del ay of the packet, nms.

| PDV | P Packet Delay Variation, mns

| PDV = Del ay( SrcNunj - Del ay( SrcNum 1)

Dst Or der Order in which the packet arrived at the destination
Byte Ofset The byte offset of a reordered packet, in bytes.

Lat eTi me The | ateness of a reordered packet, in ns.

We can see that when Packet 4 arrives, NextExp=9, and it is declared
reordered. W conpute the extent of reordering as foll ows:

Using the notation <s[1], ..., s[i], ..., s[L]> the received packets
are represented as:

\/
, 6, 7, 8, 4, 9, 10
5 6, 7, 8 9, 10
I\

(Tt
[N

3 3 3

Appl ying the definition of Type-P-Packet-Reordering-Extent-Stream

when j=7, 8 > 4, so the reordering extent is 1 or nore.
when j=6, 7 > 4, so the reordering extent is 2 or nore.
when j=5, 6 > 4, so the reordering extent is 3 or nore.
when j=4, 5 > 4, so the reordering extent is 4 or nore.
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when j=3, but 3 < 4, and 4 is the nmaxi mum extent, e=4 (assumi ng
there are no earlier sequence discontinuities, as in this exanple).

Further, we can conpute the Late Tine (210-148=62ns usi ng Dst Ti nme)
conpared to Packet 5 s arrival. |If the receiver has a de-jitter
buffer that holds nore than 4 packets, or at |east 62 ns storage,
Packet 4 may be useful. Note that 1-way delay and | PDV indicate
unusual behavior for Packet 4. Also, if Packet 4 had arrived at

| east 62ms earlier, it would have been in-order in this exanple.

If all packets contained 100 byte payl oads, then Byte Offset is equa
to 400 bytes.

Foll owi ng the definitions of Section 5.1, Packet 4 is designated
4-reordered

7.2. Exanple with Two Packets Reordered

Table 2 Exanple with Packets 5 and 6 Reordered,
Sendi ng order(s @rc): 1,2,3,4,5,6,7,8,9,10
S Src Dst Dst Byte Late
@st Next Exp Tine Ti me Del ay | PDV O der Ofset Tine
1 1 0 68 68 1
2 2 20 88 68 0 2
3 3 40 108 68 0 3
4 4 60 128 68 0 4
7 5 120 188 68 -22 5
5 8 80 189 109 41 6 100 1
6 8 100 190 90 -19 7 100 2
8 8 140 208 68 0 8
9 9 160 228 68 0 9
10 10 180 248 68 0 10

Table 2 shows a case where Packets 5 and 6 arrive just behind Packet
7, so both 5 and 6 are reordered. The Late tines (189-188=1
190-188=2) are snall

Using the notation <s[1], ..., s[i], ..., s[l]> the received packets
are represented as:

e
NIN
w w
»
o~

—ow
©
©
=
o
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Consi deri ng Packet 5 first:

when j=5, 7 > 5, so the reordering extent is 1 or nore.
when j=4, we have 4 < 5, so 1 is its nmaxi numextent, and e=1

Consi deri ng Packet 6 next:

when j=6, 5 < 6, the extent is not yet defined.
when j=5, 7 > 6, so the reordering extent is i-j=2 or nore.
when j=4, 4 < 6, and we find 2 is its maxi mum extent, and e=2

We can al so associ ate each of these reordered packets with a
reordering discontinuity. W find the minimumj=5 (for both packets)
according to Section 4.2.3. So Packet 6 is associated with the sane
reordering discontinuity as Packet 5, the Reordering Discontinuity at
Packet 7.

This is a case where reordering extent e would over-estinate the
packet storage required to restore order. Only one packet storage is
required (to hold Packet 7), but e=2 for Packet 6

Fol I owi ng the definitions of Section 5, Packet 5 is designated
1-reordered, but Packet 6 is not designated n-reordered.

A hypot hetical sender/receiver pair may retransnt Packet 5
unnecessarily, since it is 1-reordered (in agreenent with the
singleton metric). Though Packet 6 may not be unnecessarily
retransmtted, the receiver cannot advance Packet 7 to the higher

|l ayers until after Packet 6 arrives. Therefore, the singleton netric
correctly determ ned that Packet 6 is reordered.
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7.3. Exanple with Three Packets Reordered

Table 3 Exanple with Packets 4, 5, and 6 reordered
Sendi ng order(s @rc): 1,2,3,4,5,6,7,8,9,10, 11

S

Src

@st Next Exp Tinme

=

100

Dst Dst Byt e Late
Ti me Del ay | PDV O der Ofset Tine
68 68 1

88 68 0 2

108 68 0 3

188 68 - 88 4

208 68 0 5

228 68 0 6

248 68 0 7

250 190 122 8 400 62
252 172 -18 9 400 64
256 156 -16 10 400 68
268 68 0 11

RPOOPAPOOONWNE

=

200

The case in Table 3 is where three packets in sequence have | ong
transit times (Packets with s = 4, 5 and 6). Delay, Late tine, and
Byte Offset capture this very well, and indicate variation in
reordering extent,
packets 4,5, and 6 has changed.

wh

ile I PDV indicates that the spacing between

The hi st ogram of Reordering extents (e) would be:

Bi n 1 2 3 4 5 6 7

Frequency 0 0 01 1 1 O

Using the notation <s[1], ..., s[i], ..., s[l]> the received packets
are represented as:

s =1, 2, 3,7, 8, 9,10, 4, 5 6, 11

i =1, 2, 3, 4, 5,6, 7, 8 9, 10,11

’ ’

’

’

We first calculate the n-reordering. Considering Packet 4 first:

when n=1, 7<=j <8,
when n=2, 6<=j <8,
when n=3, 5<=j <8,
when n=4, 4<=j <8,
when n=5, 3<=j <8,

Morton, et al.

and
and
and
and
but

10> 4, so the packet is 1l-reordered.
9 > 4, so the packet is 2-reordered.
8 > 4, so the packet is 3-reordered.
7 > 4, so the packet is 4-reordered.
3 <4, and 4 is the maxi num n-reordering.
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Consi deri ng packet 5[9] next:
when n=1, 8<=j<9, but 4 < 5, so the packet at i=9 is not designated
as n-reordered. W find the same result for Packet 6.

W now consi der whether reordered Packets 5 and 6 are associated with
the sane reordering discontinuity as Packet 4. Using the test of
Section 4.2.3, we find that the minimumj=4 for all three packets.
They are all associated with the reordering discontinuity at Packet

7

Thi s exanpl e shows again that the n-reordering definition identifies
a single Packet (4) with a sufficient degree of n-reordering that

m ght cause one unnecessary packet retransmni ssion by the New Reno TCP
sender (with DUP-ACK threshol d=3 or 4). Also, the reordered arriva
of Packets 5 and 6 will allow the receiver process to pass Packets 7
through 10 up the protocol stack (the singleton Type-P-Reordered =
TRUE for Packets 5 and 6, and they are all associated with a single
reordering discontinuity).

7.4. Exanple with Miultiple Packet Reordering Discontinuities

Table 4 Exanple with Miultiple Packet Reordering Discontinuities
Sending order(s @rc): 1,2,3,4,5,6,7,8,9,10,11,12,13, 14, 15, 16

Di scontinuity Di scontinuity
[--------- Gap---------

s =1, 2, 3, 6, 7, 4, 5, 8, 9, 10, 12, 13, 11, 14, 15, 16
i =1, 2, 3, 4, 5, 6, 7, 8 9, 10, 11, 12, 13, 14, 15, 16
r =1, 2, 3, 4, 5,60, 0, 1, 2, 3, 4, 5 0, 1, 2, 3,
number of runs,n =1 2 3

end r counts = 5 0 5

(These val ues are conputed after the packet arrives.)

Packet 4 has extent e=2, Packet 5 has extent e=3, and Packet 11 has
e=2. There are two different reordering discontinuities, one at
Packet 6 (where j=4) and one at Packet 12 (where j'=11).

According to the definition of Reordering Gap
Gap(s[j']) = (") - (i)
Gap(Packet 12) = (11) - (4) =7

W al so have three reordering-free runs of lengths 5, 0, and 5.
The differences between these two nmultiple-event nmetrics are evident
here. Gaps are the distance between sequence discontinuities that

are subsequently defined as reordering discontinuities, while
reordering-free runs capture the di stance between reordered packets.
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8. Security Considerations
8.1. Denial-of-Service Attacks

This nmetric requires a stream of packets sent from one host (source)
to anot her host (destination) through intervening networks. This
met hod coul d be abused for denial -of-service attacks directed at
destination and/or the intervening network(s).

Adm ni strators of the source, destination, and intervening network(s)
shoul d establish bilateral or nultilateral agreenents regarding the
timng, size, and frequency of collection of sanple netrics. Use of
this method in excess of the terns agreed between the participants
may be cause for imredi ate rejection or discard of packets or other
escal ati on procedures defined between the affected parties.

8.2. User Data Confidentiality

Active use of this nethod generates packets for a sanple, rather than
taki ng sanpl es based on user data, and does not threaten user data
confidentiality. Passive nmeasurenent nust restrict attention to the
headers of interest. Since user payloads nmay be tenporarily stored
for length analysis, suitable precautions MJUST be taken to keep this
informati on safe and confidential. |In nobst cases, a hashing function
wi Il produce a value suitable for payl oad conparisons

8. 3. Interference with the Metric

It may be possible to identify that a certain packet or stream of
packets is part of a sanple. Wth that know edge at the destination
and/or the intervening networks, it is possible to change the
processing of the packets (e.g., increasing or decreasing delay) that
may distort the measured performance. It may al so be possible to
generate additional packets that appear to be part of the sanple
metric. These additional packets are likely to perturb the results
of the sanple neasurenment. The |ikely consequences of packet
injection are that the additional packets woul d be decl ared
duplicates, or that the original packets would be seen as duplicates
(if they arrive after the corresponding injected packets), causing
inval i d neasurenents on the injected packets.

The requirements for data collection resistance to interference by
mal i ci ous parties and nmechani sms to achieve such resistance are
available in other IPPM nmenos. A set of requirenents for a data
col l ection protocol can be found in [RFC3763], and a protoco
specification for the One-Way Active Measurenent Protocol (OMMP) is
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in [ RFC4656]. The security considerations sections of the two OMM
docunents are extensive and shoul d be consulted for additiona
detail s.

9. | ANA Consi derations
Metrics defined in this neno have been registered in the | ANA | PPM
METRI CS REGQ STRY as described in initial version of the registry
[ RFC4148] .

| ANA has registered the following netrics in the | ANA-I PPM METRI CS-
REA STRY- M B:

i et f Reor der edSi ngl et on OBJECT- | DENTI TY

STATUS current
DESCRI PTI ON

"Type- P- Reor der ed"
REFERENCE

"Reference RFC 4737, Section 3"
::={ ianal ppmvetrics 34 }

i et f Reor der edPacket Rati o OBJECT-| DENTI TY

STATUS current
DESCRI PTI ON

"Type- P- Reor der ed- Rati o- St r eant'
REFERENCE

"Ref erence RFC 4737, Section 4.1"
::={ ianal ppmvetrics 35 }

i et f Reorderi ngExt ent OBJECT- | DENTI TY

STATUS current
DESCRI PTI ON

"Type- P- Packet - Reor der i ng- Ext ent - St r eant
REFERENCE

"Ref erence RFC 4737, Section 4.2"
::={ ianal ppmvetrics 36 }

i et f ReorderinglLat eTi neCf f set OBJECT- | DENTI TY

STATUS current
DESCRI PTI ON

"Type- P- Packet - Lat e- Ti ne- Str eant
REFERENCE

"Reference RFC 4737, Section 4.3"
::={ ianal ppmvetrics 37 }

i et f ReorderingByteO fset OBJECT- | DENTI TY

STATUS current
DESCRI PTI ON
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"Type- P- Packet - Byt e- O f set - St r eant
REFERENCE

"Ref erence RFC 4737, Section 4.4"
::={ ianal ppmvetrics 38 }

et f Reorderi ngGap OBJECT- | DENTI TY

STATUS current
DESCRI PTI ON

"Type- P- Packet - Reor der i ng- Gap- St r eant
REFERENCE

"Ref erence RFC 4737, Section 4.5"
c:={ ianal ppmvetrics 39 }

et f Reorderi ngGapTi me OBJECT- | DENTI TY

STATUS current
DESCRI PTI ON

"Type- P- Packet - Reor der i ng- GapTi ne- St r eant'
REFERENCE

"Reference RFC 4737, Section 4.5"
::={ ianal ppmvetrics 40 }

et f Reor deri ngFr eeRunx OBJECT- | DENTI TY

STATUS current
DESCRI PTI ON

"Type- P- Packet - Reor der i ng- Fr ee- Run- x- nunr uns- St r eant
REFERENCE

"Ref erence RFC 4737, Section 4.6"
::={ ianal ppmvetrics 41 }

et f Reor deri ngFreeRung OBJECT- | DENTI TY

STATUS current
DESCRI PTI ON

"Type- P- Packet - Reor der i ng- Fr ee- Run- g- squr uns- St r eant
REFERENCE

"Ref erence RFC 4737, Section 4.6"
c:={ ianal ppmvetrics 42 }

et f Reor deri ngFr eeRunp OBJECT- | DENTI TY

STATUS current
DESCRI PTI ON

"Type- P- Packet - Reor der i ng- Fr ee- Run- p- nunpkt s- St r eant'
REFERENCE

"Reference RFC 4737, Section 4.6"
::={ ianal ppmvetrics 43 }

et f Reor deri ngFr eeRuna OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
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"Type- P- Packet - Reor der i ng- Fr ee- Run- a- accpkt s- St r eant
REFERENCE
"Ref erence RFC 4737, Section 4.6"

::={ ianal ppmvetrics 44 }
i et f nReor deri ng OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
" Type- P- Packet - n- Reor deri ng- St r eant
REFERENCE
"Reference RFC 4737, Section 5"
c:={ ianal ppmvetrics 45 }
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Appendi x A.  Exanple Inplenentations in C (Informative)
Two exanpl e c-code inplenentations of reordering definitions follow
Example 1 n-reordering ============================================
#i ncl ude <stdio. h>
#define MAXN 100

#define mn(a, b) ((a) < (b)? (a): (b))
#define loop(x) ((x) >= 0? x: x + MAXN)

/*
* Read new sequence nunber and return it. Return a sentinel value
* of EOF (at |east once) when there are no nore sequence nunbers.
* In this exanple, the sequence nunbers cone from stdin;
* in an actual test, they would cone fromthe network
*
*/
i nt
read_sequence_numnber ()
{
i nt res, rc;
rc = scanf("%\n", &res);
if (rc == 1) return res;
el se return ECF
}
i nt
mai n()
i nt | MAXN] ; [* W& have ni{j-1] == nunber of
* j-reordered packets. */
i nt ring[ MAXN] ; /* Last sequence nunbers seen. */
i nt r = 0; /* Ring pointer for next wite. */
i nt I = 0; /* Number of sequence nunbers read. */
i nt S; /* Last sequence nunber read. */
i nt i
for (j j < MAXN, j++) nij] = 0O;

= 0;
for (;(s = read_sequence_nunber())!= ECF; | ++, r=(r+1) %AXN) {
for (j=0; j<mn(l, MAXN)&&s<ring[loop(r-j-1)];j++) n{j]++
ring[r] =s;

}
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for (j =0; j < MAXN && n{j]; j++)

printf("%l-reordering = %¥%an", j+1, 100.0*nj]/(1-j-1));
if (j ==0) printf("no reordering\n");
else if (j < MAXN) printf("no %-reordering\n", j+1);
else printf("only up to %d-reordering is handl ed\n", MAXN);
exit(0);

/[* Exanple 2 singl eton and n-reordering conpari son =======
Aut hor: Jerry Perser 7-2002 (nod by acm 12-2004)
Conpile: $ gcc -o jpboth file.c
Usage: $ jpboth 1 2 37 8 45 6 (pkt sequence given on cndline)
Note to cut/pasters: line 59 may need repair
*/

#i ncl ude <stdio. h>

#define MAXN 100
#define mn(a, b) ((a) < (b)? (a): (b))
#define loop(x) ((x) >= 0? x: x + MAXN)

/* dobal counters */

int receive_packet s=0; /* nunber of received */

i nt reorder_packets_Al =0; /* num reordered pkts (singleton) */
int reorder_packets_Stas=0; /* numreordered pkts(n-reordering)*/

/* function to test if current packet has been reordered
* returns 0 = not reordered

* 1 reordered
*/
int testorderl1(int segnum /1 Al
{
static int NextExp = 1;
int i Return = 0;
i f (seqnum >= Next Exp) ({
Next Exp = segnuntl,
} else {
i Return = 1;
}
return i Return;
}
int testorder2(int segnum /1 Stanislav
{

static int ring[ MAXN; /* Last sequence nunbers seen. */
staticint r = 0; /* Ring pointer for next wite */
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i nt I = 0; /* Number of sequence nunbers read. */
i nt i
int iReturn = O;

| ++;

r = (r+l1) % MAXN,

for (j=0; j<min(l, MAXN) && seqgnunxring[loop(r-j-1)]; j++)
i Return = 1;

ring[r] = seqnum

return i Return;

int main(int argc, char *argv[])

int i, packet;
for (i=1; i< argc; i++) {
recei ve_packet s++;
packet = atoi(argv[i]);
reorder_packets Al += testorderl(packet); // singleton
reorder_packets_Stas += testorder2(packet); //n-reord.

}
printf("Received packets = %, Singleton Reordered = %, n-
reordered = %@\ n", receive packets, reorder_ packets Al,
reorder_packets_Stas );
exit(0);
}
Ref er ence

I SO | EC 9899: 1999 (E), as anmended by |SQO | EC 9899: 1999/ Cor. 1: 2001
(E). Also published as:

The C Standard: Incorporating Technical Corrigendum1, British

Standards Institute, |1SBN. 0-470-84573-2, Hardcover, 558 pages,
Sept enber 2003.
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App

B. 1.

B. 2.

Mor

endi x B. Fragnent O der Evaluation (Informative)

Section 3 stated that fragment reassenbly is assuned prior to order
eval uation, but that simlar procedures could be applied prior to
reassenbly. This appendi x gives definitions and procedures to
identify reordering in a packet streamthat includes fragnmentation

Metric Nane

The Metric retains the same nane, Type-P-Reordered, but additiona
paraneters are required

Thi s appendi x assunes that the device that divides a packet into
fragments sends them according to ascending fragnent offset. Early
Li nux CS sent fragnents in reverse order, so this possibility is
wort h checki ng.

Addi tional Metric Parameters
+ MoreFrag, the state of the More Fragments Flag in the | P header.

+ FragOfset, the offset fromthe beginning of a fragnented packet,
in 8 octet units (also fromthe | P header).

+ FragSeq#, the sequence nunber fromthe | P header of a fragnented
packet currently under evaluation for reordering. Wen set to
zero, fragment evaluation is not in progress.

+ Next ExpFrag, the next expected fragnent offset at the destination,
in 8 octet units. Set to zero when fragnment evaluation is not in
progress.

The packet sequence nunber, s, is assuned to be the same as the IP
header sequence nunber. Also, the value of Next Exp does not change
with the in-order arrival of fragnments. NextExp is only updated when
a last fragnent or a conplete packet arrives.

Note that packets with m ssing fragments MJST be decl ared | ost, and

the Reordering status of any fragments that do arrive MJST be
excl uded from sanple netrics.
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B. 3. Definition

The val ue of Type-P-Reordered is typically false (the packet is
i n-order) when

* the sequence nunber s >= Next Exp, AND
* the fragment offset FragOifset >= Next ExpFrag

However, it is nore efficient to define reordered conditions exactly
and desi gnate Type-P-Reordered as Fal se ot herwi se

The val ue of Type-P-Reordered is defined as True (the packet is
reordered) under the conditions below. In these cases, the NextExp
val ue does not change.

Case 1. if s < NextExp
Case 2: if s < FragSeqg#
Case 3: if s>= NextExp AND s = FragSeg# AND FragOffset < Next ExpFrag

This definition can also be illustrated in pseudo-code. A version of
the code follows, and sonme sinplification may be possible.
Housekeepi ng for the new paraneters will be chall enging.

Next Exp=0;
Next ExpFr ag=0;
Fr agSeq#=0;

whi | e(packets arrive with s, MreFrag, FragOfset)

{
i f (s>=Next Exp AND Mor eFrag==0 AND s>=Fr agSeqg#) {
/* a normal packet or last frag of an in-order packet arrived */
Next Exp = s+1;
FragSeg# = 0;
Next ExpFrag = 0O
Reor dering = Fal se;

}
i f (s>=Next Exp AND Mor eFrag==1 AND s>Fr agSeq#>=0) {
/* a fragment of a new packet arrived, possibly with a
hi gher sequence nunber than the current fragnented packet */
FragSeg# = s;
Next ExpFrag = FragOifset +1
Reor deri ng = Fal se;

}
i f (s>=Next Exp AND Mor eFrag==1 AND s==Fr agSeq#) {
/* a fragnment of the "current packet s" arrived */
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if (FragOffset >= Next ExpFrag){
Next ExpFrag = FragOifset +1
Reorderi ng = Fal se;

el se{
Reordering = True; /* fragnent reordered */

}

}
i f (s>=Next Exp AND MoreFrag==1 AND s < FragSeq#){
/* case where a late fragnent arrived,
for illustration only, redundant with el se bel ow */
Reordering = True;

}

else { /* when s < Next Exp, or MireFrag==0 AND s < FragSeqg# */
Reordering = True;
}

}

A working version of the code would include a check to ensure that
all fragments of a packet arrive before using the Reordered status
further, such as in sample metrics

B.4. Discussion: Notes on Sanple Metrics When Eval uating Fragnents

Al fragnents with the same source sequence nunmber are assigned the
same source tine.

Eval uation with byte stream nunbering may be sinplified if the
fragment offset is sinply added to the SourceByte of the first packet
(with fragnent offset = 0), keeping the 8 octet units of the offset
in mnd.

Appendi x C. Disclaimer and License

Regarding this entire docunent or any portion of it (including the
pseudo- code and C code), the authors nmake no guarantees and are not
responsi bl e for any damage resulting fromits use. The authors grant
irrevocabl e pernmission to anyone to use, nodify, and distribute it in
any way that does not dimnish the rights of anyone el se to use,

nmodi fy, and distribute it, provided that redistributed derivative

wor ks do not contain m sleading author or version infornation.
Derivative works need not be |licensed under sinilar terns.
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Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST,
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EXPRESS OR | MPLI ED, | NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT
THE USE OF THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY
| MPLI ED WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR
PURPGSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe I ETF on-line I PR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that nmay be required to inpl enent
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.
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