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Abst r act

Thi s docunent describes a nechanismfor BGP that would help minimze
the negative effects on routing caused by BGP restart. An End-of-RIB
mar ker is specified and can be used to convey routing convergence
information. A new BGP capability, termed "G aceful Restart
Capability", is defined that would all ow a BGP speaker to express its
ability to preserve forwarding state during BGP restart. Finally,
procedures are outlined for tenporarily retaining routing information
across a TCP session term nation/re-establishment.

The nechani sns described in this docunment are applicable to al
routers, both those with the ability to preserve forwarding state
during BGP restart and those without (although the latter need to
i npl ement only a subset of the mechani sns described in this
document) .
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1. Introduction

Usual | y, when BGP on a router restarts, all the BGP peers detect that
the session went down and then cane up. This "down/up" transition
results in a "routing flap" and causes BGP route re-conputation,
generation of BGP routing updates, and unnecessary churn to the
forwarding tables. It could spread across nultiple routing domains.
Such routing flaps may create transient forwardi ng bl ackhol es and/ or
transi ent forwarding | oops. They al so consunme resources on the
control plane of the routers affected by the flap. As such, they are
detrinmental to the overall network performance

Thi s docunent describes a mechanismfor BGP that would help minimze
the negative effects on routing caused by BGP restart. An End-of-RIB
mar ker is specified and can be used to convey routing convergence
information. A new BGP capability, termed "G aceful Restart
Capability", is defined that would all ow a BGP speaker to express its
ability to preserve forwarding state during BGP restart. Finally,
procedures are outlined for tenporarily retaining routing information
across a TCP session term nation/re-establishnent.

1.1 Specification of Requirenents
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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Mar ker for End-of-RI B

An UPDATE nmessage with no reachabl e Network Layer Reachability
Information (NLRI) and enpty withdrawn NLRI is specified as the End-
of -RIB marker that can be used by a BGP speaker to indicate to its
peer the conpletion of the initial routing update after the session
is established. For the |IPv4 unicast address fanmly, the End-of-R B
mar ker is an UPDATE nessage with the mninumlength [BGP-4]. For any
other address famly, it is an UPDATE nessage that contains only the
MP_UNREACH NLRI attribute [BGP-MP] with no withdrawn routes for that
<AFl, SAFI >,

Al t hough the End-of -RI B narker is specified for the purpose of BGP
graceful restart, it is noted that the generation of such a marker
upon conpl etion of the initial update would be useful for routing

convergence in general, and thus the practice is recomended.

In addition, it would be beneficial for routing convergence if a BGP
speaker can indicate to its peer up-front that it will generate the
End-of -RIB marker, regardless of its ability to preserve its
forwarding state during BGP restart. This can be acconplished using
the Graceful Restart Capability described in the next section

Graceful Restart Capability

The Graceful Restart Capability is a new BGP capability [BGP- CAP]
that can be used by a BGP speaker to indicate its ability to preserve
its forwarding state during BGP restart. It can also be used to
convey to its peer its intention of generating the End-of-R B marker
upon the conpletion of its initial routing updates.
This capability is defined as foll ows:

Capability code: 64

Capability length: variable

Capability value: Consists of the "Restart Flags" field, "Restart

Time" field, and O to 63 of the tuples <AFl, SAFl, Flags for
address famly> as foll ows:
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e +
| Restart Flags (4 bits) |
o m mm e e e e e e e e e e e e e e e e e e e e e e mm e mmaa o s +
| Restart Tine in seconds (12 bits) |
NN +
| Address Famly ldentifier (16 bits) |
I +
| Subsequent Address Family ldentifier (8 bits) |
o m mm e e e e e e e e e e e e e e e e e e e e e e mm e mmaa o s +
| Flags for Address Family (8 bits) |
e NN +
I I
N +
| Address Family ldentifier (16 bits) |
o m mm e e e e e e e e e e e e e e e e e e e e e e mm e mmaa o s +
| Subsequent Address Fanmily ldentifier (8 bits) |
. +
| Flags for Address Fanmily (8 bits) |
e +

The use and neaning of the fields are as foll ows:
Restart Fl ags:
This field contains bit flags related to restart.

0123
+- - - +- +
| Rl Resv. |
+- - - -+

The nost significant bit is defined as the Restart State (R
bit, which can be used to avoid possi bl e deadl ock caused by

wai ting for the End-of -RI B narker when multiple BGP speakers
peering with each other restart. Wen set (value 1), this bit

i ndi cates that the BGP speaker has restarted, and its peer MJST
NOT wait for the End-of-RI B marker fromthe speaker before
advertising routing information to the speaker.

The remaining bits are reserved and MJST be set to zero by the
sender and ignored by the receiver.

Restart Tine:
This is the estimated tinme (in seconds) it will take for the
BGP session to be re-established after a restart. This can be

used to speed up routing convergence by its peer in case that
the BGP speaker does not conme back after a restart.

Sangli, et al. St andards Track [ Page 4]



RFC 4724 Graceful Restart Mechanismfor BGP January 2007

Address Family ldentifier (AFl), Subsequent Address Family
Identifier (SAFI):

The AFI and SAFI, taken in conbination, indicate that G aceful
Restart is supported for routes that are advertised with the
same AFl and SAFI. Routes nmay be explicitly associated with a
particul ar AFl and SAFl using the encoding of [BGP-MP] or
inplicitly associated with <AFl =l Pv4, SAFI =Unicast> if using
the encodi ng of [BGP-4].

Flags for Address Famly:

This field contains bit flags relating to routes that were
advertised with the given AFl and SAFI

01234567
R i i i
| F| Reserved
R e i i i

The nost significant bit is defined as the Forwarding State (F)
bit, which can be used to indicate whether the forwarding state
for routes that were advertised with the given AFl and SAFI has
i ndeed been preserved during the previous BGP restart. Wen
set (value 1), the bit indicates that the forwardi ng state has
been preserved.

The remaining bits are reserved and MJST be set to zero by the
sender and ignored by the receiver.

When a sender of this capability does not include any <AFl, SAFI> in
the capability, it neans that the sender is not capable of preserving
its forwarding state during BGP restart, but supports procedures for
the Receiving Speaker (as defined in Section 4.2 of this docunent).
In that case, the value of the "Restart Tine" field advertised by the
sender is irrelevant.

A BGP speaker MJST NOT include nore than one instance of the Gracefu
Restart Capability in the capability advertisement [BGP-CAP]. If
nore than one instance of the Gaceful Restart Capability is carried
in the capability advertisenent, the receiver of the advertisenent
MUST ignore all but the last instance of the Gaceful Restart
Capability.

I ncl udi ng <AFI =l Pv4, SAFI =unicast> in the G aceful Restart Capability
does not inply that the IPv4 unicast routing information should be
carried by using the BGP nultiprotocol extensions [BGP-MP] -- it
could be carried in the NLRI field of the BGP UPDATE nessage.
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4.

4.

Qperation

A BGP speaker MAY advertise the Graceful Restart Capability for an
address famly to its peer if it has the ability to preserve its
forwarding state for the address fam |y when BGP restarts. In
addition, even if the speaker does not have the ability to preserve
its forwarding state for any address family during BGP restart, it is
still recommended that the speaker advertise the G aceful Restart
Capability to its peer (as nentioned before this is done by not
including any <AFl, SAFI> in the advertised capability). There are
two reasons for doing this. The first is to indicate its intention
of generating the End-of-RI B marker upon the conpletion of its
initial routing updates, as doing this would be useful for routing
convergence in general. The second is to indicate its support for a
peer which wi shes to performa graceful restart.

The End-of -RI B marker MUST be sent by a BGP speaker to its peer once
it conmpletes the initial routing update (including the case when
there is no update to send) for an address fanily after the BGP
session is established.

It is noted that the normal BGP procedures MJUST be foll owed when the
TCP session term nates due to the sending or receiving of a BGP
NOTI FI CATI ON nessage

A suggested default for the Restart Time is a value |less than or
equal to the HOLDTIME carried in the OPEN

In the followi ng sections, "Restarting Speaker" refers to a router
whose BGP has restarted, and "Receiving Speaker" refers to a router
that peers with the restarting speaker

Consi der that the G aceful Restart Capability for an address famly
is advertised by the Restarting Speaker, and is understood by the
Recei vi ng Speaker, and a BGP session between themis established.

The foll owi ng sections detail the procedures that MJST be foll owed by
the Restarting Speaker as well as the Receiving Speaker once the
Restarting Speaker restarts.

1. Procedures for the Restarting Speaker

When the Restarting Speaker restarts, it MJST retain, if possible,
the forwarding state for the BGP routes in the Loc-RI B and MJST mark
themas stale. It MJUST NOT differentiate between stale and ot her

i nformati on during forwarding.

To re-establish the session with its peer, the Restarting Speaker
MJUST set the "Restart State" bit in the Graceful Restart Capability
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of the OPEN nessage. Unless allowed via configuration, the
"Forwarding State" bit for an address famly in the capability can be
set only if the forwarding state has indeed been preserved for that
address famly during the restart.

Once the session between the Restarting Speaker and t he Receiving
Speaker is re-established, the Restarting Speaker will receive and
process BGP nessages fromits peers. However, it MJST defer route
sel ection for an address famly until it either (a) receives the
End-of -RIB marker fromall its peers (excluding the ones with the
"Restart State" bit set in the received capability and excluding the
ones that do not advertise the graceful restart capability) or (b)
the Selection_Deferral _Timer referred to bel ow has expired. It is
noted that prior to route selection, the speaker has no routes to
advertise to its peers and no routes to update the forwarding state.

In situations where both Interior Gateway Protocol (IGP) and BGP have
restarted, it mght be advantageous to wait for I GP to converge
before the BGP speaker performs route sel ection.

After the BGP speaker perforns route selection, the forwarding state
of the speaker MJST be updated and any previously nmarked stale

i nformati on MUST be renoved. The Adj-RIB-Qut can then be adverti sed
toits peers. Once the initial update is conplete for an address
famly (including the case that there is no routing update to send),
the End-of -RI B marker MJST be sent.

To put an upper bound on the anount of tinme a router defers its route
sel ection, an inplenentation MJST support a (configurable) tiner that
i nposes this upper bound. This tinmer is referred to as the
"Sel ection_Deferral _Tiner". The value of this timer should be |arge
enough, so as to provide all the peers of the Restarting Speaker with
enough tine to send all the routes to the Restarting Speaker

If one wants to apply graceful restart only when the restart is

pl anned (as opposed to both planned and unpl anned restart), then one
way to acconplish this would be to set the Forwarding State bit to 1
after a planned restart, and to O in all other cases. O her
approaches to acconplish this are outside the scope of this docunent.

4.2. Procedures for the Receiving Speaker

When the Restarting Speaker restarts, the Receiving Speaker nmay or
may not detect the termination of the TCP session with the Restarting
Speaker, depending on the underlying TCP inpl enentation, whether or
not [BGP-AUTH] is in use, and the specific circunstances of the
restart. In case it does not detect the term nation of the old TCP
session and still considers the BGP session as being established, it
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MUST treat the subsequent open connection fromthe peer as an
indication of the termnation of the old TCP session and act
accordingly (when the Graceful Restart Capability has been received
fromthe peer). See Section 8 for a description of this behavior in
terms of the BGP finite state machine.

"Acting accordingly" in this context means that the previous TCP
session MJUST be closed, and the new one retained. Note that this
behavior differs fromthe default behavior, as specified in [BGP-4],
Section 6.8. Since the previous connection is considered to be
term nated, no NOTI FI CATI ON nessage should be sent -- the previous
TCP session is sinply closed.

When t he Receiving Speaker detects term nation of the TCP session for
a BGP session with a peer that has advertised the Graceful Restart
Capability, it MJUST retain the routes received fromthe peer for al
the address famlies that were previously received in the Gracefu
Restart Capability and MUST mark them as stale routing infornation.
To deal with possible consecutive restarts, a route (fromthe peer)
previously marked as stale MJIST be deleted. The router MJST NOT
differentiate between stale and other routing information during

f orwar di ng.

In re-establishing the session, the "Restart State" bit in the

G aceful Restart Capability of the OPEN nmessage sent by the Receiving
Speaker MJST NOT be set unless the Receiving Speaker has restarted.
The presence and the setting of the "Forwarding State” bit for an
address fam |y depend upon the actual forwarding state and
configuration.

If the session does not get re-established within the "Restart Tine"
that the peer advertised previously, the Receiving Speaker MJST
delete all the stale routes fromthe peer that it is retaining.

A BGP speaker coul d have sonme way of determ ning whether its peer’s
forwarding state is still viable, for exanple through Bidirectiona
Forwar di ng Detection [BFD] or through nonitoring |layer two
information. Specifics of such mechani sms are beyond the scope of
this document. In the event that it determnes that its peer’s
forwarding state is not viable prior to the re-establishnment of the
session, the speaker MAY delete all the stale routes fromthe peer
that it is retaining.

Once the session is re-established, if the "Forwarding State" bit for
a specific address famly is not set in the newy received G acef ul
Restart Capability, or if a specific address fanmly is not included
in the newy received Gaceful Restart Capability, or if the Gacefu
Restart Capability is not received in the re-established session at
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all, then the Receiving Speaker MJST inmediately renmove all the stale
routes fromthe peer that it is retaining for that address famly.
The Receiving Speaker MJUST send the End-of-RI B marker once it
conpletes the initial update for an address fam |y (including the
case that it has no routes to send) to the peer
The Receiving Speaker MUST replace the stale routes by the routing
updates received fromthe peer. Once the End-of-RI B marker for an
address famly is received fromthe peer, it MJST i nmedi ately renove
any routes fromthe peer that are still narked as stale for that
address fam ly
To put an upper bound on the anpunt of time a router retains the
stal e routes, an inplenentati on MAY support a (configurable) tinmer
that inposes this upper bound.

5. Changes to BGP Finite State Mchine

As nentioned under "Procedures for the Receiving Speaker" above, this
specification nodifies the BGP finite state machine.

The specific state machine nodifications to [BGP-4], Section 8.2.2,
are as follows.

In the Idle state, make the foll owi ng changes.
Repl ace this text:
- initializes all BGP resources for the peer connection,
with
- initializes all BGP resources for the peer connection, other
than those resources required in order to retain routes
according to section "Procedures for the Receiving Speaker" of
this (Gaceful Restart) specification,
In the Established state, nake the foll ow ng changes.
Repl ace this text:
In response to an indication that the TCP connection is
successfully established (Event 16 or Event 17), the second

connection SHALL be tracked until it sends an OPEN nessage.

W th
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If the Gaceful Restart Capability with one or nore AFls/SAFls
has not been received for the session, then in response to an
indication that a TCP connection is successfully established
(Event 16 or Event 17), the second connection SHALL be tracked
until it sends an OPEN nessage.

However, if the Graceful Restart Capability with one or nore
AFl s/ SAFl s has been received for the session, then in response
to Event 16 or Event 17 the |ocal system
- retains all routes associated with this connection according
to section "Procedures for the Receiving Speaker" of this
(Graceful Restart) specification,
- releases all other BGP resources,

- drops the TCP connection associated with the ESTABLI SHED
sessi on,

- initializes all BGP resources for the peer connection, other
than those required in order to retain routes according to
section "Procedures for the Receiving Speaker" of this
speci fication,

- sets ConnectRetryCounter to zero,

- starts the ConnectRetryTiner with the initial value, and

- changes its state to Connect.

Repl ace this text:

| f
Ev

the | ocal systemreceives a NOTIFI CATI ON nessage (Event 24 or
ent 25), or a TcpConnectionFails (Event 18) fromthe underlying

TCP, the local system

Sangl i,

- sets the ConnectRetryTinmer to zero,

- deletes all routes associated with this connecti on,
- releases all the BGP resources,

- drops the TCP connecti on,

- increments the Connect RetryCounter by 1,

- changes its state to ldle.
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with

If the local systemreceives a NOTI FI CATI ON nessage (Event 24 or
Event 25), or if the local systemreceives a TcpConnectionFails
(Event 18) fromthe underlying TCP and the G aceful Restart
capability with one or nore AFls/SAFls has not been received for
the session, the local system

sets the ConnectRetryTinmer to zero,

del etes all routes associated with this connection,

rel eases all the BGP resources,

- drops the TCP connecti on,

i ncrements the ConnectRetryCounter by 1, and

- changes its state to ldle.
However, if the local systemreceives a TcpConnectionFails (Event
18) fromthe underlying TCP, and the Graceful Restart Capability
with one or nore AFls/SAFIs has been received for the session, the
| ocal system

- sets the ConnectRetryTinmer to zero,

- retains all routes associated with this connection according
to section "Procedures for the Receiving Speaker" of this
(Graceful Restart) specification,

- releases all other BGP resources,

- drops the TCP connecti on,

increments the ConnectRetryCounter by 1, and
- changes its state to ldle.
Depl oynent Consi derati ons

Al 't hough the procedures described in this document woul d hel p
mnimze the effect of routing flaps, it is noted that when a BGP
Graceful Restart-capable router restarts, or if it restarts wthout
preserving its forwarding state (e.g., due to a power failure), there
is a potential for transient routing |oops or blackholes in the
network if routing information changes before the involved routers
conpl ete routing updates and convergence. Also, depending on the
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network topology, if not all |BGP speakers are G aceful Restart
capabl e, there could be an increased exposure to transient routing
| oops or bl ackhol es when the Graceful Restart procedures are
exerci sed.

The Restart Tine, the upper bound for retaining routes, and the upper
bound for deferring route selection nmay need to be tuned as nore
depl oynent experience is gained.

Finally, it is noted that the benefits of depl oying BGP G aceful
Restart in an Autononous System (AS) whose | GPs and BGP are tightly
coupled (i.e., BG and 1 GPs would both restart) and | GPs have no
simlar Graceful Restart Capability are reduced relative to the
scenario where 1GPs do have sinilar Gaceful Restart Capability.

7. Security Considerations

Since with this proposal a new connection can cause an old one to be
termnated, it mght seemto open the door to denial of service
attacks. However, it is noted that unauthenticated BGP is already
known to be vulnerable to denials of service through attacks on the
TCP transport. The TCP transport is commonly protected through use
of [BGP-AUTH]. Such authentication will equally protect against
deni al s of service through spurious new connections.

If an attacker is able to successfully open a TCP connecti on

i mpersonating a legitimte peer, the attacker’s connection wll
replace the legitimte one, potentially enabling the attacker to
advertise bogus routes. W note, however, that the w ndow for such a
route insertion attack is small since through normal operation of the
protocol the legitimte peer would open a new connection, in turn
causing the attacker’s connection to be term nated. Thus, this
attack devolves to a formof denial of service

It is thus concluded that this proposal does not change the
underlying security nodel (and issues) of BGP-4.

We al so note that inplenmentations may all ow use of graceful restart

to be controlled by configuration. |[If graceful restart is not
enabl ed, naturally the underlying security nodel of BGP-4 is
unchanged.
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