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| ESG Not e

This RFC is not a candidate for any |l evel of Internet Standard. The
| ETF di sclaims any know edge of the fitness of this RFC for any
purpose, and in particular notes that the decision to publish is not
based on | ETF review for such things as security, congestion contro
or inappropriate interaction with deployed protocols. The RFC Editor
has chosen to publish this docunent at its discretion. Readers of
this document shoul d exercise caution in evaluating its value for

i mpl ement ati on and depl oynent .

Abst ract

The Netnews Adm nistration System (NAS) is a framework to sinplify
the adninistration and usage of network news (al so known as Net news)
on the Internet. Data for the adm nistration of newsgroups and

hi erarchies are kept in a distributed hierarchical database and are
avai l abl e through a client-server protocol

The database is accessible by news servers, news adninistrators, and
news readers. News servers can update their configuration
automatically; administrators are able to get the data manually.

News reader prograns are able to get certain information froman NAS
server, automatically or at a user’s discretion, which provides
detailed informati on about groups and hierarchies to the user
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NAS is usable in coexistence with the current, established process of
control messages; an unwanted interference is inpossible.
Furthermore, NAS is able to reflect the sonewhat chaotic structure of
Usenet in a hierarchical database. NAS can be used wi thout

nodi fi cation of existing news relay, news server, or news reader
software; however, sone tasks will be better acconplished with NAS
compl i ant software.
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I ntroduction

An increasi ng nunber of newsgroups, hierarchies, and articles has
made the administration of news servers a conplex and tine-consum ng
task. The tools for the admi nistration have remai ned unchanged for
ten years and are no |onger appropriate. Many hierarchies are

i nconsi stent; many new newsgroups are not created or only with a

| arge del ay; renoved groups keep lurking in the configuration files
for a long period of tinme. There is no admnistration tool that
utilizes the power of the Internet, and it is not possible to check
the consi stency of the news server at a given point of tinme.

Users find it difficult to get an overvi ew of the newsgroups, the
charter of a particular one, which | anguage is preferred, or whether
a group is noderated. Renam ng, the status change from noderated to
unnoderated or vice versa, and the splitting of a group into severa
others are dynam c processes. These processes are in conmon use, but
it takes a long time until every news server is aware of these
changes.

An increasi ng nunber of faked control nessages has appeared in the

| ast few years. Purposely or accidentally, control nessages were
sent to foreign news servers to create or renpve a certain group

al though this was not approved according to the rules of the

hi erarchy in question. Due to this fact, automatic creation and
renoval are disabled on many news servers, and several dead groups
have not been deleted. It is very difficult for users to determ ne
the current status of a group, and in sone cases they sinply cannot
tell that the group they are posting to is not an active group but a
dead or invalid one.

It is the design goal of Netnews Administration System (NAS) to
provi de an out-of -band systemthat hel ps to maintain, propagate, and
deliver the required information. There will not be any interference
with current protocols and standards. It is not intended to nake use
of control nessages or sone special Network News Transfer Protoco
(NNTP) commands. The advantage of NAS is that it provides nore
information in a nore structured format than that of contro

messages. Not only news server administrators but al so Usenet users
can get nore detailed informati on about newsgroups and hierarchies.

Due to the fact that a client connects to a server and the server
asks for authentication, this is a nore reasonabl e procedure for
transmtting information than that for control nessages.
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Furthernmore, it is possible to check for changes on a regul ar basis
at custom zed intervals to keep | ocal data up-to-date.

2. Overview

NAS i s based on a database that contains information about certain
groups and hierarchies. This database is structured in a

hi erarchi cal manner and distributed to various servers, and it is
able to receive queries at any tinme. The service is conparable to
directory services |ike DNS, Lightweight Directory Access Protoco
(LDAP), or Network Information Service (NIS). The NAS protocol is
inspired by protocols |like NNTP and SMIP. The port 991 is reserved
for NAS and registered by the Internet Assigned Nunbers Authority
(1 ANA) [ ANA- PN .

The organi zational structure of NAS is hierarchical; this neans that
a NAS root server collects data fromthe sub-servers that are
authoritative for certain hierarchies. The root server signs the
data and distributes it authoritatively. Replication of database
entries is possible. The hierarchical structure can consist of
multiple levels. Usage of the database is possible for news servers,
news readers, and special client prograns. The comunication is
based on TCP and UDP

Taking the real world into account, there mi ght be sone policy
problems with a single root server. But it is possible to establish
a structure like that of the current Usenet system where sone

hi erarchi es have a good adm nistration with a well-defined system of
rul es, and where sone are not well maintained. The goal is to get as
much i nformati on as possi bl e under one hat, but there can be no
"official" force to achieve this.

During the startup phase, it is quite likely that there will be a
root server, handling just hierarchies with strict rules and accepted
authorities (e.g., BIGB, de.*, us.*, bln.*, fr.* it.*).

However, it is also imaginable to have some NAS servers providing
data on, for exanple, alt.!binaries, some providing data on alt.*,
and even sone providing alt.* follow ng special policies or sets of

rul es.
An admi nistrator using NAS will have the choice to use just one root
server (and all its data) or to use another NAS server for special

hi er ar chi es.
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NAS server. . NAS server. . NAS server
. . . .ooalt. .
alt.* . . Big8 . . lalt.binaries.*.
dat abase dat abase dat abase
....... ARRERE SEBUEEEEREREE SEREEEREEECIREESE
l__+ +__1 L + +____1
I I I I
| NAS client | | NAS client |
S + S +
| netnews | | netnews
| server | | server |
Configuration A Configuration B
Figure 1

NAS contains information about newsgroups and conpl ete hierarchies.
Furthernmore, it contains information about the hierarchies
inheritable entries and default values for a single newsgroup

3. Pr ot ocol Leve

It is expected that the real-life use of NAS will change the
requirenents for the Netnews Administration System On the one hand,
the protocol has to be extensible and flexible in order to inplenent

i mprovenents; on the other hand, it nust ensure conpatibility between
different versions. A sinultaneous migration of all sites using NAS
to a new protocol version is not likely to happen. To solve this
problem NAS has a protocol level. This protocol |evel describes the
current functionality. The protocol |evel, being a nunber between 1
and 32767, is negotiated at connection setup. Enhancenents and
nmodi fi cations nmust use a different protocol |evel than that of their
predecessors. (Usually the protocol level is increnented by 1 with
every new version of the protocol specification.) Every current or
future inplenentation MJST be conpatible with protocol level 1 in
order to fall back to this level if conmunication on a higher |eve
fails.

An i mpl enent ati on of higher protocol |evels should be able to enul ate
the behavior of |lower levels, even if this inplies a | oss of

features. The negotiation of the protocol |evel between client and
server is described in the specification of the coomand VERS. |f
there is no agreenent on the protocol |evel, only commands of the
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protocol level 1 MJST be used. Documents enhancing or nodifying the
NAS st andard MUST specify on which | evel these changes take place and
how t he behavi or should be in other protocol |evels.

Thi s docunent describes protocol |evel 1.
4. Description of Functions

In order to use an NAS server, a connection nust be opened by the
client. The NAS server can be |ocated in the sane donmi n or
sonewhere el se on the Internet.

The NAS systemis hierarchical. The idea is to have an NAS root
server like the DNS root servers. The root server distributes the
data collected fromclient NAS servers that are authoritative servers
for their hierarchy. The maintenance of the authoritative data is
possi bl e on any system The root server collects the data and nakes
them avail able to other servers, which can in turn distribute these
data to other servers. The adm nistrator has the opportunity to make
use of either all data or only parts of the database. NAS servers
can ask multiple NAS servers for data. An attached time stanp makes
it possible to distinguish between new and old data and to avoid

| oops in the propagation

To describe the NAS in greater detail, it is necessary to enphasize
the hierarchical design of the NAS system The followi ng figure
shows the propagati on of data along the server hierarchy.

Authoritative data for a newsgroup or a hierarchy are collected and
witten into a database. These data are available through a | oca
NAS server and are collected fromthis authoritative server by
upstream NAS servers

There may al so be NAS servers that are not authoritative servers;
these servers nerely provide the information they collect from other
NAS servers to clients such as news servers, adnministration prograns,
and news readers.
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Fi gure 2

Requests to an NAS server originating at a client (as well as at
anot her server) are acconplished in several steps: establishing a
connection, authentication (optional), negotiating a protocol |eve
(optional), queries on the database, and term nation

5. Definitions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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6. Specification of the NAS Protocol (TCP)
6.1. Responses
6.1.1. Overview

An answer starts with a response code (a three-digit nunber),
optionally foll owed by white space and a textual message. Then the
actual text/data follows. Text is sent as a series of successive
lines of textual matter, each termnated with CRLF. A single line
containing only a single period ('.”) is sent to indicate the end of
the text (i.e., the server will send a CRLF at the end of the |ast
line of text, a period, and another CRLF).

Answer = response-code [answertext] CRLF
text CRLF
"." CRLF

If the original text contains a period as the first character of the
text line, that first period is doubled. Therefore, the client nust
exam ne the first character of each line received and, for those
beginning with a period, determne either that this is the end of the
text or that it should collapse the doubled period to a single one.

Exanpl e

<-- INFO

--> 101 Information foll ows
Server: nas.exanple.org (192.0.2.100)
Uptinme: 2 weeks, 3 days, 5 hours, 9 mnutes
Software: NAS 1.0
Client: client.exanmple.org (192.0.2.123)
Connection: 9 mnutes
H ghest protocol |evel supported: 1
Requested protocol level: 1
Protocol |evel used: 1

6.1.2. Response Code Val ues, Structure, and Meani ng

The first digit of the response code indicates the nessage type
(i.e., information, success, warning, error, or data):

1xx I nformation

2xx Request successfu

3xx Request successful, data follow

4xx Request accepted, but no operation possible
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5xx Request is wong (syntax error), is not inplenented, or leads to
an internal error
6xx Request successful, data follow until end mark

The second digit specifies the nessage category:

X0x Connection-rel ated stuff

x1x Queries, answers, or data

X2X Server-server comruni cation
x3x Aut hentication, authorization
x8x Non-standard extensions

x9x Debuggi ng out put

The actual response code for a specific command is listed in the
description of the comands. Answers of the type 1xx, 2xx, 4xx, and
5xx can have a text after the numerical code. 3xx answers contain
one or nore paranmeters with data; the exact format is explained in
the description of the conmands.

An answer to an incorrect request nmay be |onger than one line.

6.2. Connection Setup

NAS typically uses port 991, which is reserved by 1ANA [ ANA-PN]. |f
a connection is set up by the client, the server answers inmredi ately
(without a request) with the greeting nessage, which will start with
code 200:

--> 200 Wl cone!
nas. exanpl e. org ready

If a connection is refused because the client has no permssion to
access the server, the answer code is 434. That decision can be nmade
on connection startup based on the client’s | P address. Wen the
server is currently out of service, the answer code is 404.

Exanpl es:

--> 434 You have no perm ssion to retrieve data. Good hye.

--> 404 Mai ntenance tine

After sending a 404 or 434 nessage, the connection will be closed.
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6. 3. Conmands
6.3. 1. Structure

A command consi sts of a command word, sonetines followed by a
paraneter. Paraneters are separated fromthe command word by white
space.

Conmands used in the NAS protocol are not case sensitive. A command
word or paraneter may be uppercase, |owercase, or any m xture of
upper- and | owercase.

The length of a conmand line is not limted. |If the need to linit
the length of conmand Iines in real-life inplenmentations arises,
answer code 513 (line too long) should be returned.

The protocol |evel described in this docunment uses command words with
a length of exactly four characters each.

In exampl es, octets sent to the NAS server are preceded by "<-- and
those sent by the NAS server by "-->". The indicator is omtted if
the direction of the dial og does not change.

6.3.2. Overview
The commands descri bed bel ow are defined using the Augmented Backus-
Naur Form (ABNF) defined in [ RFC4234]. The definitions for 'ALPHA ,
"CRLF, 'DIA T, "WBP and 'VCHAR are taken from appendi x B of
[ RFC4234] and not repeated here.

The foll owing ABNF definitions constitute the set of NAS comrands
that can be sent fromthe client to an NAS server.

6.3.3. Detail ed Description

Sonme overall definitions foll ow

t ext = 9%1-9 / ; all octets except

%l11-12 / ; US-ASCI1I NUL, CR and LF

%l14- 255
answer t ext = WP *( ALPHA / DIGT / "+" [ "-" [ "/ [ " " |

n i n / n , n / n : n / n :II / n ?II / n ! n / SP )
utc-time = 14DIAT ; the date and tine of the server in UTC
;. YYYYMVDDhhmss

response-code = 3DIA T ; three digit nunber
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Newsgroup names and hierarchy names are defined according to the
following ABNF definitions. Since a hierarchy name can be the sane
as a newsgroup nane (e.g., hierarchy bln.announce.fub.* and newsgroup
nane bl n. announce.fub), there is no difference between the two.

pl ai n- conmponent *("." conponent)
pl ai n- conponent / encoded-word
1*( lowercase / DIGT /

B S A A Y = A |
conponent -start *conponent-rest
|lowercase / DIAT
%61-7A ; letter a-z |owercase
component-start / "+ [/ "-" [ " "

name
component
encoded- wor d

pl ai n- conponent
conponent - start
| ower case

component - r est

NOTE: This definition of newsgroup name is in reference to "News
Article Format and Transni ssion” [SONL1036]. Wen the docunent " News
Article Format" [USEFOR] is established as an RFC, its definitions
should be integrated into a higher protocol |evel of NAS

6.3.3.1. HELP
Descri ption

This command prints a short help text on a given command. |If called
wi t hout parameters, it will display a conplete |list of commands.

hel p-cmd = "HELP' [WSP commandnane] CRLF

comrandnanme = "“DATA" / "DATE' / "GETP" / "CGETA" /
"HELP" / "HIER' / "INFO' [/ "LIST" /
"LSTR' / "QUT" |/ "VERS"

Possi bl e answers

100: Command overvi ew, comand description
410: Indicates that the server is not giving any infornmation

hel p-answer = "410" [answertext] CRLF
text CRLF
"." CRLF

hel p-answer =/ "100" [answertext] CRLF
text CRLF
"." CRLF

Exanpl es

<-- HELP
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--> 100 NAS server nas.exanple.org - Version 1.0

Supported conmands:

DATA - data for a newsgroup

DATE - show tinme of server in UTC

GETP - get package

GETA - get data froman authoritative server
HELP - show this help

H ER - data for a hierarchy

I NFO - show info on current connection

LI ST - list newsgroups or hierarchies

LSTR - recursive list newsgroups or hierarchies
QU T - close the connection

VERS - show or set current protocol |eve

Cont act address nas@xanpl e. org

<-- HELP LIST

--> 100 LI ST
LI ST - list newsgroups or hierarchies
Syntax: LIST hierarchy ..
Get a list of newsgroups and sub-hierarchies
directly under the paraneter hierarchy

<-- HELP NOOP
--> 410
unknown conmand " NOOP"

6.3.3.2. INFO

Descri ption

Prints information about the current connection, the server, and the
client.

info-cnd = "INFO' CRLF

Possi bl e answers

101: Normal answer; prints sone information about client
and server

400: Indicates that the server is not giving any information
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i nfo-answer = "400" [answertext] CRLF
text CRLF
"." CRLF

i nfo-answer =/ "101" [answertext] CRLF
text CRLF
"." CRLF

Exanpl es

<-- INFO

--> 101 Information foll ows
Server: nas.exanple.org (192.0.2.100)
Uptine: 2 weeks, 3 days, 5 hours, 9 ninutes
Software: NAS 1.0
Client: client.exanmple.org (192.0.2.123)
Connection: 9 mnutes
H ghest protocol |evel supported: 1
Requested protocol level: 1
Protocol level used: 1

End
<-- INFO
--> 400

No i nformati on avail abl e.

6.3.3.3. DATE

Descri ption
Prints the current tinme of the server in UTC (Universal Coordinated
Time) in the format YYYYMVDDhhnmss, followed by an optional comment.
The DATE command is only for informational use and to check the
server tine. For regular transmi ssion of time over the network, the
Net work Tinme Protocol (NTP) [RFC1305] should be used.
date-cnd = "DATE' CRLF

Possi bl e answers

300: Print the UTCtinme in specified format; see bel ow
511: Error; print an error nessage

date-answer = "511" [answertext] CRLF

text CRLF
"." CRLF
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dat e-answer =/ "300" [answertext] CRLF
utc-time [answertext] CRLF
"." CRLF

Exanpl es

<-- DATE
--> 300
19990427135230 UTC

<-- DATE
--> 511
Time i s unknown

6.3.3.4. VERS
Descri ption

The VERS command is used to determ ne the protocol |evel to use
between client and server. The paraneter is a protocol |evel that
the client supports and wants to use. The server will respond with

t he highest |evel accepted. This version number MJST not be higher
than that requested by the client. dient and server MJST only use
commands fromthe level that the server has confirmed. It is
possi bl e, but sel dom necessary, to change the protocol |evel during a
session by client request (VERS [protocol level]). Wen no option is
given, the current protocol level will be printed. Wen no protoco

| evel is negotiated, the protocol level 1 will be used. Conmands of
a higher level are not allowed w thout successful negotiation. The
protocol |evel can be followed by an optional coment.

vers-cnd = "VERS' [WSP | evel] CRLF

level = 1*5DIG T ; the valid range is 1 - 32767
Possi bl e answers

202: Returns current protocol |eve

302: Requested | evel accepted

402: Requested |l evel too high; falling back to | ower |eve
510: Syntax error

vers-answer = "202" [answertext] CRLF
| evel [answertext] CRLF
"." CRLF
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s-answer =/ "302" [answertext] CRLF
| evel [answertext] WSP | evel
"." CRLF
s-answer =/ "402" [answertext] CRLF
| evel [answertext] WSP | evel
"." CRLF
s-answer =/ "510" [answertext] CRLF
| evel [answertext] CRLF
"." CRLF

Exanpl es

<- -
-->

6.3. 3.

Des

VERS
202
2 Current protocol

VERS 2
302
2 My max protocol

VERS 11
402

level is 2

| evel

is 10

10 Falling back to level 10

VERS BAL
510
1 Syntax error

5. QUT

cription

Term nates the connecti on.

qui

Pos

t-cmd =

si bl e answers

"QUIT" CRLF

201: Term nation of the connection

qui

G au,

t-answer = "201"

et al.

[answertext] CRLF
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Exanpl e
<-- QUT

--> 201 dosing connection. Bye.

6.3.3.6. LIST

Descri ption

To obtain a Iist of newsgroups and sub-hierarchies in the requested
hi erarchies, the command LIST is used. The status of the hierarchies
is also given. The highest |evel consists of all top-Ieve

hi erarchies and is |abeled "*". It can be obtained this way, too.

The data consist of a newsgroup- or hierarchy-nane/status indicator
pair per line. Name and status indicator nust be separated by at

| east one white space. The status indicator is a single word (see
Section 6.4). The interpretation is not case sensitive.

list-cnd = "LIST" ( WP "*" [/ 1*(WBP nane)) CRLF
Possi bl e answers
401: Perm ssi on denied

510: Syntax error
610: Normal response with all requested data

|'ist-answer "610" [answertext] CRLF
*(listdata CRLF)

"." CRLF

"401" [answertext] CRLF
text CRLF

"." CRLF

"510" [answertext] CRLF
text CRLF

"." CRLF

11
~

|i st-answer

11
~

i st-answer

|istdata = nanme WGP |ist-status

The list-status is the status of a newsgroup or hierarchy according
to Section 6.4.

list-status = "Conplete"
"I nconpl et e”
" (bsol et e”
" Unknown"
"Unnoder at ed"
" Readonl y"

~ Y Y~ Y~~~
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" Moder at ed" /
" Renoved"
Exanpl es
<-- LIST *
--> 610 data follow

<--

<- -
-->

S

G au,

alt Inconplete
comp Conpl ete
de I ncompl ete
rec Conpl ete
sub Oosol ete

LI ST de

610 data foll ow

de. adm n Conpl ete
de.alt Inconplete
de. comm Conpl et e

de. conp Conpl ete
de.etc Conplete

de. markt Conplete
de. newmusers Conpl ete
de. org Conpl ete
de.rec Conpl ete
de.sci Conpl ete

de. soc Conpl ete

de. answers Moder at ed
de.test Unnoderated

LI ST foo
610 data foll ow
f oo Unknown

LI ST
510 Syntax error
m ssing paraneter hierarchy

LI ST de
401 Sonething is wong
Per m ssi on deni ed

’

Net news Adm ni stration System ( NAS) Cct ober 2006

list-status is case-insensitive
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6.3.3.7. LSTR
Descri ption

To obtain a recursive |ist of newsgroups and sub-hierarchies in the
named hierarchy, the command LSTR is used. The status of the

hi erarchies is also given. The highest |level consists of all top-

| evel hierarchies and is labeled "*". It can be obtained this way,
t 0o.

The use of "*" as a wildcard pattern followi ng the beginning of a
hi erarchy name is al so possible; so a "LSTR de.a*" would return a
list of all newsgroups and hierarchies starting with "de.a".
Istr-cnd = "LSTR* ( W8P "*" [/ 1*(WBP nanme ["*" / ".*"]) ) CRLF
Possi bl e answers

401: Perm ssion denied

510: Syntax error
610: Normal answer with all requested data

| str-answer = "610" [answertext] CRLF
*(listdata CRLF)
"." CRLF

| str-answer =/ "401" [answertext] CRLF
text CRLF
"." CRLF

| str-answer =/ "510" [answertext] CRLF
text CRLF
"." CRLF

|'istdata = name WEP |ist-status

The list-status is the status of a newsgroup or hierarchy according
to Section 6. 4.

list-status = "Conplete"
"I nconpl et e”
" (bsol et e"”
" Unknown"
" Unnoder at ed"
" Readonl y"
" Mbder at ed"
" Renpoved" ; list-status is case-insensitive

~ Y Y Y~ Y~~~
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Exanpl e

<-- LSTR de. adm n
--> 610 recursive node
de. adm n Conpl ete

de. admi n. i nf os Mdder at ed
de.adnmin.lists Mderated

de. adm n. m sc Unnbder at ed

de. adm n. net - abuse Conpl et e

de. adm n. net - abuse. announce Mbder at ed
de. adm n. net - abuse. mai | Unnoder at ed
de. adni n. net - abuse. m sc Unnoder at ed
de. adni n. net - abuse. news Unnoder at ed
de. adm n. news Conpl ete

de. adm n. news. announce Mbder at ed
de. adm n. news. gr oups Unnoder at ed
de. adm n. news. nm sc Unnoder at ed

de. adnm n. news. nocem Unnoder at ed

de. admi n. news. regel n Unnoder at ed

6.3.3.8. HER
Descri ption

The command HIER lists all information avail abl e about the hierarchy.
Wth the data header "Nane", a new data bl ock for each hierarchy is
started. The header "Nane" gives the nane of the hierarchy. The
data headers are described in Section 6.3.4. The default is to
transmt all available information. It can be limted to a list of
desired headers ("Name" and "Status" are always given). A set of
comma- separ at ed headers, as an option to the H ER command, will
return the requested header fields.

hier-cmd = "H ER' 1*(WSP nane) [WSP sel ection] CRLF

selection = *( "," header ) ; Describes the data fields
; that are requested

header = ALPHA *( ALPHA / "-" ) ; According to section 6.3.4

Exampl e for sel ection

, Fol I omup, Description : For all entries list Nane, Status, Followp
and Description

Possi bl e answers

401: Perm ssi on denied
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510: Syntax error
611: Regul ar answer with all requested data

hi er-answer = "611" [answertext] CRLF
*(hi erdata CRLF)

"." CRLF

"510" [answertext] CRLF
*(text CRLF)

"." CRLF

"401" [answertext] CRLF
*(text CRLF)

"." CRLF

11
~

hi er - answer

11
~

hi er - answer

"Name:" WSP text CRLF

"Status:" WSBP text CRLF

*(header ":" WSP text CRLF)

[("CI|-PGP-Key:" CRLF PGP-answer /
"Mod- PGP- Key: " CRLF PGP-answer) ]

hi erdat a

PGP- answer: The exact format is described in Section 6.7.
Exanpl es

<-- H ER de
--> 611 Data comi ng
Nane: de
Status: Conplete
Serial: 20020823120306
Description: International e deutschsprachi ge Newsgruppen
Netiquette: http://ww.kirchwi tz.de.exanpl e/ ~ank/ dni/netiquette
FAQ http://ww.kirchwi tz.de. exanpl e/ ~ank/ dai/ ei nri cht ung
Ct | - Send- Adr: noder at or @ana. de. exanpl e
Ct| - Newsgroup: de.adm n. news. announce
Mod- Wl dcard: % @roder at ors. dana. de. exanpl e
Language: DE
Charset: |SO 8859-1
Encodi ng: text/plain
Newsgr oup- Type: Di scussi on
Hi er - Type: G obal
Conp- Length: 14
Dat e-Create: 19920106000000

<-- H ER bln
--> 401
Per m ssi on deni ed
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<-- HER
--> 510 Syntax error
m ssing paraneter hierarchy

6.3.3.9. DATA
Descri ption

The DATA command corresponds to the H ER command, as explained in
6.3.3.8, but it is used for information about a newsgroup. A summary
of codes can be found in Section 6.3.4.

data-cnd = "DATA" 1*(WSP name) [WSP sel ection] CRLF
Possi bl e answers

401: Pernission denied
510: Syntax error
612: Regul ar answer with all requested data

dat a-answer = "612" [answertext] CRLF
*(dat adata CRLF)

"." CRLF

"510" [answertext] CRLF
text CRLF

"." CRLF

"401" [answertext] CRLF
text CRLF

"." CRLF

11
~

dat a- answer

11
~

dat a- answer

dat adat a = "Name:" WSP text CRLF
"Status:" WSBP text CRLF
*(header ":" WSP text CRLF)
[("CI|-PGP-Key:" CRLF PGP-answer /
"Mod- PGP- Key: " CRLF PGP-answer) ]

Exanpl es

<-- DATA de. conp. os. uni X. | i nux. noder at ed
--> 612 data follow
Nane: de. conp. os. uni x. | i nux. noder at ed
Status: Moderat ed
Serial: 20020823120312
Description: Linux und -Distributionen.
<dcoul m noder at ors@ i nux- confi g. de. exanpl e>
Charter: http://ww. dana. de. exanpl e/ nod/ chart as/ de. ht m
Netiquette: http://ww.kirchwi tz.de.exanpl e/ ~ank/ dni/netiquette
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Netiquette: ftp://ftp.fu-berlin.de.exanpl e/ doc/usenet/gernman
/ Netiquette
Mobd- Sub- Adr: dcoul m noder at or s@ i nux-confi g. de. exanpl e
Mod- Group-Info: http://wxx02.toxi.uni-wierzburg. de. exanpl e
/ ~dcoul nod/
Newsgr oup- Type: Di scussion

<-- DATA de.foo

--> 612 data follow
Narme: de. foo
St at us: Unknown

<-- DATA de
--> 401
Per mi ssi on deni ed

<-- DATA
--> 510 Syntax error
m ssing paraneter newsgroup

6.3.3.10. CETP

Description

GETP is used for server-server communication. It requests the data
for the hierarchy specified by the parameter "nane". The format of
the data is the same as for the conmmands "H ER' and "LIST". If "*"

is given as hierarchy nane, all data the server is offering will be
transm tted.

The "timestanp" attached to a package consists of the date and tine
that the package was created. The tinestanp for a package is
transmtted together with the package data by the server and marks a
specific revision for the package data.

When a client requests a package with GETP, it transmits the
timestanp attached to the package in its database so that the server

can check whether the data on the client side is still valid or if it
is too ol d. If the data on the client side is still valid, a 213
answer is sent, so the client knows that its data is OK If the

timestanp is "0", the server is forced to transnmit the data.

Gau, et al. Experi ment al [ Page 22]



RFC 4707 Net news Adm ni stration System ( NAS) Cct ober 2006

Ti mest anps set by the server nmust be increasing and may not be nore
than 12 hours in the future.

The data for a successful request are signed and sent in ASCH | arnor
according to [ RFC2440], so a client can check the signature or ignore
it. The actual data will be surrounded by the arnor start and end
sections, according to Section 6.2 of [RFC2440].

getp-cnd = " CETP" WSP username WSP password WSP ti nestanp
WP ( name / "*" ) CRLF

username = *1( VCHAR ) / "0" ; Length of VCHAR >= 1

password = *1( VCHAR ) / "0" ; Length of VCHAR >= 1

ti mestanp = utc-tine / ; date and tine of the last retrieva

"o ; force the transm ssion of data
Possi bl e answers

213: Current data at the client side
411: No hierarchy with that nane
430: Perm ssion denied

510: Syntax error

613: Hierarchy data

get p-answer = "613" [answertext] CRLF
pgp-ascii-arnor-start ; this is according to [ RFC2440]
*(get pdata CRLF)
pgp- asci i -arnor-end ; this is according to [ RFC2440]
"." CRLF
get p-answer =/ "213" [answertext] CRLF
text CRLF
"." CRLF
get p-answer =/ "430" [answertext] CRLF
text CRLF
"." CRLF
get p-answer =/ "411" [answertext] CRLF
text CRLF
"." CRLF
get p-answer =/ "510" [answertext] CRLF
text CRLF
"." CRLF

pgp-ascii-arnor-start and the pgp-ascii-arnmor-end are built according
to [ RFC2440], Section 6.2., "Form ng ASCI| Arnor".
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get pdat a = "Name: " WSP text CRLF
"Status:" WBP text CRLF
"Serial:" WP tinmestanp CRLF
*(header ":" WSP text CRLF)
[("CI|-PGP-Key:" CRLF PGP-answer /
"Mod- PGP- Key: " CRLF PGP-answer) ]

Exanpl es

<-- GETP 0 0 O humanities

--> 615 data foll ow
----- BEG N PGP SI GNED MESSAGE- - - - -
Hash: SHA1l

Nanme: humanities
Status: Conplete
Serial: 20020821094529
Descri ption: Branches of |earning that investigate human
constructs and concerns as opposed to natural processes.
Netiquette: ftp://rtfmmt.edu. exanpl e/ pub/ usenet
/ news. announce. newuser s
/A Primer_on _How to Work Wth_ the Usenet Conmmunity
Rul es: http://ww. uvv. org. exanpl e/ docs/ howt o. t xt
Ctl-Send- Adr: group-adm n@ sc. or g. exanpl e
Ct - Newsgroup: news. announce. newgr oup
Language: EN
Charset: US-ASCII
Encodi ng: text/plain
Newsgr oup- Type: Di scussi on
Hi er- Type: d obal
Conp- Length: 14
Dat e- Create: 19950417143009

Nanme: hunmanities. answers

St atus: Moderat ed

Serial: 20020821094533

Description: Repository for periodic USENET articles. (Mderated)
Mod- Sub- Adr: news-answers@i t. edu. exanpl e

Mod- Adm Adr: news- answer s-request @ni t. edu. exanmpl e

Newsgr oup- Type: Announce

Dat e- Create: 19950725182040

Nane: hunmanities. cl assics

[...]
----- BEG N PGP S| GNATURE- - - - -
Version: GiuPG v1.0.7 (IR X64)

i DBDBQE9Zj / Wh13I Yl dLZg8RAhW AJ4y70+3FzBpRj YJj 2HWWXy G2g8FoQCf eEsH
r RynPhhj vei Y/ XBkkr r ZFho=
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=nmuK4
----- END PGP S| GNATURE- - - - -

<-- CETP 0 0 19990909101000 de
--> 213
You are up-to-date

<-- CGETP foo
--> 510 Syntax error
M ssing paraneters

<-- CGETP guest test 0 de
--> 430
You have no permission to retrieve the data

6.3.3.11. GETA
Description

The GETA command is used for server-server conmunication; it is used
to collect authoritative data and will request packages that the
server is authoritative for. A package is the authoritative data
either for a newsgroup or a hierarchy. Each package has a
"timestanmp" attached to mark the revision of the package. This
timestanp is set by the server to the date of the |ast nodification
of the package data in UTC format. A tinmestanp of "0" indicates that
the package MJST be retrieved. |If the retrieving client has a recent
package (i.e., no nodification on the authoritative server), the
server sends only a 215 response. The format of the data is the sane
as that for the commands "HI ER' and "LIST".

geta-cnd = " CETA" WSP usernane WSP password WSP
ti mestanp WSP nane CRLF

Possi bl e answers

215: The client already has the current data
430: Pernission denied

411: No hierarchy with that nane

510: Syntax error

615: Regul ar answer with all requested data
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get a- answer

get a- answer

get a- answer

get a- answer

get a- answer

get adat a

Exanpl e
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"615" [answertext] CRLF

pgp-ascii-arnor-start ; this is according to [ RFC2440]
*(getadata CRLF)

pgp- asci i -arnor-end ; this is according to [ RFC2440]
"." CRLF

"215" [answertext] CRLF

text CRLF

"." CRLF

"430" [answertext] CRLF

text CRLF

"." CRLF

"411" [answertext] CRLF

text CRLF

"." CRLF

"510" [answertext] CRLF

text CRLF

"." CRLF

"Name:" WBP text CRLF

"Status:" WSP text CRLF

"Serial:" WP tinmestanp CRLF

*(header ":" WSP text CRLF)

[("CtIl-PGP-Key:" CRLF PGP-answer/
"Mod- PGP- Key: " CRLF PGP-answer) ]

<-- GETA 0 0 O humanities
--> 613 data foll ow
----- BEG N PGP SI GNED MESSAGE- - - - -

Hash: SHA1l

Nanme: humanities

St at us:
Seri al :

Conpl et e
20020821094529

Descri ption: Branches of |earning that investigate human

Rul es:

Language:

Char set

Encodi ng:

constructs and concerns as opposed to natural processes.
Neti quette:

ftp://rtfmmt.edu. exanpl e/ pub/ usenet
/ news. announce. newuser s
/A Primer _on _How to Work Wth_ the Usenet Conmmunity

http://ww. uvv. or g. exanpl e/ docs/ howt o. t xt
Ctl-Send- Adr: group-adm n@ sc. or g. exanpl e
Ct - Newsgroup: news. announce. newgr oup

EN
US- AsCl |
text/plain

Newsgr oup- Type: Di scussion

Hi er-Type:

G au, et al.

d obal
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Conp- Length: 14
Dat e- Create: 19950417143009

Nanme: humanities. answers

Status: Moder at ed

Serial: 20020821094533

Description: Repository for periodic USENET articles. (Mderated)
Mod- Sub- Adr: news-answers@i t. edu. exanpl e

Mod- Adm Adr: news- answer s-request @ni t. edu. exanmpl e

Newsgr oup- Type: Announce

Dat e- Create: 19950725182040

Nane: humanities. cl assics

[0
----- BEG N PGP S| GNATURE- - - - -
Version: GIuPG v1.0.7 (IR X64)

i DBDBQESZj / Wh13I Yl dLZg8RAhW AJ4y70+3FzBpRj YJj 2HWWXy G2g8FoQCf eEsH
r RynPhhj vei Y/ XBkkr r ZFho=

=muK4

————— END PGP Sl GNATURE- - - - -

6.3.3.12. Unknown Conmmands and Syntax Errors

If a command is recogni zed as unknown, a 519 return code (unknown
command) is given. |If an error occurs after the conmand string
(e.g., a missing paraneter), a 510 return code (Syntax error: M ssing
paraneter) is given.

6.3.4. Data Headers

The foll owi ng paragraphs describe key words and key terns that
support retrieval and storing of information. Every header has a
uni que English nane.

The content of a header is inheritable within a hierarchy, as |ong as

the header is marked as inheritable. The content is the default
val ue for all downstream newsgroups and sub-hierarchies. For
exanple, in the hierarchy "de", the | anguage header has the val ue
"DE" (Gernman); therefore, this value is "DE" for all newsgroups in
this hierarchy, except for those that explicitly define a | anguage
code of their own.

Hi erarchi es and newsgroups nust have at | east values for the headers

"Nanme" and "Status". Unknown hierarchies or groups get the status
"Unknown" .
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The header used in the NAS protocol
may be uppercase,
It is recomrended that the first
|letter after a dash be uppercase and that all

| ower case.
Nane
Header :

Used for:
Mandat ory:

I nheri t abl e:

Repeat abl e:

Descri pti on:

Coment :
Exanpl e:

Used for:
Mandat or y:
Repeat abl e:

Descri ption:

Comment :
Exanpl e:
St at us
Header :

Used for:
Mandat or y:

I nheri t abl e:

Repeat abl e:

Descri pti on:

Comment :
Exanpl e:

Used for:
Mandat or y:
Repeat abl e:

Descri pti on:

Conment :
Exanpl e:

et al.

Net news Adm ni stration System ( NAS)

| ower case,

Name

hi erar chy

yes

no

no

Nane of a hierarchy.

Start of a new data bl ock.

Name: conp
newsgr oup
yes

no

Nanme of a newsgroup
Start of a new data bl ock.

Nane: de. adm n. news. announce

St at us

hi er ar chy

yes

no

no

Status of a hierarchy.

For a detail ed description,

Status: Hi erarchy-Conplete
newsgr oup

yes

no

Status of a newsgroup.
For a detail ed description,
Status: G oup- Moder at ed

Experi ment al

are not case sensitive.
or any mxture of upper- and | owercase.
|etter of the header and the first
ot her characters be

see Section 6. 4.

see Section 6. 4.

Cct ober 2006
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Seri al
Header :

Used for:
Mandat ory:

I nheritabl e:
Repeat abl e:
Descri pti on:
Comment :
Exanpl e:

Used for:
Mandat or y:

I nheritable:
Repeat abl e:
Descri pti on:
Conment :
Exanpl e:

Net news Adm ni stration System ( NAS) Cct ober 2006

Seri al

hi er ar chy

no

no

no

Ti mestanmp for hierarchy data.

For a detail ed description, see Section 6.4.
Serial: 20020821102413

newsgr oup
no

no

no

Ti mestanp for newsgroup data.

For a detail ed description, see Section 6.4.
Serial: 20020821102413

Group for foll owp

Header :

Used for:
Mandat or y:
Repeat abl e:
Descri pti on:

Comrent :

Exanpl e:

G au, et al.

Fol | owup
newsgr oup
no

no

Nane of the newsgroup that will take the foll owp
postings of a noderated group.

The val ue can be used as default value for the

"Fol | owup-To:" header on postings to a noderated group.
This value is only useful on groups that are noderated
(Status Group-Mderated) and have a dedi cated di scussion

group.

Fol | owup: bl n. announce. fub. zedat . d
(for the noderated group bl n.announce. fub. zedat)
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Short description

Header :

Used for:

Mandat ory:

I nheritabl e:
Repeat abl e:
Descri pti on:

Exanpl e:

Used for:

Mandat or y:
Repeat abl e:
Descri pti on:

Comment :

Exanpl e:

Charter-URL

Header :

Used for:

Mandat ory:

I nheritabl e:
Repeat abl e:
Descri pti on:

Exanpl e:

Used for:

Mandat or y:
Repeat abl e:
Descri ption:

Comment :

Exanpl e:

G au,

et al.

Descri ption

hi er ar chy

no

no

no

Short description of a hierarchy.

Description: Angel egenheiten, die den Grossraum Berlin
betreffen

(for the hierarchy bln)

newsgr oup
no

no

Short description of a newsgroup

This information is often presented to the news reader
upon sel ection of the newsgroup, and it should be a
brief but neani ngful description of the topic.
Description: Techni sches zur Newssoftware

(for de.adm n. news. software)

Charter

hi erar chy

no

no

yes

URL that points to the charter of a hierarchy.

Charter: ftp://ftp.fu-berlin.de.exanplel/doc/news/bln/bln
(for the hierarchy bln)

newsgr oup

no

yes

URL that points to the charter of a newsgroup.

This information should be presented to the

news reader upon selection of the newsgroup.

Charter: ftp://ftp.fu-berlin.de.exanpl e/ doc/news/bln
/bl n. markt . arbei t
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Neti quett e- URL

Header :

Used for:
Mandat ory:

I nheritabl e:
Repeat abl e:

Neti quette

hi er ar chy
no

yes

yes

Cct ober 2006

Description: URL that points to the netiquette of a hierarchy.

Conment : Since the netiquettes are often valid for
a conplete hierarchy, this is inheritable.
Exanpl e: Neti quette:

http://ww. ki rchwi tz. de. exanpl e/ ~ank/ dni / neti quette

Used for: newsgr oup

Mandat or y: no

Repeat abl e:  yes

Description: URL for Netiquette.

Conment : If a group has sonme special rules, this is the
pointer to these rules.
Exanpl e: Netiquette: http://go.to.exanple/bln. mrkt

(for bln.mrkt)

Frequently Asked Questions (FAQ
Header : FAQ

Used for: Newsgr oup

Mandat ory: no

Repeat abl e:  yes

Description: URL for the FAQ of a newsgroup.
Exanpl e: FAQ http://ww. dard. de. exanpl e/

Adm ni stration rul es
Header : Rul es

Used for: hi er ar chy

Mandat or y: no

I nheritable: yes

Repeat abl e:  yes

Description: URL pointing to a docunment that describes the rules for
creating, deleting, or renam ng newsgroups in this
hi er ar chy.

Conment : Normal |y inherited fromthe toplevel hierarchy.
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Descri pti on:

Exanpl e:

Moder at or s
Header :

Used for:
Mandat ory:

I nheritabl e:
Repeat abl e:
Descri pti on:
Conment :

Exanpl e:

et al.
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Exanpl e: Rul es: http://ww. kirchwitz.de. exanpl e/ ~ank/ dai
/einrichtung
Control Email
Header: Ct | - Send- Adr
Used for: hi er ar chy
Mandat or y: no
I nheritable: yes
Repeat abl e:  yes
Description: Email address of the sender of control nessages.
Conment : Mul tipl e addresses are vali d.
Exanpl e: Ctl - Send- Adr: group-adm n@ sc. or g. exanpl e
Control newsgroup
Header : Ct | - Newsgroup
Used for: hi er ar chy
Mandat ory: no
I nheritable: yes
Repeat abl e:  yes

Nanme of the newsgroup that will get the postings for
checkgroups, rngroup, and newsgroup control messages.
Ct | - Newsgroup: de.adm n. news. groups

Mod- W | dcard

hi er ar chy

no

yes

no

Moderator wildcard for this hierarchy.

This informati on can be used for the configuration of
the news software, for exanple, to configure the
nmoderators file in I NN

Mod- Wl dcard: % @oder at or s. dana. de. exanpl e

(for the hierarchy de)
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Submi ssi on address

Header :

Used for:
Mandat ory:
Repeat abl e:
Descri pti on:
Conmment :

Exanpl e:

Mbd- Sub- Adr

newsgr oup
no

yes

Emai | address for subnissions to the newsgroup.

If there is no "Md-Sub-Adr" for a noderated newsgroup,
"Mod-W I dcard" of the hierarchy is used. This is useful
only for noderated groups (Status G oup-Mderated).

Mod- Sub- Adr: news-answers@rit. edu. exanpl e

(for the newsgroup news.answers)

Moderator’s address (enmil)

Header :

Used for:
Mandat or y:
Repeat abl e:
Descri pti on:
Comment :

Exanpl e:

I nf o- URL
Header :
Used for:
Mandat ory:

Repeat abl e:
Descri pti on:

Exanpl e:

et al.

Mod- Adm Adr

newsgr oup
no

yes

Enmai | address of the noderator of the newsgroup.

If there is no code "Md-Adm Adr" for a noderated
newsgroup, "Md-WIdcard" of the hierarchy is used.
This is useful only for noderated groups

(Status G oup-Mder at ed).

Mod- Adm Adr: news- answer s-request @ t. edu. exanpl e
(for the newsgroup news.answers)

Mod- Group-Info

newsgr oup
no

yes

URL that points to a docunment where the noderator
presents information about the newsgroup and the

submi ssion of articles.

Mod- Group- I nfo: http://ww. exanpl e. org/ col a-subni t. ht m
(for conp. os.linux.announce)
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Language
Header :

Used for:
Mandat ory:

I nheri t abl e:

Repeat abl e:

Descri pti on:

Comrent :

Exanpl e:

Used for:
Mandat or y:
Repeat abl e:

Descri pti on:

Comrent :

Exanpl e:

Char set
Header :

Used for:
Mandat or y:

I nheritabl e:

Repeat abl e:

Descri pti on:

Comrent :

Exanpl e:

et al.

Net news Adm ni stration System ( NAS)

Language

hi er ar chy

no

yes

yes

The | anguage that will normally be used in postings.

The notation is according to the "Content-Language"
field of [RFC2616]. The | anguages not

preferred are encl osed in parentheses.

Language: DE

(for the hierarchy de)

newsgr oup
no

yes

The | anguage that will normally be used in postings.
The notation is according to the "Content-Language"”
field of [RFC2616]. The | anguages not

preferred are encl osed in parentheses.

Language: TR

Language: DE

Language: (EN)

(for the newsgroup bln. kul tur.tuerkisch)

Char set

hi er ar chy

no

yes

yes

Charset that wll
hi er ar chy.

The conpl ete set of charset nanmes is defined by
[ RFC2277] and the | ANA Character Set registry [I ANA-CS].
The charsets that are not the preferred charsets are
encl osed in parent heses.

Charset: |SO 8859-1

(for the hierarchy de)

normally be used in postings in this
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Used for:
Mandat or y:
Repeat abl e:

Descri ption:

Comment :

Exanpl e:

Encodi ng
Header :

Used for:
Mandat or y:

I nheri t abl e:

Repeat abl e:

Descri pti on:

Comment :

Exanpl e:

Used for:
Mandat ory:
Repeat abl e:

Descri pti on:

Coment

Exanpl e:

et al.

Net news Adm ni stration System ( NAS) Cct ober 2006

newsgr oup
no

yes

Charset that will normally be used in

postings in this group.

The conpl ete set of charset nanes is defined by
[ RFC2277] and the | ANA Character Set registry

[IANA-CS]. The charsets that are not the preferred
charsets are encl osed in parentheses.

Charset: |SO 8859-9

Charset: |SO 8859-1

(for the newsgroup bln. kul tur.tuerkisch)

Encodi ng

hi er ar chy

no

yes

yes

Encoding for this hierarchy according to M Me [ RFC2045] .
This is the nedia type used in this hierarchy; a list of
regi stered nmedi a types can be found at [I ANA-MI]. The
encodi ngs not preferred are encl osed in parent heses.
Encoding text/plain

newsgr oup
no

yes

Encoding for this newsgroup according to M Me [ RFC2045] .
This is the nmedia type used in this newsgroup; a |list of
regi stered nedia types can be found at [I ANA-MI]. The
encodi ngs not preferred are encl osed in parent heses.
Encodi ng: text/plain
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Type of newsgroup

Header :

Used for:
Mandat ory:

I nheritabl e:
Repeat abl e:
Descri pti on:
Conment :

Exanpl e:

Used for:
Mandat ory:
Repeat abl e:
Descri pti on:
Comment :
Exanpl e:

Newsgr oup- Type

hi er ar chy

no

yes

yes

Def ault newsgroup type in this hierarchy.

Thi s header has no concrete nmeaning for a hierarchy but
is used for the inheritance to newsgroups in the

hi erar chy.

Speci fication of the types can be found in Section 6.5.
Newsgr oup- Type: Di scussi on

(for the hierarchy de)

newsgr oup
no

yes

Type of newsgroup.

Speci fication of the types can be found in Section 6.5.
Newsgr oup- Type: Announce

(for de.adni n. news. announce)

Type of hierarchy

Header :

Used for:
Mandat ory:

I nheritabl e:
Repeat abl e:
Descri ption:
Conment :
Exanpl e:

et al.

Hi er - Type

hi erar chy

no

yes

yes

Type of hierarchy.

Specification of the types can be found in Section 6.6.
Hi er-Type: Regi onal

(for hierarchy bln)
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Regi onal or Organi zati onal Area
Header : Ar ea

Used for: hi er ar chy

Mandat ory: no

I nheritable: yes

Repeat abl e:  yes

Description: Description of the geographical region or organization
of this hierarchy.

Conment : This code is useful when the hierarchy type
(Hier-Type) is "Regional" or "Organization".
Exanpl e: Area: Grossraum Berlin

(for the hierarchy bln)

Nane | ength of group nanes
Header: Nane- Lengt h

Used for: hi er ar chy
Mandat or y: no
I nheritable: yes
Repeat abl e: no
Descri ption: Maximum | ength of a newsgroup nane.
Exanpl e: Nane- Length: 72
(for the hierarchy bln)

Conponent | ength of group nanes
Header : Conp- Lengt h

Used for: hi er ar chy

Mandat or y: no

I nheritable: yes

Repeat abl e:  no

Description: Maximum |l ength of a single conmponent in the newsgroup
nane.

Exanpl e: Conp- Length: 14
(for the hierarchy de)
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Article length

Header :

Used for:
Mandat ory:

I nheri t abl e:

Repeat abl e:

Descri pti on:

Comrent :

Exanpl e:

Used for:
Mandat or y:
Repeat abl e:

Descri pti on:

Exanpl e:

Article-Length

hi er ar chy

no

yes

no

Maxi mum | ength of an article in bytes.

Thi s header has no concrete nmeaning for a hierarchy but
is used for the inheritance to newsgroups in the

hi erar chy.
Articl e-Length: 50000

newsgr oup

no

no

Maxi mum | ength of an article in bytes.
Articl e-Length: 50000

Date of creation

Header :

Used for:
Mandat or y:

I nheritabl e:

Repeat abl e:

Descri pti on:

Conment :
Exanpl e:

Used for:
Mandat or y:
Repeat abl e:

Descri pti on:

Comrent :
Exanpl e:

et al.

Dat e- Creat e

hi er ar chy
no

yes

no

Creation date of a hierarchy; can even be in the future.

The format is the sane as in the DATE comrand.
Dat e- Create: 19970330101514

newsgr oup

no

no

Creation date of a newsgroup; can even be in the future.
The format is the sane as in the DATE comand.
Dat e- Create: 19970330101514
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Descri pti on:

Exanpl e:

Used for:
Mandat or y:
Repeat abl e:

Descri ption:

Exanpl e:

et al.
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Dat e of renoval

Header : Dat e- Del et e

Used for: hi er ar chy

Mandat ory: no

I nheritable: yes

Repeat abl e: no

Description: Date of renoval of a hierarchy; can even be in the
future.

Coment : The format is the same as in the DATE comrand.

Exanpl e: Dat e- Del ete: 19970330101514

Used for: newsgr oup

Mandat or y: no

Repeat abl e: no

Description: Date of renoval of a newsgroup; can even be in the
future.

Comment : The format is the sane as in the DATE comrand.

Exanpl e: Dat e- Del ete: 19970330101514

Successor

Header: Repl acenent

Used for: hi er ar chy

Mandat or y: no

I nheritable: no

Repeat abl e:  yes

Nane of the hierarchy that replaced a rempoved hierarchy
if status is "Hierarchy-Cbsolete" or will replace a
hierarchy if the date of removal is in the future.

Repl acenent: de

(for the hierarchy sub)

newsgr oup
no
yes
Nane of the newsgroup or newsgroups that will replace a
renoved newsgroup if status is "G oup-Renoved" or will
replace the newsgroup if the date of renmpoval is in the
future.
Repl acenment: bl n. mar kt . ar bei t
(for bln.jobs)
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Sour ce
Header : Source

Used for: hi er ar chy

Mandat ory: no

I nheritable: yes

Repeat abl e: no

Description: Pointer to an organi zation or person responsible
for this hierarchy. SHOULD be a URL or an enail
addr ess.

Exanpl e: Source: http://ww. dana. de. exanpl e/ nod/
(for the hierarchy de)

E: This is for tracking the maintainer of a hierarchy.

Control PGP key
Header : ¢t | - PGP- Key

Used for: hi er ar chy
Mandat ory: no
I nheritable: yes
Repeat abl e:  yes
Description: PGP key (with additional information: key owner, key-id,
etc.) of the sender of control nessages in this
hi er ar chy.
Coment : The exact format is described in Section 6.7.
Exanpl e: Ctl - PGP- Key:
U de. admi n. news. announce
B 1024
| D3033C99
L http://ww. dana. de. exanpl e/ nod/ pgp/ dana. asc
L ftp://ftp.isc.org.exanpl e/ pub/pgpcontrol/PGPKEYS. gz
F 5B BO 52 88 BF 55 19 4F 66 7D C2 AE 16 26 28 25

V 2.6.3ia

K------ BEA N PGP PUBLI C KEY BLOCK- - - - -
K-Version: 2.6.3ia

K_

K- mQCNEAL Z+Xf mf WDCEMXMA8gK1Pl KGETkV3SLbXt 4CnzpGWDt OVa
K- H | HHMLWEGUHD5hw/ BL/ heR5Tg+C51 Ey XQQmywkr geVFMOz/ r AQ

[...]

K- SDw+i QgAAt N6zr YOhHFBp+

K- VpvRov Mz +| SOy9Zcshs+5t 8Pj 9ZVAQyf xBkgD5A=
K- =Xwgc

K----- END PGP PUBLI C KEY BLOCK-----
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Moderator’s PGP key

Header :

Used for:
Mandat ory:
Repeat abl e:
Descri pti on:

Comment :
Exanpl e:

Mod- PGP- Key

newsgr oup
no

yes

Public PGP key (with additional information: key owner,
key-id, etc.) of this newsgroup’s noderator

The exact format is described in Section 6.7

See Section 6.7.

6.4. Status Indicators

The status indicator uniquely determ nes the status of a hierarchy or

newsgr oup.

I ndi cat or
Conpl et e
I nconpl ete
Obsol ete

Unknown
Unnoder at ed
Readonl y
Moder at ed

Renmoved

The indicator is case insensitive.

Type Descri ption

hi erarchy Authorized, conplete known hierarchy

hi erarchy Not conpletely known hierarchy (like free.*)

hi erarchy (obsolete hierarchy; should contain only
newsgroups with status "Renpbved"

hi erarchy No infornmation avail abl e; unknown hi erarchy

newsgroup Posting allowed; unnoderated

newsgroup Posting not all owed

newsgroup Mbderated group; articles nmust be sent to
t he noder at or

newsgroup Deleted or renamed newsgroup; ho posting or
transport

newsgroup Unknown group; no information avail abl e

6.5. Newsgroup Types

A Newsgroup Type is a conprehensive overvi ew about sone
characteristics of a newsgroup, being a test group, a binary group,

or sone ot her

Di scussi on
Bi nary
Sour ces
Announce
Test

G au, et al.

kind. The Newsgroup Type is case insensitive.

Di scussi on (text postings)

(Encoded) binary postings

Source postings (e.g., conp.uniX.sources)
Announcenents, press releases, RID CIV

Test postings, sonetinmes reflectors (e.g., de.test)

Experi ment al [ Page 41]



RFC 4707 Net news Adm ni stration System ( NAS) Cct ober 2006

Robot s Aut

omatic postings (like the former conp.nail.nmaps)

Experi ment Experimental, other

6.6. Hierarchy Types

To describe a hierarchy, the follow ng H erarchy Types are used.

These Types are u
They are case ins

Regi ona

At

Non- commer ci al

Conmrer ci al
Organi zati on

6.7. PGP Keys

PGP keys for Cirl
followi ng structu

PGP- answer = "V"
"
" g
o
"
*("L

sed to mark sone properties of a news hierarchy.
ensitive.

I nternational, global hierarchy

(e.g., the hierarchies conp, de, rec)

Regi onal hi erarchy

(e.g., the hierarchies ba, bln, tor)

Al ternative hierarchy, sinpler rules for

creating a group, no formal structure

(e.g., the hierarchy alt)

Only for personal use; commercial use is prohibited
(e.g., the hierarchy de)

Conmercial use permtted (e.g., the hierarchy biz)
Hi erarchy bound to an organi zation

(e.g., the hierarchy gnu)

- PGP- Key and Mod- PGP-Key are transmitted in the
re:

SP Version CRLF

SP User-1D CRLF

SP Bits CRLF

SP Key-I1D CRLF

SP Fi nger CRLF

" SP Location CRLF)

*("K-" Keybl ock CRLF)

"
Version = text
User-1D = text
Bits = text
Key-1D = text
Fi nger = text
Locati on = text
Keybl ock = text

G au, et al.

SP Keybl ock CRLF
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Key Narme Mandat ory Descri ption

K Keybl ock yes Public key block in ASCIl arnor format
[ RFC2440]

\% Ver si on yes PGP- Ver si on

U User-I1D no Key user id

B Bits no Nunber of bits

I Key-1D no Key id, wthout |eading "0x"

F Fi nger no Fi nger pri nt

L Locati on no URL that points to the public key

A hyphen followi ng the code indicates that the block is continued on
the next line. |In the |last nmessage row, there MJST be white space
after the code; this is also true for a single |line code.

Exanpl e

<-- H ER de
--> 611 Data com ng
Nane: de
Status: Hierarchy
[...]
Ctl - PGP- Key:
U de. admi n. news. announce
B 1024
| D3033C99
L http://ww. dana. de. exanpl e/ nod/ pgp/ dana. asc
L ftp://ftp.fu-berlin.de.exanpl e/ unix/ news/ pgpcontrol /PGPKEYS. gz
F 5B BO 52 88 BF 55 19 4F 66 7D C2 AE 16 26 28 25

V 2.6.3ia

K------ BEA N PGP PUBLI C KEY BLOCK- - - - -
K-Version: 2.6.3ia

K_

K- nQCNAz Ge B/ YAAAEEAL Z+Xf ml WDCEMXMA8gK1 Pl KG6TkV3SLbXt 4CnzpGvt OM
K- Hj | HaU6Xco5i j AugMLWEGUHDS5hw/ BL/ heR5Tq+C51 Ey XQQmYwkr geVFMO r A

[...]

K- SDw+l dOJPFOOAWD QgAAt N6zr YOhHFBp+68h9k674Yg9l Hgj 3BWIR) JF6PKo
K- VpvRovMz+l SOy9Zcsbs+5t 8P) 92ZVAQyf xBkgD5A=

K- =Xwgc

K----- END PGP PUBLI C KEY BLOCK-----
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7

Speci fication of the NAS Protocol (UDP)

UDP is intended for reading prograns (news readers); it is not in the
scope of this docunent. The use of UDP for NAS will be described in
a separate paper.

| ANA Consi der ati ons

The | ANA has registered the application/nasdata nedia type as defined
by the follow ng information

Medi a type nane: application
Medi a subtype nane: nasdata
Requi red paraneters: none
Optional parameters: |eve

The NAS protocol |evel nunber for the encl osed
NAS data package. |If not present, the
protocol level defaults to 1.

Encodi ng schene: NAS data is plain text; no special encodings are
needed.

Security considerations: see bel ow
Security Considerations

Security issues are only addressed in respect to server-server

communi cation in this protocol |level. Usernane and password

conbi nations in the GETA and CETP commands can be used to make sure
that connections are only accepted from authorized clients. PGP keys
according to [ RFC2440] are used to sign NAS data in server-server
communi cation in order to validate that the data is authentic and has
not been tanpered with.

Every server does have the possibility (in both server-server and
server-client comuni cation) to deny some commands or the whol e
connection according to the client’s I P nunber.

No mechani sns are defined in the current protocol level to allow a
client to validate that it is talking to a legitinmate server or that
the data it receives is authentic.

A stronger authentication scheme will be provided in a higher
prot ocol |evel
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10. Response Codes (Overview)

Code Descri ption
100 Conmand overvi ew, |nfornmation, command description (HELP)
101 I nformati on about connection, client and server (INFO

200 Greeting nessage (Connection Setup)

201 Term nation of the connection (QUT)

202 Returns current protocol |evel (VERS)

213 Valid data at the client side (GETP)

215 The client already has the current data (GETA)

300 Time in UTC ( DATE)

302 Answer to a successful request (VERS)

400 I ndicates that the server is not giving any information (INFO
401 Perm ssi on denied (LIST, LSTR, H ER DATA)

402 Requested | evel too high; falling back to | ower |evel (VERS)
404 Server currently out of service (Connection Setup)

410 Indicates that the server is not giving any information (HELP)
411 No hierarchy with that name (GETP, GETA)

430 Perm ssi on deni ed (GETP, GETA)

434 Client has no permission to talk to server (Connection Setup)
510 Syntax error

511 Internal error (TIME)

513 Li ne too | ong

519 Unknown comrand

610 Regul ar answer with all requested data (LIST, LSTR

611 Regul ar answer with all requested data (H ER)

612 Regul ar answer with all requested data (DATA)

613 hi erarchy data (GETP)

615 Regul ar answer with all requested data (CGETA)

11. Data Headers for DATA and H ER Commands (Overview)

Header Mandat ory Use Mul tiple Description

Nane yes HN no Name of a hierarchy
or newsgroup (Start
of a new data bl ock)

St at us yes HN no Status of hierarchy
or newsgroup

Seri al no HN no Revi si on of hierarchy
/ newsgroup data

Fol | owup no N no G oup for foll owp

Descri ption no HN no Short description of
a hi erarchy/ newsgroup

Charter no HN vyes Charter-URL

Neti quette no HN vyes Net i quett e- URL
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FAQ
Rul es

Ct| - Send- Adr
Ct | - Newsgroup
Mod- W | dcar d
Mod- Sub- Adr
Mod- Adm Adr

Mod- Group-Info
Language

Char set

Encodi ng
Newsgr oup- Type
Hi er - Type

Ar ea

Name- Lengt h
Conp- Lengt h

Article-Length
Date-Create
Dat e- Del et e
Repl acenent
Sour ce

Ct | - PGP- Key
Mbd- PGP- Key

Net news Adm ni stration System ( NAS) Cct ober 2006

no
no

no
no
no
no
no

no
no
no
no
no
no
no

no

no

N: Newsgroup, H Hierarchy
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