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1.

The | nternet-Standard Managenment Framework

For a detail ed overview of the docunments that describe the current
I nt ernet - Standard Managenment Framework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
the Managenent Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenment Protocol (SNWVP).
ohjects in the MB are defined using the nechanisns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
modul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTI ONAL", when used in the guidelines in this neno, are to be
interpreted as described in RFC 2119 [ RFC2119].

The terms "M B nodul e" and "informati on nodul e" are used

i nterchangeably in this meno. As used here, both terns refer to any
of the three types of information nodules defined in Section 3 of RFC
2578 [ RFC2578].

Sonme of the ternms used in this neno are defined bel ow. Sone
additional terns are also defined in the Packet Cabl e MIA Devi ce

Provi si oni ng Specification [ PKT-SP-PROV] and the Packet Cabl e Security
Speci fication [ PKT- SP- SEC] .

DOCSI S

The Cabl eLabs(R) Certified(TM Cable Mdem project, al so known as
DOCsSl S(R) (Data over Cable Service Interface Specification), defines
interface requirenents for cable nodens involved in high-speed data
distribution over cable television systemnetworks. DOCSIS al so
refers to the ITUT J. 112 reconmendati on, Annex B, for cable nbdem
systens [I TU-T-J112].

Cabl e Modem

A Cable Mbdem (CM acts as a data transport agent used to transfer
call managenent and voi ce data packets over a DOCSI S-conpliant cable
system

Mul tinedia Term nal Adapter
A Miultinmedia Term nal Adapter (MIA) is a Packet Cabl e- or | PCabl ecom
conpliant device providing tel ephony services over a cable or hybrid
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systemused to deliver video sighals to a community. It contains an
interface to endpoints, a network interface, CODECs, and al

signaling and encapsul ation functions required for Voice over IP
transport, call signaling, and Quality of Service signaling. An MA
can be an enbedded or a standal one device. An Enbedded MIA ( E- MTA)
is an MTA devi ce containing an enbedded DOCSI S Cabl e Modem A

St andal one MFA (S-MIA) is an MIA device separated fromthe DOCSI S
cabl e nodem by non- DOCSI S Message Access Control (MAC) interface
(e.g., Ethernet, USB).

Endpoi nt

An endpoint or MIA endpoint is a standard RJ-11 tel ephony physica
port | ocated on the MIA and used for attaching the tel ephone device
to the MIA

X. 509 Certificate

A X.509 certificate is an Internet X 509 Public Key Infrastructure
certificate devel oped as part of the ITUT X 500 Directory
recomrendations. It is defined in RFC 3280 [ RFC3280] and RFC 4630
[ RFC4630] .

Voi ce over |P
Voi ce over IP (VolP) is a technology providing the means to transfer
digitized packets with voice information over |IP networks.

Public Key Certificate

A Public Key Certificate (also known as a Digital Certificate) is a
bi ndi ng between an entity’'s public key and one or nore attributes
relating to its identity.

DHCP
The Dynami ¢ Host Configuration Protocol (DHCP) is defined by RFC 2131
[ RFC2131]. In addition, commonly used DHCP options are defined in

RFC 2132 [RFC2132]. Additional DHCP options used by Packet Cabl e and
| PCabl ecom MIAs can be found in the Cabl eLabs dient Configuration
DHCP specifications, RFC 3495 [ RFC3495] and RFC 3594 [ RFC3594].

TFTP
The Trivial File Transfer Protocol (TFTP) is defined by RFC 1350
[ RFC1350] .

HTTP
The Hypertext Transfer Protocol (HTTP/1.1) is defined by RFC 2616
[ RFC2616] .

Cal | Managenent Server

A Call Managenent Server (CVB) is an el enent of the Packet Cabl e
network infrastructure that controls audi o connecti ons between MIAs.
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CODEC, CQder - DECoder

A Coder - DECoder is a hardware or software component used in
audi o/ vi deo systens to convert an analog signal to digital, and then
(possibly) to conpress it so that | ower bandw dth tel ecomuni cations
channel s can be used. The signal is deconpressed and converted
(decoded) back to anal og output by a conpatible CODEC at the

recei ving end.

Operations Systens Support

An Operations Systens Support system (0SS) is a system of back office
software conponents used for fault, configuration, accounting,
performance, and security managenment working in interaction with each
other and providing the operations support in depl oyed Packet Cabl e
syst ens.

Key Distribution Center

A Key Distribution Center (KDC) is an el enent of the OSS systens
functioning as a Kerberos Security Server, providing nutual

aut henti cati on of the various conponents of the PacketCable system
(e.g., nutual authentication between an MIA and a CMS5, or between an
MIA and t he Provisioning Server).

Security Associ ation

A Security Association (SA) is a one-way rel ationship between a
sender and a receiver offering security services on the comruni cation
flow.

3. Introduction

This M B nodul e provi des a set of objects required for the nmanagenent
of Packet Cable, ETSI, and |ITU-T | PCabl ecom conpliant MIA devi ces.

The MTA M B nodul e is intended to supersede various MITA M B nodul es
fromwhich it is partly derived

- The PacketCable 1.0 MITA M B Specification [ PKT-SP-M B- M'A] .
- The ITUT | PCabl ecom MTA M B requirenments [I TU T-J168].

- The ETSI MIA M B [ ETSI TS101909-8]. The ETSI MIA M B requirenents
al so refer to various signal characteristics defined in
[ EN300001], Chapter 3, titled 'Ringing Signal Characteristics’,
and [ EN300659-1].

Several normative and informative references are used to hel p define
MIA M B obj ects. As a convention, wherever PacketCable and

| PCabl ecom requi renents are equi val ent, the PacketCable reference is
used in the object REFERENCE cl ause. | PCabl ecom conpliant MIA

devi ces MJUST use the equival ent | PCabl ecom references.
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3.1. Structure of the MTA MB

The MTA M B nodule is identified by pktcletfMaMb and is structured
in three object groups:

- pktcM aDevBase defines the nanagenent information pertinent to the
MIA device itself.

-  pktcM abDevServer defines the managenent information pertinent to
the provisioning back office servers.

- pktcM aDevSecurity defines the nanagenent information pertinent to
t he Packet Cabl e and | PCabl ecom security nechani sns.

The first two object groups, pktcM aDevBase and pktcM aDevServer,
contain only scalar information objects describing the correspondi ng
characteristics of the MIA device and back office servers.

The third group, pktcM aDevSecurity, contains two tables controlling
the 1 ogical associations between KDC real ms and Application Servers
(CVs and Provisioning Server). The rows in the various tables of the
MIA M B nodul e can be created automatically (e.g., by the device
according to the current state information), or they can be created
by the nanagenent station, depending on the operational situation

The tables defined in the MTA M B nodul e may have a nixture of both
types of rows.

3.2. pktcM aDevBase
Thi s object group contains the managenment information related to the
MIA device itself. It also contains sone objects used to control the
MIA state. Some highlights are as foll ows:

- pktcM aDevSerial Nunmber. This object contains the MIA Seria
Nurber .

- pktcM abDevEndPnt Count. This object contains the nunber of
endpoints present in the nmanaged MIA.

- pktcM aDevProvisioningState. This object contains the information
describing the conpletion state of the MTAinitialization process.

- pktcM abDevEnabl ed. This object controls the adnmi nistrative state
of the MIA endpoints and all ows operators to enable or disable
t el ephony services on the device.

-  pktcM aDevReset Now. This object is used to instruct the MIA to
reset.
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3.

3.

3.

4.

pkt cM aDevSer ver

Thi s object group contains the managenent information describing the
back office servers and the paraneters related to the comruni cation
timers. It also includes sone objects controlling the initial MA
interaction with the Provisioning Server.

Sone highlights are as foll ows:

-  pktcM aDevServerDhcpl. This object contains the | P address of the
primary DHCP server designated for the MIA provi sioning.

- pktcM aDevServerDhcp2. This object contains the | P address of the
secondary DHCP server designated for the MIA provi sioning.

- pktcM aDevServerDnsl. This object contains the | P address of the
primary DNS used by the rmanaged MIA to resolve the Fully Qualified
Domai n Nanme (FQDN) and | P addresses.

-  pktcM abDevServerDns2. This object contains the | P address of the
secondary DNS used by the managed MIA to resolve the FQDN and I P
addr esses.

- pktcMabDevConfigFile. This object contains the nane of the
provi sioning configuration file the nmanaged MIA nust downl oad from
the Provisioning Server.

- pktcM abDevProvConfigHash. This object contains the hash val ue of
the MIA configuration file calculated over its content. \Wen the
managed MIA downl oads the file, it authenticates the configuration
file using the hash value provided in this object.

pkt cM aDevSecurity

Thi s object group contains the managenent infornation describing the
security-related characteristics of the nanaged MIA. It contains two
tabl es describing | ogical dependenci es and paraneters necessary to
establish Security Associ ati ons between the MIA and other Application
Servers (back office conponents and CMSes). The CMS table

(pktcM aDevCnsTabl e) and the real mtabl e (pktcM aDevReal nTabl e) are
used for managi ng the MIA signaling security. The realmtable
defines the CM5 domains. The CMS table defines the CMS within the
domai ns. Each MIA endpoint is associated with one CM5 at any given
time.
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3.

5

The two tables in this object group are as foll ows:

- pktcM aDevReal nifable. This table is used in conjunction with any
Application Server that comuni cates securely with the managed MIA
(CVB or Provisioning Server).

- pktcM abDevCnsTable. This table contains the paraneters descri bing
the SA establishment between the MIA and CMses.

Rel ati onshi p between M B Objects in the MTA MB

This section clarifies the relationship between vari ous MTA M B
objects with respect to the role they play in the process of
establ i shing Security Associ ati ons.

The process of Security Association establishnent between an MIA and
Application Servers is described in the Packet Cable Security
Specification [PKT-SP-SEC]. |In particular, an MIA comuni cates with
2 types of back office Application Servers: Call Managenment Servers
and Provisioning Servers.

The SA establishment process consists of two steps:

a. Authentication Server Exchange (AS-exchange). This step provides
mut ual aut henticati on between the parties; i.e., between an MA
and an Authentication Server. The process of AS-exchange is
defined by a number of paraneters grouped per each realm These
paraneters are gathered in the Real m Tabl e (pktcM aDevReal nrabl e).
The Real m Table is indexed by the Index Counter and contains
conceptual colum with the Kerberos real mnane.

b. Application server exchange (AP-exchange). This step allows for
the establishnent of Security Associ ations between authenticated
parties. The CVS tabl e (pktcM aDevCnsTabl e) contains the
paraneters for the AP-exchange process between an MIA and a CMVB
The CM5 table is indexed by the Index Counter and contains the CVB
FQDN (the conceptual colum pktcM aDevCnsFqdn). Each row contains
the Kerberos real m nane associated with each CM5 FQDN. This
allows for each CVM5 to exist in a different Kerberos realm

The MIA M B nodul e al so contains a group of scalar MB objects in the
server group (pktcM aDevServer). These objects define various
paraneters for the AP-exchange process between an MIA and the
Provi sioning Server. These objects are:

- pktcM aDevProvUnsol i ci t edkeyMaxTi neout ,

- pktcM aDevProvUnsol i ci t edKeyNoniTi meout ,
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3.

3.

6.

7.

- pktcM abDevProvUnsolicitedKeyMaxRetries, and
- pktcM abDevProvSol i citedKeyTi meout .
Secure Sof tware Downl oad

E- MTAs are enbedded with DOCSIS 1.1 cabl e nodens. E-MIAs have their
sof tware upgraded by the Cabl e Modem according to the DOCSI S
requirenents.

Al t hough E-MIAs have their software upgraded by the Cabl e Modem
according to the DOCSIS requirements, S-MIAs inplenent a specific
mechani sm for Secure Software Downl oad. This provides a neans to
verify the code upgrade using Code Verification Certificates and is
nmodel ed after the DOCSIS nechani sminpl enmented in Cable Mdens. This
is the reason why the MTA M B and the S-MIA conpliance nodul es al so
rely on two M B object groups:

- docsBpi 2CodeDownl oadGroup, defined in the | ETF BPI Plus M B nodul e
(DOCS- | ETF-BPI 2-M B [ RFC4131]) .

- docsDevSoftwareG oupV2, defined in the | ETF Cabl e Devicev2 MB
nodul e ( DOCS- CABLE- DEVI CE-M B [ RFC4639] ) .

X. 509 Certificates Dependencies

As specified in the Packet Cabl e Security Specification [PKT-SP-SEC],
E- MTAs nmust use the authentication mechani sm based on the X 509
Public Key Infrastructure Certificates, as defined in RFC 3280

[ RFC3280] and RFC 4630 [ RFC4630].

The val ue of the pktcM aDevReal mOrgNane M B obj ect should contain the
X. 509 organi zation nanme attribute of the Tel ephony Service Provider
certificate (Organi zationNane). X. 509 attributes are defined using
UTF-8 string encodi ng [ RFC3629, RFC3280, and RFC4630].

Note that UTF-8 encoded characters can be encoded as sequences of 1
to 6 octets, assuming that code points as high as Ox7ffffffff m ght
be used ([RFC3629]). Subsequent versions of Unicode and | SO 10646

have |imted the upper bound to Ox10ffff ([RFC3629]). Consequently,
the current version of UTF-8, defined in RFC 3629, does not require
nmore than four octets to encode a valid code point.
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4. Definitions

The M B nodul e bel ow makes references and citations to [ RFC368],
[ RFC3280], [RFC4630], and [ RFC3617].

PKTC-| ETF- MITA-M B DEFINITIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY,
OBJECT- TYPE,
OBJECT- | DENTI TY,
Unsi gned32,
Count er 32,
NOTI FI CATI ON- TYPE,
m b-2
FROM SNVPv2- SM -- [ RFC2578]
TEXTUAL- CONVENTI ON,
Rowst at us,
Tr ut hval ue
FROM SNVPv2- TC -- [ RFC2579]
OBJECT- GROUP,
MODULE- COVPLI ANCE,
NOTI FI CATI ON- GROUP

FROM SNWVPv2- CONF -- [ RFC2580]
| net Addr essType,
I net Addr ess

FROM | NET- ADDRESS- M B -- [ RFC4001]
sysDescr

FROM SNWPv2- M B -- [ RFC3418]
SnipAdmi nStri ng

FROM SNWVP- FRAVEWORK- M B -- [ RFC3411]
docsDevSof t war eGr oupV2

FROM DCOCS- CABLE- DEVI CE- M B -- [ RFC4639]

DocsX509ASNLDEREncodedCerti fi cate,
docsBpi 2CodeDownl oadGr oup

FROM DCCS- | ETF- BPI 2- M B -- [ RFC4131]
LongUtf8String

FROM SYSAPPL- M B -- [ RFC2287]
i f PhysAddr ess

FROM | F- M B; -- [ RFC2863]

pktcletfMaM b MODULE- | DENTI TY
LAST- UPDATED "200609180000Z" -- Septenber 18, 2006
ORGANI ZATION "I ETF | P over Cable Data Network Wdrking G oup”
CONTACT- | NFO
"Eugene Nechanki n
Br oadcom Cor por ati on,
200- 13711 International Pl ace,
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Ri chmond, BC, V6V 278

CANADA
Phone: +1 604 233 8500
Emai | : enechanki n@r oadcom com

Jean- Francois Mil e

Cabl e Tel evi si on Laboratories, |nc.
858 Coal Creek Circle

Loui sville, CO 80027-9750

UsS A
Phone: +1 303 661 9100
Email: jf.nul e@abl el abs. com

| ETF | PCDN Wor ki ng G oup
General Discussion: ipcdn@etf.org
Subscribe: http://wwietf.org/mailmn/listinfo/ipcdn
Archive: ftp://ftp.ietf.org/ietf-nmail-archive/ipcdn
Co-Chair: Jean-Francois Mile, jf.nul e@abl el abs. com
Co-Chair: Richard Wundy, Ri chard_Wundy@abl e. contast. conf

DESCRI PTI ON
"This M B nodul e defines the basi c managenent object
for the Multinedia Term nal Adapter devices conpliant
wi t h Packet Cabl e and | PCabl ecom requi renents.

Copyright (C) The IETF Trust (2006). This version of
this MB nodule is part of RFC 4682; see the RFC itself for

full legal notices."
REVI SI ON "2006091800002" -- Septenber 18, 2006
DESCRI PTI ON

"Initial version, published as RFC 4682."
= { mb-2 140 }
-- Textual Conventions

Pkt cM aDevProvEncrypt Al g ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
" This textual convention defines various types of the
encryption algorithns used for the encryption of the MA
configuration file. The description of the encryption
al gorithm for each enunerated value is as foll ows:

"none(0)’ no encryption is used,
" des64CbcMde( 1)’ DES 64-bit key in CBC node,
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't 3Des192ChcMbde(2)’ 3DES 192-bit key in CBC node,
' aes128ChcMode( 3)’ AES 128-bit key in CBC node,
" aes256ChchMode(4)’ AES 256-bit key in CBC node."

SYNTAX I NTEGER {
none (0),
des64ChcMde (1),

t 3Des192CbcMode (2),
aes128ChcMde (3),
aes256ChcMbde (4)

pktcM aNotification OBJECT IDENTIFIER ::= { pktcletfMaMb 0 }

pktcM aM bObj ects OBJECT IDENTIFIER ::= { pktcletfMaMb 1}
pkt cM aDevBase OBJECT IDENTIFIER ::={ pktcMaM bOojects 1 }
pkt cM aDevSer ver OBJECT IDENTIFIER ::= { pktcM aM bCbjects 2 }
pkt cM aDevSecurity OBJECT IDENTIFIER ::= { pktcM aM bQbjects 3 }
{ 4}

}

pkt cM aDevErrors OBJECT | DENTI FI ER :: pkt cM aM bQbj ect s
pkt cM aConf ormance OBJECT IDENTIFIER ::= { pktcletfMaMb 2

-- The foll owi ng pktcM aDevBase group describes the base MIA objects

pkt cM aDevReset Now OBJECT- TYPE

SYNTAX Trut hVal ue
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
" This object controls the MIA software reset.
Readi ng this object always returns 'false'. Setting this

object to "true’ causes the device to reset inmmediately
and the follow ng actions to occur:

1. Al connections (if present) are flushed |ocally.

2. Al current actions such as ringing i mredi ately
term nate.

3. Requests for signaling notifications, such as
notification based on digit nap recognition, are
fl ushed.

4. Al endpoints are disabled.

5. The provisioning flowis started at step MIA-1.

If a value is witten into an instance of
pkt cM aDevReset Now, the agent MJUST NOT retain the supplied
val ue across MIA re-initializations or reboots."

REFERENCE
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Packet Cabl e MIA Devi ce Provi sioning Specification."
::={ pktcM aDevBase 1 }

pkt cM aDevSeri al Nunber OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

Thi s object specifies the manufacturer’s serial
nunber of this MIA. The value of this object MJST be
identical to the value specified in DHCP option 43,
sub-option 4. The list of sub-options for DHCP option
43 are defined in the Packet Cabl e MIA Devi ce
Provi si oni ng Specification."
REFERENCE

" Packet Cabl e MITA Devi ce Provisioning Specification."
::={ pktcM aDevBase 2 }

pkt cM aDevSwCurr ent Vers OBJECT- TYPE

SYNTAX SnnpAdmi nSt ri ng
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

" This object identifies the software version currently
operating in the MIA
The MIA MUST return a string descriptive of the current
software | oad. This object should use the syntax
defined by the individual vendor to identify the software
version. The data presented in this object MIST be
identical to the software version information contained
in the 'sysDescr’ MB object of the MTA. The val ue of
this object MJST be identical to the value specified in
DHCP option 43, sub-option 6. The list of sub-options for
DHCP option 43 are defined in the Packet Cabl e MIA Devi ce
Provi si oni ng Specification."

REFERENCE
" Packet Cabl e MIA Devi ce Provisioning Specification."

::={ pktcM aDevBase 3 }

pkt cM aDevFCQDN OBJECT- TYPE
SYNTAX SnipAdmi nStri ng
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

This object contains the Fully Qualified Domain Nane for
this MTA. The MIA FQDN is used to uniquely identify the
device to the Packet Cabl e back office el enments."
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::={ pktcM aDevBase 4 }

pkt cM aDevEndPnt Count OBJECT- TYPE
SYNTAX Unsi gned32 (1..255)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
" This object contains the number of physical endpoints for
this MIA"
::={ pktcM aDevBase 5 }

pkt cM aDevEnabl ed OBJECT- TYPE
SYNTAX Trut hval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
" This object contains the MITA Adnin Status of this device.
If this object is set to "true’, the MTAis
adm ni stratively enabled, and the MIA MUST be able to
interact with the PacketCable entities, such as CM5,
Provi si oning Server, KDC, and other MIAs and Mz on all
Packet Cabl e interfaces.
If this object is set to 'false’, the MTAis
adm ni stratively disabled, and the MIA MJUST performthe
followi ng actions for all endpoints:
- Shut down all media sessions, if present.
- Shut down Network Control Signaling (NCS)
signaling by following the Restart in
Progress procedures in the Packet Cabl e NCS
speci fication.
The MIA rmust execute all actions required to
enabl e or disable the tel ephony services for all
endpoi nts i medi ately upon recei pt of an SNWP SET
operati on.

Additionally, the MIA MJUST nmaintain the SNWP Interface
for managerment and al so the SNMP Key nanagenent interface.
Al so, the MIA MJUST NOT continue Kerberized key nmanagenent
with CVBes until this object is set to "true’.

Not e: MIAs MJST renew the CMS Kerberos tickets according
to the Packet Cabl e Security or |PCabl ecom Specification.
If a value is witten into an instance of

pkt cM aDevEnabl ed, the agent MJST NOT retain the supplied
val ue across MIA re-initializations or reboots."

REFERENCE
" Packet Cabl e MITA Devi ce Provisioning Specification;

Packet Cabl e Security Specification;
Packet Cabl e Networ k-Based Call Signaling Protocol

Nechankin & Mil e St andards Track [ Page 13]



RFC 4682 | PCON MTA M B Decenber 2006

Speci fication."
::={ pktcM aDevBase 6 }

pkt cM aDevTypel dentifi er OBJECT- TYPE
SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

" This object provides the MIA device type identifier. The
val ue of this object nust be a copy of the DHCP option 60
val ue exchanged between the MIA and the DHCP server. The
DHCP option 60 val ue contains an ASCl|-encoded string
identifying capabilities of the MIA as defined in the
Packet Cabl e MIA Devi ce Provi sioning Specification."
REFERENCE
" RFC 2132, DHCP Options and BOOTP Vendor Extensions;
Packet Cabl e MTA Devi ce Provi sioning Specification."
::={ pktcM aDevBase 7 }

pkt cM aDevPr ovi si oni ngSt at e OBJECT- TYPE
SYNTAX | NTEGER {
pass (1),
i nProgress (2),
fail ConfigFileError (3),
passW t hVar ni ngs (4),
passW t hl nconpl et ePar si ng (5),
failurelnternal Error (6),
fail ureQ her Reason (7)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
" This object indicates the conpletion state of the MA
devi ce provisioning process.

pass:

If the configuration file could be parsed successfully
and the MTA is able to reflect the sane inits

M B, the MIA MJST return the val ue ' pass’

i nProgress:
If the MTAis in the process of being provisioned,
the MIA MUST return the val ue 'inProgress’

fail ConfigFil eError

If the configuration file was in error due to incorrect
val ues in the mandatory paraneters, the MIA MJST reject
the configuration file, and the MIA MJST return the val ue
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"fail ConfigFileError’.

passW t hV\ar ni ngs:

If the configuration file had proper values for all the
mandat ory paraneters but has errors in any of the optional
paraneters (this includes any vendor-specific Object
Identifiers (O Ds) that are incorrect or not known

to the MIA), the MIA MIUST return the val ue

" passW t hWar ni ngs’ .

passW t hl nconpl et ePar si ng:

If the configuration file is valid but the MIA cannot
reflect the same in its configuration (for exanple, too
many entries caused nenory exhaustion), it nust accept
the CM5 configuration entries related, and the MIA MJST
return the val ue 'passWthl nconpl et eParsing’ .

failurelnternal Error:

If the configuration file cannot be parsed due to an
Internal error, the MIA MJST return the val ue
"failurelnternal Error’.

fail ureQ her Reason:

If the MIA cannot accept the configuration file for any
ot her reason than the ones stated above, the MIA MJST
return the value ’'failureQ her Reason’.

When a final SNVMP INFORM is sent as part of Step 25 of the
MTA Provi sioning process, this paraneter is also included
in the final | NFORM nessage."
REFERENCE
" Packet Cabl e MITA Devi ce Provisioning Specification."
::={ pktcM aDevBase 8 }

pkt cM aDevHt t pAccess OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

" This object indicates whether the HTTP protocol is
supported for the MIA configuration file transfer."”
::={ pktcM abDevBase 9 }

pkt cM aDevProvi si oni ngTi mer OBJECT- TYPE

SYNTAX Unsi gned32 (0..30)
UNI TS "m nut es”

MAX- ACCESS read-wite

STATUS current
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DESCRI PTI ON
" This object defines the time interval for the provisioning
flow to conplete. The MIA MJST finish all provisioning
operations starting fromthe nmonent when an MIA receives
its DHCP ACK and ending at the nonent when the MIA
downl oads its configuration file (e.g., MIA5 to MIA23)
within the period of time set by this object.
Failure to conply with this condition constitutes
a provisioning flow failure. |If the object is set to O,
the MIA MUST ignore the provisioning tinmer condition.
If a value is witten into an instance of
pkt cM aDevPr ovi si oni ngTi mer, the agent MUST NOT retain the
supplied value across MIA re-initializations or reboots."
REFERENCE
" Packet Cabl e MITA Devi ce Provisioning Specification."
DEFVAL {10}
;.= {pktcM aDevBase 10}

pkt cM aDevPr ovi si oni ngCount er OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Thi s object counts the nunber of times the
provi sioning cycle has | ooped through step MIA-1."
i1 = {pktcM aDevBase 11}

pkt cM aDevError QG dsTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF PktcM aDevErrorQ dsEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

" This table contains the list of configuration errors or

war ni ngs the MIA encount ered when parsing the
configuration file it received fromthe Provisioning
Server.
For each error, an entry is created in this table,
containing the configuration paranmeters the MIA rejected
and the associated reason (e.g., wong or unknown QO D,
i nappropriate object values). If the MA
did not report a provisioning state of 'pass(1l)’ in
t he pktcM aDevProvi si oni ngState object, this table MJST be
popul ated for each error or warning instance. Even if
different paraneters share the sane error type (e.g., all
real m name configuration parameters are invalid), all
observed errors or warni ngs nust be reported as
different instances. Errors are placed into the table in
no particular order. The table MJST be cleared each tine
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the MTA reboots.”
REFERENCE
" Packet Cabl e MITA Devi ce Provisioning Specification."
;.= {pktcM aDevBase 12 }

pkt cM aDevError QG dsEntry OBJECT- TYPE
SYNTAX Pkt cM aDevError G dsEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
" This entry contains the necessary information the MIA MJST
attenpt to provide in case of configuration file errors or
war ni ngs. "
| NDEX { pktcM aDevErrorG dl ndex }
::= {pktcM aDevError O dsTabl e 1}

Pkt cM aDevError G dsEntry ::= SEQUENCE {
pkt cM aDevError G dl ndex Unsi gned32,
pkt cM aDevError G d SnnpAdmi nStri ng,

pkt cM aDevError Val ue SnnpAdmi nStri ng,
pkt cM aDevEr r or Reason SnnpAdmi nStri ng

}

pkt cM aDevError G dl ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..1024)
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
" This object is the index of the MIA configuration error
table. It is an integer value that starts at value '1’
and is increnented for each encountered configuration
file error or warning.

The maxi mum nunber of errors or warnings that can be
recorded in the pktcMaDevErrorQ dsTable is set to 1024 as
a configuration file is usually validated by operators

bef ore deploynment. G ven the possible nunber of
configuration paraneter assignnents in the MIA
configuration file, 1024 is perceived as a sufficient

limt even with future extensions.

If the nunber of the errors in the configuration file
exceeds 1024, all errors beyond the 1024th one MJST
be ignored and not be reflected in the

pkt cM aDevError G dsTabl e. "

::= {pktcM aDevError QO dsEntry 1}
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pkt cM aDevErrorG d OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

Thi s object contains a hunan readabl e representation
(character string) of the O D corresponding to the
configuration file parameter that caused the particul ar
error.

For exanple, if the value of the pktcM aDevEnabl ed obj ect
in the configuration file caused an error, then this

obj ect instance will contain the human-readabl e string of
"1.3.6.1.2.1.140.1.1.6.0".

If the MIA generated an error because it was not able

to recognize a particular A D, then this object

i nstance woul d contain an enpty value (zero-length
string).

For exanple, if the value of an O D in the configuration
file was interpreted by the MIA as being 1.2.3.4.5, and if
the MIA was not able to recognize this O D as a valid one,
this object instance will contain a zero-length string.

If the nunber of errors in the configuration file exceeds
1024, then for all subsequent errors, the

pktcM aDevErrorG d of the table’ s 1024th entry MJUST
contain a human-readabl e representati on of the

pkt cM aDevError sTooManyErrors object; i.e., the string
"1.3.6.1.2.1.140.1.1.4.1.0".

Note that the syntax of this object is SnnpAdm nString

i nstead of OBJECT | DENTI FI ER because the object val ue nmay
not be a valid OD due to human or configuration tool
encoding errors.”

;.= {pktcM aDevError QO dsEntry 2}

pkt cM aDevErrorVal ue OBJECT- TYPE

SYNTAX SnipAdmi nStri ng
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

Thi s object contains the value of the O D corresponding to
the configuration file parameter that caused the error.

If the MIA cannot recognize the O D of the

configuration paranmeter causing the error, then this

obj ect instance contains the QD itself as interpreted

by the MIA in human-readabl e representation.

If the MIA can recognize the O D but generate an error due
to a wong value of the paraneter, then the object
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i nstance contains the erroneous val ue of the paraneter as
read fromthe configuration file.

In both cases, the value of this object nust be
represented in human-readable formas a character string.
For exanple, if the value of the pktcM aDevEnabl ed obj ect
in the configuration file was 3 (invalid value), then the
pkt cM aDevError Val ue object instance will contain the
human-readabl e (string) representation of value ’'3'.
Simlarly, if the ODin the configuration file has been
interpreted by the MIA as being 1.2.3.4.5 and the MIA
cannot recognize this OD as a valid one, then this

pkt cM aDevError Val ue object instance will contain human
readabl e (string) representation of value '1.2.3.4.5".

If the nunber of errors in the configuration file exceeds
1024, then for all subsequent errors, the

pkt cM aDevErrorVal ue of the table’ s 1024th entry MJST
contain a human-readabl e representati on of the

pkt cM aDevErrorsTooManyErrors object; i.e., the string
"1.3.6.1.2.1.140.1.1.4.1.0"."

::= {pktcM aDevError QO dsEntry 3}

pkt cM aDevError Reason OBJECT- TYPE

SYNTAX SnipAdmi nStri ng
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

" This object indicates the reason for the error or warning,
as per the MIA's interpretation, in human-readable form
For exanpl e:

"VALUE NOT I N RANGE', ' VALUE DCES NOT MATCH TYPE',

" UNSUPPORTED VALUE' , ' LAST 4 BITS MJUST BE SET TO ZERO ,
"OQUT OF MEMORY - CANNOT STORE' .

Thi s object nmay al so contain vendor specific errors for
private vendor O Ds and any proprietary error codes or
messages that can hel p di agnose configuration errors.

If the nunber of errors in the configuration file exceeds
1024, then for all subsequent errors, the
pkt cM aDevError Reason of the table s 1024th entry MJST
contain a human-readabl e string indicating the reason
for an error; for exanple,
"Too many errors in the configuration file ."

i1 = {pktcM aDevError QG dsEntry 4}

-- The follow ng group describes server access and paraneters used
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-- for the initial MIA provisioning and bootstrappi ng phases.

pkt cM aDevDhcpSer ver Addr essType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
" This object contains the Internet address type for the
Packet Cabl e DHCP servers specified in MTA MB."
DEFVAL { ipv4 }
.= { pktcM aDevServer 1}

pkt cM aDevSer ver Dhcpl OBJECT- TYPE

SYNTAX I net Addr ess

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

" This object contains the Internet Address of the primary

DHCP server the MIA uses during provisioning.
The type of this address is determ ned by the val ue of
t he pktcM aDevDhcpServer Addr essType obj ect.
When the latter has the value "ipv4(1l)', this object
contains the | P address of the primary DHCP
server. It is provided by the CMto the MIA via the DHCP
option code 122, sub-option 1, as defined in RFC 3495.

The behavior of this object when the val ue of
pkt cM aDevDhcpSer ver AddressType is other than 'ipv4(1l)’
is not presently specified, but it may be specified
in future versions of this MB nodul e.
If this object is of value
0.0.0.0, the MIA MJST stop all provisioning
attenpts, as well as all other activities.
If this object is of value 255.255. 255. 255, it neans
that there was no preference given for the primary
DHCP server, and, the MIA nust follow the |ogic of
RFC2131, and the val ue of DHCP option 122,
sub-option 2, nust be ignored."
REFERENCE
" Packet Cabl e MITA Devi ce Provisioning Specification;
RFC 2131, Dynanic Host Configuration Protocol;
RFC 3495, DHCP Option for CableLabs dient Configuration."
1= { pktcM aDevServer 2 }

pkt cM aDevServer Dhcp2 OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-only
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STATUS current
DESCRI PTI ON
" This object contains the Internet Address of the secondary
DHCP server the MIA uses during provisioning.
The type of this address is determ ned by the val ue of
t he pktcM aDevDhcpServer Addr essType obj ect.
When the latter has the value "ipv4(1l)', this object
contains the | P address of the secondary DHCP
server. It is provided by the CMto the MIA via the DHCP
option code 122, sub-option 2, as defined in RFC 3495.

The behavior of this object when the val ue of
pkt cM aDevDhcpSer ver AddressType is other than 'ipv4(1l)’
is not presently specified, but it may be specified
in future versions of this M B nodul e.
If there was no secondary DHCP server provided in DHCP
Option 122, sub-option 2, this object nust return the val ue
0.0.0.0."
REFERENCE
" Packet Cabl e MITA Devi ce Provisioning Specification;
RFC 3495, DHCP Option for CableLabs dient Configuration.”
::={ pktcM aDevServer 3 }

pkt cM aDevDnsSer ver Addr essType OBJECT- TYPE

SYNTAX I net Addr essType
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

Thi s object contains the Internet address type for the
Packet Cabl e DNS servers specified in MTA MB."

DEFVAL { ipv4 }

1= { pktcM aDevServer 4}

pkt cM aDevServer Dnsl OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

Thi s object contains the I P Address of the primary

DNS server to be used by the MIA. The type of this address
is determ ned by the value of the

pkt cM aDevDnsSer ver Addr essType obj ect .

When the latter has the value '"ipv4(1l)’', this object
contains the | P address of the primary DNS server.

As defined in RFC 2132, Packet Cabl e-conpliant MIAs receive
the I P addresses of the DNS Servers in DHCP option 6.

The behavior of this object when the val ue of

pkt cM aDevDnsSer ver AddressType is other than "ipv4(1l)’
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is not presently specified, but it may be specified

in future versions of this M B nodul e.

If a value is witten into an instance of

pkt cM aDevServerDnsl, the agent MJUST NOT retain the

supplied val ue across MIA re-initializations or reboots."
REFERENCE

" Packet Cabl e MIA Devi ce Provi sioning Specification;

RFC 2132, DHCP Options and BOOTP Vendor Extensions."

::={ pktcM aDevServer 5 }

pkt cM aDevServer Dns2 OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

" This object contains the | P Address of the secondary
DNS server to be used by the MTA. The type of this address
is determ ned by the value of the
pkt cM aDevDnsSer ver Addr essType obj ect .
When the latter has the value 'ipv4(1l)’', this object
contains the | P address of the secondary DNS
server. As defined in RFC 2132, Packet Cabl e-conpli ant MIAs
receive the | P addresses of the DNS Servers in DHCP
option 6.
The behavi or of this object when the val ue of
pkt cM aDevDnsSer ver AddressType is other than ’ipv4(1)’
is not presently specified, but it may be specified
in future versions of this MB npdul e.
If a value is witten into an instance of
pkt cM aDevServerDns2, the agent MJUST NOT retain the
supplied value across MIA re-initializations or reboots."

REFERENCE

" Packet Cabl e MITA Devi ce Provisioning Specification;

RFC 2132, DHCP Options and BOOTP Vendor Extensions."
::={ pktcM aDevServer 6 }

pkt cM aDevTi neSer ver Addr essType OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

" This object contains the Internet address type for the
Packet Cabl e Ti me servers specified in MTA MB."
DEFVAL { ipv4 }
1= { pktcM aDevServer 7}

pkt cM aDevTi neSer ver OBJECT- TYPE
SYNTAX | net Addr ess
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MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
" This object contains the Internet Address of the Tine
Server used by an S-MIA for Tinme Synchronization. The type
of this address is determ ned by the val ue of the
pkt cM aDevTi neSer ver Addr essType obj ect.
When the latter has the value "ipv4(1l)', this object
contains the I P address of the Time Server used for Time
Synchr oni zati on.
In the case of an S-MIA, this object nust be
popul ated with a value other than 0.0.0.0 as obtained
from DHCP option 4. The protocol by which the tinme of day
MUST be retrieved is defined in RFC 868.
In the case of an E-MIA, this object nmust contain a
value of 0.0.0.0 if the address type is 'ipv4(1l)' since
an E- MTA does not use the Time Protocol for tine
synchroni zation (an E-MIA uses the time retrieved by the
DOCSI S cabl e noden).
The behavior of this object when the val ue of
pkt cM aDevTi neSer ver AddressType is other than 'ipv4(1l)’
is not presently specified, but it my be specified in
future versions of this M B nodul e.
If a value is witten into an instance of
pkt cM aDevTi meServer, the agent MJUST NOT retain the
supplied value across MIA re-initializations or reboots."
REFERENCE
" RFC 868, Tinme Protocol;
RFC 2131, Dynanic Host Configuration Protocol;
RFC 2132, DHCP Options and BOOTP Vendor Extensions."
.= { pktcM aDevServer 8}

pkt cM aDevConfigFile OBJECT-TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-wite
STATUS current

DESCRI PTI ON

Thi s object specifies the MIA device configuration file

i nformation, including the access method, the server name,
and the configuration file name. The value of this object
is the Uni form Resource Locator (URL) of the configuration
file for TFTP or HTTP downl oad.

If this object value is a TFTP URL, it nust be formatted
as defined in RFC 3617.

If this object value is an HITP URL, it must be formatted
as defined in RFC 2616.

If the MITA SNVP Enrol | mrent mechani smis used, then the MIA
nmust downl oad the file provided by the Provisioning Server
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during provisioning via an SNMP SET on this object.

If the MITA SNWMP Enrol | ment mechanismis not used, this

obj ect MJST contain the URL val ue corresponding to the

"siaddr’ and 'file’ fields received in the DHCP ACK to

| ocate the configuration file: the "siaddr’ and "file’

fields represent the host and file of the TFTP URL

respectively. In this case, the MIA MJST return an

"inconsi stentValue' error in response to SNWP SET

oper ati ons.

The MIA MUST return a zero-length string if the server

address (host part of the URL) is unknown.

If a value is witten into an instance of

pktcM aDevConfigFil e, the agent MJUST NOT retain the

supplied value across MIA re-initializations or reboots."
REFERENCE

" Packet Cabl e MITA Devi ce Provisioning Specification;

RFC 3617, URI Schenme for TFTP; RFC 2616, HTTP 1.1"

.= { pktcM aDevServer 9 }

pkt cM aDevSnnpEntity OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

" This object contains the FQDN of the SNWP entity of the
Provi sioning Server. Wen the MIA SNMP Enrol | nent
Mechani smis used, this object represents the server that
the MIA communicates with, that it receives the
configuration file URL from and that it sends the
enrol Il nment notification to. The SNWP entity is also the
destination entity for all the provisioning
notifications. It may be used for post-provisioning
SNWVP operations. During the provisioning phase, this
SNVP entity FQDN is supplied to the MIA via DHCP option
122, sub-option 3, as defined in RFC 3495. The MIA nust
resol ve the FQDN val ue before its very first network
interaction with the SNWP entity during the provisioning
phase. "

REFERENCE
" Packet Cabl e MITA Devi ce Provisioning Specification;
RFC 3495, DHCP Option for CableLabs dient Configuration."
::={ pktcM aDevServer 10 }

pkt cM aDevProvConfi gHash OBJECT- TYPE

SYNTAX OCTET STRI NG (Sl ZE(20))
MAX- ACCESS read-wite
STATUS current
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DESCRI PTI ON
" This object contains the hash value of the contents of the
configuration file.
The authentication algorithmis Secure Hashing Al gorithm
1 (SHA-1), and the length is 160 bits. The hash
cal culation MJST foll ow the requirenents defined in the
Packet Cabl e Security Specification. Wen the MIA SNWP
Enrol | ment mechani smis used, this hash value is
cal culated and sent to the MIA prior to sending the
config file. This object value is then provided by the
Provi si oning server via an SNMP SET operati on.
When the MIA SNWP Enrol | mnent nechanismis not in use, the
hash value is provided in the configuration file itself,
and it is also calculated by the MTA. This object val ue
MJST represent the hash value cal cul ated by the MMA
When the MIA SNWP Enrol | nent nechanismis not in use, the
MIA rmust reject all SNMP SET operations on this object and
return an ’'inconsistentValue error
If a value is witten into an instance of
pkt cM aDevProvConfi gHash, the agent MJST NOT retain the
supplied value across MIA re-initializations or reboots.™
REFERENCE
" Packet Cabl e MITA Devi ce Provisioning Specification;
Packet Cabl e Security Specification."
c:={ pktcM aDevServer 11 }

pkt cM aDevPr ovConfi gkey OBJECT- TYPE

SYNTAX OCTET STRING (Sl ZE(32))
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

Thi s object contains the key used to encrypt/decrypt

the configuration file when secure SNMPv3 provi sioni ng
is used.

The value of this object is provided along with the
configuration file information (pktcM aDevConfi gFil e)
and hash (pktcM aDevProvConfigHash) by the Provisioning
Server via SNMP SET once the configuration file has been
created, as defined by the PacketCable Security

speci fication.

The privacy algorithmis defined by the

pkt cM aDevProvConfi géncrypt Alg M B object. The

MIA requirements related to the privacy algorithmare
defined in the Packet Cabl e Security Specification

If this object is set at any other provisioning step than
that allowed by the Packet Cabl e MIA Devi ce
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Provi si oni ng Specification, the MIA SHOULD return
an ’'inconsistentValue error.
Thi s object nmust not be used in non secure provisioning
nmode. I n non-secure provisioning nodes, the MIA SHOULD
return an 'inconsistentValue' in response to SNWP SET
operations, and the MIA SHOULD return a zero-length
string in response to SNVP GET operations.
If a value is witten into an instance of
pkt cM aDevProvConfi gKey, the agent MJST NOT retain the
supplied value across MIA re-initializations or reboots."
REFERENCE
" Packet Cabl e MIA Devi ce Provi sioning Specification;
Packet Cabl e Security Specification."
::={ pktcM aDevServer 12 }

pkt cM aDevPr ovConfi gEncrypt Al g OBJECT- TYPE

SYNTAX Pkt cM aDevPr ovEncrypt Al g
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

Thi s object defines the encryption al gorithmused for
privacy protection of the MIA Configuration File content."
DEFVAL { des64ChcMode }

::={ pktcM aDevServer 13 }

pkt cM aDevProvSolicitedKeyTi neout OBJECT- TYPE

SYNTAX Unsi gned32 (0..180)
UNI TS "seconds"

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

Thi s object defines a Kerberos Key Management tiner on the
MIA. It is the tine period during which the MIA saves the
nonce and Server Kerberos Principal Identifier to match an
AP Request and its associated AP Reply response fromthe
Provi si oni ng Server.

After the tinmeout has been exceeded, the client discards
this (nonce, Server Kerberos Principal ldentifier) pair,
after which it will no | onger accept a matching AP Reply.
This timer only applies when the Provisioning Server
initiated key managenent for SNWPv3 (with a

Wake Up nessage).

If this object is set to a zero value, the MIA MJST return
an ’inconsistentValue in response to SNVP SET operati ons.
Thi s object should not be used in non-secure provisioning
nodes. | n non-secure provisioning nodes, the MIA MJST
return an 'inconsistentValue' in response to SNWP SET
operations, and the MIA MJST return a zero value in
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response to SNVMP GET operations.
If a value is witten into an instance of
pkt cM aDevProvSolicitedKeyTi neout, the agent MJST NOT
retain the supplied value across MIA re-initializations
or reboots."

DEFVAL { 3}

::={ pktcM aDevServer 14 }

-- Unsolicited key updates are retransmtted according to an

-- exponential back-off nmechanismusing two tinmers and a maxi mum
-- retry counter for AS replies.

-- The initial retransm ssion timer value is the nomnal timer

-- value (pktcM abDevProvUnsol i citedKeyNonili meout). The

-- retransm ssions occur with an exponentially increasing interva
-- that caps at the maxi mumti nmeout val ue

--  (pktcM abDevProvUnsolicitedKeyMaxTi neout).

-- Retransm ssions stop when the maxinumretry counter is reached
--  (pktcM abDevProvUnsolicitedKeyMaxRetries).

-- For exanple, with values of 3 seconds for the nom na

-- tinmer, 100 seconds for the maximumtinmeout, and 8 retries nax,
-- and with an exponential value of 2, this results in

-- retransmission intervals will be 3 s, 6 s, 12 s, 24 s, 48 s,

-- 96 s, 100 s, and 100 s;

-- retransm ssions then stop because the maxi num nunber of

-- retries (8) has been reached.

-- Tineouts for unsolicited key managenent updates are only

-- pertinent before the first SNMPv3 nessage i s sent between the
-- MIA and the Provisioning Server and before the configuration
-- file is | oaded.

pkt cM aDevProvUnsol i ci t edKeyMaxTi neout OBJECT- TYPE

SYNTAX Unsi gned32 (0..600)
UNI TS "seconds"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

Thi s object defines the timeout value that applies to

an MIA-initiated AP- REQ REP key nmanagenent exchange with
the Provisioning Server in SNMPv3 provi sioning.

It is the maxi mumtineout value, and it nmay not be exceeded
in the exponential back-off algorithm |f the DHCP option
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code 122, sub-option 5, is provided to the MIA it
overwites this val ue.
I n non-secure provisioning nodes, the MIA MJST
return a zero value in response to SNWP CET
operations.”

REFERENCE

" Packet Cabl e Security Specification.”
DEFVAL {600}
::={ pktcM aDevServer 15 }

pkt cM aDevProvUnsol i ci t edKeyNonTi neout OBJECT- TYPE

SYNTAX Unsi gned32 (0..600)
UNI TS "seconds"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

Thi s object defines the starting value of the tineout
for the AP-REQ REP Backoff and Retry nechani sm
with exponential timeout in SNMPv3 provisioning.
If the DHCP option code 122, sub-option 5, is provided
the MIA, it overwites this val ue.
I n non-secure provisioning nodes, the MIA MJST
return a zero value in response to SNWP CET
operations."
REFERENCE

" Packet Cabl e Security Specification.”
DEFVAL {3}
::={ pktcM aDevServer 16}

pkt cM aDevProvUnsolicitedKeyMaxRetries OBJECT- TYPE

SYNTAX Unsi gned32 (0..32)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

Thi s object contains a retry counter that applies to

an MTA-initiated AP- REQ REP key nanagenent exchange with
the Provisioning Server in secure SNMPv3 provisioning.

It is the maxi mum nunber of retries before the MIA stops
attenpting to establish a Security Association with

Provi si oni ng Server.

If the DHCP option code 122, sub-option 5, is provided to
the MIA, it overwites this val ue.

If this object is set to a zero value, the MIA MJST return
an ’inconsistentValue in response to SNVP SET operati ons.
I n non-secure provisioning nodes, the MIA MJST

return a zero value in response to SNWP CET

operations.”

REFERENCE
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" Packet Cabl e Security Specification.”
DEFVAL {8}
::={ pktcM aDevServer 17 }

pkt cM aDevPr ovKer bReal mNane OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE(1..255))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

" This object contains the nanme of the associated
provi sioni ng Kerberos real macquired during the MIA4
provi sioning step (DHCP Ack) for SNWMPv3 provi sioni ng.
The uppercase ASCI| representation of the associated
Ker beros real m name MJST be used by both the Manager (SNWP
entity) and the MIA.
The Kerberos real mnane for the Provisioning Server is
supplied to the MIA via DHCP option code 122, sub-option 6,
as defined in RFC 3495. I n secure SNWVP provisioni ng node,
the val ue of the Kerberos real mname for the Provisioning
Server supplied in the MIA configuration file nust match
the val ue supplied in the DHCP option code 122,
sub-option 6. Oherw se, the value of this object nust
contain the value supplied in DHCP Option 122,
sub-option 6."
REFERENCE
" Packet Cabl e MITA Devi ce Provisioning Specification;
RFC 3495, DHCP Option for CableLabs dient Configuration.”
::={ pktcM aDevServer 18 }

pkt cM aDevProvState OBJECT- TYPE

SYNTAX I NTEGER {
oper ati onal (1),
wai t i ngFor SnnmpSet | nf o (2),
wai t i ngFor Tf t pAddr Response (3),
wai ti ngFor Confi gFile (4)

}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

" This object defines the MIA provisioning state.
If the state is:

"operational (1)', the device has conpleted the | oading
and processing of the initialization parameters.

"wai ti ngFor SnnmpSetInfo(2)’, the device is waiting on

its configuration file downl oad access infornation.
Note that this state is only reported when the MIA
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SNMP enrol | ment nmechani smis used.

"wai ti ngFor Tf t pAddr Response(3)’, the device has sent a
DNS request to resolve the server providing the
configuration file, and it is awmaiting for a response.
Note that this state is only reported when the MIA
SNVP enrol | ment mechani smis used.

"wai ti ngFor ConfigFile(4)’, the device has sent a
request via TFTP or HTTP for the downl oad of its
configuration file, and it is awaiting for a response or
the file dowmload is in progress."
REFERENCE
" Packet Cabl e MITA Devi ce Provisioning Specification,
Packet Cabl e Security Specification."”
::={ pktcM aDevServer 19 }

-- The follow ng object group describes the security objects.

pkt cM aDevManuf acturerCertificate OBJECT-TYPE

SYNTAX DocsX509ASN1DEREncodedCerti fi cate
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

Thi s object contains the MIA Manufacturer Certificate.
The obj ect value nust be the ASN. 1 DER encodi ng of the MIA
manuf acturer’s X. 509 public key certificate. The MA
Manuf acturer Certificate is issued to each MIA
manufacturer and is installed into each MIA at the tinme of
manuf acture or with a secure code downl oad. The specific
requirenents related to this certificate are defined in
the Packet Cabl e or | PCabl ecom Security specifications."
REFERENCE

" Packet Cabl e Security Specification."

::= {pktcM aDevSecurity 1}

pkt cM aDevCertificate OBJECT-TYPE

SYNTAX DocsX509ASN1DEREncodedCerti fi cate
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

" This object contains the MIA Device Certificate.
The obj ect value nust be the ASN. 1 DER encodi ng of the
MIA's X. 509 public-key certificate issued by the
manuf acturer and installed into the MIA at the tine of
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manufacture or with a secure code downl oad.
This certificate contains the MTA MAC address. The
specific requirenments related to this certificate are
defined in the Packet Cabl e or |PCabl ecom Security
specifications."

REFERENCE

" Packet Cabl e Security Specification.”
::={ pktcM aDevSecurity 2 }

pkt cM aDevCorrel ati onld OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

This object contains a correlation ID, an arbitrary val ue
generated by the MIA that will be exchanged as part of the
device capability data to the Provisioning Application.
This randomvalue is used as an identifier to correlate
rel ated events in the MIA provisioning sequence.
This value is intended for use only during the MA
initialization and configuration file downl oad."
REFERENCE

" Packet Cabl e MITA Devi ce Provisioning Specification."
.= { pktcM aDevSecurity 3 }

pkt cM aDevTel ephonyRoot Certificate OBJECT- TYPE

SYNTAX DocsX509ASN1DEREncodedCertificate
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

Thi s object contains the tel ephony Service Provider Root
certificate. The object value is the ASN.1 DER encodi ng of
the I P Tel ephony Service Provider Root X 509 public key
certificate. This certification is stored in the MIA
non-vol atile menory and can be updated with a secure code
downl oad. This certificate is used to validate the initial
AS Reply received by the MIA fromthe Key Distribution
Center (KDC) during the MIA initialization. The specific
requirenents related to this certificate are defined in
the Packet Cabl e or |PCabl ecom Security specifications."
REFERENCE

" Packet Cabl e Security Specification."
::={ pktcM aDevSecurity 4 }
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-- A Security Association may be set up either via configuration or
-- vi a NCS si gnal i ng.

-- l. Security association setup via configuration.

-- The real m nust be configured first. Associated with the realm
-- is a KBC. The real mtable (pktcM aDevReal niTabl e) indi cates

-- i nformati on about the realm (e.g., name, organization name) and
-- paraneters associ ated with KDC conmuni cations (e.g., grace

-- peri ods, AS Request/AS Reply adaptive back-off paraneters).

-- Once the realmis established, one or nore CVS(es) nay be
-- defined in the realm Associated with each CMS

-- entry in the pktcM aDevCnsTable is an explicit reference
-- to a Real mvia the real mname (pktcM aDevCnsKer bReal mNane),
-- the FQDN of the CMS, and paraneters associated with | PSec
-- key managenent with the CMs (e.g., clock skew, AP Request/
-- AP Reply adaptive back-of f paraneters).

-- Il. Security association setup via NCS signaling.

-- The procedure of establishing the Security Associations

-- for NCS signaling is described in the Packet Cabl e Security

-- speci fication.

-- It involves the analysis of the pktcNcsEndPnt ConfigTabl e row
-- for the correspondi ng endpoi nt nunmber and the correl ati on of
-- the CM5 FQDN fromthis rowwith the CMS Tabl e and

-- consequently, with the Realm Table. Both of these tables

-- are defined below. The pktcNcsEndPnt ConfigTable is defined in
-- the I P over Cable Data Network (1 PCDN)

-- NCS Signaling M B [ NCSSI GM B] .

-- I11. Wen the MIA receives wake-up or re-key nmessages froma
-- CVvB, it performs key managenent based on the corresponding

-- entry in the CMs table. |If the matching CM5 entry does not
-- exist, it must ignore the wake-up or re-key nmessages.

-- pkt cM aDevReal nTabl e

-- The pktcM aDevReal nTabl e shows the KDC realms. The table is

-- i ndexed with pktcM aDevReal m ndex. The Real m Tabl e contai ns the
-- pkt cM aDevReal mNane in conjunction with any server that needs

-- a Security Association with the MTA. Uppercase nust be used

-- to conpare the pktcM aDevReal nNane content.
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pkt cM aDevReal mAvai | Sl ot OBJECT- TYPE

SYNTAX Unsi gned32 (0..64)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

Thi s object contains the index nunber of the first
available entry in the real mtabl e (pktcM aDevReal nrabl e).
If all the entries in the real mtable have been assigned,
this object contains the value of zero.

A managenent station should create new entries in the

real mtable, using the follow ng procedure:

First, issue a managenent protocol retrieval operation
to determine the value of the first available index in the
real mtabl e (pktcM aDevReal mAvail Sl ot).

Second, issue a managenent protocol SET operation
to create an instance of the pktcM aDevReal ntt at us
object by setting its value to ’'createAndWit(5)’.

Third, if the SET operation succeeded, continue

nmodi fyi ng the object instances corresponding to the newy

created conceptual row, without fear of collision with

ot her managenent stations. Wen all necessary concept ual

columms of the row are properly popul ated (via SET

operations or default values), the nanagenent station may

SET the pktcM aDevReal nf5t atus object to "active(1)'."
::={ pktcMabDevSecurity 5 }

pkt cM aDevReal niTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Pkt cM aDevReal nEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

Thi s object contains the real mtable.

The CMS tabl e (pktcM aDevCnsTabl e) and the real mtable
(pkt cM aDevReal niTfabl e) are used for managi ng the MIA- C\VS
Security Associations. The realmtable defines the
Kerberos realns for the Application Servers (CMSes and the
Provi si oning Server)."

::={ pktcMabDevSecurity 6 }

pkt cM aDevReal nEntry OBJECT- TYPE

SYNTAX Pkt cM aDevReal nEntry
MAX- ACCESS not-accessi bl e
STATUS current
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DESCRI PTI ON
" This table entry object lists the MIA security paraneters
for a single Kerberos realm The conceptual rows MJST NOT
persi st across MIA reboots.”
| NDEX { pktcM aDevReal ml ndex }
::={ pktcM aDevReal nTable 1 }

Pkt cM aDevReal nEntry ::= SEQUENCE ({
pkt cM aDevReal m ndex Unsi gned32,
pkt cM aDevReal mNane SnnpAdmi nString,
pkt cM aDevReal nPki ni t GracePeri od Unsi gned32,
pkt cM aDevReal mrgsG acePeri od Unsi gnhed32,
pkt cM aDevReal mOr gName LongUtf 8Stri ng,

pkt cM aDevReal mnsol i ci t edKkeyMaxTi meout Unsi gned32,
pkt cM aDevReal mnsol i ci t edKeyNonili meout Unsi gned32,
pkt cM aDevReal munsol i ci t edkeyMaxRetri es Unsi gned32,

pkt cM aDevReal nft at us Rowst at us
}
pkt cM aDevReal m ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..64)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

Thi s object defines the real mtable index."
::={ pktcM aDevReal nEntry 1}

pkt cM aDevReal mNane OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE(1..255))

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

" This object identifies the Kerberos real mnanme in all

capitals. The MIA MUST prohibit the instantiation of any
two rows with identical Kerberos real mnanes. The MIA MJST
al so verify that any search operation involving Kerberos
real m names i s done using the uppercase ASC I
representation of the characters.”

::={ pktcM aDevReal nEntry 2 }

pkt cM aDevReal nPki ni t GracePeri od OBJECT- TYPE
SYNTAX Unsi gned32 (15..600)
UNI TS "m nut es”
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
" This object contains the PKINIT Grace Period. For the
pur pose of key nmanagenment with Application Servers (CMses
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or the Provisioning Server), the MIA nust utilize the
PKINI T exchange to obtain Application Server tickets. The
MIA may utilize the PKINIT exchange to obtain Ticket
Granting Tickets (TGIs), which are then used to obtain
Application Server tickets in a TGS exchange.
The PKI NI T exchange occurs according to the current Ticket
Expiration Time (TicketEXP) and on the PKINIT G ace Period
(PKINITGP). The MIA MJUST initiate the PKINIT exchange at
the time: TicketEXP - PKIN TGP."
REFERENCE
" Packet Cabl e Security Specification."
DEFVAL { 15}
::={ pktcM aDevReal nEntry 3 }

pkt cM aDevReal migsG acePeri od OBJECT- TYPE
SYNTAX Unsi gned32 (1..600)
UNI' TS "m nut es"
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
" This object contains the Ticket Granting Server G ace
Period (TGSGP). The Ticket Granting Server (TGS)
Request/ Reply exchange may be perforned by the MIA
on dermand whenever an Application Server ticket is
needed to establish security paraneters. |f the MIA
possesses a ticket that corresponds to the Provisioning
Server or a CM5 that currently exists in the CV5S tabl e,
the MTA MUST initiate the TGS Request/ Reply exchange
at the time: Ticket EXP - TGSGP."
REFERENCE
" Packet Cabl e Security Specification.”
DEFVAL { 10 }
::={ pktcM aDevReal nEntry 4 }

pkt cM aDevReal nOr gNane  OBJECT- TYPE
SYNTAX LongUtf8String
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
" This object contains the X 500 organization nane attribute
as defined in the subject name of the service provider
certificate."
REFERENCE
" Packet Cabl e Security Specification;
RFCs 3280 and 4630, Internet X 509 Public Key
Infrastructure Certificate and Certificate Revocation List
(CRL) Profile"
::={ pktcM aDevReal nEntry 5 }
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pkt cM aDevReal mnsol i ci t edKkeyMaxTi meout OBJECT- TYPE

SYNTAX Unsi gned32 (1..600)
UNI TS "seconds"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

Thi s object specifies the maxinumtime the MIA wll
attenpt to performthe exponential back-off algorithm
This timer only applies when the MIA initiated key
managenent. |f the DHCP option code 122, sub-option 4, is
provided to the MIA, it overwites this val ue.

Unsolicited key updates are retransmtted according to an
exponenti al back-off mechanismusing two tiners and a

maxi mumretry counter for AS replies.

The initial retransm ssion tiner value is the noni nal

timer value (pktcM aDevReal nnsolicitedKeyNonTi neout). The
retransm ssions occur with an exponentially increasing
interval that caps at the maxi numtinmeout val ue

(pkt cM aDevReal nnsol i ci t edKeyMaxTi meout ) .

Ret ransmi ssi ons stop when the maxinumretry counter is
reached (pktcMat DevReal nnsolicitedMvaxRetries).

For exanple, with values of 3 seconds for the noninal
timer, 20 seconds for the maxi mumtimeout, and 5 retries
max, retransmssion intervals will be 3 s, 6 s,
12 s, 20 s, and 20 s, and retransm ssions then stop because
t he maxi mum nunber of retries has been reached."”

REFERENCE

" Packet Cabl e Security Specification.”
DEFVAL { 100 }
::={ pktcM aDevReal nEntry 6 }

pkt cM aDevReal munsol i ci t edKeyNonili meout  OBJECT- TYPE

SYNTAX Unsi gned32 (100..600000)
UNI TS "mlliseconds”

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

This object specifies the initial timeout val ue

for the AS-REQ AS- REP exponential back-off and retry
mechanism |If the DHCP option code 122, sub-option 4, is
provided to the MIA, it overwites this val ue.

Thi s val ue shoul d account for the average roundtrip

time between the MIA and the KDC, as well as the
processing del ay on the KDC.
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Unsolicited key updates are retransnmitted according to an
exponential back-off mechanismusing two tiners and a

maxi mumretry counter for AS replies.

The initial retransm ssion tinmer value is the nom nal

timer val ue (pktcM aDevReal minsolicitedKeyNonTi neout). The
retransm ssions occur with an exponentially increasing
interval that caps at the maxi numtinmeout val ue

(pkt cM aDevReal nnsol i ci t edKeyMaxTi meout ) .

Retransm ssi ons stop when the maxinumretry counter is
reached (pktcMat DevReal nnsolicitedMVaxRetries).

For exanple, with values of 3 seconds for the noninal
tinmer, 20 seconds for the maximumtineout, and 5 retries
max, in retransmssion intervals will be 3 s, 6 s,

12 s, 20 s, and 20 s; retransm ssions then stop because
t he maxi mum nunber of retries has been reached.”

REFERENCE

Packet Cabl e Security Specification."

DEFVAL { 3000 }

{ pktcM aDevReal nEntry 7 }

pkt cM aDevReal munsol i ci t edkeyMaxRetries OBJECT- TYPE

SYNTAX Unsi gned32 (0..1024)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

Thi s object specifies the maxi mum nunber of retries the
MIA attenpts to obtain a ticket fromthe KDC.

Unsolicited key updates are retransnitted according to an
exponential back-off nechanismusing two tinmers and a

maxi mumretry counter for AS replies.

The initial retransm ssion tinmer value is the nom nal

timer val ue (pktcM aDevReal nminsolicitedKeyNonTi neout). The
retransm ssions occur with an exponentially increasing
interval that caps at the maxi mumti meout val ue

(pkt cM aDevReal nnsol i ci t edkeyMaxTi neout ) .

Ret ransm ssi ons stop when the maxinumretry counter is
reached (pktcMat DevReal nnsolicitedMvaxRetries).

For exanple, with values of 3 seconds for the noninal
timer, 20 seconds for the maximumtineout, and 5 retries
max, retransmssion intervals will be 3 s, 6 s,

12 s, 20 s, and 20 s; retransni ssions then stop because
t he maxi mum nunber of retries has been reached.”

REFERENCE

Packet Cabl e Security Specification."

DEFVAL { 5 }
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c:={ pktcM aDevReal nEntry 8 }

pkt cM aDevReal nfst at us OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
" This object defines the row status of this realmin the
real mtabl e (pktcM aDevReal nrabl e) .

An entry in this table is not qualified for activation
until the object instances of all correspondi ng col ums
have been initialized, either by default values, or via
explicit SET operations. Until all object instances in
this roware initialized, the status value for this realm
must be ' not Ready(3)’.
In particular, two columar objects nust be explicitly
SET: the real mnane (pktcM aDevReal mNane) and the
organi zati on name (pktcM aDevReal nrgNane). Once these 2
obj ects have been set and the row status is SET to
"active(l)’, the MIA MJUST NOT allow any nodification of
these 2 object val ues.
The val ue of this object has no effect on whether other
col ummar objects in this row can be nodified."

::={ pktcM aDevReal nEntry 9 }

-- The CMS table, pktcM abDevCnsTabl e

-- The CM5 table and the real mtable (pktcM aDevReal niTabl e) are used
-- for managi ng the MIA signaling security. The CMS table defines
-- the CMSes the MITA is allowed to comunicate with and contains

-- the paraneters describing the SA establishnent between the MIA

-- and a CWs.

-- The CM5 table is indexed by pktcM aDevCrsl ndex. The table

-- contains the CV5 FCQDN (pktcM aDevCmsFQDN) and the associ at ed

-- Kerberos real mname (pktcM aDevCnsKer bReal mNane) so that the MIA
-- can find the correspondi ng Kerberos real mnane in the

-- pktcM aDevReal nrabl e.

pkt cM aDevCnsAvai | Sl ot OBJECT- TYPE

SYNTAX Unsi gned32 (0..128)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
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Thi s object contains the index number of the first
available entry in the CM5 table (pktcM aDevCnsTabl e).
If all the entries in the CM5 table have been assigned,
this object contains the value of zero.

A managenent station should create new entries in the
CMS table, using the foll owi ng procedure:

First, issue a managenent protocol retrieval operation
to determine the value of the first available index in the
CVB tabl e (pktcM aDevCnsAvail Slot).

Second, issue a managenent protocol SET operation
to create an instance of the pktcM aDevCnrsSt at us
object by setting its value to ’'createAndWit(5)’.

Third, if the SET operation succeeded, continue
nmodi fying the object instances corresponding to the newy
created conceptual row, without fear of collision with
ot her managenent stations. Wen all necessary conceptual
columms of the row are properly popul ated (via SET
operations or default values), the nanagenment station may
SET the pktcM aDevCnsStatus object to "active(l)'."

::={ pktcMabDevSecurity 7 }

pkt cM aDevCnrsTabl e  OBJECT- TYPE

SYNTAX SEQUENCE OF Pkt cM aDevCnsEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

" This object defines the CVMS table.

The CMS tabl e (pktcM aDevCnsTabl e) and the real mtable
(pkt cM aDevReal nirabl e) are used for managi ng security
between the MIA and CMSes. Each CMs table entry defines
a CVbB the managed MIA is allowed to conmunicate with
and contains security paraneters for key managenment with
that CMs. "

::={ pktcMabDevSecurity 8 }

pkt cM aDevCnrsEntry  OBJECT- TYPE

SYNTAX Pkt cM aDevCnsEntry
MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

This table entry object lists the MIA key managenent
paraneters used when establishing Security Associations
with a CM5. The conceptual rows MJST NOT persist across
MTA reboots. "

I NDEX { pktcM aDevCnsl ndex }
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::={ pktcM aDevCrsTable 1 }

Pkt cM aDevCnsEntry ::= SEQUENCE {
pkt cM aDevCnsl ndex Unsi gned32,
pkt cM aDevCnsFqdn SnnpAdmi nStri ng,
pkt cM aDevCnsKer bReal mName SnnpAdmi nStri ng,
pkt cM aDevCnsMaxCl ockSkew Unsi gned32,
pkt cM aDevCrsSol i ci t edKeyTi meout Unsi gnhed32,
pkt cM aDevCnrsUnsol i ci t edKeyMaxTi meout Unsi gned32,
pkt cM aDevCnsUnsol i ci t edKeyNonili neout Unsi gned32,
pkt cM aDevCrsUnsol i ci t edKeyMaxRetri es Unsi gned32,
pkt cM aDevCnsl psecCtr | Tr ut hVal ue,
pkt cM aDevCrs St at us RowSt at us
}
pkt cM aDevCnsl ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..128)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

" This object defines the CV5 table index."
.= { pktcM aDevCrsEntry 1 }

pkt cM aDevCrsFqdn  OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE(1..255))
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
" This object specifies the CM5 FQDN. The MIA nust
prohibit the instantiation of any two rows with identical
FQDNs. The MIA nmust also verify that any search and/or
compari son operation involving a CM5 FQDN i s case
insensitive. The MIA nust resolve the CM5 FQDN as required
by the correspondi ng Packet Cabl e Specifications."
REFERENCE
" Packet Cabl e MIA Devi ce Provi sioning Specification;
Packet Cabl e Security Specification;
Packet Cabl e Networ k-Based Call Signaling Protocol
Speci fication.”
::={ pktcM aDevCrsEntry 2 }

pkt cM aDevCrsKer bReal mNane OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE(1..255))
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
" This object identifies the Kerberos real mnane in uppercase
characters associated with the CVMs defined in this
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conceptual row. The object value is a reference
point to the correspondi ng Kerberos real mnane in the
real mtabl e (pktcM aDevReal nTabl e). "

::={ pktcM aDevCrsEntry 3 }

pkt cM aDevCrs MaxCl ock Skew OBJECT- TYPE

SYNTAX Unsi gned32 (1..1800)
UNI TS "seconds"”

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

Thi s object specifies the maxi num al |l owabl e cl ock skew
bet ween the MIA and the CMS defined in this row"
DEFVAL { 300 }

1= { pktcM aDevCrsEntry 4 }

pkt cM aDevCnsSol i ci t edKeyTi meout OBJECT- TYPE

SYNTAX Unsi gned32 (100..30000)
UNI TS "mlliseconds"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

Thi s object defines a Kerberos Key Managenment tiner on the
MIA. It is the time period during which the MIA saves the
nonce and Server Kerberos Principal Identifier to match an
AP Request and its associated AP Reply response fromthe
CVMB. This timer only applies when the CMS initiated key
managenment (with a Wake Up nessage or a Rekey nessage)."
REFERENCE

" Packet Cabl e Security Specification."
DEFVAL { 1000 }
::={ pktcM aDevCrsEntry 5 }

-- Unsolicited key updates are retransmitted according to an

-- exponential back-off nechanismusing two tinmers and a maxi num
-- retry counter for AS replies.

-- The initial retransmssion timer value is the nomnal tinmer

-- value (pktcM abDevCnsUnsolicitedKeyNonTi neout). The

-- retransm ssions occur with an exponentially increasing interval
-- that caps at the maxi mumtinmeout val ue

--  (pktcM abevCrsUnsol i ci t edKeyMaxTi neout) .

-- Retransm ssions stop when the maxinumretry counter is reached
-- (pktciat DevCrsUnsol i ci t edVaxRetri es).

-- For exanple, with values of 3 seconds for the noninal

-- timer, 20 seconds for the maximumtimeout, and 5 retries max,
-- retransmission intervals will be 3 s, 6 s, 12 s,
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-- 20 s, and 20 s; retransm ssions then stop due to the
-- maxi mum nunber of retries reached.

pkt cM aDevCrsUnsol i ci t edKeyMaxTi meout OBJECT- TYPE

SYNTAX Unsi gned32 (1..600)
UNI TS "seconds”
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
" This object defines the tinmeout value that only applies
to an MIA-initiated key nanagenent exchange. It is the

maxi mum ti meout, and it may not be exceeded in the
exponenti al back-off algorithm?"”
REFERENCE
" Packet Cabl e Security Specification."
DEFVAL { 600 }
::={ pktcM aDevCrsEntry 6 }

pkt cM aDevCrsUnsol i ci t edKeyNonili meout  OBJECT- TYPE

SYNTAX Unsi gned32 (100..30000)
UNI' TS "mlliseconds"”
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
" This object defines the starting value of the tineout
for an MIA-initiated key managenent. |t should account for

the average roundtrip tine between the MIA and the CVB and
the processing tinme on the CMVs. "
REFERENCE
" Packet Cabl e Security Specification.”
DEFVAL { 500 }
.= { pktcM aDevCrsEntry 7 }

pkt cM aDevCrsUnsol i ci t edKkeyMaxRetri es OBJECT- TYPE
SYNTAX Unsi gned32 (0..1024)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
" This object contains the maxi num nunber of retries before
the MIA stops attenpting to establish a Security
Association with the CVs. "
REFERENCE
" Packet Cabl e Security Specification.”
DEFVAL { 5 }
::={ pktcM aDevCrsEntry 8 }
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pkt cM aDevCrisl psecCirl OBJECT- TYPE
SYNTAX Tr ut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

" This object specifies the MIA | PSec control flag.
If the object value is 'true’, the MIA nmust use Kerberos
Key Managenent and | Psec to comunicate with this CVv5. |f
it is false’, IPSec Signaling Security and Kerberos key
managenent are disabled for this specific CVB. "
DEFVAL { true }
.= { pktcM aDevCrsEntry 9 }

pkt cM aDevCrs St at us OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
" This object defines the row status associated with this
particular CM5 in the CVS table (pktcM aDevCrsTabl e).

An entry in this table is not qualified for activation
until the object instances of all correspondi ng col ums
have been initialized, either by default values or via
explicit SET operations. Until all object instances in
this roware initialized, the status value for this realm
must be ' not Ready(3)’.

In particular, two colummar objects nust be SET: the

CVB FQDN ( pktcM aDevCnsFgdn) and t he Kerberos real m nane
(pkt cM aDevCrsKer bReal mNane). Once these 2 objects have
been set and the row status is SET to 'active(l)', the MIA
MUST NOT al |l ow any nodification of these 2 object val ues.

The val ue of this object has no effect on
whet her other columar objects in this row can be
nmodi fied."

::={ pktcM aDevCrsEntry 10 }

pkt cM aDevReset Kr bTi cket s OBJECT- TYPE
SYNTAX BI TS {
i nval i dat ePr ovOnReboot (0),
i nval i dat eAl | CrsOnReboot (1)

}
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
" This object defines a Kerberos Ticket Control Msk that
instructs the MTAto invalidate the specific Application
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Server Kerberos ticket(s) that are stored locally in the

MIA NVRAM (non-vol atil e or persistent menory).

If the MIA does not store Kerberos tickets in NVRAM it

MUST ignore setting of this object and MUST report a BITS

val ue of zero when the object is read.

If the MIA supports Kerberos tickets storage in NVRAM the

obj ect value is encoded as foll ows:

- Setting the invalidateProvOnReboot bit (bit 0) to 1
means that the MIA MJUST invalidate the Kerberos
Application Ticket(s) for the Provisioning Application
at the next MIA reboot if secure SNWMP provisioni ng nbde
is used. In non-secure provisioning nodes, the MIA MJST
return an ’inconsistentValue in response to SNWP SET
operations with a bit 0 set to 1.

- Setting the invalidateAl |l CrsOnReboot bit (bit 1) to 1
means that the MIA MUST invalidate the Kerberos
Application Ticket(s) for all CMses currently assigned
to the MIA endpoints.

If a value is witten into an instance of

pkt cM aDevReset Kr bTi ckets, the agent MJST retain the

supplied val ue across an MIA re-initialization or

reboot . "

REFERENCE

"Packet Cabl e Security Specification."

DEFVAL { { } }

= { pktcMaDevSecurity 9 }

-- The follow ng group, pktcM aDevErrors, defines an O D
-- corresponding to error conditions encountered during the MA
-- provisioning.

pkt cM aDevErr or sTooManyErrors OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON

"This object defines the O D corresponding to the error
condition when too many errors are encountered in the
MIA configuration file during provisioning."

::={ pktcMaDevErrors 1}

pkt cM aDevProvi si oni ngEnrol I ment  NOTI FI CATI ON- TYPE
OBJECTS {

sysDescr,

pkt cM aDevSwCur r ent Ver s,
pkt cM aDevTypel dentifi er,
i f PhysAddr ess,

pkt cM aDevCorrel ati onl d
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}

STATUS current

DESCRI PTI ON

" This INFORM notification is issued by the MTAto initiate

t he Packet Cabl e provi sioning process when the MIA SNWP
enrol I ment nechanismis used.
It contains the system description, the current software
version, the MIA device type identifier, the MIA MAC
address (obtained in the MIA ifTable in the ifPhysAddress
obj ect that corresponds to the iflndex 1), and a
correlation ID."

.= { pktcMaNotification 1}

pkt cM aDevPr ovi si oni ngSt at us  NOTI FI CATI ON- TYPE
OBJECTS {
i f PhysAddr ess,
pkt cM aDevCorrel ati onld,
pkt cM aDevPr ovi si oni ngSt at e

}

STATUS current

DESCRI PTI ON

" This INFORM notification may be issued by the MIA to

confirmthe conpletion of the Packet Cabl e provi sioning
process, and to report its provisioning conpletion
stat us.
It contains the MTA MAC address (obtained in the MA
ifTable in the ifPhysAddress object that corresponds
to the iflndex 1), a correlation ID and the MIA
provi sioning state as defined in
pkt cM aDevProvi si oni ngSt ate. "

::={ pktcMaNotification 2 }

-- Conpliance Statenents

pkt cM aConpl i ances OBJECT | DENTIFIER ::= { pktcM aConformance 1 }

pkt cM aG oups OBJECT I DENTIFIER ::= { pktcM aConformance 2 }
pkt cM aBasi cConpl i ance MODULE- COVPLI ANCE

STATUS current

DESCRI PTI ON

The conpliance statenment for MIA devices that inplenment
Packet Cabl e or | PCabl ecom requirenents.

This conpliance statenment applies to MIA inpl enentations

that support PacketCable 1.0 or |PCabl ecomrequirenents,
whi ch are not | Pv6-capable at the tinme of this
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MODULE -- Unconditionally mandatory groups for MIAs
MANDATCORY- GROUPS {

pkt cM aG oup,
pktcM aNoti fi cati onG oup

}

OBJECT pktcM aDevDhcpServer Addr essType
SYNTAX I net AddressType { ipv4(l) }
DESCRI PTI ON

" Support for address types other than ’'ipv4(1)’
is not presently specified and therefore is not
required. It may be defined in future versions of
this MB nodul e."

OBJECT pktcM aDevDnsServer Addr essType
SYNTAX I net AddressType { ipv4(1l) }
DESCRI PTI ON
" Support for address types other than ’ipv4(1l)’
is not presently specified and therefore is not
required. It may be defined in future versions of
this MB nodule.”

OBJECT pktcM aDevTi neServer Addr essType
SYNTAX I net AddressType { ipv4(l) }
DESCRI PTI ON
" Support for address types other than 'ipv4(1l)’
is not presently specified and therefore is not
required. It may be defined in future versions of
this MB nodule.”

OBJECT pkt cM aDevSer ver Dhcpl
SYNTAX | net Address (S| ZE(4))
DESCRI PTI ON
"An inplenentation is only required to support |Pv4
addresses. O her address types support nmay be defined in
future versions of this MB nodul e.™

OBJECT pkt cM aDevSer ver Dhcp2
SYNTAX | net Address (Sl ZE(4))
DESCRI PTI ON
"An inplenentation is only required to support |Pv4
addresses. O her address types support may be defined in
future versions of this MB nodule.”

OBJECT pkt cM aDevServer Dnsl
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SYNTAX | net Address (SIZE(4))
DESCRI PTI ON

"An inplenentation is only required to support |Pv4
addresses. O her address types support may be defined in

future versions of this MB nodule.”

OBJECT pkt cM aDevSer ver Dns2

SYNTAX | net Address (S| ZE(4))
DESCRI PTI ON

"An inplenentation is only required to support |Pv4
addresses. O her address types support nmay be defined in
future versions of this MB nodul e."

OBJECT pkt cM aDevTi neSer ver

SYNTAX | net Address (S| ZE(4))
DESCRI PTI ON

"An inplenentation is only required to support |Pv4
addresses. O her address types support nmay be defined in
future versions of this MB nodul e."

OBJECT pkt cM aDevPr ovConfi gEncrypt Al g

SYNTAX Pkt cM aDevProvEncrypt Al g
DESCRI PTI ON

"An inplenentation is only required to support
val ues of none(0) and des64Cbcnode(1).
An IV of zero is used to encrypt in des64Cbcnode, and
the I ength of pktcM aDevProvConfigKey is 64 bits, as
defined in the Packet Cabl e Security specification.
O her encryption types may be defined in future
versions of this MB nodule.”

OBJECT pkt cM aDevReal mOr gName

SYNTAX LongUtf8String (SIZE (1..384))
DESCRI PTI ON

"The Organi zation Name field in X 509 certificates
can contain up to 64 UTF-8 encoded characters,
as defined in RFCs 3280 and 4630. Therefore, conpliant
devices are only required to support Organization
Nane val ues of up to 64 UTF-8 encoded characters.
G ven that RFCs 3280 and 4630 define the UTF-8 encodi ng,
conpliant devices nust support a maxi num size of 384
octets for pktcM aDevReal nrgNane. The cal cul ation of
384 octets comes fromthe RFC 3629 UTF-8 encodi ng
definition whereby the UTF-8 encoded characters
are encoded as sequences of 1 to 6 octets,
assuning that code points as high as Ox7ffffffff
m ght be used. Subsequent versions of Unicode and | SO
10646 have linted the upper bound to Ox10ffff.
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Consequently, the current version of UTF-8, defined in
RFC 3629, does not require nmore than four octets to
encode a valid code point."

::={ pktcM aConpliances 1 }

pkt cM aG oup OBJECT- GROUP
OBJECTS {

pkt cM aDevReset Now,
pkt cM aDevSeri al Nunber,
pkt cM aDevSwCurr ent Ver s,
pkt cM aDevFCQDN,
pkt cM aDevEndPnt Count ,
pkt cM aDevEnabl ed,
pkt cM aDevPr ovi si oni ngCount er,
pkt cM aDevErrorQ d,
pkt cM aDevError Val ue,
pkt cM aDevErr or Reason,
pkt cM aDevTypel dentifi er,
pkt cM aDevProvi si oni ngSt at e,
pkt cM aDevHt t pAccess,
pkt cM aDevCertificate,
pkt cM aDevCorrel ati onld,
pkt cM aDevManuf acturerCertifi cate,
pkt cM aDevDhcpSer ver Addr essType,
pkt cM aDevDnsSer ver Addr essType,
pkt cM aDevTi neSer ver Addr essType,
pkt cM aDevPr ovConfi gEncrypt Al g,
pkt cM aDevSer ver Dhcpl,
pkt cM aDevSer ver Dhcp2,
pkt cM aDevSer ver Dns1,
pkt cM aDevSer ver Dns2,
pkt cM aDevTi neSer ver,
pkt cM aDevConfi gFil e,
pkt cM aDevSnnpEntity,
pkt cM aDevReal nPki ni t G acePeri od,
pkt cM aDevReal nifgsG acePeri od,
pkt cM aDevReal mAvai | Sl ot
pkt cM aDevReal mNane,
pkt cM aDevReal mOr gNane,
pkt cM aDevReal mnsol i ci t edKeyMaxTi neout ,
pkt cM aDevReal mnsol i ci t edKeyNonTi neout ,
pkt cM aDevReal mnsol i ci t edKeyMaxRetri es,
pkt cM aDevReal nfst at us,
pkt cM aDevCrsAvai | Sl ot ,
pkt cM aDevCnsFqdn,
pkt cM aDevCrsKer bReal mNarre,
pkt cM aDevCnsUnsol i ci t edKeyMaxTi neout ,
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pkt cM aDevCnsUnsol i ci t edKeyNonili neout ,
pkt cM aDevCrsUnsol i ci t edKkeyMaxRetri es,
pkt cM aDevCnsSol i ci t edKeyTi neout ,

pkt cM aDevCnsMaxCl ockSkew,

pkt cM aDevCrsl psecCirl,

pkt cM aDevCrs St at us,

pkt cM aDevReset Kr bTi cket s,

pkt cM aDevProvUnsol i ci t edKeyMaxTi neout ,
pkt cM aDevProvUnsol i ci t edKeyNomTi neout ,
pkt cM aDevProvUnsol i cit edkeyMaxRetri es,
pkt cM aDevPr ovKer bReal nmNane,

pkt cM aDevProvSol i ci t edKeyTi neout ,

pkt cM aDevPr ovConfi gHash,

pkt cM aDevPr ovConfi gKey,

pkt cM aDevProvSt at e,

pkt cM aDevPr ovi si oni ngTi ner,

pkt cM aDevTel ephonyRoot Certificate

current

DESCRI PTI ON

" A collection of objects for nmanagi ng Packet Cabl e or
| PCabl ecom MIA i npl enent ati ons. "

= { pktcMaGoups 1}

pktcM aNoti fi cati onG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {

}
STATUS

pkt cM aDevPr ovi si oni ngSt at us,
pkt cM aDevPr ovi si oni ngEnr ol | nent

current

DESCRI PTI ON

::={ pktcMaG oups 2 }

pkt cM aBasi cSnt aConpl i ance MODULE- COVPLI ANCE

STATUS

current

DESCRI PTI ON

MODULE - -
MANDATORY- GROUPS {

The conpliance statement for S-MIA devices
that inplenment Packet Cabl e or | PCabl ecom requirenents.

Uncondi tional ly Mandatory Groups for S MIA devices

2006

" A collection of notifications dealing with the change of
MTA provi sioning status."

This conpliance statenent applies to S-MIA i npl enentations
that support Packet Cabl e or | PCabl ecom requirenents,
whi ch are not |Pv6-capable at the time of this

RFC publication.™
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pkt cM aG oup,
pktcM aNoti fi cati onG oup

}

OBJECT pktcM aDevDhcpServer Addr essType
SYNTAX I net AddressType { ipv4(1l) }
DESCRI PTI ON

Support for address types other than ’ipv4(1l)’
is not presently specified and therefore is not
required. It may be defined in future versions of
this MB nodul e. "

OBJECT pktcM aDevDnsServer Addr essType
SYNTAX I net AddressType { ipv4(l) }
DESCRI PTI ON
" Support for address types other than "ipv4(1l)’
is not presently specified and therefore is not
required. It may be defined in future versions of
this MB nodule.”

OBJECT pktcM aDevTi neServer Addr essType
SYNTAX I net AddressType { ipv4(l) }
DESCRI PTI ON
" Support for address types other than 'ipv4(1l)’
is not presently specified and therefore is not
required. It may be defined in future versions of
this MB nodule.”

OBJECT pkt cM aDevSer ver Dhcpl
SYNTAX | net Address (Sl ZE(4))
DESCRI PTI ON
"An inplenentation is only required to support |Pv4
addresses. O her address types support may be defined in
future versions of this MB nodule.”

OBJECT pkt cM aDevSer ver Dhcp2
SYNTAX | net Address (SIZE(4))
DESCRI PTI ON
"An inplenentation is only required to support |Pv4
addresses. O her address types support may be defined in
future versions of this MB nodule."

OBJECT pkt cM aDevSer ver Dnsl
SYNTAX | net Address (S| ZE(4))
DESCRI PTI ON
"An inplenentation is only required to support |Pv4
addresses. O her address types support nmay be defined in
future versions of this MB nodule."
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OBJECT pkt cM aDevSer ver Dns2

SYNTAX | net Address (S| ZE(4))
DESCRI PTI ON

"An inplenentation is only required to support |Pv4
addresses. O her address types support nmay be defined in
future versions of this MB nodul e. "

OBJECT pkt cM aDevTi neSer ver

SYNTAX | net Address (S| ZE(4))
DESCRI PTI ON

"An inplenentation is only required to support |Pv4
addresses. O her address types support nmay be defined in
future versions of this MB nodule."

OBJECT pkt cM aDevPr ovConfi gEncrypt Al g

SYNTAX Pkt cM aDevProvEncrypt Al g
DESCRI PTI ON

"An inplenentation is only required to support
val ues of none(0) and des64Cbcnode(1).
An IV of zero is used to encrypt in des64Cbcnode, and
the Il ength of pktcM aDevProvConfigKey is 64 bits, as
defined in the Packet Cabl e Security specification.
O her encryption types may be defined in future
versions of this MB nodule.”

OBJECT pkt cM aDevReal mOr gNane

SYNTAX LongUtf8String (SIZE (1..384))
DESCRI PTI ON

"The Organi zation Name field in X 509 certificates
can contain up to 64 UTF-8 encoded characters, as
defined in RFCs 3280 and 4630. Therefore, conpliant
devices are only required to support Organization
Nane val ues of up to 64 UTF-8 encoded characters.
G ven that RFCs 3280 and 4630 define the UTF-8 encodi ng,
conpliant devices nust support a maxi num size of 384
octets for pktcM aDevReal nOrgNanme. The cal cul ation of
384 octets comes fromthe RFC 3629 UTF-8 encodi ng
definition whereby the UTF-8 encoded characters
are encoded as sequences of 1 to 6 octets,
assuning that code points as high as Ox7ffffffff
m ght be used. Subsequent versions of Unicode and | SO
10646 have linted the upper bound to Ox10ffff.
Consequently, the current version of UTF-8, defined in
RFC 3629 does not require nore than four octets to
encode a valid code point."

MODULE DOCS- CABLE- DEVI CE-M B

MANDATORY- GROUPS {
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docsDevSof t war eG oupV2
}

MODULE DOCS- | ETF-BPI 2- M B
MANDATORY- GROUPS {
docsBpi 2CodeDownl oadGr oup
}

::={ pktcM aConpliances 2 }
END
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6. Security Considerations

There are a nunber of nanagenment objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such

obj ects may be considered sensitive or vulnerable in some network
envi ronments. The support for SET operations in a non-secure

envi ronment w t hout proper protection can have a negative effect on
networ k operations. |nproper manipul ation of the objects defined in
this MB may result in random behavi or of MIA devices and may result
in service disruption. These are the tables and objects and their
sensitivity/vulnerability:

- The follow ng objects, if SET naliciously, would cause the MIA
device to reset and/or stop its service:

pkt cM aDevReset Now.
pkt cM aDevEnabl ed.

- Al witable objects in the pktcM aDevServer group and some in the
pkt cM aDevReal mTabl e share the potential, if SET maliciously, to
prevent the MIA from provisioning properly. Thus, they are
considered very sensitive for service delivery. The objects in
question are:
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pkt cM aDevPr ovi si oni ngTi rer,

pkt cM aDevDhcpSer ver Addr essType,

pkt cM aDevDnsSer ver Addr essType,

pkt cM aDevTi nmeSer ver Addr essType,

pkt cM aDevPr ovConfi gEncrypt Al g,

pkt cM aDevSer ver Dns1,

pkt cM aDevSer ver Dns2,

pkt cM aDevTi neSer ver,

pkt cM aDevConfi gFil e,

pkt cM aDevPr ovConfi gHash,

pkt cM aDevPr ovConfi gKey,

pkt cM aDevProvSol i ci t edKeyTi neout ,

pkt cM aDevReal m\ane,

pkt cM aDevReal mOr gNane,

pkt cM aDevReal mnsol i ci t edKeyMaxTi nmeout ,
pkt cM aDevReal munsol i ci t edKeyNonili neout ,
pkt cM aDevReal munsol i ci t edkeyMaxRetries, and
pkt cM aDevReal nfst at us.

Certain of the above objects have additional specific
vul nerabilities:

0 pktcM abDevServerDnsl and pktcM aDevServerDns2, if SET
mal i ci ously, could prevent the MIA from bei ng aut henticated and
consequently fromgetting tel ephony services.
0 pktcM aDevReal nStatus, if SET maliciously, could cause the
whol e row of the table to be deleted, which may prevent MIA
fromgetting tel ephony servi ces.
Al witable objects in the pktcM abevCrsTabl e table share the
potential, if SET maliciously, to disrupt the tel ephony service by

altering which Call Managenent Server the MIA nust send signaling
registration to; in particular:

pkt cM aDevCnsFqdn,

pkt cM aDevCnsKer bReal mName,

pkt cM aDevCrrs MaxCl ock Skew,

pkt cM aDevCnsSol i ci t edKeyTi neout ,

pkt cM aDevCnsUnsol i ci t edKeyMaxTi neout ,

pkt cM aDevCnsUnsol i ci t edKeyNonili neout ,

pkt cM aDevCnsUnsol i cit edkeyMaxRetries (this object, if set to a
zero value "0, may prevent the MIA fromretrying its attenpt
to establish a Security Association with the CM5), and

pkt cM aDevCrs St at us.
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- Some witable objects in the pktcM aDevReal nifabl e table will not
have an i medi ate effect on service, if SET naliciously. However,
they may inpact the service performance and cause aval anche
attacks on provisioning and Kerberos KDC servers, especially after
massi ve devi ce reboots occur. The objects in question are as
fol |l ows:

pkt cM aDevReset Kr bTi ckets: This object, if set to "true’, wll
cause the MIA to request a new Kerberos ticket at reboot.

pkt cM aDevReal nPki ni t GracePeri od, pktcM aDevReal mirgsG acePeri od:
These 2 objects, if set to short tine periods, will cause the MIA
to renewits tickets nore frequently.

Sone of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. Sone of these objects may
contain information that nay be sensitive froma business or custoner
perspective. It is thus inportant to control even GET and/or NOTIFY
access to these objects and possibly to even encrypt the val ues of
these obj ects when sending them over the network via SNVP.

These are the tables and objects and their sensitivity and
vul nerability:

- Some readabl e objects in the pktcM aDevBase, pktcM aDevServer, and
pkt cM aDevSecurity groups share the potential, if read
maliciously, to facilitate Denial -of -Service (DoS) attacks agai nst
provi sioning or Kerberos servers. The object in question are as
fol |l ows:

pkt cM aDevSer ver Dhcpl, pktcM aDevServer Dhcp2, and

pkt cM aDevSnnpEntity. The val ues of these objects may be used to
| aunch DoS attacks on the Tel ephony Service Provider DHCP or
Provi si oni ng servers.

pkt cM aDevPr ovKer bReal mNanme, pktcM aDevManufacturerCertificate,

pkt cM aDevCertificate and pktcM aDevTel ephonyRoot Certificate. The
val ues of these objects nmay be used by attackers to | aunch DoS
attacks agai nst Kerberos servers.

- One additional readable object may expose sonme security threats:
pkt cM aDevFQDN. This object may include sensitive informtion
about the domain nane, and potentially, the domain topol ogy.

SNWVP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using |IPSec),
even then, there is no control as to who on the secure network is
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all oned to access and GET/ SET (read/change/create/ del ete) the objects
in this MB nodul e.

It is RECOVWENDED t hat inplenenters consider the security features as
provi ded by the SNMPv3 framework (see Section 8 in [ RFC3410]),

i ncluding full

support for the SNMPv3 cryptographi c nechanisns (for

aut henti cati on and privacy).

Furt her, deploynent of SNWP versions prior to SNMPv3 is NOT

RECOMVENDED.

Instead, it is RECOMVENDED to depl oy SNMPv3 and to

enabl e cryptographic security. It is then a custoner/operator
responsibility to ensure that the SNWP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/delete) them

7. |1 ANA Consi derations

The M B nodul e defined in this docunment uses the follow ng | ANA-
assi gned OBJECT | DENTI FI ER val ues, recorded in the SM Numnbers

registry:

Descri pt or

pktcletfMaM b

OBJECT | DENTI FI ER val ue

{ mib-2 140 }
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